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Abstract

SRv6 is being rapidly deployed and is currently primarily used in
trust ed- domai n backbone networks. However, we have al so observed
that SRv6 is beginning to extend toward end-user devices, e.g., in
SD- WAN depl oynments. SD-WAN can be deployed in third-party clouds or
at customer sites, causing the physical boundary of SRv6 to becone
blurred. This introduces certain security risks, such as packet
injection and path mani pul ati on attacks. Section 6 of
[I-D.draft-ietf-spring-srv6-security] identifies these risks as well,
including Section 6.2.1 on Mdification Attacks and Section 6.2.3 on
Packet Insertion. This proposal mitigates these risks by enhancing
the HVAC nmechani sm defined in [ RFC8754].

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

SRv6 is being rapidly deployed and is currently primarily used in
trust ed- domai n backbone networks. However, we have al so observed
that SRv6 is beginning to extend toward end-user devices, e.g., in
SD- WAN depl oynments. SD-WAN can be deployed in third-party clouds or
at customer sites, causing the physical boundary of SRv6 to becone
blurred. This introduces certain security risks, such as packet
injection and path mani pul ati on attacks. Section 6 of
[I-D.draft-ietf-spring-srvé-security] identifies these risks as well
including Section 6.2.1 on Mdification Attacks and Section 6.2.3 on
Packet Insertion. This proposal mitigates these risks by enhancing
t he HVAC nechani sm defined in [ RFC8754].

[ RFC8754] describes how to use the HVAC TLV to verify the integrity
and authenticity of the SRH(Segnent Routing Header) during the
transm ssi on process, and to prevent the SRH from being maliciously
tanpered with or forged. Although the HVAC nmechani sm specified in
RFC 8754 can verify the integrity of the entire SID List, if we want
to force the SRv6 endpoi nts the packet nust pass through during
forwarding, it is necessary to retain sone information each tinme the
packet passes through an SRv6 endpoint. This draft proposes an
enhancenment to HVAC specificed by RFC 8754 that provides the
capability to enforce the packet’'s forwarding path to go through al
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or certain SRv6 endpoints in the SID List. Meanwhile, the SRv6 HVAC
mechani sm perfornms end-to-end cryptographic verification of the
entire 1 Pv6 header and SRH header, which significantly increases the
processi ng performance and storage overhead of forwarding chips,
making it challenging to inplenent in practical comercial

depl oynent s.

Thi s docunent proposes a path verification nechanismfor SRv6, which
adopt s a hop-by-hop cryptographic computation on the destination
segnent identifier at each node, conbined with an end-to-end
verification at the last hop. Although the HVAC nechani sm specified
in RFC 8754 can verify the integrity of the entire SID List, if we
want to force the SRv6 endpoints the packet must pass through during
forwarding, it is necessary to retain sone information each tinme the
packet passes through an SRv6 endpoint. This draft proposes an
enhancenent to HVAC specificed by RFC 8754 that provides the
capability to enforce the packet’'s forwarding path to go through al
or certain SRv6 endpoints in the SID List. And this approach al so
significantly reduces the processing overhead associated with hop-by-
hop path verification

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. Process
The i nproved SRv6 path verification mechani smproposed in this
docunent follows the processing flow at the head node, internediate
nodes, and tail nodes as described bel ow

Attack traffic: SRH (P1, P3, PE2) w HMAC captured fromuser traffic
I

| +----+
+---->] P2 |
[+----+\
/ \
+emmmm- + +- - -+ +- - -+ +emmmm- +
| Head |------ | PL|----- | P3 [------ | Tail |
R +----+ +----+ +ommmm - +
L<---— User traffic: SRH (P1, P3, PE2) w correct HVAC

Figure 1. Exanple topo

Yang, et al. Expires 19 June 2026 [ Page 3]



Internet-Draft SRv6 Path Verification Decenber 2025

Head Node:

The head node sends an | Pv6/ SRv6 packet. It encrypts the destination
segnent identifier (i.e., the SID of the first internedi ate node)
usi ng a predefined encryption algorithm(e.g., HVAC, CRC, or other
generic algorithms) and a pre-shared key, generating verification
information 1. This verification information 1 is then inserted into
a specified field of the packet (e.g., the Segnment Routing Header
(SRH) label field, SRH TLV field, path segnent field, or |IPv6
extension header), In this docunent, it is assumed that the mechani sm
is inplemented by extending the "SRv6 SID Verify TLV' and
incorporating it into the SRH (Segnent Routing Header). The packet,
now containing verification information 1, is forwarded to the first

i nt ermedi at e node

I nter redi at e Nodes:

The first intermedi ate node receives the | Pv6/SRv6 packet fromthe
head node, which includes verification information 1 and the
destination segment identifier of the next hop (i.e., the SID of the
second internedi ate node). The internediate node reads verification
information 1 and the segnent identifier of the next hop fromthe
packet, and then encrypts the verification information 1 and the
segnment identifier of the next hop using the same predefined
encryption algorithmand pre-shared key, respectively. It then suns
up verification information 2 through a predefined operation (e.g.,
wei ght ed sunmation), generating verification information 2, which
will be inserted into the sane specified field of the packet, which
is then forwarded to the second internedi ate node. Subsequent

i ntermedi ate nodes repeat this process, sequentially propagating the
conbined results of their own and all precedi ng nodes’ cal cul ati ons.

Tai | Node:

The tail node receives the packet fromthe | ast internediate node,
which carries the conbined verification information. It will conpare
the conbined verification information with pre-cal cul ated path
verification value. |If they do not match, the packet is considered
routed by unexpected path and can be discarded. |If they match, the
packet strictly follows the SID List carried in the packet. In case

of a mismatch, tail node can conpare these results with its own
calculations to identify the specific node where the verification
failed, enabling traceability of the verification anonaly.

In sunmary, the algorithmworks in the follow ng way. Define

ALG n(x) = AL kn, x), kn is the key for node n, and x is the SID in
the destination address, and Yn is the path verification information
carried by the packet and updated on each hop. Suppose the SRv6 path
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starts from Nodel and ends on Node4, the path verification

i nformati on woul d be conputed as bel ow on each node. Nodel: Y1 =
ALG 1(SID 2); Node2: Y2 = ALG 2(SID 3) + ALG 2(Y1); Node3: Y3 =
ALG 3(SID 4) + ALG 3(Y2); Node4: Y4 = ALG 3(SID 4) + ALG 4(y3).
Optionally, on last hop node, if the verication failed it can send
the packet to the SDN controller. Because Yn and ALG n(x) is known
to SDN controller, it can identify which nodes has been bypassed.

In this way, the intermedi ate nodes specified by in the SIDIist wll
not be allowed to be bypassed since every hop will have fingerpint in
the Yn.

3. Extensions

3.1. SRv6 SID Verify TLV

A new SRv6 SID Verify TLV is requested from "Segnment Routing Header
TLVs" in this docunent.

0 1 2 3
012345678901234567890123456789012
B T S i T s i i e e SEI S
| Type( TBD) | Length | AlgorithmID | Key Len |
T S I T St S S T M S R s s
| Auth Key ID (vari abl e) |
R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R
| /1
| Si gnature (vari abl e)

/1

| /1
T T T S S e T i S e i S S S S

Type (1 octets): TBD, SRv6 SID Verify TLV

Length (1 octets): The length of the variable-length data in bytes.

AlgorithmID(1 octets): The ID of encryption Al gorithm

Key Len(1l octet): Length of pre-shared

Auth Key ID: pre-shared key to encrypt the SID

Signature: encrypted SID data, variable, in nmultiples of 8 octets.
Figure 2: SRv6 SID Verify TLV

4. | ANA Consi derations
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4.1. SRv6 SID Verify TLV

A new SRv6 SID Verify TLV is requested from "Segnment Routing Header
TLVS".

[ bl s oo e el oo
| Value | Description | Reference |
[ e ool oo el s sl 1)
| O | SRv6 SID Verify TLV | This docunent |
+------- T i i I +

Tabl e 1. Code Poi nt
5. Security Considerations
Thi s docunent should not affect the security of the Internet.
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