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Abst ract

SRv6 is being rapidly deployed and is currently primarily used in
trust ed- domai n backbone networks. Both the carrier market and the
enterprise market are adopting SRv6 for end-to-end service delivery.
However, if a firewall exists along an SRv6 path, legitinmate SRv6
traffic will be dropped. This proposal addresses this issue by using
SID as source address in SRv6 packets.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

SRv6 is being rapidly deployed and is currently primarily used in
trust ed- domai n backbone networks. Both the carrier nmarket and the
enterprise market are adopting SRv6 for end-to-end service delivery.
However, if a firewall exists along an SRv6 path, legitimte SRv6
traffic will be dropped. This proposal addresses this issue by using
SID as source address in SRv6 packets.
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The reason has been el aborated in Section 8.1 of

[I-D.draft-ietf-spring-srv6-security]. |In brief, SRv6 using | oopback
as source address will cause asynmretric address, which will be

bl ocked by the firewall. As a result, users are forced to
encapsul ate traffic with nmultiple layers of tunnel headers—such as

| PSec or L2TP—to ensure it can pass through the firewall. This

approach introduces two significant issues: first, it increases
overhead—for exanple, |PSec adds approximately 80 bytes of header
over head; second, it underm nes the programmbility benefits of SRv6,
as forwarding is perfornmed based on | PSec rather than SRv6 itself.
1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here
1.2. Term nol ogy
AC. attachment circuit
PE: Provi der Edge.
SID: Segment ldentifier, defined in [ RFC8402].
SRv6: SR over |Pv6, defined in [ RFC8402].
VPLS: Virtual Private LAN Service
VPW5: Virtual Private Wre Service.
VPN: Virtual Private Network
2. Using SRv6 SID as Source Address
Only unicast traffics are eligible for using SID as source address.
There are a bunch of SRv6 services specified in [ RFC8986], and those
End. DT* and End.DX* SIDs are locally allocated and associ ated SRv6
tunnel operation. All those End. DX* and End. DT* SI Ds except End. DT2M
SHOULD be used for source address. Put it sinple, it SHOULD consi der

using SID as source address for |IPinlP, L3VPN, VPW5 VPLS and EVPN
servi ces.

Yang & Lin Expi res 16 August 2026 [ Page 3]



I nternet-Draft SI D as source address February 2026

2. 1. User Traffic

AC is associated with an SRv6 service, and the SID of that SRv6
service is locally allocated by the PE. Therefore, the traffic
received froman AC can al ways be unanbi guously associated with a
specific local SRv6 service SID. |In other words, the SRv6 service
SID to be popul ated as source address can be naturally deternined
during the forwardi ng process.

2.2. Control Traffic

Control traffic will not be term nated by VPN, thus will not be
i npact ed.

2.3. OAM Traffic

OAM traffic term nated by the SRv6 tunnel SHOULD use the SRv6 SID as
source address, such as ping, trace. Refer to RFC 8986 4.1.1,

Al'l owi ng the processing of specific Upper-Layer header types is
useful for Operations, Adm nistration, and M ntenance (OGAM. As an
exanpl e, an operator might pernmt pinging of SIDs. To do this, they
may enabl e perm ssion of Upper-Layer header type 58(1 CVPv6).

2.4. Managenent Traffic

Management traffic will not be terminated by VPN, thus SHOULD not be
i mpact ed.

3. Use Cases
3.1. SRv6 Network with SR-aware Stateful Firewall
3.1.1. Pr obl em St at enment

To provide VPN service in an SRv6 network [ RFC9252], the ingress PE
encapsul ates the payload in an outer |Pv6 header with the Segnent
Routi ng Header (SRH) [ RFC8754] carrying the SR Policy segnent |ist
along with the VPN Service SID. |If the VPN service is with best-
effort connectivity, the destination address of the outer |Pv6 header
carries the VPN service SID and the SRH is onitted.

Along the forwarding path in the SRv6 network, firewalls may be
deployed to filter the traffics. |If a firewall is SRraware, it wll
retrieve the final destination of an SRv6 packet fromthe |last entry
in the SRH rather than the destination address field of the IPv6
header [I-D.draft-ietf-spring-sr-service-progranm ng].
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+---+ +---+ Fomm e e a - + +---+ +---+
| CE1| ---| PE1|--...--|Firewal I |--...--|PE2|---] CE2

+---+ +---+ T + +---+ +---+
Packet (PEl1 ---> PE2): Packet (PEl <--- PE2)

LR R I R R I O I R

* | Pv6 *
* SA=PE1- | P- ADDR *
* DA=Next Segnent *
EE IR R S I I R I S I I O
* SRH *
* Seg[ 0] =PE2- VPN- SI D *
* Seg[...] *

EE R I R I R I R O I

* Eth/ | Pv4/ | Pv6 *
* Sour ce=CEl *
* Desti nati on=CE2 *

LR R I R R I O I R

* Payl oad *

EE R I R I R I R O I

BRI R R R I O I R

* | Pv6 *
* SA=PE2- | P- ADDR *
* DA=Next Segnent *

Rk Rk R I R I O

*

SRH *

* Seg[ 0] =PE1- VPN-SI D *
* Segl...] *

EE R I R I R I R O I

*

Eth/1Pv4/1Pv6  *

* Sour ce=CE2 *
* Desti nati on=CE1l *

LR R I R I R I O I

*

Payl oad *

EE R I R I R I R O I

Figure 1: SR-Policy-based VPN Traffic across Firewall
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S S + S
| CE1| ---| PE1| --...--|Firewal |l |--...--| PE2| ---| CE2|
R S S + R S

Packet (PEl1 ---> PE2):

EE R I R I R I R O I

* | Pv6 *
* SA=PE1- | P- ADDR *
* DA=PE2- VPN- SI D *

BRI R R R I O I R

* Et h/ | Pv4/ 1 Pv6 *
* Sour ce=CE1l *
* Desti nati on=CE2 *

Rk Rk R I R I O

* Payl oad *

BRI R R R I O I R

Packet (PEl <--- PE2):

EE R I R I R I R O I

* | Pv6 *
* SA=PE2- | P- ADDR *
* DA=PE1- VPN- SI D *

BRI R R R I O I R

* Et h/ | Pv4/ 1 Pv6 *
* Sour ce=CE2 *
* Desti nati on=CE1l *

Rk Rk R I R I O

* Payl oad *

BRI R R R I O I R

Figure 2: Best-Effort VPN Traffic across Firewal

The stateful firewall will check the association relationships of the
bidirectional VPN traffic packets. A comon inplenmentation may
record the key information of the packets on forward way(internal to
external), such as source address and destination address. Wen
recei ving a packet on backward way(external to internal), it checks
the state table if there is an existing forward packet flow  For
exanple, the firewall may require that the source address of packet
on backward way matches the destinati on address of packet on forward
way, and destination address will be checked in the simlar way. |If
not matched, the packet on the backward path will be regarded as
illegal and thus dropped.

An SR-aware firewall is able to retrieve the final destination of an
SRv6 packet fromthe last entry in the SRH  The <source,
destination> tuple of the packet fromPELl to PE2 is <PE1l-1P- ADDR

PE2- VPN- SI D>, and the other direction is <PE2-1P-ADDR, PEl- VPN S| D>.
However, the source address of the outer |Pv6 packet is usually a

| oopback interface of the ingress PE. Eventually, the source address
and destination address of the forward and backward VPN traffic are
regarded as different flow, and they may be bl ocked by the firewall

3.1.2. Solution for SRv6 Traffic Pass Thru SR-aware Stateful Firewall

In the SRv6-based VPN service, the final destination of the outer

I Pv6 header is the VPN-SID of the egress PE, which is associated with
that VPN service. But the source address of the outer |Pv6 header is
usual ly unrelated to the VPN service. So, it can be difficult for a
stateful firewall to establish the association relationship between
the bidirectional traffic flows.
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6.

The proposed solution is to unify the semantic of the source and
destination address thus ensure the synmetry of the bidirectional
flow.

When an ingress PE receives the client packet fromCE, it checks
which L3 VPN service it belongs to, and uses the VPN SID associ at ed
with that L3 VPN service as the source address when encapsul ating the
outer I Pv6 header with the optional SRH

Quter | Pv6 Header of SR-Policy-based VPN Traffic:

R R R R S S S S S R R R R S S S I I
* | Pv6 * * | Pv6 *
* SA=PE1- VPN- SI D * * SA=PE2- VPN- SI D *
* DA=Next Segnment * * DA=Next Segnment *
kkkkkkkhkhkhkikikkikkkhkkikikikhkik*k kkkkkkkhkhkhkikikkikkkhkkikikikhkik*k
* SRH * * SRH *
* Seg[ 0] =PE2- VPN- SI D * * Seg[ 0] =PE1- VPN-SI D *
* Seg[...] * * Seg[...] *
EE IR R R I I I S I S I I O EE IR R R S I I S I S I I O

Quter | Pv6 Header of Best-effort VPN Traffic:

R R R R S S S I I R R R R S S S I I
* | Pv6 * * | Pv6 *
* SA=PE1- VPN- SI D * * SA=PE2- VPN- SI D *
* DA=PE2- VPN- SI D * * DA=PEl- VPN-SI D *
kkkkkkkhkhkhkikikkikkkhkkikikikikhk*k kkkkkkkhkhkhkikikkikkkhkkikikikikhk*k

Figure 3. Quter |IPv6 Header in the Proposed Sol ution
According to [ RFC8402] and [ RFC8986], an SRv6 VPN Service SID is an
| Pv6 address, and it is routable by its Locator prefix in the SRv6
network. In the proposed solution, when an SRv6 VPN Service SID is
used as the source address of the outer |Pv6 header in the SRv6
network, it is treated as a nornmal |Pv6 address and does not perform
any speci al behavi or.
I ANA Consi derati ons

Thi s document has no | ANA acti ons.
Security Considerations

TBD.
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