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Abst ract

Segment routing (SR) [RFC8402] is a source routing paradigmthat
explicitly indicates the forwarding path for packets at the ingress
node. SR can be instantiated on the MPLS data plane (MPLS-SR) and
the I Pv6 data pl ane (SRv6).

On the MPLS- SR data plane, a segnment is encoded as an MPLS | abel,
and an ordered list of segnents is encoded as a stack of labels. On
the SRv6 data plane, a segnent is encoded as an | Pv6 address (SRv6
SID) [RFC8986], and an ordered list of segnments is encoded as an
ordered list of SRv6 SIDs in the SR header (SRH) [RFC8754]. The

i ngress node steers packets into a specific path according to the
ordered list of segnents (SR Policy) as defined in [ RFC9256].

Servi ce Function Chaining (SFC) defines an ordered set of service
functions and subsequent "steering" of traffic through them The
architecture of SFCis defined in [ RFC7665].

Thi s docunent describes the common failure scenarios and protection
mechani sms of service function chains in SR networks. Then

i npl ement ati on recomendati ons for protection of service function
chai ns are proposed.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may al so distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and may be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Decenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
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(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

Segnent routing (SR) [RFC8402] is a source routing paradi gmthat
explicitly indicates the forwarding path for packets at the ingress
node. SR can be instantiated on the MPLS data plane (MPLS-SR) and
the 1 Pv6 data plane (SRv6).

On the MPLS-SR data plane, a segnent is encoded as an MPLS | abel,
and an ordered list of segnents is encoded as a stack of |abels. On
the SRv6 data plane, a segnent is encoded as an | Pv6 address (SRv6
SI D) [RFC8986], and an ordered list of segnents is encoded as an
ordered list of SRv6 SIDs in the SR header (SRH) [RFC8754]. The

i ngress node steers packets into a specific path according to the
ordered list of segnents (SR Policy) as defined in [ RFC9256].

Servi ce Function Chaining (SFC) defines an ordered set of service
functions and subsequent "steering" of traffic through them The
architecture of SFC is defined in [ RFC7665].

Thi s docunent describes the common failure scenarios and protection
mechani sms of service function chains in SR networks. Then
i npl ement ati on reconmendati ons for protection of service function
chai ns are proposed.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.2. Term nol ogy

The terms in this docunent are defined in [ RFC7665], [ RFC8459],
[ RFC8986] and [I-D.ietf-spring-sr-service-programm ng].

The following lists widely used terns in this docunent.
SR Segnent Routi ng
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SRv6: Segnent Routing over |Pv6
CF: Classifier
SF: Service Function
SFF: Service Function Forwarder
SFC. Servi ce Function Chaining
2. Background Requirenents
In SRv6 networks, programm ng of forwardi ng paths can be achi eved
through the conbination of SIDs. If the programm ng paths
sequentially pass through the specified SF, SFC is achieved, which

is the main idea of statel ess SRv6 SFC sol ution

The architecture of the Statel ess SRv6 SFC solution is shown in
Figure 1, which includes the foll owi ng key components:

SRv6- aware SF: SF nodes that support SRv6 can be directly
connected to SFF.

SRv6- unaware SF: SF nodes that do not support SRv6 need to depl oy
an SRv6 proxy between SFF and SRv6-unaware SF to conplete the
processi ng of SRv6 packets.

SRv6 Proxy: The proxy for SRv6, which forwards packets fromthe

SRv6 network to the SRv6 unaware SF and returns them fromthe
SRv6-unaware SF to the SRv6 networKk.
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Figure 1

The SRv6 proxy caches the mapping rel ationship between SRH and t he
virtual interface connecting SF, which is used to recover SRv6
packets based on the virtual interface when packets return from SF.

Currently, during the deploynent of SFC, we have encountered sone

reliability issues with SF. Taking the sinple networking nodel in

Figure 2 as an exanple, any of the following faults will cause the
service nmessage to be di scarded

Fault 1: SF fault.

Fault 2: SFF fault.

Fault 3: Link failure or unreachable routing between SFF and SF.

, User ° , User ‘°
( Network ) L + ( Network )
‘L , | SF | ‘L ,
R TR e R TR
I I I
+- - - - - [ S, S R e E S Y — +
| Ingress A +--+ SFF +--+ SRv6 Node +--+ Egress
| (Cassifier)| | B | C | D |
e + He-ee-a-- S R R + Hememeee-a- +
Fi gure 2

In order to inprove the reliability of SFC, we propose the follow ng
three reliability protection nechanisns:

* SFF redundant backup protection nethod
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* SF redundant backup protection method
* SF bypass forwarding met hod

It should be noted that OAM packets involve relatively conplex state
processing. Discarding or altering these packets can lead to
conmpatibility issues for the entire connection. Therefore, it is
advi sable to avoid diverting CAMtraffic into the SFC processing.

3. SFC Reliability Protection Mechani sns

3. 1. SFF Redundant Backup Protection Method
Depl oy primary and backup SFFs for SF. SF is dual -honed connected to
bot h SFFs sinultaneously. Wen the routing between the primary SFF
and SF is unreachable or primary SFF fails, the service nessage is
switched to the backup SFF and forwarded to SF via the backup SFF.
The foll owi ng describes the worki ng process of SFF redundant backup
protection mechani sm based on SF's SRv6 capabilities and SRv6 Proxy
behavi or.

3.1.1. Static SR Proxy
As shown in Figure 3, SFF1 and SFF2 are two Service Function

Forwarders that are backed up to each other. SF is connected to both
SFF1 and SFF2.
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Primary static proxy SID=X1
Backup static proxy SID=X2
SRH SID |ist(E2, E1, D, X1)

E + +- - - - - +

| SFF1 +----- + SF |
| (SI D=B)| TR +
- + /

A + \ /

| Ingress | / \

| (Al assifier)] X

| (Sl D=A) | \ /A

R + \ / \ R +
Fomemm - + [ + | Egress |
| SFF2 +----- + Node Dt----- + (SID=E1) |
| (SID=0) | | (SID=D)| | (DT4 SI D=E2) |
E + E + Fom e m oo - - +

Primary static proxy SID=X1
Backup static proxy SID=X2
SRH SID Iist(E2, E1, D, X1)
Figure 3
Firstly, configure SFF1 and SFF2 as fol |l ows:

* Configure the mapping relationship cache entries for the sane SRH
and interface connecting SF on two SFFs.

* Two SFFs use the sane Locator segment to assign their respective
static proxy SID.

* Two SFFs with the sane configuration as the primary static proxy
SI D and backup static proxy SID. Both specify SFF1 as the prinmary
and SFF2 as the backup.

Normal Iy, the Ingress node encapsul ates the SRH header and fills the
SIDIlist with <E1, E2, D, X1>, indicating that the nessage is
forwarded al ong the path | ngress->SFF1l->SF- >SFF1- >NodeD- >Egr ess.
After receiving the nessage, SFF1 nmatches it to the local primary
static proxy SID based on the destination address X1 of the nmessage.
SFF1 perfornms the processing of End. AS behavior, renoves the |Pv6
header and SRH, and sends the original nessage to SF through the
interface corresponding to the service SID.

When SFF1 detects that the route from SFF1 to SF is unreachable, it
encapsul ates a new SRv6 header to the nessage based on the
configured backup SFF. There are two encapsul ati on options for the
SRv6 header:

* Option 1: Wth SRH, forward the payload to the backup SFF through
the SRv6 TE pat h.
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- The SRH SID |list contains the segnent | Ds of the nodes that
need to be passed through for backup SFF.
- SID0] is backup static proxy SID

* Option 2: Forward the payload to the backup SFF through the SRv6
BE pat h.

- The IPv6 DA is backup static proxy SID.

SFF1 searches the routing table and forwards the updated nessage to
SFF2.

After receiving the message, if the route fromSFF2 to SF is
reachabl e, SFF2 renmpbves the outer SRv6 header, and forwards the
payload to SF. If the route from SFF2 to SF is al so unreachabl e,
di scard the nessage.

For option 1, the encapsul ation of nessages transnmtted between SRv6
nodes fromlngress to Egress is shown in Figure 4.

I ngress->SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess
S S S S +
| 1 Pv6 Hdr: | |IPv6 Hdr: | |1Pv6 Hdr: | |IPv6 Hdr: |
| DA=X1 | | DA=C | | DA=D | | DA=El |
Fomm e oo - G S R ST S, R ST S, +
| SRH: | | SRH: | | SRH: | | SRH: |
SL=3, SL=1, | SL=2, | SL=1, |
| (E2, E1, D, X1)| | (X2,0Q | |(E2,EL, D X1)| |(E2, ELl, D, X1) |
- I R R +
| Payload | | Payload | | Payload | | Payload |
Fomm e oo - G S R ST S, R ST S, +
Figure 4

For option 2, the encapsul ation of nessages transnmitted between SRv6
nodes fromlngress to Egress is shown in Figure 5.
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I ngress->SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess

Fomm e oo - G S R ST S, R ST S, +
| 1Pv6 Hdr: | |IPv6 Hdr: | |1Pv6 Hdr: | |1Pv6 Hdr: |
| DA=X1 | | DA=X2 | | DA=D | | DA=El |
dom e + F-mmmme o + F-mmmmemaoa + F-mmmmemaoa +
| SRH: | | Payload | | SRH: | | SRH: |

SL=3, [ e + | SL=2, | | SL=1
| (E2, E1, D, X1) | | (E2, E1, D, X1) | | (E2, EL1, D, X1) |
R + R S SR SRS +
| Payl oad | | Payl oad | | Payl oad |
dom o + dom o L +
Figure 5

3.1.2. Dynam c SR Proxy

Conpared to static SR Proxy, dynam c SR Proxy has the ability to

| earn mapping relationship cache entries. The mapping rel ationship
cache between SRH and the interface connecting SF is dynanically
gener ated based on the SRH of the nessages received by SFF

After enabling SFF redundant backup protection function, when the
primary SFF senses that it is unreachable to SF, the SRH are not
renoved. Instead, SFF1l needs to carry the original SRH to the backup
SFF.

As shown in Figure 6, SFF1 and SFF2 are two Service Function
Forwarders that are backed up to each other, and SF is connected to
both SFF1 and SFF2.

Firstly, configure SFF1 and SFF2 as fol |l ows:

* Two SFFs use the sane Locator segment to assign their respective
dynami ¢ proxy SID.

* Two SFFs with the sane configuration as the prinmary dynam c proxy

SI D and backup dynamic proxy SID. Both specify SFF1 as the primary
and SFF2 as the backup
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Primary dynam c proxy SID=X1
Backup dynam c proxy Sl D=X2

R, + +--m - - +
| SFF1 +----- + SF |

| (SI D=B) | oo o +

S R + /

S L + \ /

| Ingress | / \

| (Cassifier)] X

| (Sl D=A) | \ [\

R + \ / \ R +
e + \+------- + | Egress |
| SFF2 +----- + Node Dt----- + (SID=E1) |
| (SI D=0 | | (SI D=D) | | (DT4 S| D=E2) |
R, + R, + R +

Primary dynam c proxy SID=X1
Backup dynam c proxy S| D=X2
Fi gure 6

Normal Iy, the Ingress node encapsul ates the SRH header and fills the
SIDlist with <E1, E2, D, X1>, indicating that the nessage is
forwarded al ong the path | ngress->SFF1l->SF- >SFF1- >NodeD- >Egr ess.
After receiving the nessage, SFF1 matches it to the local dynanic
proxy SID based on the destination address X1 of the nessage.

SFF1 perfornms the processing of End. AD behavi or, decapsul ates the
message, renoves the 1 Pv6 header and SRH, and sends the payload to
SF through the interface corresponding to the service SID. At the
sanme time, SFF1 records the mapping relationship cache between SRH
and the interface connecting SF, in order to recover the SRH when
the nmessage returns from SF.

When SFF1 detects that the route from SFF1 to SF is unreachabl e,
SFF1 does not renove the existing | Pv6 header and SRH, and there are
two process options for the SRv6 header:

* Option 1. SFF1 adds another SRv6 header to the nessage.

- The SRH SID |list contains the segnent | Ds of the nodes that
need to be passed through for backup SFF.

- SID0] is backup dynam c proxy SID.

* Option 2: SFF1 reuses existing | Pv6 headers. SFF1 repl aces the
I Pv6 DA to backup dynam c proxy SID.

SFF1 searches the routing table and forwards the updated nessage to
SFF2. After the nessage arrives at SFF2, it is matched to the | ocal
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backup dynamic proxy SID based on the destination address X2. SFF2
renoves the outer |Pv6 header(s), sends the payload to SF, and
records the mapping rel ati onship cache between SRH and the interface
connecting SF.

If the route fromSFF2 to SF is unreachable, it is considered that
both the primary and backup SFFs are unable to process and the
message i s di scarded.

For option 1, the encapsul ation of nessages transmtted between SRv6
nodes fromlngress to Egress is shown in Figure 7

I ngr ess- >SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess
Fomm e oo - R ST S, R ST S, R ST S, +
| 1Pv6 Hdr: | |IPv6 Hdr: | |1Pv6 Hdr: | |IPv6 Hdr: |
| DA=X1 | | DA=C | | DA=D | | DA=El |
dom e + F-mmmmemaoa + F-mmmmemaoa + F-mmmmemaoa +
| SRH: | | SRH: | SRH: | | SRH: |
| SL=3, | | SL=1, | | SL=2, | | SL=1, |
| (E2,E1,D, X1)| | (X2,0 | |(E2,EL D X1)| |(E2, ELl, D, X1)|
R S SR SRS S SR SRS S SR SRS +
| Payload | |IPv6 Hdr: | | Payload | | Payload |
R + | DA=D [ R + Fommmm e +

R T +

| SRH:

| SL=2, |

| (E2, E1, D, X1) |

R +

| Payload |

R T +

Figure 7

For option 2, the encapsul ation of nessages transmtted between SRv6
nodes fromlngress to Egress is shown in Figure 8.
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I ngr ess- >SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess

Fomm e oo - R ST S, R ST S, R ST S, +
| 1 Pv6 Hdr: | |1 Pv6 Hdr: | |1 Pv6 Hdr: | |1 Pv6 Hdr: |
| DA=X1 | | DA=X2 | | DA=D | | DA=El |
S TR S S S +
| SRH: | | SRH: | | SRH: | | SRH: |

SL=3, | | SL=2, | | SL=2, | | SL=1,
| (E2, E1, D, X1)| |(E2,E1,D, X1)| |(E2,EL D, X1)| |(E2, ELl, D, X1)|
R S SR SRS S SR SRS S SR SRS +
| Payload | | Payload | | Payload | | Payload |
S TR S S S +
Figure 8

3.1.3. Masqueradi ng SR Proxy

SFC masqueradi ng proxy is suitable for scenarios where SF can
recogni ze SRv6 packets but does not support processing SRH Before
forwardi ng the nessage to the SF, the masqueradi ng SR proxy first
updates SID 0] of Segment list to DA, and then directly forwards the
SRv6 message to SF. After SF conpletes the service processing, it
does not process the SRv6 SRH and forwards the nmessage back to SFF.
After receiving the nessage returned from SF, SFF updates DA to

SID SL] of Segrment list and continues forwarding.

Because the SRH has al ways been carried in the nessage w thout
modi fi cati on, SFF does not need to re encapsul ate the SRH after
receiving the nmessage returned from SF, and can directly use the SRH
i nside the nmessage.

In the scenario of using masqueradi ng SR proxy, after enabling SFF
redundant backup protection function, when the primary SFF senses
that the route with SF is unreachable, the primary SFF does not
renove the | Pv6 header and SRH |nstead, SFF1l needs to carry the SRH
to the backup SFF.

Taking Figure 9 as an exanple, the detailed protection processing
process is as foll ows.
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Masquer adi ng proxy SID

Pri mar y=X1

Backup=X2
AR, + +----- +
| SFF1 +----- + SF |
| (SI D=B)| TR +
R + /

R + \ /

| Ingress | / \

| (Al assifier)] X

| (Sl DB=A) | \ /I \

e + \ / \ e +
Fommma - + \ oo - + | Egr ess |
| SFF2 +----- + Node D+---+ (SID=El1l) |
| (SI D=0 | | (SI D=D) | | (DT4 SI D=E2) |
AR, + AR, + R +

Masquer adi ng proxy Sl D
Pri mary=X1
Backup=X2
Figure 9

Configure SFF1 and SFF2 as foll ows:

* Two SFFs use the sane Locator segnent to assign their respective
masquer adi ng proxy SID

* Two SFFs with the sane configuration as the primary masquer adi ng
proxy SI D and Backup masqueradi ng proxy SID. Both specify SFF1 as
the primary and SFF2 as the backup

Normal Iy, the message is forwarded al ong the path

I ngr ess- >SFF1- >SF- >SFF1- >NodeD- >Egr ess. After receiving the nessage,
SFF1 matches it to the | ocal masqueradi ng proxy SID based on the DA
of the message. SFF1 perforns the processing of the End. AM behavi or
changing DA to SID 0] of Segment list, and then sending the nessage
to SF through the interface connecting to SF.

When SFF1 detects that the route from SFF1 to SF is unreachabl e,
there are two options:

* Option 1. SFF-1 replaces the |Pv6 DA with the backup masqueradi ng
proxy SID.

After the message arrives at SFF2, SFF2 changes the DA to Sl D[ 0]

of the Segment list, and then sending the nmessage to SF through
the interface connecting to SF.
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* Option 2: SFF-1 adds another SRv6 header to the message. The
SRH 0] is backup masqueradi ng proxy Sl D

After the nmessage arrives at SFF2, SFF2 first renoves the outer
SRv6 header and restores the inner SRv6 nessage. Then, use the
SID[0] of the SRH Segnent List as the destination address to send
the nmessage to SF.

If the route fromSFF2 to SF is unreachable, it is considered that
both the primary and backup SFFs are unable to process and the
nmessage i s di scarded.

For option 1, the encapsul ation of nessages transnmtted between SRv6
nodes fromlngress to Egress is shown in Figure 10.

I ngr ess- >SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess

Fom ek T T T +
| 1 Pv6 Hdr: | |IPv6 Hdr: | |IPv6 Hdr: | |IPv6 Hdr: |
| DA=X1 | | DA=X2 | | DA=D | | DA=El |
Fomm e oo - R ST S, R ST S, R ST S, +
| SRH: | SRH: | | SRH: | SRH

| SL=3, | | SL=2, | | SL=2, | | SL=1, |
| (E2, E1, D, X1)| |(E2,E1,D X1)| |(E2,EL, D X1)| |(E2, El, D, X1)|
Fom e e o - S S S +
| Payload | | Payload | | Payload | | Payload |
Fomm e oo - R ST S, R ST S, R ST S, +

Fi gure 10

For option 2, the encapsul ation of nessages transnmitted between SRv6
nodes fromlngress to Egress is shown in Figure 11
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I ngr ess- >SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess
Fomm e oo - R ST S, R ST S, R ST S, +
| 1 Pv6 Hdr: | |1 Pv6 Hdr: | |1 Pv6 Hdr: | |1 Pv6 Hdr: |
| DA=X1 | | DA=C | | DA=D | | DA=El |
S R S R S R S +
| SRH: | | SRH: | | SRH: | | SRH: |
SL=3, SL=1, SL=2, SL=1

| (E2, E1, D, X1)| | (X2,0 | |(E2,EL D X1)| |(E2, EL D, X1)|
R S SR SRS S SR SRS S SR SRS +
| Payl oad | |IPv6 Hdr: | | Payl oad | | Payl oad |
R + | DA=D [ R + Fommmm e +

S +

| SRH: |

SL=2, |

| (E2, E1, D, X1) |

R +

| Payload |

S +

Figure 11

3.1.4. SRv6-aware SF

SF, which supports SRv6 functionality,
node and is arranged on the path of SRv6 Policy forwarding.

reliability protection nmechanismis identica

serves as a SRv6 endpoi nt

Its
to that of SRv6

endpoi nt nodes, and no special handling is required in the SFF
redundant backup protection nechani sm

3.2. SF Redundant Backup Protection Method

There are active and standby SFs in the network, which are connected
to the same SFF or different SFFs.

SF redundant backup protection nethod is the process of bypassing
the faulty primary SF and continuing to send nessages to backup SF
for processing. The follow ng describes the working processes of the
SF redundant backup protection nmethod based on SF's SRv6 capability
and SRv6 Proxy’s behavi or.

3.2.1. Static SR Proxy

Yang,

As shown in Figure 12, there is a backup service function node SF2
for primary service function node SF1 in the SFC network. SF1 is
connected to SFF1 with a singl e-homed connection, and SF2 is
connected to SFF2 with a singl e-homed connecti on
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In order to inplenment the SF redundant backup protection function,
it is necessary to enable the SF backup function on SFF1 and
configure the bypass proxy connected to the backup SF.

-mmmm- + dommm o +
+--- - + | SF2 | | Egress
| SF1 | | Backup| | (SID=E1) +-+
R e | (DT4 SI D=E2) |
| | R + |
N + | | |
| I ngress | +o - - - -+ +-- - - -+ S R + |
| (Classifier)+---+ SFF1 +-------- + SFF2 +------- + Node +---+
| (Sl D=A) | R + $o-mm - + | (SID=D)|
R +Static proxy SID=B End SID=C2 Fo-em- - +
Bypass proxy=SFF2 Bypass static proxy SID=Cl
SRH SID I|ist: SRH SID Iist:
(E2, E1, D, B) (E2, E1, D, B)
Fi gure 12

When SFF1 detects that the route from SFF1 to SF1 is unreachable, it
encapsul ates a new SRv6 header to the nessage. There are two
encapsul ati on options for the SRv6 header

* Option 1: Wth SRH, forward the payload to the bypass SFF through
the SRv6 TE pat h.

- The SRH SID |list contains the segnent |Ds of the nodes that
need to be passed through for the SFF connecting to the backup
SF.

- SRH 0] is the bypass static proxy SlID.

* Option 2: Forward the payload to the bypass SFF through the SRv6
BE pat h.

- The I Pv6 DA is bypass static proxy SID.
SFF1 searches the routing table and forwards the updated nmessage to
SFF2. After receiving the message, SFF2 renoves the | Pv6 header, and
sends the payload to SF2. If the route fromSFF2 to SF2 is al so
unreachabl e, discard the nessage.

For option 1, the encapsul ation of nessages transnmtted between SRv6
nodes fromlngress to Egress is shown in Figure 13.
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I ngr ess- >SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess
Fomm e oo - R ST S, R ST S, R ST S, +
| 1Pv6 Hdr: | |1Pv6 Hdr: | |1Pv6 Hdr: | |1Pv6 Hdr: |
| DA=B | | DA=C2 | | DA=D | | DA=El |
dom e + F-mmmmemaoa + F-mmmmemaoa + F-mmmmemaoa +
| SRH: | | SRH: | | SRH: | | SRH
SL=3, | | SL=1, | | SL=2, | | SL=1

| (E2,E1,D,B) | | (C1,C2) | |(E2,EL, D B) | |(E2, E1, D B)|
R S SR SRS S SR SRS S SR SRS +
| Payload | |IPv6 Hdr: | | Payload | | Payload |
R + | DA=D [ R + Fommmm e +

R T +

| SRH: |

SL=2,

| (E2, E1, D, B)

R +

| Payload |

R T +

Figure 13

For option 2, the encapsul ation of nessages transmtted between SRv6
nodes fromlngress to Egress is shown in Figure 14.

I ngress->SFF1 SFF1- >SFF2 SFF2->D D->Egress
T + - e e e o - + - e e e o - + - e e e o - +
| 1 Pv6 Hdr: | |1 Pv6 Hdr: | |1 Pv6 Hdr: | |1 Pv6 Hdr: |
| DA=B | | DA=Cl | | DA=D | | DA=El |
Fom e m oo - - S SIS, S SIS, S SIS, +
| SRH: | | Payl oad | | SRH: | | SRH: |
| SL=3, [ + | SL=2, | | SL=1, |
| (E2, E1, D, B) | | (E2,E1, D, B) | |(E2, E1, D, B)|
S + S + e e e m e o - +
| Payl oad | | Payl oad | | Payl oad |
Fom e m oo - - + Fom e m oo - - S SIS, +
Figure 14

3.2.2. Dynamic SR Proxy

Because the dynamic SR proxy needs to dynanically generate a mappi ng
rel ati onship cache with the virtual interface connecting to SF based
on the SRH of the nessage, after enabling SF redundant backup
protection function, when the SFF senses that the route with prinmary
SF is unreachable, it cannot renove |Pv6 encapsul ation. Instead, a
new | Pv6 header needs to be added outside the | Pv6 header, and the
original IPv6 packet is sent as a payload to the bypass SFF
connecting to the backup SF.
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S + S +
Fomm o - + | SF2 | | Egr ess |
| SF1 | | Backup]| | (SID=E1l) +-+
R -+ | (DT4 SI D=E2) |
| | R + |
R + | | |
| I ngress | +o- - - -+ +o- - - -+ - + |
| (Cassifier)+---+ SFF1 +----------- + SFF2 +------- + Node +---+
| (Sl D=A) | R + oo + | (SID=D)|
A +Dynam ¢ proxy SID=B End Sl D=C2 e +
Bypass proxy=SFF2 Bypass dynam c proxy S| D=Cl
Fi gure 15

As shown in Figure 15, there is a backup service function node SF2
for SF1. SF1 is connected to SFF1 with a single-honed connecti on,
and SF2 is connected to SFF2.

Enabl e the SF redundant backup protection function and specify SFF2
as the bypass protection node on SFF1. Configure the bypass dynanic
proxy SID corresponding to the backup SF on SFF-2.

Normal |y, the nessage is forwarded al ong the path

I ngr ess- >SFF1- >SF1- >SFF1- >NodeD- >Egress. After receiving the
message, SFF1 matches it to the local dynanic proxy SID based on the
DA. SFF1 performs the processing of the dynam c proxy behavior,
renoves the original |1Pv6 header and SRH, and sends the payload to
SF1 through the virtual interface connecting SF1. At the sane tine,
SFF1 records the mapping rel ationship cache between SRH and the

i nterface connecting SFL1.

When SFF1 detects that the route from SFF1 to SF1 is unreachabl e,
SFF1 does not renove the existing | Pv6 header and SRH, and there are
two process options:
* Option 1: SFF1 adds anot her SRv6 header to the nessage.
- The SRH SID |list contains the segnent | Ds of the nodes that
need to be passed through for the SFF connecting to the backup
SF.
- SID0] is bypass dynam c proxy SID.

* Option 2: SFF1 reuses existing | Pv6 headers. SFF1 repl aces the
I Pv6 DA to bypass dynami c proxy Sl D.

SFF1 | ooks up the routing table and forwards the encapsul ated
message to SFF2
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After the message arrives at SFF2, it is matched to the | ocal bypass
dynani ¢ proxy SID based on the DA. SFF-2 renoves the outer |Pv6
header (s), sends the payload to SF2, and records the mapping

rel ati onship cache between SRH and the virtual interface connecting
SF2.

If SFF2 to SF2 are al so unreachabl e, discard the nessage.

For option 1, the encapsul ation of nmessages transmtted between SRv6
nodes fromlngress to Egress is shown in Figure 16.

I ngr ess->SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess
S I I I +
| 1 Pv6 Hdr: | |1 Pv6 Hdr: | |1 Pv6 Hdr: | |1 Pv6 Hdr: |
| DA=B | | DA=C2 | | DA=D | | DA=El |
Fom e m oo - - S SIS, S SIS, S SIS, +
| SRH: | | SRH: | | SRH: | | SRH:
SL=3, SL=1, SL=2, SL=1,

| (E2,E1,D,B) | | (C1,C2) | |(E2,EL, D B) | |(E2, EL1, D B)]|
S + e e e m e o - + e e e m e o - + e e e m e o - +
| Payl oad | |1 Pv6 Hdr: | | Payl oad | | Payl oad |
e + | DA=D I e I +

S TR +

| SRH:

SL=2,

| (E2, E1, D, B) |

R +

| Payload |

S TR +

Fi gure 16

For option 2, the encapsul ati on of nmessages transmtted between SRv6
nodes fromlngress to Egress is shown in Figure 17.
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I ngress->SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess

Fomm e oo - R ST S, R ST S, R ST S, +
| I Pv6 Hdr: | |I'Pv6 Hdr: | |I'Pv6 Hdr: | |I'Pv6 Hdr: |
| DA=B | | DA=C1 | | DA=D | | DA=E1 |
LT i L i L i L +
| SRH: | | SRH: | | SRH: | | SRH:

SL=3, | | SL=2, | | SL=2, | | SL=1,
|(E2,E1,D,B) | |(E2,E1,D,B) | |(E2,E1,D,B) | |(E2 EL D B) |
R S SR SRS S SR SRS S SR SRS +
| Payload | | Payload | | Payload | | Payload |
T I R L I R L I R L +

Figure 17

3.2.3. Masqueradi ng SR Proxy

The SF redundant backup protection nechani smof the masqueradi ng SR
proxy is basically the sane as the SF redundant backup protection
met hod of the dynam c SR proxy, except that the SID of the bypass
SFF needs to be with masqueradi ng proxy behavior.

F-- - - - + S +
+----- + | SF2 | | Egr ess |
| SF1 | | Backup]| | (SID=E1) +-+
AR R | (DT4 SID=E2)]| |
| | R + |
R + | | |
| I ngress | e — +- - - - -+ B S, + |
| (A assifier)+---+ SFF1 +----------- + SFF2 +------- + Node +---+
| (Sl D=A) | o + Foommo- + | (SID=D)|
A + Masquer adi ng End Sl D=C2 oo +
proxy S| D=B Bypass masquer adi ng
Bypass pr oxy=SFF2 proxy Sl D=Cl

Figure 18

As shown in Figure 18, when SFF1 detects that it is unreachable from
SFF1 to SF1, SFF1 does not renove the existing | Pv6 header and SRH,
and there are two process options:

* Option 1: SFF1 adds another SRv6 header to the nmessage. The SI D 0]
i s bypass masquer adi ng proxy SID.

After the nmessage arrives at SFF2, SFF2 first renoves the outer
SRv6 header and restores the inner SRv6 nessage. Then, use the
SID[0] of the SRH Segnent List as the destination address to send
the message to backup SF.

* Option 2: SFF-1 replaces the |Pv6 DA with the bypass masqueradi ng
proxy SID.
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After the message arrives at SFF2, SFF2 changes the DA to SI D[ 0]

of the Segment

list, and then sending the nmessage to backup SF

through the interface connecting to backup SF.

If SFF2 to SF2 are al so unreachabl e,

di scard the nessage.

For option 1, the encapsul ation
nodes fromlngress to Egress is

of messages transnitted between SRv6

shown in Figure 19.

I ngr ess- >SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess
S R R O +
| 1 Pv6 Hdr | [1Pv6 Hdr: | [1Pv6 Hdr: | |1 Pv6 Hdr |
| DA=B | | DA=C2 | | DA=D | | DA=El |
Fomm e oo - R ST S, R ST S, R ST S, +
| SRH: | | SRH | | SRH: | | SRH: |
| SL=3, | | SL=1, | | SL=2, | SL=1, |
| (E2,E1,D,B) | | (C1,C2) | |(E2,EL, D, B) | |(E2, EL D B)|
R R R S R R S R R S +
| Payload | |IPv6 Hdr: | | Payload | | Payload |
S + | DA=D | S + e e e m e o - +

R +

| SRH: |

| SL=2, |

| (E2, E1, D, B) |

S +

| Payl oad |

R +

Figure 19

For option 2,

the encapsul ati on of nessages transnmitted between SRv6

nodes fromlngress to Egress is shown in Figure 20.

I ngress->SFF1 SFF1- >SFF2 SFF2->D D- >Egr ess

R + e e e oo + e e e oo + e e e oo +
| 1 Pv6 Hdr: | [1Pv6 Hdr: | [1Pv6 Hdr: | [1Pv6 Hdr: |
| DA=B | | DA=C1 | | DA=D | | DA=E1 |
T + - e e e o - + - e e e o - + - e e e o - +
| SRH: | | SRH: | | SRH: | | SRH: |

SL=3, SL=2, | | SL=2, SL=1,
| (E2,E1,D,B) | |(E2,EL1,D,B) | |(E2,EL,D B) | |(E2,EL D B) |
Fom ek T T T +
| Payl oad | | Payl oad | | Payl oad | | Payl oad |
T + - e e e o - + - e e e o - + - e e e o - +
Figure 20

3.2.4. SRv6-aware SF

SF, which supports SRv6 functionality,

node and is ar

Yang, et al.

serves as a SRv6 endpoi nt
ranged on the path of SRv6 Policy forwarding. Its
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reliability protection nechanismis identical to that of SRv6
endpoi nt nodes, and there is no need to add special processing in
the SF redundant backup protection mechani sm

3.3. SFF Bypass forwardi ng Met hod

The SFF bypass forwarding nmethod is applied to scenarios where
backup SFF and backup SF are not depl oyed for SR Proxy.

As shown in Figure 21, when SFF1 senses an SF fault or the route to
SF is unreachable, it skips the service function node and directly
forwards packets to downstream nodes

Fomm - - +

| SF |

+-- - -+
S + I S +
| Ingress | oot -+ oo + | Egress [
| (Cassifier)+---+ SFF  +----+ Node +----+ (SID=D1) |
| (Sl D=A) | oo - + | (SI D=0 | | (DT4 SI D=D2) |
A + Proxy SID=B +------- + A +

Figure 21

When SFF senses that SF is unreachable, it does not renove the | Pv6
header, changes the destination address of the nessage to SID SL],
| ooks up the routing table, and forwards the nessage.

3.4. The Service Flow Affiliation Mintenance Met hod

In the current SFC scenario, SF can be depl oyed on multiple

VMs/ containers, so that a VM container can switch to anot her one
when it is overloaded or failed. There is no specific configuration
for SF, so the user’s business will be distributed to one of the
free VMs/containers randonmly according to a set algorithmby the

| oad bal ancer inside the SF.

For some specific users or services, the flow affiliation is to hope
that the service flow can always be maintained in a certain

VM container to realize the optimal service, until the current

VM cont ainer is overloaded or failed before switching, rather than
randomy distributed to different VM container. Therefore, we need
to configure the network device with relevant policies for the

VM cont ai ner | evel and inplenment correspondi ng processing in the
forwardi ng process to realize the maintenance of flow affiliation
and session continuity. For exanple, we expect to use the

VM cont ai ner in shared or exclusive node, or prefer a certain type
of VM contai ner such as GPU
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The service chain head node (SC) can determine a target SRv6 policy
based on the service of the target user, and the SRv6 policy
includes at | east one |ogical device(VMor container) selection
indication information corresponding to the target service. The
informati on contains as follows: preferred VM or container and a
sel ection strategy for this, an exclusive node or a shared node for
the VM container, and a selection strategy for the second best

VM container in case of failure of the preferred one.

According to the target SRv6 policy, an IPv6 nessage for the service
to be transnmitted is generated, including the SF SIDwith the

VM cont ai ner sel ection indication informati on. Then SC sends a SRv6
policy nessage to the next hop node such as SFF, with the Function
field and/or Argument field of the SF SID including said

VM cont ai ner sel ection indication information, which can be recorded
in the Function flavor paraneter or the color attribute of the SRv6
Pol i cy.

4. Changes in SR Proxy Behavi or

In the SFF bypass forwardi ng nmet hod, when SR Proxy is processing

|l ocal proxy SIDs, if it is unreachable to SF, the nessage cannot be
di scarded. Instead, SFF should nodify the destination address of the
message to SID SL], search the routing table, and forward the
message

Among the reliability methods described in Section 3, there are al so
differences in the processing of SR Proxy SIDs on backup/bypass SFF
conpared to the normal End. AS, End. AD, and End. AM SI D behavi ors
defined in [I-D.ietf-spring-sr-service-progranm ng].

When t he backup proxy or bypass proxy receives a message with two
| ayers of SRv6 header encapsul ation sent by the primary SFF, these
two | ayers of SRv6 encapsul ation need to be renoved.

After receiving an | Pv6 packet fromthe primary SFF, the backup and
bypass proxies do not verify the consistency between DA and SI D SL].

There are three options for inplementing the above functions:
4.1. Option 1: Add configuration on SR proxy.
The SFC reliability protection methods proposed in this docunent
only need to be processed locally on the SFF node, and can be
configured on the SR proxy to distinguish whether the End. AS,

End. AD, and End. AM SI Ds on the backup/ bypass SFF performthe above
speci al processing.
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4.2. Option 2: Define new behavior for SR proxy Sl Ds

Defi ne new behavior for SR proxy SIDs for SFC reliability
protection, corresponding to the End. AS, End. AD, and End. AM SI Ds
in the primary SFF. Wen sendi ng nessages fromthe primary SFF to
t he backup/ bypass SFF, use an SR proxy SID with backup or bypass
behavi or.

As described in Section 5. 1.

4.3. Option 3: Define new flavors for SR proxy Sl Ds.

Define new flavors for End. AS, End. AD, and End. AM SIDs to indicate
that additional SFF reliability processing is required when DA is
these Sl Ds. Wen sending messages fromthe primary SFF to the
backup/ bypass SFF, use an SR proxy SID with a backup or bypass
flavor.

As described in Section 5. 2.

5. I ANA Consi derati ons

5.1. SRv6 Endpoi nt behavi or

Thi s docunent requests the ANA to allocate, within the "SRv6
Endpoi nt Behavi ors" sub-registry belonging to the top-Ievel
"Segnent-routing with | Pv6 datapl ane (SRv6) Paraneters" registry,
the follow ng allocations:

Yang,
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[ el oo oo ool s sl el
| Value | Description | | Reference

[ ety e ——————————— = —_—_—————————————————— Ll pp—p—p———————
| TBAl-1 | End. ASBK | - SFF Backup static proxy | [This.ID] |
Fommm e a - e e R T Fommm e +
| TBAl-2 | End. ADBK | - SFF Backup dynamic proxy | [This.1D] |
Fomm e - o - o m e e e oo - o e e e e e e e N +
| TBAl-3 | End. AMBK | - SFF Backup masquerading | [This.I1D] |
I I | proxy I I
Fommmea - R LT R dommm e +
| TBAl-4 | End. ASFB | - SF backup static proxy | [This.ID |
e - R R e e +
| TBAl-5 | End. ADFB | - SF backup dynam c proxy | [This.I1D] |
Fomm oo S o e e e e e e e e a oo - R +
| TBAl-6 | End. AMFB | - SF backup masquer adi ng | [This. 1D |
I I | proxy I I
Fommm e a - e L Fommm e +
| TBAl-7 | End. ASBF | - Bypass forwarding static | [This. D] |
I I | proxy I I
Fomm oo S o e e e e e e e e a oo - R +
| TBA1l-8 | End. ADBF | - Bypass forwarding | [This. 1D |
| | | dynam c proxy | |
Fommm e a - e T Fommm e +
| TBA1-9 | End. AMBF | - Bypass forwarding | [This. 1D |
| | | masquer adi ng proxy | |
Fomm oo S o e e e e e e e e a oo - R +

5.2. SRv6 Endpoint Fl avor
Thi s docunent requests IANA to allocate the follow ng codepoints for

PSD fl avor behaviors within the "SRv6 Endpoi nt Behaviors"” registry
in the "Segnent Routing" registry group
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[ R pees el ool s oo s e e e g
| Value | Hex | Endpoint behavior | Reference |
B S sl el e ey e sy
| TBA | TBA| End.AS with BAK | [This.ID |
+------- +----- I i I I R I +
| TBA | TBA| End.AD with BAK | [This.ID] |
+----- - +----- I I I R I +
| TBA | TBA| End. AMwith BAK | [This.ID |
+------- +----- I I I R F--- - - - +
| TBA | TBA| End.AS with SFBK | [This.ID] |
+------- +----- I i I I R I +
| TBA | TBA| End.AD with SFBK | [This.ID] |
+----- - +----- I I I R I +
| TBA | TBA| End. AMwith SFBK | [This.ID] |
+------- +----- I I I R F--- - - - +
| TBA | TBA| End.AS with BFWD | [This.ID] |
+------- +----- I i I I R I +
| TBA | TBA| End.AD with BFWD | [This.ID] |
+----- - +----- I I I R I +
| TBA | TBA| End. AMwith BFWD | [This.ID |
+------- +----- I I I R F--- - - - +

Tabl e 2
6. Security Considerations

The security requirements and nechani sns descri bed in [ RFC8402],
[ RFC8754] and [ RFC8986] al so apply to this docunent.

Thi s docunent does not introduce any new security vulnerabilities.
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