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I nt roduction

The Path Conputation El ement Conmunicati on Protocol (PCEP) [ RFC5440]
facilitates communi cati on between Path Conputation Cients (PCCs) and
Pat h Conputation Elenents (PCEs) to optinmize network routing and
resource utilization.

QUIC (Quick UDP Internet Connections) [RFC9369] is a transport
protocol based on UDP, offering | owlatency connections,

mul ti pl exi ng, inproved congestion control, and built-in encryption,
simlar to TLS.

I mpl enenting PCEP over QUIC offers several key benefits:

* Faster Connection Establishnent: QU C s quick handshake reduces
connection setup tines.

* No Head-of -Line Blocking: Miltiple PCEP sessions can run
concurrently over a single connection.

* | nproved Packet Loss Recovery: QU C s efficient nechani sns ensure
reliable data transm ssion.

* Enhanced Security: Built-in encryption ensures the confidentiality
and integrity of PCEP nessages.

* High Resiliency: Support for nultiple sessions within a single
connection enhances systemreliability.

In sunmary, using QUIC for PCEP enhances efficiency, security, and
reliability in network routing conmunicati ons.

Thi s docunent prinmarily describes the protocol adaptations necessary
for using a QU C connection with the PCEP protocol. The protocol
process fully adheres to the specifications described in RFC 5440.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.
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2. Term nol ogy
PCEP0Q PCEP using QU C.
2.1. Establish PCEP/ QU C Connection
The process of establishing a PCEP session is described in [ RFC5440].

Bef ore two PCEPoQ speakers start exchanging routing information, they
must establish a PCEP session. It is established in tw phases:

First, a QU C connection is established at the transport |ayer as
described in [RFCO000]. When setting up a QUI C connection, PCEPoQ
uses UDP port nunber TBD1 and enpl oys TLS for security. During the
TLS handshake, the Application-Layer Protocol Negotiation (ALPN)
token "pcepoq" is used.

Second, Establish a PCEPoQ session over this transport connection
PCC over QUIC acts as the QU C client, and PCE over QU C serves as
the QUI C server.

2.2. Establish PCEP/ QU C Control Channe

After PCEPOQ session established, the PCEPoQ speaker establishes a
bi directional streamfor the "PCEPoQ control channel." The contro
channel is used to establish a PCEPoQ rel ati onshi p between the PCC
and the PCE over QU C. OPEN nessages are used to establish the

PCEPoQ control channel. After the channel is established, KeepAlive
messages are sent to mamintain the control channel. C ose nessages
are used to termnate the control channel. Notify messages are used

to send specified notifications. Wen an error occurs, a PCEErr
message i s sent through the PCEPoQ control channel to notify the
PCEP0Q peer

2.3. Establish PCEP/ QU C data Channe

After establishing the control channel, each PCEPoQ speaker nay
create data channels using unidirectional QU C streans. These data
channel s are used to carry PCEReq and PCERep nessages. For |Pv4 and
| Pv6 address families, separate data channels can al so be
established. The advantage of separating the control channel from
the data channels is that it allows for higher priority handling of
the control channel’s traffic, ensuring tinmely processing of contro
messages without delay caused by handling data nmessages. Moreover,

i f PCEPoQ supports other address families in the future, using
separate data channels can ensure that different address fanilies do
not interfere with each other
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For different PCEPoOQ sessions, the same QU C connection is used. The
"pcepoq"” ALPN token is not session-specific.

3. Protocol Definitions
3.1. PCEP Over QUIC Capability

Once a QUIC connection is established, the PCC and PCE over QUIC
initiate the PCEPoQ session establishment process, during which
various session paraneters are negotiated. These paraneters are
carried within Qpen nessages and include the Keepalive tiner,

DeadTi mer, and policy rules that specify the conditions under which
pat h conputation requests may be sent to the PCE, as well as the
supported PCEPoQ capabilities and other detailed capabilities. |If
the PCEPoQ session establishment phase fails because the PCEPoQ peers
di sagree on the session paraneters or one of the PCEPoQ peers does
not respond after the expiration of the establishnment tiner,
successive retries are permtted. However, an inplenentation should
use an exponential back-off procedure for session establishnent
retries.

To negotiate PCEPoQ rel ated capabilities, this docunent extends the
PCEP0OQ Capability TLV Figure 1.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type (TBD2) | Length (4) |
R e s T o T S R El ok i R e e S S e o o s
| Capability | D
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Type : 2 bytes (TBD2)
Length . 2 bytes (4)
Capabi lity:
D. Bit O, support data channel, this docunent

Figure 1: PCEP0Q Capability TLV

When sendi ng an OPEN nessage to establish a PCEPoQ session, the |oca
PCEP0OQ capabilities are included. |f the capability negotiation
fails, the PCEPoQ session establishment fails. After a failure,
After a failure, if no other sessions exist, a QU C connection nay
choose to remain open or close based on specific inplementation,
though this docunent does not el aborate further
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3.2. Mintenance of control channe

Once a PCEPoQ session has been established, a PCE or PCC over QUIC
may want to know that its PCEPoQ peer is still available for use.

PCEP0Q i ncl udes a keepal i ve nmechani sm based on a Keepalive tinmer, a
DeadTi mer, and a Keepalive nmessage. The PCEP KeepAlive nessage is
sent through the PCEPoQ control channel

If no KeepAlive nmessage is received within the DeadTi ner period, the
PCEP0Q sessi on shoul d be reset and a new session shoul d be attenpted.
Wil e resetting the PCEPoQ session, the correspondi ng PCEPoQ dat a
channel shoul d al so be reset.

The Notification nessage can be sent by either a PCE to a PCC, or by
a PCCto a PCE, to notify of a specific event. This nessage is
transmtted through the PCEPoQ control channel

There are several circunstances in which a PCE over QU C may want to
notify a PCC over QUIC of a specific event. For exanple, suppose
that the PCE over QU C suddenly gets overl oaded, potentially |eading
to unaccept abl e response tines.

The PCE over QUIC nmay want to notify one or nore PCCs over QUIC that
some of their requests (listed in the notification) will not be
satisfied or may experience unacceptabl e delays. Upon receiving such
notification, the PCC over QU C nmay decide to redirect its path
conputation requests to another PCE over QUI C should an alternate PCE
be available. Simlarly, a PCC over QU C may desire to notify a PCE
over QU C of a particular event such as the cancellation of pending
requests.

3.3. PCEPoQ Connection Term nation

When one of the PCEP over QUI C peers wishes to ternminate a PCEPoQ
session, it first sends a C ose nessage. This nessage is transmtted
t hrough the PCEPoQ control channel. The sender then closes the
PCEP0OQ session. Upon receiving the C ose Message, the recipient

cl oses the correspondi ng PCEPoQ sessi on

If there are no ot her PCEPoQ sessions, the QUI C connection can be

cl osed or kept permanently active depending on the inplenentation
Thi s docunent assumes that the QU C connection remains open, and the
foll owi ng sections on the state nachine are based on this assunption
and will not repeat it.
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The PCEP over QUIC Error nessage is sent in several situations: when
a protocol error condition is net or when the request is not
compliant with the PCEP over QU C specification (e.g., capability not
supported, reception of a nessage with a mandatory nissing object,
policy violation, unexpected nessage, unknown request reference).

This message is transmitted through the PCEPoQ control channel.
3.4. PCEPoQ Fram ng Layer

Sone PCEPoQ nessages, although sent in the control channel, are neant
for a function channel, such as the respondi ng OPEN nessage or
KEEPALI VE nessage for a function channel. These messages need to
carry the correspondi ng function channel/stream I D infornmation.

There are two types of PCEPoQ Frames: Control Data and Data.
Data franes have the follow ng format:

PCEP0OQ Dat a Frane Format {
Type (16) = 0,
Length (16),
Frame Payload (...)

}

PCEPoQ Control Data Frane Format {
Type (16) = 1,
Length (16),
Stream | D (62),
padding (2) = O,
Frame Payload (...)
}

Type: two octets, identifying the frame type.

Length: The two-byte unsigned integer that describes the length in
bytes of the frame payl oad.

Stream I D: A 62-bit integer indicating the receiving stream|D of
this nmessage.

Frame Payl oad: PCEP nessages.

The following table Table 1 lists the frame type to be used when BGP
messages are sent in different channels.
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3.

4.

4.

B oo oo oo e s e
| | Control Channel | Function Channel |
B s e s e et s e el
| OPEN | Control | Data |
B I B I R I I +
| KEEPALI VE | Control | Data |
Fomm e e e - Fom e e e e - I I I +
| NOTIFI CATION | Control | Data |
I ] I I I I +
| PCErr | Control | Data |
B I B I R I I +
| PCReq | / | Data |
Fomm e e e - Fom e e e e - I I I +
| PCRep | / | Data |
I ] I I I I +
| O ose | Control | Data |
B I B I R I I +

Tabl e 1: PCEPoQ Frame Type Mappi ng
5. Path Conputation Request and Reply

Once a PCC has successfully established a PCEPoQ session with one or
more PCEs, if an event is triggered that requires the conputation of
a set of paths, the PCC first selects one or nore PCEs. Once the PCC
has selected a PCE, it sends a path conputation request to the PCE
(PCReq nessage) by PCEPoQ connecti on.

The PCReq nessage can only be sent and received through the PCEPoQ
data channel. |If this nessage is received on the control channel, it
wi Il be ignored.

Upon receiving a path computation request froma PCC, the PCE
initiates a path conputation. The result is then sent to the PCC via
a PCRep nessage through the PCEPoQ data channel .

The PCRep nmessage can only be sent and received through the PCEP0Q
data channel. If this message is received on the control channel, it
wi |l be ignored.

PCEP0OQ Finite State Machi ne (FSM

1. Events for the PCEPoQ FSM
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4.1.1. Optional Events Linked to Optional Session Attributes
The Inputs to the PCEPoQ FSM are events. Events can either be
mandatory or optional. Some optional events are |inked to optional
session attributes. Optional session attributes enable several
groups of FSM functionality.

The |inkage between FSM functionality, events, and the optional
session attributes are described bel ow

Group 1: Automatic Administrative Events (Start/ Stop)
Optional Session Attributes: Al lowAutonaticStart,
Al | owAut omat i cSt op,
DanpPeer Gsci | | ati ons,
I dl eHol dTi e,
| dl eHol dTi mer
Group 2: Unconfigured Peers
Optional Session Attributes: Accept Connecti onsUnconfi guredPeers
Group 3: QUIC processing

Optional Session Attributes: PassiveQui cEstablishnent,
TrackQui cStat e

Group 4: PCEPoQ Message Processing
Optional Session Attributes: Del ayOpen,
Del ayOpenTi e,
Del ayOpenTi mer,
SendNOTI FI CATI ONwi t hout OPEN,
Col | i si onDet ect Est abl i shedSt at e
4.1.2. Adnministrative Events

Event 1: Manual Start

Event 2: Manual St op

Event 3: AutomaticStart

Event 4: Mnual Start_wit h_Passi veQui cEst abl i shnent

Event 5: AutomaticStart_w th_Passi veQui cEst abl i shnent

Event 6: AutonaticStart_w th_DanpPeerGscill ations
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Event 7:
AutomaticStart_wi th_DanpPeer Gscil | ati ons_and_Passi veQUI CEst abl i shnent
Event 8: AutonaticStop
4.1.3. Tiner Events
Event 9: ConnectRetryTi ner _Expires
Event 10: Hol dTi mer Expires
Event 11: KeepaliveTi ner Expires
Event 12: Del ayOpenTi ner _Expires
Event 13: Idl eHol dTi ner _Expires
4.1.4. QU C Connection-Based Events
Event 14: QuicConnection_ Valid
Event 15: QU C CR Invalid
Event 16: QUI C CR Acked
Event 17: Qui cConnecti onConfirned
Event 18: Qui cConnectionFails
4.1.5. PCEPoQ Message-Based Events
Event 19: PCEPQOpen
Event 20: PCEPOpen with Del ayOpenTi nmer running
Event 21: PCEPHeaderErr
Event 22: PCEPOpenMsgErr
Event 23: OpenCol | i si onDunp
Event 24: Notif MsgVerErr
Event 25: Notif Msg
Event 26: KeepAliveMsg

Event 27: Notificati onMsg
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Event 28: Error Mg
4.2. Description of FSM
The section describes the PCEPoQ finite state machine (FSM.

e AR +
Fo-em- - | SessionUP | <---+
+- - - - - -+ |

T S S |

I
I I
I I
| _ |
| | | KeepWai t |----+ |
I +- - | <---+ |
| +------ +- - - - - -+ | |
[ | I ||
| | I ||
| | \Y ||
| R i i e N S |
[l 1 | Openvéit [------- +
[+ | <--ee- +
| ] +----- R i T LI |
|11 I ||
|11 I ||
|11 \Y ||
[ 1] +- >4 - - - - -+ | |
[l | [|Pending [----+ |
[I] +-] I I
[ 1] AR TR ok T SR LR
|11 I ||
|11 I ||
|11 \Y ||
[ 1] +- - +- -+ | |
|11 | tdle [------- +
[ [+----- >| I I
| +------ >| | ---------- +
Fomm o - S+ +- +- +- +

Figure 2: PCEPoOQ Finite State Machine
PCEPoQ defines the follow ng set of variabl es:
Connect: the tiner (in seconds) started after having initialized a
QUI C connection using the PCEPoQ registered UDP port. The val ue of

the Connect timer is 60 seconds.

Connect Retry: the nunber of tines the systemhas tried to establish a
QUI C connection with a PCEPoQ peer wi thout success.
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Connect MaxRetry: the maxi num nunber of tinmes the systemtries to
establish a QUI C connection using the PCEPoQ regi stered UDP port
before going back to the Idle state. The value of the

Connect MaxRetry is 5.

OpenVit: the timer that corresponds to the anmount of time a PCEPoQ
peer will wait to receive an PCEPoQ Open nessage fromthe PCEPoQ peer
after the expiration of which the systemrel eases the PCEPoQ resource
and goes back to the Idle state. The OpenWait timer has a fixed

val ue of 60 seconds.

KeepWait: the tiner that corresponds to the amount of tine a PCEPoQ
peer will wait to receive a Keepalive or a PCEoQErr message fromthe
PCEP0OQ peer after the expiration of which the systemrel eases the
PCEPoQ resource and goes back to the Idle state. The KeepWait tiner
has a fixed value of 60 seconds.

OpenRetry: the nunber of tines the system has received an PCEPoQ Open
message with unaccept abl e PCEP0Q sessi on characteristics.

The following two state variabl es are defi ned:

RenoteOK: a boolean that is set to 1 if the systemhas received an
accept abl e PCEPoQ Open nessage.

Local OK: a boolean that is set to 1 if the systemhas received a
PCEP0Q Keepal i ve nmessage acknow edgi ng that the PCEPoQ Open nessage
sent to the peer was valid.

4.2.1. ldle State:
The idle state is the initial PCEPoQ state where the PCEPoQ (al so
referred to as "the systenf) waits for an initialization event that
can either be manually triggered by the user(configuration) or
automatically triggered by various events. 1In Idle state, PCEPoQ
resources are allocated (nenory, potential process, etc.) but no
PCEP0OQ nessages are accepted from any PCEPoQ peer.
The following set of variables are initialized:
* QU CRetry=0,
*  Local CK=0,
*  Renpt eCK=0,

*  OpenRetry=0.
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In this state, PCEP FSMrefuses all incom ng PCEP connections for
this peer. No resources are allocated to the peer. 1In response to a
Manual Start event (Event 1) or an AutomaticStart event (Event 3), the
| ocal system

* |nitiates a QU C connection with the PCEP peer,

* starts the ConnectRetryTimer with the initial val ue,

* changes its state to Pending.

The Manual Stop event (Event 2) and AutonmaticStop (Event 8) event are
ignored in the Idle state.

In response to a Manual Start_w t h_Passi veQui cEst abl i shnent event
(Event 4) or AutomaticStart wi th _PassiveQui cEstablishnment event
(Event 5), the local system

* Initiates a QU C connection with the PCEP peer,

* sets the ConnectRetryCounter to zero,

* starts the ConnectRetryTinmer with the initial val ue,

* changes its state to CpenWait.

If the DanpPeerOscillations attribute is set to TRUE, the foll ow ng
three additional events nay occur within the Idle state:

* AutomaticStart_w th_DanpPeerGscill ati ons (Event 6),

* AutomaticStart_wi th_DanmpPeer Gscill ati ons_and_Passi veQui cEst abl i shm
ent (Event 7),

* | dl eHol dTi mer _Expires (Event 13).
Upon receiving these 3 events, the local systemw |l use these events
to prevent peer oscillations. The nmethod of preventing persistent

peer oscillation is outside the scope of this docunent.

Any ot her event (Events 9-12, 15-28) received in the Idle state does
not cause change in the state of the |l ocal system

4.2.2. Pending State:

In this state, PCEP FSMis waiting for the QU C connection to be
conpl et ed.
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The start events (Events 1, 3-7) are ignored in the Pending state.
In response to a Manual Stop event (Event 2), the local system

* drops the QU C connecti on,

* releases all PCEP resources,

* sets ConnectRetryCounter to zero,

* stops the ConnectRetryTiner and sets ConnectRetryTinmer to zero,
and

* changes its state to Idle.

In response to the ConnectRetryTi mer Expires event (Event 9), the
| ocal system

* drops the QU C connecti on,

* restarts the ConnectRetryTi mer,

* stops the Del ayQpenTiner and resets the tiner to zero,
* initiates a QU C connection to the other PCEP peer,

* continues to listen for a connection that nay be initiated by the
renote PCEP peer, and

* stays in the Pending state.

If the Del ayOpenTi ner _Expires event (Event 12) occurs in the Connect
state, the local system

* sends an OPEN nessage to its peer,

* sets the HoldTinmer to a | arge val ue, and

* changes its state to CpenWait.

If the PCEP FSM recei ves a Qi cConnection_Valid event (Event 14), the
QUI C connection is processed, and the connection remains in the

Pendi ng state.

If the PCEP FSMreceives a QU C CR Invalid event (Event 15), the

| ocal systemrejects the QU C connection, and the connection renmins
in the Pending state.
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If the QU C connection succeeds (Event 16 or Event 17), the loca
system checks the Del ayQpen attribute prior to processing. |f the
Del ayOpen attribute is set to TRUE, the |ocal system

* stops the ConnectRetryTiner (if running) and sets the
Connect RetryTi mer to zero,

* sets the DelayQpenTinmer to the initial value, and
* stays in the Pending state.
If the Del ayOpen attribute is set to FALSE, the local system

* stops the ConnectRetryTinmer (if running) and sets the
Connect RetryTi mer to zero,

* conpletes PCEP initialization

* sends an OPEN nessage to its peer,

* sets the HoldTinmer to a | arge val ue, and
* changes its state to QpenWit.

A Hol dTi ner value of 4 minutes is suggested.

If the QU C connection fails (Event 18), the | ocal system checks the
Del ayOpenTinmer. |f the Del ayOpenTiner is running, the |ocal system

* restarts the ConnectRetryTiner with the initial value,
* stops the Del ayOpenTiner and resets its value to zero,

* continues to listen for a connection that may be initiated by the
renote PCEP peer, and

* Remain its state Pending.

If the Del ayOpenTiner is not running, the |ocal system
* stops the ConnectRetryTiner to zero,

* drops the QU C connecti on,

* releases all PCEP resources, and

* changes its state to Idle.
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If an OPEN nessage is received while the Del ayOpenTi ner is running
(Event 20), the local system

* stops the ConnectRetryTiner (if running) and sets the
Connect RetryTi mer to zero,

* conpletes the PCEP initialization,

* stops and clears the Del ayOpenTiner (sets the value to zero),

* sends an OPEN nessage,

* sends a KEEPALI VE nessage,

* and changes its state to KeepWait.

If the value of the autononbus systemfield is the same as the | ocal
Aut ononobus Syst em nunber, set the connection status to an internal

connection; otherwise it will be "external".

I f PCEP nessage header checking (Event 21) or OPEN nessage checking
detects an error (Event 22), the local system

* (optionally) If the SendNOTI FI CATI ONwi t hout OPEN attribute is set
to TRUE, then the local systemfirst sends a NOTI FI CATI ON nessage
with the appropriate error code, and then

* stops the ConnectRetryTiner (if running) and sets the
Connect RetryTi nmer to zero,

* releases all PCEP resources,
* drops the QU C connecti on,
* increnments the ConnectRetryCounter by 1,

* (optionally) perforns peer oscillation danmping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.
If a PCErr message is received with a version error (Event 24), the
| ocal system checks the Del ayQpenTiner. |If the DelayCpenTiner is

runni ng, the |l ocal system

* stops the ConnectRetryTiner (if running) and sets the
Connect RetryTi nmer to zero,
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* stops and resets the Del ayOpenTimer (sets to zero),
* releases all PCEP resources,

* drops the QU C connection, and

* changes its state to Idle.

If the DelayOpenTiner is not running, the |ocal system

* stops the ConnectRetryTiner and sets the ConnectRetryTiner to
zero,

* releases all PCEP resources,
* drops the QU C connecti on,
* increnments the ConnectRetryCounter by 1,

* performs peer oscillation danmping if the DanpPeerGscill ations
attribute is set to True, and

* changes its state to Idle.

In response to any ot her events (Events 8, 10-11, 13, 19, 23, 25-28),
the | ocal system

* if the ConnectRetryTinmer is running, stops and resets the
Connect RetryTi mer (sets to zero),

* if the DelayOpenTiner is running, stops and resets the
Del ayOpenTi mer (sets to zero),

* releases all PCEP resources,
* drops the QU C connecti on,
* increnents the Connect RetryCounter by 1,

* perforns peer oscillation danping if the DanpPeerGscill ations
attribute is set to True, and

* changes its state to Idle.
The start events (Events 1, 3-7) are ignored in the Pending state.

In response to a Manual Stop event (Event 2), the local system
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* |f the DelayOQpenTiner is running and the
SendNOTI FI CATI ONwi t hout OPEN session attribute is set, the |ocal
system sends a PCErr with a Cease,
* releases all PCEP resources including stopping the Del ayOpenTi ner
* drops the QU C connecti on,

* sets ConnectRetryCounter to zero,

* stops the ConnectRetryTiner and sets the ConnectRetryTiner to
zero, and

* changes its state to Idle.

In response to a Connect RetryTi ner _Expires event (Event 9), the |ocal
system

* restarts the ConnectRetryTimer (with initial value),
* initiates a QU C connection to the other PCEP peer,

* continues to listen for a TCP connection that nmay be initiated by
a renote PCEP peer, and

* changes its state to CpenWait.

If the local systemreceives a Del ayOpenTi mer Expires event (Event
12), the local system

* sets the ConnectRetryTiner to zero,

* stops and clears the Del ayOpenTi mer (set to zero),
* conpletes the PCEP initialization,

* sends the OPEN nessage to its renpote peer,

* sets its hold tiner to a | arge val ue, and

* changes its state to OpenWit.

A Hol dTiner value of 4 minutes is also suggested for this state
transition.

If the local systemreceives a QuicConnection Valid event (Event 14),

the | ocal system processes the TCP connection flags and stays in the
Pendi ng state.
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If the local systemreceives a QUC CR Invalid event (Event 15), the
| ocal systemrejects the QU C connection and stays in the Pending
State.

In response to the success of a QU C connection (Event 16 or Event
17), the local system checks the Del ayOpen optional attribute prior
to processing.

If the DelayOpen attribute is set to TRUE, the |ocal system

* stops the ConnectRetryTiner and sets the ConnectRetryTiner to
zero,

* sets the DelayQpenTimer to the initial value (DelayQpenTinme), and
* stays in the Pending state.

If the Del ayOpen attribute is set to FALSE, the l|ocal system

* sets the ConnectRetryTiner to zero,

* conpletes the PCEP initialization,

* sends the OPEN nessage to its peer,

* sets its HoldTinmer to a | arge val ue, and

* changes its state to QpenWait.

A Hol dTi ner value of 4 minutes is suggested as a "large val ue" for
t he Hol dTi rer.

If the local systemreceives a QU CConnectionFails event (Event 18),
the | ocal system

* restarts the ConnectRetryTiner (with the initial value),

* stops and clears the Del ayOpenTimer (sets the value to zero),
* releases all PCEP resource,

* increnments the ConnectRetryCounter by 1,

* optionally perfornms peer oscillation danping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.
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If an OPEN nessage is received and the Del ayOpenTi nmer is running
(Event 20), the local system

*

stops the ConnectRetryTinmer (if running) and sets the
Connect RetryTi mer to zero,

stops and cl ears the Del ayQpenTi ner (sets to zero),
completes the PCEP initialization,

sends an OPEN nessage,

sends a KEEPALI VE nessage,

if the Hol dTi mer value is non-zero,

starts the KeepaliveTiner to initial value,

resets the Hol dTiner to the negotiated value, else if the
Hol dTimer is zero

resets the KeepaliveTiner (set to zero),
resets the Hol dTiner to zero, and

changes its state to KeepWit.

If the value of the autononbus systemfield is the same as the |l oca
Aut ononbus System nunber, set the connection status to an interna
connection; otherwise it will be external

I f PCEP nessage header checking (Event 21) or OPEN nmessage checking
detects an error (Event 22), the local system

*

Yang,

(optionally) sends a PCErr nessage with the appropriate error code
i f the SendNOTI FI CATI ONwWi t hout OPEN attribute is set to TRUE

sets the ConnectRetryTinmer to zero,

rel eases all PCEP resources,

drops the QU C connecti on,

i ncrements the Connect RetryCounter by 1,

(optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and
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*

changes its state to Idle.

If a PCErr message is received with a version error (Event 24), the
| ocal system checks the Del ayQpenTiner. |If the DelayQpenTiner is
running, the |l ocal system

*

stops the ConnectRetryTimer (if running) and sets the
Connect RetryTi mer to zero,

stops and resets the Del ayQpenTi ner (sets to zero),
rel eases all PCEP resources,
drops the QU C connection, and

changes its state to Idle.

If the Del ayOpenTimer is not running, the |ocal system

*

sets the ConnectRetryTinmer to zero,

rel eases all PCEP resources,

drops the QU C connecti on,

i ncrements the Connect RetryCounter by 1,

(optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

changes its state to Idle.

In response to any ot her event (Events 8, 10-11, 13, 19, 23, 25-28),
the | ocal system

*

Yang,

sets the ConnectRetryTinmer to zero,

rel eases all PCEP resources,

drops the QU C connecti on,

i ncrements the Connect RetryCounter by one,

(optionally) perfornms peer oscillation danping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

changes its state to Idle.
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4.2.3. OpenWit:

In this state, PCEP FSM waits for an OPEN nessage fromits peer. The
start events (Events 1, 3-7) are ignored in the CpenWait state.

If a Manual Stop event (Event 2) is issued in the OpenWait state, the
| ocal system

* sends the Cose with a Cease,

* sets the ConnectRetryTinmer to zero,

* releases all PCEP resources,

* drops the QU C connecti on,

* sets the ConnectRetryCounter to zero, and
* changes its state to Idle.

If an AutomaticStop event (Event 8) is issued in the OpenWait state,
the | ocal system

* sends the Cose with a Cease,

* sets the ConnectRetryTiner to zero,

* releases all the PCEP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

If the Hol dTi ner _Expires (Event 10), the |local system

* sends a PCErr nessage with the error code Hold Tinmer Expired,
* sets the ConnectRetryTiner to zero,

* releases all PCEP resources,

* drops the QU C connecti on,
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* increnents the Connect RetryCounter,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

* changes its state to Idle.
If a QUI CConnection_Valid (Event 14), QU C CR Acked (Event 16), or a
QUI CConnecti onConfirned event (Event 17) is received, a second QU C
connection may be in progress.

This second QUI C connection is tracked per Connection Collision
processing until an OPEN nessage is received.

A QUI C Connection Request for an Invalid port (QUC CR Invalid (Event
15)) is ignored.

If a QUI CConnectionFails event (Event 18) is received, the |oca
system

* closes the PCEP connection,
* restarts the ConnectRetryTiner,

* continues to listen for a connection that nay be initiated by the
renote PCEP peer, and

* changes its state to Pending.

When an OPEN nessage is received, all fields are checked for
correctness. |If there are no errors in the OPEN nessage (Event 19),
the | ocal system

* resets the Del ayOpenTinmer to zero,

* sets the PCEP ConnectRetryTinmer to zero,

* sends a KEEPALI VE nessage, and

* sets a KeepaliveTiner (via the text bel ow)

* sets the Hol dTi mer according to the negotiated val ue,

* changes its state to KeepWit.

If the negotiated hold tinme value is zero, then the Hol dTi ner and

Keepal i veTimer are not started. |f the value of the Autononous
Systemfield is the sane as the | ocal Autononpbus System nunber, then
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the connection is an "internal" connection; otherwise, it is an

"external" connection. |If the PCEP message header checki ng (Event
21) or OPEN nessage checking detects an error (Event 22), the |ocal
system

* sends a PCErr nessage with the appropriate error code,
* sets the ConnectRetryTiner to zero,

* releases all PCEP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil l ations attribute is TRUE, and

* changes its state to Idle.

Col l'i sion detection nechani sns need to be applied when a valid PCEP
OPEN nmessage is received (Event 19 or Event 20). A

Col I'i si onDet ect Dunp event occurs when the PCEP inpl enmentation

det erm nes, by means outside the scope of this docunent, that a
connection collision has occurred. |f a connection in the OpenVait
state is determ ned to be the connection that nust be closed, an
OpenCol |'i si onDunp (Event 23) is signaled to the state machine. |If
such an event is received in the OpenWait state, the |local system
* sends a PCErr with a Cease,

* sets the ConnectRetryTiner to zero,

* releases all PCEP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

If a PCErr message is received with a version error (Event 24), the
| ocal system

* sets the ConnectRetryTinmer to zero,
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* releases all PCEP resources,
* drops the QU C connection, and
* changes its state to Idle.

In response to any other event (Events 9, 11-13, 20, 25-28), the
| ocal system

* sends the PCErr with the Error Code Finite State Machine Error,
* sets the ConnectRetryTinmer to zero,

* releases all PCEP resources,

* drops the QU C connecti on,

* increnments the ConnectRetryCounter by 1,

* (optionally) perfornms peer oscillation danping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.
4.2.4. KeepWiit State:
In this state, PCEP waits for a KEEPALI VE or PCErr nessage.
Any start event (Events 1, 3-7) is ignored in the KeepWait state.

In response to a Manual Stop event (Event 2) initiated by the
operator, the |ocal system

* sends the PCErr nessage with a Cease,

* releases all PCEP resources,

* drops the QU C connecti on,

* sets the ConnectRetryCounter to zero,

* sets the ConnectRetryTinmer to zero, and
* changes its state to Idle.

In response to the AutomaticStop event initiated by the system (Event
8), the local system
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* sends the PCErr nessage with a Cease,

* sets the ConnectRetryTiner to zero,

* releases all PCEP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

If the Hol dTi ner _Expires event (Event 10) occurs before a KEEPALI VE
nmessage i s received, the local system

* sends the PCErr nessage with the Error Code Hold Tinmer Expired,
* sets the ConnectRetryTiner to zero,

* releases all PCEP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

If the local systemreceives a KeepaliveTi ner Expires event (Event
11), the local system

* sends a KEEPALI VE nessage,

* restarts the KeepaliveTimer, and

* renmains in the KeepWait state.

In the event of a QU CConnection_Valid event (Event 14), or the
success of a TCP connection (Event 16 or Event 17) while in KeepWit,

the | ocal systemneeds to track the second connecti on.

If a QU C connection is attenpted with an invalid port (Event 15),
the local systemw Il ignore the second connection attenpt.
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If the local systemreceives a QU CConnectionFails event (Event 18)
fromthe underlying QU C or a PCErr nmessage (Event 25), the |ocal
system

* sets the ConnectRetryTiner to zero,

* releases all PCEP resources,

* drops the QU C connecti on,

* increnments the ConnectRetryCounter by 1,

* (optionally) perfornms peer oscillation danmping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.

If the local systemreceives a PCErr nessage with a version error
(NotifMsgVerErr (Event 24)), the local system

* sets the ConnectRetryTiner to zero,

* releases all PCEP resources,

* drops the QU C connection, and

* changes its state to Idle.

If the local systemreceives a valid OPEN nessage (PCEPOpen (Event
19)), the collision detect function is processed If this connection
is to be dropped due to connection collision, the |ocal system

* sends a PCErr with a Cease,

* sets the ConnectRetryTiner to zero,

* releases all PCEP resources,

* drops the QU C connecti on,

* increnments the ConnectRetryCounter by 1,

* (optionally) perfornms peer oscillation danmping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.
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If an OPEN nessage is received, all fields are checked for
correctness. |If the PCEP nmessage header checki ng (PCEPHeader Err
(Event 21)) or OPEN nessage checking detects an error (PCEPCpenMsgErr
(Event 22)), the local system

* sends a PCErr nessage with the appropriate error code,

* sets the ConnectRetryTiner to zero,

* releases all PCEP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

If, during the processing of another OPEN message, the PCEP

i npl ementati on determ nes, by a neans outside the scope of this
docunent, that a connection collision has occurred and this
connection is to be closed, the local systemwll issue an
OpenCol |'i si onDunp event (Event 23). Wen the |ocal systemreceives
an OpenCol l'i si onDunp event (Event 23), the local system

* sends a PCErr with a Cease,

* sets the ConnectRetryTinmer to zero,

* releases all PCEP resources

* drops the QU C connecti on,

* increnments the ConnectRetryCounter by 1,

* (optionally) perfornms peer oscillation danmping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.

If the local systemreceives a KEEPALI VE nessage (KeepAliveMsg(Event
26)), the local system

* restarts the Hol dTi mer and

* changes its state to Sessi onUP.
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In response to any other event (Events 9, 12-13, 20, 27-28), the
| ocal system

*

4.2.5.

I'n

Any Start event (Events 1, 3-7)

sends a PCErr with a code of Finite State Machine Error,

sets the ConnectRetryTinmer to zero,

rel eases all PCEP resources,

drops the QU C connecti on,

i ncrements the Connect RetryCounter by 1,

(optionally) perfornms peer oscillation danping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

changes its state to Idle.

Sessi onUP St at e:

the SessionUP state, the PCEP FSM can exchange PCReq, PCRep,
PCErr, and KEEPALI VE nessages with its peer.

is ignored in the SessionUP state.

In response to a Manual Stop event (initiated by an operator) (Event

2),

*

Yang,

the | ocal system

sends the C ose nessage with a Cease,

sets the ConnectRetryTinmer to zero,

deletes all routes associated with this connection,
rel eases PCEP resources,

drops the QU C connecti on,

sets the Connect RetryCounter to zero, and

changes its state to Idle.

response to an AutomaticStop event (Event 8), the I ocal
sends a PCErr with a Cease,

sets the ConnectRetryTinmer to zero

del etes all routes associated with this connection,
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* releases all PCEP resources,
* drops the QU C connecti on,
* increnments the ConnectRetryCounter by 1,

* (optionally) perfornms peer oscillation danmping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.

One reason for an AutomaticStop event is: A PCEP receives an PCNt f
messages with a number of prefixes for a given peer such that the
total prefixes received exceeds the maxi mum nunber of prefixes
configured. The l|ocal system automatically di sconnects the peer.
If the Hol dTi ner Expires event occurs (Event 10), the local system
* sends a PCErr message with the Error Code Hold Tiner Expired,

* sets the ConnectRetryTinmer to zero,

* releases all PCEP resources,

* drops the QU C connecti on,

* increnments the ConnectRetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

If the KeepaliveTi ner Expires event occurs (Event 11), the | ocal
system

* sends a KEEPALI VE nessage, and

* restarts its KeepaliveTiner, unless the negotiated Hol dTi me val ue
is zero.

Each time the | ocal system sends a KEEPALI VE or PCNtf nessage, it
restarts its KeepaliveTinmer, unless the negotiated Hol dTine value is
zero.

A QUI CConnection_Valid (Event 14), received for a valid port, wll
cause the second connection to be tracked.
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An invalid QU C connection (QU C CR Invalid event (Event 15)) wll be
i gnor ed.

In response to an indication that the QU C connection is successfully
established (Event 16 or Event 17), the second connection SHALL be
tracked until it sends an OPEN nessage.

If a valid OPEN nessage (PCEPOpen (Event 19)) is received, and if the
Col I'i si onDet ect SessionUP State optional attribute is TRUE, the OPEN
message will be checked to see if it collides with any ot her

connection. |f the PCEP inplenentation determnes that this
connection needs to be ternminated, it will process an
OpenCol |'i si onDunp event (Event 23). |If this connection needs to be

term nated, the |ocal system

* sends a PCErr with a Cease,

* sets the ConnectRetryTinmer to zero,

* deletes all routes associated with this connection,
* releases all PCEP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Cscillations is set to TRUE, and

* changes its state to Idle.

If the local systemreceives a PCErr message (Event 24 or Event 25)
or a QUI CConnectionFails (Event 18) fromthe underlying TCP, the

| ocal system

* sets the ConnectRetryTiner to zero,

* deletes all routes associated with this connection,

* releases all the PCEP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* changes its state to Idle.
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If the local systemreceives a KEEPALI VE nessage (Event 26), the
| ocal system

* restarts its HoldTiner, if the negotiated Hol dTine value is non-
zero, and

* remmins in the SessionUP state.

If the local systemreceives an PCNtf nmessage (Event 27), the |ocal
system

* processes the nessage,

* restarts its HoldTimer, if the negotiated Hol dTi me val ue i s non-
zero, and

* remains in the SessionUP state.

If the local systemreceives an PCNtf nmessage, and the PCNtf nessage
error handling procedure detects an error (Event 28), the |ocal
system

* sends a PCErr nessage with an error,

* sets the ConnectRetryTiner to zero,

* deletes all routes associated with this connection,

* releases all PCEP resources,

* drops the QU C connecti on,

* increnents the ConnectRetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

* changes its state to Idle.

In response to any ot her event (Events 9, 12-13, 20-22), the | ocal
system

* sends a PCErr message with the Error Code Finite State Machine
Error,

* deletes all routes associated with this connection,

* sets the ConnectRetryTinmer to zero,
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* releases all PCEP resources,
* drops the QU C connecti on,
* increnments the ConnectRetryCounter by 1,

* (optionally) perfornms peer oscillation danmping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.
5. Stream mul ti pl exi ng

QUIC offers stream rmul ti pl exi ng but does not provide a mechani smfor
exchanging streampriority information. |Instead, it relies on
receiving priority information fromthe application. PCEPoQ
separates streans into control and data channels, assigning different
priorities to each, ensuring that control nessages receive higher
priority processing.

6. Network Mgration

QUI C connections are not strictly bound to a single network path.
Connection mgration uses connection identifiers to allow connections
to transfer to a new network path. In the current version of QU C
only clients can nmigrate. The PCEPoQ protocol inherits this feature,
all owi ng PCC over QUIC to conduct network mgration. PCE over QU C
shoul d not identify PCC over QU C by network address but rather use
connection identifiers to recognize different PCC over QU C

i nst ances.

7. Fl ow Control

QU C s flow control nechani sm manages individual streans as well as
the entire connection. A QU C receiver controls the maxi mum anount
of data a sender can transnit on any single streamand across al
streans at any given time. PCEPoQ utilizes QU C s flow contro
mechani sm separating control streams fromdata streanms by using a
control channel and a data channel

8. Security Considerations

Security considerations for the QU C protocol are described in the
correspondi ng section in [ RFCI000].

Security considerations for the TLS handshake used to secure QUIC are
described in [ RFCO001].
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9. | ANA Consi derations
9.1. UDP Port for PCEP0Q

I ANA is requested to assign a UDP port (TBD1) fromthe "Service Nanme
and Transport Protocol Port Nunber Registry" as follows:

[ s s el e sl ©}
| Service Nanme | PCEP0Q |
‘o4 o= =+4
| Port Number | TBD1 |
Feom e e e e m - - - I I +
| Transport Protocol | udp |
I il T I R +
| Description | PCEP over QUIC |
I i I R I I +

Table 2: UDP Port for PCEPoQ
9.2. Registration of the PCEP ldentification String
Thi s docunent creates a new registration for the identification of
PCEP in the "TLS Application-Layer Protocol Negotiation (ALPN)
Protocol |Ds" registry.
The "pcepoq" string identifies PCEP over QU C
protocol : PCEP over QUIC
Identification Sequence: "pcepoq"
Speci fication: This docunent

9.3. PCEPoQ Capability TLV

I ANA is asked to assign a new TLV code from PCEP TLV Type Indicators
[ RFC5440] for the PCEP over QU C Capability as foll ows:
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| Val ue | TBD2 |
[§ gl bumsbemsfemspesesses s ese e ess g ese el sfes e ps s e gl
| Description | PCEP0Q Capability |
e Fom e +
| Reference | This Docunent |
Fom e Fom e +
| Change Controller | |ETF |
o e e e o o e e e o +

Tabl e 3: PCEP0oQ Capability Registration

Capability:

D: Bit 0, support data channel, this docunent

10. References

10.1. Normmtive References

[ RFC5440] Vasseur, JP., Ed. and JL. Le Roux,
El ement (PCE) Communi cati on Protocol
DO 10.17487/ RFC5440, March 2009,

<https://www. rfc-editor.org/rfc/rfc5440>.

Ed., "Path Conputation
(PCEP)", RFC 5440,

[ RFC9000] lyengar, J., Ed. and M Thonson,
Mul ti pl exed and Secure Transport",

DA 10.17487/ RFC9000, May 2021,

Ed., "QU C. A UDP-Based
RFC 9000,

[ RFC9001]

[ RFC9369]

[ RFC2119]

[ RFC8174]

10. 2.

Yang, et al.

<https://ww.rfc-editor.

Thomson, M, Ed. and S.
QU C', RFC 9001, DA 10.
<https://ww.rfc-editor.

org/rfc/rfc9000>.

Turner, Ed., "Using TLS to Secure
17487/ RFCO001, May 2021,
org/rfc/rfc9001>.

Duke, M, "QUI C Version 2", RFC 9369,
DO 10. 17487/ RFC9369, May 2023,
<https://www. rfc-editor.org/rfc/rfc9369>.

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,

<https://www. rfc-editor.org/rfc/rfc2119>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

Informati ve References

Expires 30 March 2026 [ Page 35]



I nternet-Draft PCEP over QUIC Sept enber 2025

[ RFC7301] Friedl, S., Popov, A, Langley, A, and E. Stephan,
"Transport Layer Security (TLS) Application-Layer Protocol
Negoti ati on Extension", RFC 7301, DO 10.17487/ RFC7301,
July 2014, <https://ww. rfc-editor.org/rfc/rfc7301>.

Aut hors’ Addr esses

Feng Yang

Chi na Mobil e

Xuanwunmen West Street

Bei jing

Chi na

Emai | : yangf eng@hi nanobi | e. com

Changwang Lin
New H3C Technol ogi es
Yongjia North Rd

Beijing

Chi na

Emai | : |inchangwang. 04414@3c. com
Sanmuel Sidor

Ci sco Systens, Inc.

Pri bi nova 10

811 09 Bratislava

Sl ovaki a

Emai | : ssidor @i sco.com

Ti ngti ng Han

Chi na Mobile

Xuanwunmen West Street

Bei jing

Chi na

Emai | : hanti ngti ng@hi nanobi |l e. com

Yang, et al. Expires 30 March 2026 [ Page 36]



