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Abst ract

The application of MCP in the network management field is nmeant to
refactor network nmanagenent operation and network capabilities as
tools and provide nore agile and extensible architecture to expose
these Al integration capabilities. This docunent discusses the
applicability of MCP to the network managenent plane in the IP
network that utilizes | ETF technol ogies.|t explores MCP for network
exposure, multiple MCP server discovery generic workfl ow and

depl oynent scenari os.
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I ntroduction

The Model Context Protocol (MCP) decouples LLMs fromtools and
provi des a standardi zed way for LLMs to access and utilize
information fromdifferent data sources and tools, making it easier
to build Al applications that can interact with external LLM nodels
and software tools and enabl e workfl ows automati on.

MCP has seen rapid adoption across both startups and enterprises
since it announced in Novenber 2024. Key use cases include Al coding
assistants in |IDEs, data analysis tools that can query databases, and
productivity tools that can interact with services |like Slack or
Googl e Drive.

The application of MCP for the network managenment is nmeant to
refactor network nmanagenent operation and network capabilities as
tool s and provide nore agile and extensible architecture to expose or
consune these Al integration capabilities.

Wth integration of MCP into the network nanagenment system it allow
you devel op various rich Al driven network applications, realize

i ntent based networ ks managenent, automate workflows in the nulti-
vendor heterogeneous network platform By establishing standard
interfaces for tool encapsulation, intent translation, and cl osed-

| oop execution within the network nmanagenent system MCP enabl es the
net wor k managenent systemto have

* Unified operation abstraction through normalized MCP too
definitions

* Seam ess LLMintegration via the structured protoco

* Automation Execution Ability



Thi s docunent di scusses the applicability of MCP to the network
managenent plane in the P network that utilizes | ETF technol ogi es.
It explores MCP for network exposure, multiple MCP server discovery
generic workflow and depl oynent scenari os.

2. Term nol ogy & Notation Conventions
The following terns are used throughout this docunent:

2.1. MP

* *MCP Protocol*: MCP is an open standard designed to facilitate
communi cati on between LLMs and external data sources or tools.

* *MCP Host*: The entity initiating the LLM request.

* *MCP Client*: A built-in nodule within a host, specifically
designed for interaction with the MCP server.

* *MCP Server*: A dedicated server that interacts with MCP clients
and provides tools.

* *CLI*: Command Line Interface
2.2. Ohers
* *LLM: Large Language Model
*  *NETCONF*: Network Configuration Protocol [RFC6241]
*  *RESTCONF*: RESTful Network Configuration Protocol [RFC8040]
* *SNMP*: A Sinple Network Managenment Protocol [RFC2576]

3. The values of coupling MCP with the network nanagenent
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There are 3 values for MCP coupling with the network managenent -
Net wor k MCP Server support * Exposing network capabilities as MCP
Servers for 3rd-party Al Agents & applications

* |In Network Service

-  Enpowering network services by |everaging MCP ecosystemtools &
contents

- Network service as a unified interface to various and rich
capabilities for network users

*  Network Managenent Intelligence

- Making network architecture really agile and friendly for
i nnovati on

- Decoupling network nmanagenment functions into network agents and
network tools

4. The high level Challenges in adopting MCP in NM
* Protocol Design

- FError Handling o Al though MCP provides basic error codes, MP
does not yet enforce a entire error-handling nechanism and its
scope is currently limted to discovery and invocati on,
omtting crucial aspects |like tool governance, versioning, or
I'ifecycl e managenent.

- Stateful o The protocol’s reliance on stateful Server-Sent
Events (SSE) can create significant conplexities when
integrating with inherently statel ess REST APls, requiring
devel opers to nanage state externally. This can be
particularly challenging for renote MCP servers due to network
| atency and instability, conplicating | oad bal anci ng and
hori zontal scaling efforts.

- Context Handling o There are al so concerns that multiple active
MCP connections coul d consune significant tokens in the LLMs
context window. This can directly inmpact an LLM s performance,
sl owi ng down responses and potentially hindering its ability to
mai ntain focus and reason effectively over extended or conpl ex
i nteractions.

* Security Consideration

- Mlicious Actors The protocol’s ability to grant LLMs access to
external systens introduces potential vulnerabilities that
require careful consideration o Pronpt injection, where
mal i ci ous instructions enbedded in user inputs or tool
descriptions could | ead to unintended actions by the LLM o Too
poi soni ng, where attackers nodify tool definitions, or rug
pulls (simlar to tool poisoning but occurs post-installation)
0 Tool shadowi ng, where a nalicious server creates a tool with
the sane nane as a legitinmate tool from another server to
intercept calls

- Security enforcenent o MCP itself |acks inherent security
enf orcement nechani snms, relying heavily on externa
i npl ementations for authentication and authorization, which
were not initially well-defined within the protocol

- ldentity Managenent o Deternining clear identity managenent -
whet her requests originate fromthe end user, the Al agent, or
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a shared system account - remmins an area needi ng clearer
definition.

MCP for Network Exposure

Net wor k exposure is the process of making network capabilities, such
as data and connectivity services, available to external users,
appl i cations, and devel opers through secure APIs. It allows for nore
agility and the creation of programuable networks. The MCP can be
used to expose network capabilities to Al applications or consune
external sources for LLMs.

1. The Third Party as | ETF network Exposure Consurmer

3rd Party

o e e eiaao- +
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| . + |
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| | MCP dient <-d-----ommomm i +
e A |
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Step 1: External tools or data source publish a set of APIs to MCP
server in the Network Controller. Step 2: MCP client send specific
tool s request to discover tools and MCP Server provide authorization
to the MCP client. Step 3: After sucessful authorization, MCP server
return APl list corresponding to tools request sent by the MCP
client. Step 4: MCP Cient invokes tools w th authorization

2. The Network Controll er Consunes external sources

R + I
| MCP Server|
+----- Neee o - +- +
| 2. Consume external sources

Fom e e - - Fomm - - V----- N +

| | MCP dient|O.Preconfig MCP
R LR + | A + Server Address
| | ETF | 1. MCP Servi ce Request |
| Net wor k o ea - >
| Managenment | 3. MCP Service Response
| Al Agents R +

Step 0: MCP Cient is preconfigured with the MCP Server address.
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Step 1: |1 ETF Network Managenent Al Agent sends a MCP Service Request
to the MCP client within the Network Controller. Step 2: The MCP
client discover tools provided by the external MCP server. Step 3:
The MCP client provide available tools list to the | ETF Network
Managenment Al Agent.

MCP Server Discovery

The MCP Server Discovery involves clients querying servers to find
avai |l abl e tools, resources, and functions. |n case of MCP servers
are distributed in different |ocations, MCP Respository can be
established to keep track of the l|ocation of each MCP servers.

MCP core function
R + 2. Discovery --------------- +
| Agents R + MCP |
|(MCP dient)+----------- + Respository |
R + 3. Authz +-------- Neemeo - +
| 4. Consume | 1. Regi stration
| +---mmme - S S R +-
R V- + +----- +------- + e e +
| MCP Server 1] | MCP Server 2 | | MCP Server 3|
Fomm e oo - + o m e e e oo - + o m e e e oo - +
[TTEM PM\\\ 111 W\ 111 W\
I I || Mermory | | I
| Routing ACL| | | | Tenpl at es|
\\\ Policy /// | | Database | | |
------- W\ 111 W\ 111

% [ MCP Repository: * Maintain the description of MCP servers * Support

MCP server discovery for Cient.
% [ MCP client: consuming the services provided by MCP servers

2 [ MCP servers: including authentication/session/policy tools, the
menory/ pronpts used for Agents

Procedure for Milti-MCP servers Discovery
------------------ + S S g e
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--------- S S Fom o - -+ +o- - - -+

| | 0. Sync the info of tools
| R +
| 1. Registration
IR +
I I
- - +

I
| MCP Server1l:1D 1, Capability, Tools
I |
| MCP Server2:1D 2, Capability, Tools
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|
I
I
I
I
I
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| | Search for | |
| | Proper MCP | |
| | Server | |

- + |
I

| 2.2 Address of MCP Server



|
3. oAuth Authz | |
I
I

. - I |

Step 0: The MCP Server syncs up on the info of tools, upon tools is
added or renoved, tools changes will be automatically syned up with
the MCP server. Step 1: Each new MCP server will register to the
centralized MCP registry. Step 2.1: MCP Cient send the MCP service
request to the MCP registry for specific capability. Step 2.2: The
MCP registry return specific MCP server to the MCP client. Step 3:
The MCP dient request authorization fromthe MCP server. Step 4:
The MCP Cient invoke specific tools with authorization

Depl oynment Consi deration in adopting MCP in the Network Managenent

This section describes MCP depl oyment requirenents for network
managenent environments, followed by inplenentation scenarios. Key
architectural requirenents include

* Function-Specific MCP Servers: To nmaintain proper architecture and
performance with growi ng tool volumes, servers should be
categori zed by network managenent function. Typical categories
i nclude network | og analysis, device configurati on nmanagenent,
ener gy consunpti on nmanagenent, and security operations.

* Secure and Scal abl e Architecture: The architecture nust:

- Enforce strict access controls limting MCP operations to
aut hori zed Al nodel s and users

- Scale efficiently with increasing network device counts while
mai nt ai ni ng perfornmance

*  Automated Workflows: MCP inpl enmentations shoul d support LLM
coordi nated aut omati on of:

- Real-tinme nonitoring and di agnostics
- Fault renediation workfl ows
- Other combn managenent operations to reduce operator workl oad

Wil e these core requirenents apply universally, operationa
characteristics vary based on depl oynment | ocation (on-premn ses vs.
renote). The follow ng subsections detail these depl oynent
scenari 0s.

.1.  MCP Communi cation using Inter Processing Comunication

In this network scenario, both the MCP client and the MCP server are
depl oyed within the sane network controller. The MCP client

comuni cate with the MCP server using inter processing comunication
In the neanwhile, the LLM nbodel as pre-trai ned nodel should al so be
depl oyed in the sanme Network controller



Net work Controller (Network Al Agent)
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I I
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The OSS and the Network Controll er Comuni cation using MCP

In this network scenario, the MCP client is deployed in the 0SS/ BSS
while the MCP server is deployed in the Network Controller, the MCP
client and the MCP server communi cated using SSE. In the meanwhil e,
the LLM nodel can be pre-trained LLM nodel collocated with the MCP

client or the LLM nodel in the C oud.

o e e e e e e e e oo s +
I I
| 0SS/ BSS |
I I
| +------ +Nat rual +----+- |
| | MCP | Language|LLM | |
| Idient]------- |1
|  +---+--+Command +----+ |
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I
I
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Net work Controller (Network Al Agent)

I
I
I
| -+
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I
I
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[----------ae- - N +
I + R e R e
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The Network Controller and the Network Device Conmmuni cation using
MCP

In this network scenario, The MCP client is deployed in the network
controller while the MCP server is deployed in the network devices.
The MCP client conmunicates with the MCP server using the MCP
protocol. LLM nodel is pre-trained nodel and deployed in the sane
Network Controller as the MCP client.

Net wor k devi ces usually have linmited resources (CPU, menory, etc.).
Depl oyi ng MCP Server may occupy a |arge anount of resources,
af fecting the normal operation of the device.



Net work Controller (Network Al Agent)

I
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7.4. The Network Gateway and the Network Device Communi cation using MCP

In this network scenari o,

MCP protocol. LLM nodel

The MCP client is deployed in the network
gateway device while the MCP server is deployed in each network
devices. The MCP client communicates with the MCP server using the
is pre-trained nodel and deployed in the
same Network gateway as the MCP client.

Net wor k devi ces usually have linmited resources (CPU, menory, etc.).
Depl oyi ng MCP Server may occupy a | arge anount of resources,
af fecting the normal operation of the device.

Net wor k Gat eway

I
I
I
| 4o
I
I
I

(Network Al Agent)

I

I

+Natrual +----+ |

| MCP | Language| LLM | |

|Client|------- I

+---+--+Command +----+ |

E oo +
| NETCONF/ CLI
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| | |
I + R e R e
| MCP | | MCP | | ™McP |
| Serverl | | Server2 | | Server3 |
Fome e oo + Fome e oo + Fome e oo +

Net wor k Devi ce Net wor k Devi ce Networ k Device

8. MCP architecture Design for Network Managenent
Ui WA Z ———
| User |
L Step b.LLMfor Intent to tools
1] 9 request translation
——————————— | - ——— (1,3,4,9)
I — +———3,8 r——— |
2| mPdient p——————— -+ LLM| |
L ———— 4,7 L——— | Step c.C ose Loop Execution w
or kfl ow
| (5,6,7,8,)
5|6
S S .
I Step a. Encapsul ati ng network
r—————— 4 9 operations into M
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r— m r Lt—— A B L ————
| MCP Server | | MCP Server | | MCP Server|
L J - L J
.1. Encapsul ating Device Operations into MCP Tool s
* (bjective: Standardi ze device operations into nodul ar, reusable
t ool s.
* | npl enent ati on:

- Tool Abstraction: Vendor-specific comands are w apped into
di screte MCP Tools with uniform schenas.

- Tool Registry: A centralized database stores MCP Tools with
met adata (e.g., nanmes, descriptions, paraneters).

*  Benefits:

- Elimnates manual translation of conmands across different
vendor s

- Enabling the plug-and-play integration of new device types.

2. LLMfor Intent-to-Tool -Request Translation

* (bjective: Allow Al nodels (such as O aude) to understand natural
| anguage commands and trigger operations.

*  Wor kfl ow

- Intent Recognition: The LLMfirst anal yzes the user’s natural

| anguage query to identify:

o The user’s intent or goal

0 Required actions or operations

o Entities, paraneters, and constraints nmentioned
o Context from previous interactions

- Tool Discovery and Tool chain Generation: The LLM access tool
descriptions provided by MCP servers, and matches the
identified intent with available tools.

- Parameter Extraction and Mapping: The LLM maps natural | anguage
references to structured parameter names and extracts rel evant
information fromthe user query.

- Structured Invocation CGeneration: The LLM generates properly
formatted tool calls following MCP s protocol.

*  Benefits:

- Bridge natural |anguage to tool invocation requests in a fixed
format, then return this request to the client, enabling the
client to properly parse the request.

3. Cosed-Loop Automati on Execution Wrkfl ow

oj ective: Realize the closed | oop of "voice/text conmands —
aut omati c execution".

A general workflow is as follows:
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- User Input Subnission: An operator submts a natural |anguage
request to the MCP client. And The MCP client forwards this
request to the LLM

- LLMIntent Processing: The LLM parses the input, identifies the
operational intent, and forwards a structured request to the
MCP client, which queries the MCP Server to retrieve the
avai l abl e tools. The information would include the functiona
description, required paraneters of tools.

- LLM Tool chai n Deci si on

o0 The LLM evaluates the context and if tools are required,
sel ect and sequence tools.

o The decision is sent back to the MCP dient and then MCP
Client wll execute tools via server.

- Tool Execution: The MCP Server executes the translated comuands
on target devices and returns results to the client.

- Result Aggregation & Feedback: The MCP Cient collates too
outputs (success/failure logs) and forwards themto the LLM for
sunmari zati on.

*  Benefits:
- Tools safely retry/roll back
- Full traceability of LLM decisions and tool executions.

Interworking with the Network Managenent protocol and YANG data
nodel s

MCP can be seen as Al protocol and used to invoke Al integrated
capabilities. MCP is not in the position to replace the network
managenment and YANG data nodel. |Instead, it can be integrated
together, e.g., * Integrated MCP with CLI, allow the MCP client

i nvoke CLI capabilities; * Integrated MCP with YANG allow the MCP
client invoke YANG interface related capabilities;

MCP Usage Exanpl es
1. Device Configuration using MCP+CL

In this exanple, MCP server is inplenented by Server and expose al

CLlI interfaces and docunmentation as tools to the MCP Cient. The
Newor k controller inmplenent the client to interact with MCP server in
the Network device

The MCP server provides the follow ng regi stered tool descriptor
i nformati on:

Tool s description: It describes the nane, use, and paraneters of
t ool s.

Tool s inpl enentation: MCP inplenentation describes how the tools are
i nvoked.

See Tool descriptor information exanple as foll ows:

Tool Descriptor

{

nane": "batch_configure_devices",



"description": "Batch Configure Network Devices",
"paraneters": {

"type": "object",

"properties": {

"device_ips": {"type": "array", "items": {"type": "string"}, "description": "Devi

ce |P List"},

"commands": {"type": "array", "items": {"type": "string"}, "description": "CL
quence"},
"credential _id": {"type": "string", "description": "Credential ID'}
b
"required": ["device_ips", "conmands"]
}
b
{
"nanme": "check_device_status",
"description": "Check the Status of Network Devices",
"parameters": {
"type": "object",
"properties": {
"device_ip": {"type": "string"},
"metrics": {"type": "array", "itens": {"enum: ["cpu", "menory", "interface"]}}
}
}
}

# Tool |nplenmentation
fromnetm ko i nport Connect Handl er
fromncp_server inport MpServer

app = Fast API ()
server = MpServer (app)

#Connecti on Pool Managenent

devices = {
"192.168.1.1": {"device_type": "VendorA-XYZ", "credential": "adni n: XYZ@assword"},
"192.168.1.2": {"device_type": "VendorB-ABC', "credential ":"adm n: ABC@assow d"}

}
@erver.tool ("batch_configure_devices")
async def batch_config(device_ips: list,commands: list,credential _id: str):

results = {}
for ip in device_ips:
conn = Connect Handl er (
ip=ip,
usernanme = devices[ip]["credential"].split(’:")[0],
password devices[ip]["credential"].split(’:")[1],
devi ce_type = devices[ip]["device_type"]

)

out put = conn. send_confi g_set (comuands)
results[ip] = output
return {"success": True, "details": results)

@erver.tool ("check_devi ce_status")
async def check_status(device_ ip: str, nmetrics: list):
status = {}
if "cpu" in netrics
status["cpu"] = get_cpu_usage (device_ip)
if "menory" in netrics
status["menory"] = get_menory_usage(devi ce_ip)
return status

Suppose a user submts a request (via the client) such as "Configure
OSPF Area O with process ID 100 for all core switches in the Beijing
data center," the MCP client retrieves the necessary tooling

descriptor information fromthe MCP server and forwards it along with



the request to the LLM The LLM determ nes the appropriate tools and
responds in JSON format as foll ows:

"met hod": "batch_configure_devices",
"parans": {
"device_ips":["192.168.10.1",....,"192.168.10.10"],

"comuand": |
"router ospf 100",
"network 192.168.0.0 0.0.255.255 area 0"
]
}
}
}

The MCP server responds to the call instruction, converts it into the
bel ow CLIs of different vendors, and then the devices execute the
CLls. The results are returned to the MCP client in Json as bel ow
and are forwarded to the LLM The LLM parses the response, generates
a natural -1 anguage sumary, and sends it back to the client for fina
presentation to the user.

# Convert to CLI conmands of different vendors
"commands": [

"systemview',

"ospf {{process_id}}",

"area {{area_id}}",

"network {{network_ address}} {{w ldcard _nask}}"

]

"commands": [
"configure termnal",
"router ospf {{process_id}}",
"network {{network address}} {{wldcard nask}} area {{area id}}",
n er1dll ,
"write menory"

]

#Feedbacks received by the MCP client of different vendors
{
"status": "success",
"message": "OSPF configuration applied successfully on device 192. 168.10. 1",
"commands_executed": |
"systemvi ew',
"ospf 100",
"area 0.0.0.0",
"network 192.168.10.0 0.0.0. 255"

"status": "success",
"message": "OSPF configuration applied successfully on device 192. 168.10. 1",
"commands_executed": |

"configure termnal",

"router ospf 100",

"network 192.168.10.0 0.0.0.255 area 0",

"end",

"write menory"

}

# Natural |anauge summary of success or failure:

"192.168.10.1": "Configure Successfully, take 2.3 seconds"”,
"192.168.10.2": "Error: no response fromthe device",



}
11. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
12. Security Considerations

The MCP protocol needs to consider scenarios where either the client
or server encounters issues, such as crashes. |f one or both parties
go offline during comrunication, the entire process may renmai n stuck
wai ting for nmessages, potentially leading to an infinite |oop.
Furthernore, certain tool operations may be interrupted, and sone
irreversi bl e network managenent operations could be affected.

Due to network | atency, sone operations mght not return in tinme, yet
fromthe user’s perspective, these operations may appear either
unexecuted or failed. |f the user then initiates another tool
request to the server, problenms may occur.

For conpl ex network managenent workflows, while LLMs tool invocation
process may generally function correctly, issues can arise in the
details. Users nust verify each LLM operation to prevent unintended
hazar dous acti ons.
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