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Abst r act

The application of MCP in the network nanagenent field is neant to
devel op various rich Al driven network applications, realize intent
based networ ks nmanagement automation in the multi-vendor

het er ogeneous network environnent. This document discusses the
applicability of MCP to the network nmanagenent in the I P network that
utilizes | ETF technologies. |t explores operational aspect, key
conmponents, generic workflow and depl oynent scenarios. The inpact of
integrating MCP into the network nmanagenent systemis al so di scussed.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 January 2026.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
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I ntroduction

The Model Context Protocol (MCP) provides a standardi zed way for LLMs
to access and utilize information fromdifferent sources, interact
with tools, making it easier to build Al applications that can
interact with external LLM and network management systens.

MCP has been seen as rapid adoption internet technology. The
application of MCP in the network managenent field is neant to
devel op various rich Al driven network applications, realize intent
based networ ks nmanagement automation in the multi-vendor

het er ogeneous network environnment. By establishing standard
interfaces for tool encapsulation, intent translation, and cl osed-
| oop execution within the network nmanagenment system MCP enabl es Al
Agents to have:

* Unified operation abstraction through normalized MCP too
definitions

* Seam ess LLMintegration via the structured protoco
* Automation Execution Ability

Thi s docunent di scusses the applicability of MCP to the network
managenent plane in the P network that utilizes | ETF technol ogi es.

It expl ores operational aspect, key conmponents, generic workfl ow and
depl oynent scenarios. The inpact of integrating MCP into the network
managenment systemwill al so be di scussed.

Term nol ogy & Notation Conventions

The following terns are used throughout this docunent:

MCP

* *MCP Protocol*: MCP is an open standard designed to facilitate
communi cati on between LLMs and external data sources or tools.

* *MCP Host*: The entity initiating the LLM request.

* *MCP Cient*: Abuilt-in nodule within a host, specifically



designed for interaction with the MCP server.

* *MCP Server*: A dedicated server that interacts with MCP clients
and provides tools.

* *CLI*: Command Line Interface
2.2. Ohers
* *LLM: Large Language Model
*  *NETCONF*: Network Configuration Protocol [RFC6241]
*  *RESTCONF*: RESTful Network Configuration Protocol [RFC8040]
* *SNWMP*: A Sinple Network Managenent Protocol [RFC2576]
3. Overview of key challenges for the network managenent

In large scal e network managenent environnent, a |arge nunber of
devices fromdifferent vendors need to be uniformy managed, which
can lead to the followi ng issues or challenges:

3.1. Inconsistent YANG Mbdel Support

Di fferent vendors inplenent different YANG nodel s (standard or
proprietary), |leading to:

* Lack of uniformdata structures for configuration/state retrieval.
* Requirement for vendor-specific adaptations in automation scripts.

Al so | ETF standard devi ce nodel s has sl ow adoption. Simlar device
nmodel s are defined in Openconfig or other SDCs, therefore the current
YANG devi ce nodel s ecosystemis fragmented.

3.2. Partial or Non-Standard Network Management Protocol s
| mpl enent ati ons

Sone vendors only partially support standard Network managenent
protocol s, and proprietary extensions may break interoperability.

O her vendors m ght choose non-stanard network management protocol or
telemetry protocol such as gnm [I-D.openconfig-rtgwg-gnm -spec],
grpc [I-D. kumar-rtgwg-grpc-protocol]. A significant nunber of
network operators continue to rely on | egacy network managenent
mechani sms such as SNWP.

3.3.  YANG Mddel s Lack Integration with Open APIs

Today, open APl has been widely adopted by the northbound interface
of OSS/BSS or Network orchestrators while YANG data nodel s have been
wi del y adopted by the northbound interface of the network controller/
orchestrator or the southbound interface of the network controller/
orchestrator. However Open APl ecosystem and YANG nodel ecosystem
are both built as silo and | ack integration or mappi ng between them

4. Architecture Overvi ew

The LLM nodel with MCP support and its ability to conprehend diverse
compl ex requirements and del i ver corresponding functionalities, is
wel | -suited for |arge scale multi-vendor network managenent
environments, effectively addressing the aforenmentioned challenges in
Section 3. Therefore, we have introduced the MCP protocol in the

net wor k managenment environments for building an intelligent network
managenment and control platform



4. 2.

4. 3.

*

Encapsul ati ng Device Operations into MCP Tool s

oj ective: Standardi ze device operations into nodul ar, reusable
t ool s.

| mpl enent ati on:

- Tool Abstraction: Vendor-specific comands are wapped into
di screte MCP Tools with uniform schenas.

- Tool Registry: A centralized database stores MCP Tools with
met adata (e.g., nanmes, descriptions, paraneters).

Benefits:

- Elimnates manual transl ati on of conmands across different
vendor s

- Enabling the plug-and-play integration of new device types.
LLM for Intent-to-Tool - Request Transl ation

oj ective: Allow Al nodels (such as C aude) to understand natura
| anguage commands and trigger operations.

Wor kf | ow:

- Intent Recognition: The LLMfirst analyzes the user’s natura
| anguage query to identify:

o The user’s intent or goa
0 Required actions or operations
o Entities, paraneters, and constraints mentioned
o Context from previous interactions

- Tool Discovery and Tool chain Generation: The LLM access too
descriptions provided by MCP servers, and matches the
identified intent with available tools.

- Parameter Extraction and Mapping: The LLM maps natural | anguage
references to structured paraneter nanmes and extracts rel evant

informati on fromthe user query.

- Structured Invocation Ceneration: The LLM generates properly
formatted tool calls followi ng MCP s protocol

Benefits:

- Bridge natural |anguage to tool invocation requests in a fixed
format, then return this request to the client, enabling the
client to properly parse the request.

Cl osed- Loop Autonmmation Execution Wrkfl ow

oj ective: Realize the closed | oop of "voice/text conmands —
aut omati c execution".

A general workflow is as follows:
- User Input Subnission: An operator submits a natural |anguage

request to the MCP client. And The MCP client forwards this
request to the LLM



- LLMIntent Processing: The LLM parses the input, identifies the
operational intent, and forwards a structured request to the
MCP client, which queries the MCP Server to retrieve the
avail abl e tools. The information would include the functiona
description, required paraneters of tools.

- LLM Tool chai n Deci si on

o0 The LLM evaluates the context and if tools are required,
sel ect and sequence tools.

o The decision is sent back to the MCP dient and then MCP
Client will execute tools via server

-  Tool Execution: The MCP Server executes the transl ated commands
on target devices and returns results to the client.

- Result Aggregation & Feedback: The MCP Client collates too
outputs (success/failure logs) and forwards themto the LLM for
sumrari zati on.

*  Benefits:
- Tools safely retry/roll back.
- Full traceability of LLM decisions and tool executions.
4. 4. Exanple

Take mul ti-vendor network managenent as an exanple, the MCP server is
depl oyed locally on the network controller, and the tools are
integrated into the MCP server. The server provides the follow ng
regi stered tool descriptor information:

Tool s description: It describes the nane, use, and paraneters of
t ool s.

Tool s inpl enentation: MCP inplenentation describes how the tools are
i nvoked.

See Tool descriptor information exanple as follows:

# Tool Descriptor
[
{
"name": "batch_configure devices",
"description": "Batch Configure Network Devices",
"parameters": {
"type": "object”,
"properties": {

"device_ips": {"type": "array", "itens": {"type": "string"}, "description"
ce I[P List"},
"commands": {"type": "array", "itenms": {"type": "string"}, "description":
quence"},
"credential _id": {"type": "string", "description": "Credential ID'}
}s
"required": ["device_ips", "conmands"]
}
}1
{ _
"nanme": "check_device_status",

"description": "Check the Status of Network Devices",
"paraneters": {
"type": "object",
"properties": {
"device_ip": {"type": "string"},
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"metrics": {"type": "array", "items": {"enuni: ["cpu", "nenory",
}
}
}

# Tool |nplementation
fromnetm ko i nport Connect Handl er
fromncp_server inport MpServer

app = Fast API ()
server = MpServer (app)

#Connecti on Pool Managenent
devices = {

"interface"]}}

"192.168. 1. 1": {"device_type": "Vendor A-XYZ", "credential": "adm n: XYZ@assword"},
"192.168. 1.2": {"device_type": "VendorB-ABC', "credential ":"adm n: ABC@assow d"}

}

@erver.tool ("batch_configure_devices")

async def batch _config(device ips: |list,comands: list,credential _id: str):

results = {}
for ip in device_ips:
conn = Connect Handl er (
ip=ip,
usernanme = devices[ip]["credential"].split(’:")[0],
password = devices[ip]["credential"].split(’:")[1],
devi ce_type = devices[ip]["device type"]
)
out put = conn. send_confi g_set (comuands)
results[ip] = output
return {"success": True, "details": results)

@erver.tool ("check _device_status")
async def check_status(device_ ip: str, metrics: list):
status = {}
if "cpu" in netrics
status["cpu"] = get_cpu_usage (device_ip)
if "menory" in netrics
status["nmenory"] = get_menory_usage(devi ce_ip)
return status

Suppose a user submts a request (via the client) such as "Configure
OSPF Area O with process ID 100 for all core switches in the Beijing
data center," the MCP client retrieves the necessary tooling
descriptor information fromthe MCP server and forwards it along with
the request to the LLM The LLM deternines the appropriate tools and
responds in JSON format as foll ows:

{
"met hod": "batch_configure_devices",
"parans": {
"device_ips":["192.168.10.1",....,"192. 168. 10. 10"],
"command": |
"router ospf 100",
"network 192.168.0.0 0.0.255.255 area 0"
]
}
}
}

The MCP server executes the network nmanagenent operation in JSON
format and returns the results to the MCP client, which forwards them
to the LLM The LLM parses the response, generates a natural -

| anguage sumary, and sends it back to the client for fina
presentation to the user. See natural |anauge sunmmary exanpl e as



f ol | ows:

"192.168.10.1": "Configure Successfully, take 2.3 seconds",
"192.168.10.2": "Error: no response fromthe device",

}

Depl oynent Consi derati ons

Thi s section describes MCP depl oynment requirenents for network

managenent environnments, followed by inplenmentation scenarios. Key

architectural requirenments include

* Function-Specific MCP Servers: To maintain proper architecture and
performance with growi ng tool volunes, servers should be
categori zed by network managenent function. Typical categories
i nclude network | og anal ysis, device configurati on nanagenent,
ener gy consunpti on managenent, and security operations.

* Secure and Scal able Architecture: The architecture nust:

- Enforce strict access controls limting MCP operations to
aut horized Al nodels and users

- Scale efficiently with increasing network device counts while
mai nt ai ni ng performance

* Automated Workflows: MCP inpl enentations should support LLM
coor di nated aut omati on of:

- Real-time nonitoring and di agnostics

- Fault remediation workfl ows

- Other compn managenent operations to reduce operator workl oad
VWil e these core requirenents apply universally, operationa
characteristics vary based on depl oynent |ocation (on-prem ses vs.
renote). The follow ng subsections detail these depl oynent

scenari os.

1. MCP hosted within the Network Controller

Nat ural Language

Conmand
................. [
I
Fomm o - Fomm o - + Fom e oo +
| MCP Cient +------- + LLM
B S, F-- - - - + o m e e e - +

S S +
| MCP Server | Net wor k
Fo-em- - +------ + Controller



In this senario, the MCP server is deployed within the network
controller, which could potentially be a cloud environnent. The MCP
server acts as a protocol converter, transform ng NETCONF' s XM./ YANG
nmodel s into JSONRPC 2.0 format for Al system - Scope: The MCP
Server, colocated with the MCP dient and LLM nodel, is hosted within
a cloud environment, the network devices stay as it is. - Key
Characteristics: - Centralized Managenent: A single MCP dient

i nstance can manage all network devices in geographically dispersed
network. - Scalability: Coud-native scaling accommbdates dynanic
tool registry updates and high request vol unes.

. 2. MCP Server Hosted Wthin the Network Device

Nat ural Language

Conmand
I
S Foommo- + S +
Net wor k | MCP dient +------- + LLM
Controller Fo-em- - +------ + A + .

S S +
| MCP Server |
N Fom e e - - +
Net wor k CLI
Devi ce |
e +
I I I
I + Fommma - oo + Fommma - oo +
| Network | | Net wor k | | Net wor k |
| Device | | Devi ce | | Devi ce |
R + R + R +

In this senario, the MCP server is deployed within the network
devices. The MCP server acts as a protocol converter, transform ng
CLI into JSON-RPC 2.0 format for Al system - Scope: The MCP server
is colocated with network devices. The MCP Client operates in a
cloud environnment, requesting distributed MCP Server via public/
private APIs. - Key Characteristics: - Low Latency: Direct access to
net wor k devices mnimzes tool execution del ays

I npact of integrating MCP on Network Managenent

S o m oo Fom e +
| | MCP Hosted Wthin | MCP Server Hosted |
| | the Network Controller | Wthin Network Device |
R o e e e e e e e e m o o e e e e +
| | 1. Prot ocol for Context
| Managenent No i nmpact, reuse | Managenent

X

| nmechani sns where human

I
I
| Prot ocol | e
I
| | input is required.

I
m ! |
i sting NM Protocols | 2 I'ncl udi ng approval |
I
I



| | 3. Coexi st with NM prot o]
| |in case not all devices|
I

| support MCP |
------------ T
| Managenent | Use internal tools and | Need to ensure right
Tool s | LLMs within the controller | tools and background
| for managi ng context and | info in the network |
| decision nmaking | device |
------------ T
Task | Works with pre-structured | |
| Management | goal driven tasks. | Same Rul e Apply
| Tasks are usually designed | |
| and pre-defined by client | |
------------ e T
Yes, Yes
St at ef ul Agents can retain context
Managenent from previous interaction, Same Rul e Apply

.1

*

*

long termtask or

I I
I I
I _ interac I
| enabling continuity in |
| |
| conversation |

MCP Hosted Wthin the Network Controller

Pro

Con

Resource utilization efficiency: Controllers usually have
stronger conputing and storage resources, which can better
support the operation of MCP Server and will not have a
significant inmpact on the performance of the network equi pnent
itself.

Security:
0 Security nmechani snms can be inplenented centrally on the
controller, and the overall security can be inproved through

uni fied authentication, authorization and audit nmechani sns.

0 Reduces the risk of equi pnment being exposed to the network
and reduces the possibility of being attacked.

Prot ocol adaptability:

0 Comunicating with devices through the NETCONF protocol can
better be conpatible with existing devices and protocols,
reduci ng the need for equi prent nodification

0 NETCONF protocol has wi de support and mature tool chains in
the industry, which is easy to devel op and mai ntai n.

Latency and real -tinme perfornance:

0 Since nmanagenent instructions need to be forwarded through
the controller, latency may increase and real -tine
performance nmay be affected.

o For sone scenarios with extrenely high real-tine
requirenents, it may not neet the requirenents

Pr ot ocol conversion conpl exity:
0o The MCP protocol needs to be converted to the NETCONF

protocol, which increases the conplexity and devel opnent
cost of protocol conversion.
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*

*

o]

It is necessary to deal with conpatibility and consi stency
i ssues between different protocols.

MCP Server Hosted within the Network Device

Pro

- The protocol stack sinplification

(0]

If you deploy the MCP Server directly on the network device,
you can skip the NETCONF protocol |ayer and manage the

device directly through MCP. This reduces the conplexity of
protocol conversion and sinplifies the overall architecture.

It reduces the devel opnment and nai ntenance costs caused by
protocol adaptation, especially when the device manufacturer
supports the MCP protocol

- Real -tine performance and response speed:

(o]

Con

The MCP Server is directly deployed on the device, which
reduces the transm ssion latency in the mddle and can
respond to managenent instructions faster, which is suitable
for scenarios with high real-tinme requiremnents.

- Device Resource Consunption:

(0]

Net wor k devi ces usually have Iimted resources (CPU, nmenory,
etc.). Deploying MCP Server may occupy a |arge anmpount of
resources, affecting the nornal operation of the device.

It is necessary to optim ze and expand the hardware and
software resources of the device, which increases the
compl exity of the device.

- Security and Managenent Conpl exity:

(]

Each devi ce needs to nanage the security of the MCP server
separately (such as authentication, authorization, audit,
etc.), which increases the conplexity of managenent.

Each device needs to independently deploy and maintain the
MCP Server, which increases the operation and nai nt enance
cost.

- Incompatible with Legacy devi ces:

(o]

Legacy devices do not have the ability to support MCP
servers and still need NETCONF to inplement network
configuration. This nmakes it inpossible for the network to
forma unified control mechani sm

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.

Security Consi derations

The MCP protocol needs to consider scenarios where either the client
or server encounters issues, such as crashes. |f one or both parties
go offline during comrunication, the entire process may renmai n stuck
wai ting for messages, potentially leading to an infinite | oop.
Furthernmore, certain tool operations may be interrupted, and sone



irreversi bl e network managenment operations coul d be affected.

Due to network | atency, sone operations mght not returnin tinme, yet
fromthe user’s perspective, these operations nmay appear either
unexecuted or failed. |If the user then initiates another tool
request to the server, problenms may occur.

For conpl ex network managenent workflows, while LLMs tool invocation
process may generally function correctly, issues can arise in the
details. Users nust verify each LLM operation to prevent unintended
hazar dous acti ons.
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