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1. Introduction

Wth the advancenent of |arge |anguage nodels (LLMs), the concept of
Al agents has gradually attracted significant attention. An Al agent
refers to a category of software applications that utilizes LLMs to
interact with users or other agents and acconplish specific tasks.
Take a mul ti nodal Al agent as an exanple, it can collaborate with

ot her dommi n-specific agents to conpl ete diverse tasks such as
transl ati on, configuration generation, and APl devel opnent.

A2A protocol [A2A] provides a standardi zed way for Al agents to
conmmuni cate and col | aborate across different platforns and frameworks
through a structured process, regardl ess of their underlying
technol ogi es. Agents can advertise their capabilities using an
"Agent Card’ in JSON format, or send nessages to communi cate context,
replies, artifacts, or user instructions, which make it easier to
build Al applications that can interact with heterogeneous Al
ecosystens in specific donains.

Wth significant adoption of Al Agents across the Internet, Agent to
Agent Conmuni cation protocol may becone the foundation for the next
wave of Internet conmunication technol ogi es across domai ns
[1-D.rosenberg-ai-protocols]. The application of A2A in the network
managenent field is neant to develop various rich Al driven network
applications, realize intent based networks managenent automation in
the multi-vendor heterogeneous network environnment. By establishing
standard interfaces for dynam c Capability D scovery, intelligent
message routing, heterogeneous Al ecosystenms interaction, cross-

pl atform col | aborati on, A2A enables Al Agents to:

0 Understand contextual nuances

0 Negotiate and adapt in real-tine



o Make col | aborative deci sions
o Maintain persistent, intelligent interactions

Thi s docunent di scusses the applicability of A2A to the network
managenent in the multi-domain heterogeneous network environment that
utilizes I ETF technologies. |t explores operational aspect, key
conmponents, generic workflow and depl oynent scenarios. The inpact of
integrating A2A into the network managenent systemis al so di scussed.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

* Al Agent: A software systemor programthat is capabl e of
aut ononously perform ng goals and tasks on behal f of a user or
anot her system

* Agent Card: A conmon netadata file that describes an agent’s
capabilities, skills, interface URLs, and authentication
requirenents. Cients discover and identify the agent through
this file.

*  A2A Server: An Al agent that receives requests and perforns tasks

* A2A Client: An Al agent that sends requests to servers

*  nmessage: An A2A nessage represents a single turn of comunication
between a client and a server Agent. A nessage contains one or
nmore Part objects.

* part: A part object is a granular container for the actua
content, which can hold different types of content using exactly
one of the follow ng content fields:

- text: A string containing plain textual content.
- raw. A byte array containing binary file data (inline).
- url: Astring URl referencing external file content.
- data: A structured JSON value (e.g., object, array) for
machi ne-r eadabl e dat a.
Overvi ew of key chal |l enges for the network nanagenent

As described in [I-D. wre-nnrg-agent-ndt-arch], 3 key challenges to
apply A2A protocol to network nanagenment have been |i sted:

0 H gh Risk Operations of Agent2Agent interaction
* Hi gh risk operation can can to | arge-scal e network outages.
o The tineliness requirenent of Agent2Agent collaboration

* "Token-based" generation and reasoni ng approach, limted by
computing power and algorithms, result in slow reasoning speeds.

* Task-oriented "request-response” nodel without event subscription
is unlike to neet time constraints for tasks such as fault
di agnosi s, conpl ai nt handling, and user experience inprovenent.

0 The Agent 2agent Col | aboration Reliability



* Incorrect or outdated network configuration data results in
incorrect repair advice when di agnosi ng network incidents or
faults.

* Task coll aboration is inconplete or not sufficient to handle
strategies such as task rejection, mssing information during task
col l aboration, and failure to achi eve task objectives.

4. Agent 2Agent Architecture Design for Network Managenent
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As described in [I-D wre-nnrg-agent-ndt-arch], in the nmulti-agent
communi cati on depl oynment scenario, Al Agents can be depl oyed at both
service layer,network | ayer and Network El enent Level, e.g., both
service orchestrator and network controller can introduce Al Agent
and al |l ow Agent to Agent conmmuni cation. Service Al Agent within the
service orchestrator can provide registration center for other
network Al agents and task agents within the network controller to
register its location. |In the neanwhile Network Al Agent within the
network Controller can provide registration center for task agents at
the network | evel and Network el ement |evel Al agent within the smart
net work el enent.

The interaction in the multi-agent comunication depl oynent scenario
can be broken down into:

* Al Agent to Agent interaction_
* Al Agent to Tool s/ APl s/ Mbdels interaction_

For Al Agent to Tool s/ APl s/ Mddel s interaction, to enable
compr ehensi ve functionality (e.g., large Al nodel and small Al nodel



col | aboration, network Al agent and Network el ement Al agent

col l aboration for routing protocol troubleshooting), additiona
protocol extensions are required to address two critical aspects: (1)
st andardi zed tool invocation mechani sms for agent-tool/api/nodel
interoperability, and (2) monitoring frameworks for tool usage
tracki ng and auditing.

Al Agent to Agent interaction, human operators require a real-tine
monitoring interface for |ong-running workflows or tasks requiring
conti nuous supervision with dual capabilities: (1) live network state
observation and (2) validation of agent-proposed renedi ati on actions
during anomaly resolution scenari os.

A general workflow is as follows:

* User |nput Subnission: An operator submits a natural |anguage
request to a Service Al agent.

* Agent Intent Processing: The service Al agent processes natura
| anguage i nputs by parsing instructions into structured tasks.

*  Aut ononpus C ose Loop Wrkfl ow Managenent: The service Al agent
deconposi ng tasks into workfl ow map with subtasks, and distributes
subt asks via an Agent Card Registry to specialized task agents
based on their capabilities.

*  Task Execution: lteration continues until all tasks reach
execut abl e task agents in the hierarchy.

* Task Report: Task agents report outconmes to the central agent,
whi ch dynamical ly adjusts the workfl ow based on result analysis
and policy rules.

YANG based Structured Data for A2A Communi cati on

VWil e the A2A framework natively supports unstructured textua
content for agent-to-agent data exchange, network managenent and
operation scenarios usually denmand rigorous clarity, unanbi guous
intent transm ssion and nmachine-interpretable data interaction -
attributes that natural |anguage cannot reliably provide due to its
i nherent anbiguity, contextual variability and | ack of standardized
syntax. Natural |anguage expressions of network operational intent
may have incomplete information, |eading to incorrect task execution,
i nconsi stent configuration deploynent and potential |arge-scale

net wor k out ages, which are unacceptable in the high-reliability
requi renents of network managenent.

YANG [ RFC7950], as a standardi zed data nodel i ng | anguage defined by
the 1 ETF for network managenent, provides a extensible way to
structure network nmanagenent data and operational service and network
i ntent; using YANG nodel ed structured data to popul ate A2A

conmmuni cati on payl oads could help elimnate the anbiguity of natura

| anguage, and align A2A comunication with the existing | ETF-based
net wor k management ecosystem enabling seam ess integration with
tradi tional network managenent protocols such as NETCONF [ RFC6241]
and RESTCONF [ RFCB8040]. The wel |l -defined hierarchies and structures
of YANG data nodel s al so enable Agents to quickly parse, validate and
process conmuni cati on data and support the definition of service or
network intent for specific multi-domain and nulti-vendor

het er ogeneous network scenarios. In addition, YANG structured data
can serve as a precise supplenment to natural |anguage input, where
inplicit parameters, missing constraints, or detailed operationa
conditions that are not fully expressed in natural |anguage can be
explicitly defined and carried in the YANG data part.

The following exanple illustrates a A2A [ A2A] message with both a



YANG- based structured data and natural |anguage parts to bal ance

human readability and nmachine parse-ability. The nmessage could be

sent froma network Al Agent, after receving the intent fromthe
operator to diagnose a specific network incident, to a incident
di agnosi s task Agent. The data part conplies with the Network

I nci dent YANG data nodel defined in
[1-D.ietf-nmop-network-incident-yang].

PCST / agent s/ network-ai-agent HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: application/json

"jsonrpc": "2.0",
"met hod": "nessage/ send"”,
"parans": {

"message": {
"message_id": "123e4567-e89b-12d3- a456-426614174000",

"context _id": "conversation-12345",
"rol e": "ROLE_USER",
"parts": |
"text": "Please diagnose the service degeneration incident

for 'optical-svc-A" in 'FAN domain. Provide root

cause, severity level, and resolution
recommendati ons. ",
"media_type": "text/plain"

H
{

"data": {
"incident": {
"name": "Service Degradation”,
"type": "network_problent,
"incident id": "56433218",
"service_instances": ["optical-svc-A"],
"donmi n": "FAN',
"priority": "critical"
"status": "raised",
"occurrence_tine": "2026-02-10T04: 01: 122",
"l ast _updated": "2026-02-10T04:01: 122",
"probabl e_events": |

"event id": "8921834",
"type": "al arnt

el ated_events": |

"event id": "8921832",
"type": "al arnt

"event _id": "8921833",
"type": "al arnt

"event id": "8921834",
"type": "al arnt
}
]
}

dia type": "application/json",
"metadata": {
"yang nodul e": "ietf-incident",
"revision": "2025-09-16"
}

}
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}
]

},
"configuration": {
"accept ed_out put _nodes": ["application/json"],
"bl ocki ng": fal se,
"history_length": 3
1
"met adata": {
"request _type": "incident_diagnosis",
"priority": "critical"
"response_deadl i ne": "2026-02-10T06: 00: 00Z"
}

}
}

Oper ational Considerations

The introduction of A2A-based agent interactions into network
managenent has several operational inplications that nust be

consi dered when depl oying the architecture in large-scale or nulti-
domai n networks. This section highlights key aspects related to
performance, scalability, reliability, latency, and agent |ifecycle
operati ons.

1. Agent Skills as Expertise Expansion of Al Agents

Wil e Al agents have intelligence and capabilities, they may not

al ways have expertise that we expect when perform ng specific network
managenment and operation tasks. Agent Skills [Agent-skills],

i ntroduced by Anthropic, is an open standard that all ows devel opers
to package specialized know edge, workflow, and scripts and enpowers
a general Al Agent to becone an expert in a specified field. Each
skill is organized as a seperate folder that consists of a "skill.nd"
to define the basic information of the skill, and other files such as
scripts, reference docunments, etc. Agent Skills use progressive

di sclosure as a design pattern to | oad these resources to reduce
token consunption and use | ess of the context w ndow.

Net wor k operators could encode their domain expertise (e.g.,

troubl eshooti ng workflow |l ogic for fault scenarios) into structured
skills, e.g., by defining the fault_diagnose_link skill to organize
the logic of "checking link connectivity -> anal yzing error syslogs
-> verifying hardware status -> outputting a resolution solution"),
it quickly equips Al Agents with domai n experti se.

2. Know edge Base as Ground Truth Data

Anot her critical operational consideration for Agent-to-Agent (A2A)
conmuni cation in network managenent is addressing the hallucination
of Large Language Models (LLMs), which primarily stens from know edge
gaps within the nodels thenselves. To nmitigate this, a dedicated and
machi ne-i nt er pret abl e know edge base can be constructed using
unstructured product docunents, maintenance manual s, historical fault
tickets, network topol ogy diagrans, configuration specifications, and
expert experience, etc. The know edge base enables LLMs to retrieve
accurate, network operation and mai ntenance-specific information for
reliable responses while ensuring data privacy and security,
supporting domai n know edge plug-in to supplenent know edge QRA. A
shared know edge base hel ps elimnate informati on asynmetry between
het er ogeneous Agents, ensuring that all Agents across the entire A2A
system base their judgnents and actions on consistent know edge
standards to avoid m scomruni cation or inconsistent operations.

Thr oughout the entire A2A operational |ifecycle, the know edge base
is not a static resource but a dynamic core that perneates Agent
initialization, comrunication and interaction, task execution, and



result feedback, naking know edge base managenent a prerequisite for
ef fective A2A system operational design

Not abl y, The energi ng Mbdel Context Protocol (MCP) can facilitate the
efficient updates and queries of the know edge base by providing
standardi zed interfaces, and build a standardi zed external know edge
base for nmulti-Agent system

6.3. Event-driven Agent to Agent Conmunication

The event-driven Agent to Agent conmunication enhances the task-based
A2A procotol to support proactive and real-tine communi cati on based
on network events. By |everaging the Message Broker such as Apache
Kafka to facilitate the exchange of event nessages anong different Al
agents, it allows the real-tinme response to maintain network
reliability and service assurance in network managenent and
operations. Figure 1 gives an overview of the architecure.

S R + TS +
| | Agent to Agent | |
| Al Agent <------cmmimi oo > Al Agent |
I I I I
A + +--- - - A ——
I I
| Events | Events
| S + |
Fomemm oo >Messaging topics|-------------- +
o a o +

Figure 1: An Architecture for Event-driven A2A

The event-driven extension introduces a publish/subscribe paradi gm

al ongside the primary task-driven interaction. For exanple, a "Fault
Agent" identifies a link failure by data anal yzi ng and publishes a
message to the Message Broker, the "recovery agent" subscribes to the
topic and it could initiate a task to generate recovery strategies
such as link switching and traffic rerouting and submt to the
operator for approval upon consum ng the nmessage.

6.4. Scalability
Large operational networks may contain tens of thousands of devices,
mul tiple admnistrative domains, and a distributed set of controllers
and orchestrators. The use of conversational, context-rich A2A
nmessagi ng i ncreases nessage vol unme conpared to static RPC based
i nterfaces such as NETCONF or RESTCONF.
Operators shoul d eval uat e:

* The nunber of agents required per donmain or per function

* The expected nessage growth as workflows involve multiple agents
perform ng negotiation, capability discovery, and state exchange.

* The inpact of concurrent multi-agent workflows on control-plane
stability.

* \Wether hierarchical or federated agent structures are needed to
avoi d nessage stornms and to | ocalize decisions.

Mechani sns for rate-limting, backoff, and prioritization may be
needed to prevent overl oad.

6.5. Latency and Performance Constraints

Task deconposition and negotiation across multiple agents can
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i ntroduce non-trivial |atency, especially when agents rely on
external Al inference engines or |arge | anguage nodels (LLMs).

Qperational environments nay inpose strict timing requirenents, for
exanpl e duri ng:

* Service activation with custoner-facing SLAs.

* Fault detection and autonmated renediation | oops.

* Real-time telenetry-driven control such as congestion nitigation
I mpl enent ati ons shoul d define performance envel opes, i ncluding:

*  Maxi mum agent -t o- agent nessage processing | atency.

*  Timeout and retry behavior for workflow steps.

* Acceptabl e degradati on under |oad or partial failures.

Fal | back nechanisns (e.g., reverting to direct controller APIs or
static policies) should be provided when A2A interactions cannot neet
timng constraints.

Reliability and Failure Handling

A2A wor kfl ows may involve long-lived tasks that span multiple agents
and systems. Operational networks require predictable and safe
behavi or under partial failures.

Operators shoul d consi der

*  How workfl ow state is checkpointed or restored if an agent becones
unr eachabl e.

* How to detect and mitigate inconsistent or stale agent state.
*  \Whether workflows can be retried idenpotently.

* Requirements for transactionality or rollback conparable to
NETCONF confirmed-comit semantics.

I mpl enent ati ons shoul d i ncl ude nechani sns for workfl ow nonitoring,
circuit-breakers, and automatic escalation to hunan operators in case
of sustained failure.

Agent Lifecycle and Resource Managenent

Producti on depl oynent of A2A-based systems requires active managenent
of agent lifecycles, including:

* Agent onboardi ng and registration
* Updates and nodel re-training (for Al-driven agents).
* Decommi ssi oning and revocation of conproni sed agents.

* Resource consunption linmits for CPU, nenory, and inference
wor k|l oads

Qperators should maintain visibility into the operational state of
all agents and their dependencies, including telenmetry on nessage
rates, errors, and workflow conpletion nmetrics.

I nter-Domain Operational Challenges
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In multi-domain scenarios (e.g., between business units, operators,
or federated networks), operational concerns are anplified due to:

* Differences in local policies or SLAs.
* Variations in controller capabilities and data nodels.
* Latency and reliability across administrative boundari es.
* Need for shared or interoperable agent capability descriptions.
St andar di zed operational practices may be required for agent
di scovery, trust establishnment, conflict resolution, and
accountability.

Security Considerations
The communi cati on between Agents for the exchange of context
information, capability information and user instruction is security
sensitive and requires authentication, authorization, and integrity
protection. Legacy comuni cation protocols such as HTTPS/ TLS,
designed for human-centric interactions, sinply cannot w thstand the
hi gh- speed exchanges between intelligent agents. Key security
chal  enges in Al agent conmuni cation incl ude:

* |dentity Verification: Ensuring that agents are who they claimto
be

* Data Integrity: Preventing unauthorized nodifications during
transm ssi on

* Confidentiality: Protecting sensitive information from potenti al
br eaches

* Scal abl e Security: Mintaining robust protection across diverse
and conpl ex networ ks

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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Appendi x A. Usage Exanpl e

This section describes the depl oynment of a network configuration
within a secure video nmeeting context. The scheduling agent is
depl oyed to the Service Orchestrator, while the worker agent is
depl oyed to the network controller. Registered on the Service
Orchestrator, the agent card fornmally defines a worker agent’s
capabilities, interfaces, and operational characteristics within
net wor k management systens.

See the follow ng Agent card exanples for two worker agents (QS
Agent and Security Agent):

# Worker Agents Capabilities

{

o

"name": "QoSAgent",

"description": "Automatically configure QS policies",
"url": "https://qos-agent.exanple.conftasks/send",
"capabilities": ["QS Policy"],
"skills": [
{
"id": "set_qos",
"nanme": "QoS configuration",
"description": "QS configuration”,

"i nput Mbdes": ["text/structured"],
"out put Modes": ["text/status"]

"nanme": "SecurityAgent",
"description": "Automatically configure network security policies",
"url": "https://security-agent.exanple.contasks/send",



"capabilities": ["IPSEC', "DTLS"],

"skills": [
{
"id": "enable_encryption”,
"name": "Encryption method configuration",
"description": "Encryption nethod configuration”,

"input Mbdes": ["text/structured"],
"out put Modes": ["text/status"]

Suppose a user submts a natural |anguage request such as "The
meeting will have 100 participants. The security level is Top
Secret" to the platformintegrated with the Service O chestrator
The platform parses the request and converts it into JSON format as
fol |l ows:

# Requested Service Configuration

{
"taskld": "task-rnulti-001",
"action": "deploy_network configuration",
"parameters": {
"context": "secure_video_neeting",
"scope": "100",
"secure_level": "Top Secret",
}
}

The Service Orchestrator sends subtasks in a structured format to the
Network Controller. For exanple, the subtasks for set_qos and
enabl e_encryption are structured as foll ows:

# Set QS and Enabl e Encryption Subt asks
{
"taskld": "task-nulti-001",
"subTasks": [

{
"agent": "QoSAgent",
"action": "set_qos",
"parameters": {
"configuration": {
"accept edQut put Modes": [
"text/status"”
]
},
"m ni mum_bandwi dt h": "100Mops",
"priority": "0"
}
H
{
"agent": "SecurityAgent",
"action": "enabl e_encryption”,
"parameters": {
"configuration": {
"accept edQut put Modes": |
"text/status"”
]
},
"encryption_nethod": "ipsec",
"key_managenent": "dtls",
}
}



The network controll er executes network nmanagenent operations on
net work devices and returns the results to the Service O chestrator

in JSON format.

# Network Configuration Feedback Results
{

Exanmpl e responses for the subtasks are shown bel ow

"Q0S setup conpl eted"}]

"1 PSEC encryption enabl ed"}]

"taskld": "task-multi-001",
"action": "deploy_network _configuration”,
"paraneters": {
"context": "secure_video_neeting",
"scope": "100",
"secure_level": "Top Secret",
}
}
{
"taskld": "subtask-qos-001",
"status": "conpleted",
"artifacts": [{"type": "text", "content":
}
{
"taskl d": "subtask-sec-001",
"status": "conpleted",
"artifacts": [{"type": "text", "content":
}
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