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Abst ract

Thi s docunent di scusses the applicability of A2A to the network
managenent in the multi-domain heterogeneous network environment that
utilizes I ETF technologies. |t explores operational aspect, key
conponents, generic workflow and depl oynent scenarios. The inpact of
integrating A2A into the network managenent systemis al so di scussed.
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1. I nt roduction

Wth the advancenent of |arge |anguage nodels (LLMs), the concept of
Al agents has gradually attracted significant attention. An Al agent
refers to a category of software applications that utilizes LLMs to
interact with users or other agents and acconplish specific tasks.
Take a multi nodal Al agent as an example, it can collaborate with
ot her dommi n-specific agents to conpl ete diverse tasks such as
transl ation, configuration generation, and APl devel opnent.

A2A provides a standardi zed way for Al agents to communi cate and
col l aborate across different platforms and frameworks through a
structured process, regardless of their underlying technol ogies.

Agents can advertise their capabilities using an 'Agent Card’ in JSON

format, or send nessages to communi cate context, replies, artifacts,
or user instructions, which nmake it easier to build Al applications
that can interact with heterogeneous Al ecosystens in specific
domai n.

Wth significant adoption of Al Agents across the Internet, Agent to
Agent Conmmuni cation protocol nmay becone the foundation for the next
wave of Internet conmunication technol ogi es across donai ns
[1-D.rosenberg-ai-protocols]. The application of A2A in the network
managenent field is neant to develop various rich Al driven network
applications, realize intent based networks managenent automation in
the multi-vendor heterogeneous network environment. By establishing
standard interfaces for dynam c Capability Discovery, intelligent
message routing, heterogeneous Al ecosystens interaction,cross-

pl atform col | aborati on, A2A enables Al Agents to:

o Understand cont extual nuances
0 Negotiate and adapt in real-tine

o Make col |l aborative deci sions



0 Maintain persistent, intelligent interactions

Thi s docunent discusses the applicability of A2A to the network
management in the multi-domai n heterogeneous network environment that
utilizes I ETF technologies. |t explores operational aspect, key
components, generic workfl ow and depl oynment scenarios. The inpact of
integrating A2A into the network nanagenment systemis al so di scussed.

Conventions and Definitions

* Al Agent: A software systemor programthat is capabl e of
aut ononously perform ng goal s and tasks on behalf of a user or
anot her system

* Agent Card: A comon netadata file that describes an agent’s
capabilities, skills, interface URLs, and authentication
requi renents. dients discover and identify the agent through
this file.

*  A2A Server: An Al agent that receives requests and perforns tasks
* A2A Client: An Al agent that sends requests to servers
Overvi ew of key chal |l enges for the network nmanagenent

In large scal e network managenent environnent, a |arge nunber of
devices fromdifferent network vendors need to be uniformy nmanaged,
especially in the heterogeneous network environment which can lead to
the foll ow ng issues:

.1. Limtations of 3rd Party Managenent in Heterogeneous Network
Envi ronnent s

In the multi-vendor heterogeneous environnent,vendors inplenmentations
of YANG nodel s and NETCONF/ RESTCONF protocol s [ RFC6241] [ RFC8040]

exhi bit significant divergence. Different vendors inpl enent

di fferent YANG npdel s such as | ETF YANG Openconfig YANG Vendor
specific YANG Sone vendors only partially support standard Network
managenent protocols while O her vendors m ght choose non-stanard
net wor k managenent protocol or telenmetry protocol such as gnm

[1-D. openconfig-rtgwg-gnm -spec], grpc

[1-D. kumar-rtgwg-grpc-protocol]. Wthout standard protocol or open
programmuabl e framework with nulti-vendors integration drivers,
integration various different data nodel s and nanagenent protocols
and all owi ng quickly adapt to different device are still big

chal  enges. The sane challenge is applied to nulti-domain

het er ogeneous environnent.

.2. Static Data Format or Data Mddel for Management |nterface, Unable
to Adapt to the Speed of Service Roll Qut

The IETF is currently working on and al so publishing a set of YANG
nmodel s for network service configuration. Network Service
configurations are built froma conbination of network el emrent and
protocol configuration, but are specified to service users in nore
abstract terns, which enables service agility to speed service
creation and delivery and all ows the depl oynent of innovative new
services across networks. However Network service nodel provide
static interface with a fixed, unchanging format, it is unable to
adapt to new service requirenments, e.g., when sone new service
attributes are introduced and correlated with the specific network
service nodel A or know edge graph B using RDF, it is hard to expose
these new attributes or capability through the same nanagenent
interface which is using network service nodel A

.3.  YANG Model Lacks integration with Open APIs



Today, Open APl has been widely adopted by the northbound interface
of OSS/BSS or Network orchestrator while YANG data nodel s have been
wi del y adopted by the northbound interface of the network controller
or the southbound interface of the network controller. However Open
APl ecosystem and YANG nodel ecosystem are both built as silo and

| ack integration or nmapping between t hem

Qper ational Consideration

This section outlines operational aspects of A2A with Network
managemnent requirenments as foll ows:

* Dynamic Capability D scovery and Negotiation_: Agent can
automatically detect and understand each other’s capabilities,
enabling nore intelligent and adaptive interactions, e.g.,client
and renote agents can negotiate the correct format needed.

* _Task Managenent : The comuni cation between a client and renote
agent is oriented towards task conpletion and agents work to
fulfill end-user requests. The task object is defined by the
protocol and has a lifecycle. Each of the agents can comuni cate
to stay in sync with each other on the |latest status of conpleting
a task.

*  Automat ed Wor kfl ow Coordi nation_: Agents conprehend high-1Ievel
user intent, execute extended workfl ow sequences. |n addition,
they enable nore intelligent, context-aware agent interactions,
e.d., Agents send each other messages to conmuni cate context,
replies, artifacts, or user instructions.

Architecture Overvi ew

Large | anguage nodel s (LLMs) inherently excel at understanding

compl ex user instructions, a capability that becones even nore
pronounced in an Al agent-to-agent (A2A) architecture. Beyond nerely
conpr ehendi ng sophi sticated requirenents, they can autononously
orchestrate | engthy network managerment workfl ows, making them
particularly suitable for |arge-scal e network nanagenent scenari os.
Therefore, we have introduced the A2A protocol in the network
managenment environments for building an intelligent network
managenent and control platform

.1. Milti-Agent Conmunication Depl oynment Scenario
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| Devi ces |

In the multi-agent conmuni cation depl oynent scenario, Al Agents can
be depl oyed at both service |ayer and network | ayer,e.g., both
service orchestrator and network controller can introduce Al Agent
and all ow Agent to Agent conmuni cation. Al Agent within the service
orchestrator can provide registry database for other service agents
within the network controller to register its |ocation.

The interaction in the multi-agent comuni cati on depl oynment scenario
can be break down into

* Al Agent to Agent interaction_
* Al Agent to Tools interaction_

For Al Agent to Tools interaction, to enabl e conprehensive
functionality, additional protocol extensions are required to address
two critical aspects: (1) standardi zed tool invocation nechanisns for
agent-tool interoperability, and (2) nonitoring franeworks for too
usage tracking and auditing.

Al Agent to Agent interaction, users require a real-time nonitoring
interface for |ong-running workflows or tasks requiring continuous
supervision with dual capabilities: (1) live network state
observation and (2) validation of agent-proposed renedi ati on actions
during anomaly resolution scenari os.

A general workflow is as follows:

* User |nput Subnission: An operator submts a natural |anguage
request to a central Al agent.

* Agent Intent Processing: The central Al agent processes natura
| anguage i nputs by parsing instructions into structured tasks.

*  Workfl ow Graph Decision: The central Al agent deconposing tasks
i nto workfl ow graphs, and distributes subtasks via an Agent Card
Regi stry to specialized subordi nate agents based on their
capabilities.

* Jteration continues until all tasks reach executable |eaf tier
agents in the hierarchy.

* Leaf agents report outcones to the central agent, which
dynani cally adjusts the workfl ow based on result analysis and
policy rules.

Exanpl e

Thi s section describes the deploynment of a network configuration
within a secure video neeting context. The scheduling agent is
depl oyed to the Service Orchestrator, while the worker agent is
depl oyed to the network controller. Registered on the Service
Orchestrator, the agent card fornmally defines a worker agent’s
capabilities, interfaces, and operational characteristics within
net wor K managenent systens.

See the follow ng Agent card exanples for two worker agents (QoS
Agent and Security Agent):

# Work Agents Capabilities

{

"name": "QoSAgent",
"description": "Automatically configure QoS policies",



"url": "https://qos-agent.exanple.comtasks/send",
"capabilities": ["QS Policy"],

"skills": [
{
"id": "set_qos",
"name": "QoS configuration”,
"description": "QoS configuration”,

"i nput Mbdes": ["text/structured"],
"out put Modes": ["text/status"]

}
]
"nanme": "SecurityAgent",
"description": "Automatically configure network security policies",
"url": "https://security-agent.exanple.conltasks/send",
"capabilities": ["IPSEC', "DTLS"],
"skills": [
{
"id": "enable_encryption”,
"nanme": "Encryption nmethod configuration",
"description": "Encryption nethod configuration”,
"input Mbdes": ["text/structured"],
"out put Modes": ["text/status"]
}
]

Suppose a user submits a natural |anguage request such as "The
meeting will have 100 participants. The security level is Top
Secret"” to the platformintegrated with the Service O chestrator.
The platform parses the request and converts it into JSON fornmat as
fol |l ows:

# Requested Service Configuration

{
"taskld": "task-multi-001",
"action": "deploy_network_configuration”,
"paraneters": {
"context": "secure_video_neeting",
"scope": "100",
"secure_level": "Top Secret",
}
}

The Service Orchestrator sends subtasks in a structured format to the
Network Controller. For exanple, the subtasks for set_qgos and
enabl e_encryption are structured as foll ows:

# Set QS and Enabl e Encrypti on Subt asks

"taskld": "task-multi-001",
"subTasks": [
{
"agent": "QoSAgent",
"action": "set_gos",
"paraneters": {
"configuration": {
"accept edQut put Modes": [
"text/status"
]
H
"m ni rum bandwi dt h": "100Mops",
"priority": "O"



"agent": "SecurityAgent",
"action": "enabl e_encryption",
"paraneters": {

"configuration": {

"accept edQut put Modes": |
"text/status"
]
}

’ncryption_nethod": "i psec",
"key_managenent": "dtls",

}

The network controller executes network rmanagenent operations on
networ k devices and returns the results to the Service O chestrator
in JSON format. Exanple responses for the subtasks are shown bel ow

# Network Configuration Feedback Results

{
"taskld": "task-nmulti-001",
"action": "depl oy_network_configuration",
"parameters”: {
"context": "secure_video neeting",
"scope": "100",
"secure_level": "Top Secret",
}
}
{
"taskld": "subtask-qos-001",
"status": "conpleted",
"artifacts": [{"type": "text", "content": "QoS setup conpleted"}]
}
{
"taskld": "subtask-sec-001",
"status": "conpleted",
"artifacts": [{"type": "text", "content": "IPSEC encryption enabl ed"}]
}

6. Inpact of integrating A2A on Network Managenent
6.1. Agent to Agent Interaction

A2A | everages advanced machi ne | earni ng nodel s or know edge graph
nmodel s and sophi sticated comuni cati on protocols such as one built on
top of HTTP, SSE, JSON-RPC

Unl i ke REST or NETCONF/ RESTCONF [ RFC6241] [ RFC8040], other open API
that follow predefined, static request-response patterns, A2A

i ntroduces a nore adaptive communication nodel which transfornms these
interactions into dynam c, context-aware conversations.

I'n addition, Agents can now negotiate, interpret subtle contextua
cues, and nake col |l aborative decisions in real-tine. The cost is
nmore context informati on needs to be kept as states in both sides.

6.2. Agent to Tools Interaction

In case of collaboration between small Al nodel in the network

el ement and large Al nodel in the network controller, A2A can be used
to negotiate nore context related information and i nvoke the tools.
The cost is nore context infornmation needs to be kept as states in
bot h si des.



In case of no lightweight Al in the network el enent, REST or NETCONF/
RESTCONF, other open APl is sufficient for network managenent. There
is no inpact on managenent protocol used between the network el enent
and t he managenent system

If YAN&CLI script has been deployed in the network el enent, this
script can be used to translate YANG schema into CLI commuand and
mange the 3rd party network device

7. Security Considerations

The communi cati on between Agents for the exchange of context
information, capability information and user instruction is security
sensitive and requires authentication,authorization and integrity
protection. Legacy comuni cation protocols such as HTTPS/ TLS,
designed for human-centric interactions, sinply cannot w thstand the
hi gh- speed exchanges between intelligent agents. Key security

chal  enges in Al agent conmuni cation incl ude:

* |dentity Verification: Ensuring that agents are who they claimto
be

* Data Integrity: Preventing unauthorized nodifications during
transm ssi on

* Confidentiality: Protecting sensitive information from potenti al
br eaches

* Scal abl e Security: Mintaining robust protection across diverse
and conpl ex networ ks

8. | ANA Consi derations

Thi s document has no | ANA acti ons.
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