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Abst r act
Explicit Congestion Notification (ECN) narking thresholds are
typically configured statically. In nbdern network devices that
enpl oy dynami ¢ buffer allocation -- where the nmaxi mum buffer
avail able to a queue fluctuates dynam cally based on the nunber of
active queues and the remai ning shared buffer pool -- a static ECN

threshold can frequently becone misaligned with the actua
i nst ant aneous buffering capacity.

This misalignment can | ead to pathol ogi cal behaviors: either

premat ure marki ng (whi ch underutilizes avail abl e buffers and
throttles throughput) or late marking (which provides no advance
war ni ng before tail drop occurs). This docunment describes an
operational framework and a determnistic reference algorithmfor
dynani cal ly coupling the ECN marking threshold with the dynanic
buffer allocation linmt. By maintaining an adaptive relationship

t hrough configurabl e paraneters, this mechani smensures robust
congestion signaling across varying | oad conditions wthout requiring
compl ex external machi ne-Iearning nodels or per-flow tracking.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Explicit Congestion Notification (ECN) [ RFC3168] enabl es network

QOO ~N~N~NOOTOOahrbwWN

el
RrOoOOO

devices to signal incipient congestion to endpoints w thout resorting

to packet drops. A device marks a packet’s |IP header with the
Congestion Experienced (CE) codepoint when a specific queue netric
exceeds a configured Active Queue Managenent (AQW threshold. The
sender, upon learning of the CE mark through transport-|ayer

f eedback, proactively reduces its sending rate.

Yang, et al. Expi res 2 Septenber 2026 [ Page

2]



I nternet-Draft Dynam ¢ ECN Threshol d March 2026

Conventionally, the ECN marking threshold is established as a static
val ue chosen by the network operator. This static approach functions
adequat el y when the maxi num buffer available to a given queue is also
static and predictable. However, the architecture of nodern data
center switches heavily relies on dynanmc buffer allocation. |n such
architectures, the maxi mum buffer a queue is permtted to consune
(Buf _Thrd) fluctuates significantly based on the total available
shared buffer and the instantaneous nunber of active queues draw ng
fromit. Dynanmic buffer allocation schenes, such as those utilizing
the al pha parameter nodel, are widely deployed in comobdity sw tching
silicon to maxim ze menory utilization

When Buf _Thrd shrinks (e.g., due to an incast event activating many
queues), a static ECN threshold originally positioned well below the
nom nal buffer limt may suddenly be equal to or greater than the
current Buf _Thrd. In this scenario, the device is forced into tai
drop before the queue occupancy ever reaches the ECN threshold. The
ECN nechani sm effectively fails, yielding severe packet |oss and

hi gher tail latency rather than graceful rate reduction

Conversely, when the network | oad decreases and Buf _Thrd expands, the
static threshold may sit far bel ow the actual buffer capacity. This
drastically underutilizes avail able buffering, generating premature
congestion signals that trigger unnecessary rate reduction and
diminish overall link utilization

Unl i ke sojourn-time based AQM al gorithms (such as CoDel [RFC8289] or
Pl E [ RFC8033]), which inherently adapt to buffer size variations by
nmeasuring del ay rather than bytes, queue-depth based marking
mechani sms (e.g., standard step-marking in DCTCP [ RFC8257] or RoCEv2
envi ronments) are highly vulnerable to dynanic buffer fluctuations.

Thi s docunent specifies an operational mechanismthat continually
derives the ECN marking threshold (ECN Thrd) fromthe instantaneous
val ue of Buf _Thrd. The conputation introduces two operator-
configurable paranmeters to maintain predictable headroom The
approach offers a deterministic, hardware-friendly solution to

mai ntain a consistent relationship between ECN mar ki ng and buffer
availability.

2. Term nol ogy
In the context of this document, a "queue" typically refers to a per-
port, per-traffic-class transm ssion queue within a forwarding

devi ce.

Buf _Thrd (Buffer Threshold): The dynamic buffer allocation limt for
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a specific queue. This represents the maxi num anount of shared
buffer nenory that the queue is currently authorized to occupy.
Buf _Thrd is periodically or event-driven reconputed by the

devi ce’s buffer managenent subsystem

ECN Thrd (ECN Threshold): The active ECN marking threshold for a
queue. \When the instantaneous or averaged queue occupancy neets
or exceeds ECN Thrd, the device applies the CE codepoint to
arriving ECN- capabl e packets.

O fset: A configurable paraneter dictating the desired buffer
headroom (typically neasured in bytes or cells) nmaintai ned between
Buf _Thrd and ECN_Thrd. The Ofset acts as a shock absorber for
packets already in-flight during the control |oop feedback del ay.

ECN Floor: A configurabl e paraneter establishing the m nimum
perm ssible boundary for ECN Thrd. It acts as a safeguard agai nst
ECN Thrd col | apsing to excessively |low values (e.g., below a
single MIU), which woul d cause catastrophic throughput degradation
Vi a aggressive continuous marKki ng.

2.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Applicability Statenment

Thi s docunent is explicitly applicable to network forwardi ng devices
utilizing queue-depth based ECN mar ki ng mechani snms in conjunction
with a dynamic buffer allocation schene. It is primarily targeted at
Data Center Networks (DCN) and hi gh-speed interconnects where

i nst ant aneous queue | ength or average queue length is eval uated

agai nst a byte-based or cell-based threshold.

Thi s specification does NOT target devices enploying sojourn-tinme

based AQWs (e.g., [RFC8289], [RFC8033]), as tine-based algorithns

natural |y abstract away the physical buffer size and are generally
i mune to the dynam c shared buffer problem described herein.

The operational |ogic defined here is strictly internal to the
network device. It does not alter the ECN wire protocol, |P-layer
ECN codepoi nt semantics, or the transport-|layer negotiation
standardi zed in [ RFC3168].
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5

5.

The nmethod is conpatible with Cassic ECN narking as well as nodern
scal abl e congestion controls (e.g., the L4S architecture [RFC9330]
and its ECN protocol [RFC9331]). |In a Dual Q Coupl ed AQMV
[1-D.ietf-tsvwg-agm dual g-coupl ed] architecture, the dynanmcally
conmputed ECN Thrd nmay serve as the target threshold for the Cassic
queue, |eaving the L4S queue’s specialized nmarki ng behavior

i ndependent .

Pr obl em St at enment

To formalize the problemcontext, consider a Top-of-Rack (ToR) switch
equi pped with a 12 MB shared buffer pool and 48 egress ports. Under
light traffic conditions with only 4 queues active, the dynanic
buf f er nmanagement may assign a Buf _Thrd of 3 MB to each active queue.
Assum ng a network operator statically configures an ECN threshold of
200 KB, the systemoperates with 2.8 MB of effective headroom
provi di ng anpl e shock absorption.

However, during a coordinated incast event where all 48 ports becone
heavily congested, the shared buffer is fractured, and the dynanic
Buf _Thrd for each queue plumets to 250 KB. The statically
configured 200 KB ECN threshold now yields a nmere 50 KB of headroom
I'n high-speed environnents (e.g., 100Gops+), 50 KB is significantly
smal | er than the Bandwi dt h-Del ay Product (BDP) of the control |oop
Consequently, the queue will hit the tail drop linmt (Buf_Thrd)
before the transport sender has time to react to the CE marks,

i nduci ng severe retransm ssion tineouts and | atency spi kes.

Conversely, if the operator statically configures the ECN threshol d
to 2 MBto optimze for high throughput under light |oad, the ECN
mechanismwill conpletely fail during the incast event because the
static ECN threshold (2 MB) heavily exceeds the active Buf_Thrd (250
KB) .

A deternministic, dynam ¢ coupling between Buf _Thrd and ECN Thrd is
necessary to resolve these dual failure nmodes without relying on
static conproni ses

Dynam ¢ Coupling Architecture
1. Prerequisite: Buffer State Awareness

The foundation of this architecture requires the device' s forwarding
pl ane to expose the current Buf _Thrd value to the AQV ECN mar ki ng
engi ne. The specific nenory managenent al gorithm (e.g., al pha-based
proportional allocation) calculating Buf _Thrd is outside the scope of
this docunent. The sole prerequisite is that Buf _Thrd is
continuously updated and accessible with | ow | atency.
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5.2. Reference Algorithmfor ECN Threshol d

Net wor k devi ces SHOULD conpute ECN Thrd continuously based on

Buf Thrd, O fset, and ECN Floor. To ensure stability across all | oad
extrenes, the logic is segnented into three distinct operational
regi ons:

Region A -- Sufficient Buffer (Nominal State):

Condition: (Buf _Thrd - O fset) > ECN Floor. The buffer allocation is
generous enough to accommpdate the full requested headroom (O fset).
Here, ECN Thrd = Buf _Thrd - Ofset. The ECN threshold securely
tracks the dynanic buffer limt, guaranteeing precisely the
configured absorption capacity.

Regi on B -- Constrai ned Buffer (Congested State):

Condition: (Buf _Thrd - Ofset) <= ECN_Floor AND Buf _Thrd > ECN_FI oor.
The shared buffer is highly constrained. Enforcing the full O fset
woul d depress ECN Thrd bel ow the critical ECN_Fl oor, risking

excessi ve marki ng and severe throughput collapse. To nmitigate this,
the threshold is clanped: ECN Thrd = ECN Floor. The avail able

headr oom conpresses to (Buf _Thrd - ECN Floor), prioritizing

reasonabl e t hr oughput over optimal packet absorption.

Region C -- Critical Buffer (Exhaustion State):

Condition: Buf _Thrd <= ECN Floor. The queue’'s buffer allocation has
collapsed to or belowthe mninumfloor. |In this critical state,
clanmping ECN Thrd to ECN Fl oor would result in ECN Thrd >= Buf Thrd,
rendering ECN usel ess (tail drops would occur silently). Thus,

ECN Thrd = Buf _Thrd. While zero headroomrennins, the device marks
packets exactly at the tail drop boundary, ensuring the network still
transmits explicit congestion signals.

The reference logic is expressed as follows:

function conpute_ecn_threshol d(Buf _Thrd, O fset, ECN Fl oor):
IF (Buf _Thrd - Ofset) > ECN _Fl oor:

RETURN Buf _Thrd - O fset /1 Region A: Optinmal tracking
ELSE | F Buf _Thrd > ECN _Fl oor:

RETURN ECN_FI oor /1 Region B: Floor clanped
ELSE:

RETURN Buf _Thrd /1l Region C. Drop boundary
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5.

6.

6.

Buf _Thrd Update Event

%
o e e e e e e e oo +
| (Buf _Thrd - O fset) > |
| ECN_Fl oor ? |
S S +
| YES | NO
% %
ECN Thrd = R R +
Buf _Thrd - | Buf _Thrd >
O fset | ECN_Fl oor ? |
[ Regi on A] AR AR +
| YES | NO
% %
ECN Thrd = ECN Thrd =

ECN_Fl oor Buf _Thrd
[ Regi on B] [ Region (]

Figure 1: State Transition of Dynanmic ECN Threshol d

This algorithmrequires mnimal |ogic gates (two conparators and one
subtractor), ensuring it can be evaluated in standard Application-
Specific Integrated Circuit (ASIC) pipelines with nom nal nanosecond
| at ency.

3. Architectural Invariants

I mpl enentati ons confornming to this framework SHOULD validate the
following invariants to prevent anomal ous traffic handling:

1. ECN Thrd MJUST NOT exceed Buf _Thrd (ECN Thrd <= Buf_Thrd). This
mat hemati cal | y guarantees ECN marking is always attenpted prior to or
simul taneously with queue tail drop.

2. ECN_Thrd MJST NOT fall bel ow ECN_Fl oor, UNLESS the nmaxi num
physical buffer limt (Buf_Thrd) has itself fallen bel ow ECN_Fl oor.

Oper ational Considerations
1. Update Synchroni zation

ECN_Thrd MJST be inherently recomputed concurrently with any
transition in Buf _Thrd. Event-driven synchronization is highly
RECOMVENDED over periodic polling. Polling introduces phase-del ay,

| eaving the ECN Thrd stale during the nost critical mcrosecond
inflection points of transient congestion. |f atom c hardware

updat es are inpossible, inplenmentations SHOULD bi as the asynchronous
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race condition to tenmporarily favor a |l ower ECN Thrd (causing a
premat ure mark) over a higher ECN Thrd (causing an unnotified drop).

6.2. Tuning the O fset Paraneter

The O fset represents the network’s required "shock absorber."
Qperators SHOULD calibrate the Ofset to slightly exceed the expected
Bandwi dt h- Del ay Product (BDP) of the typical congestion control

f eedback | oop:

Ofset Link Rate * RTT

In contenporary intra-data-center fabrics (RTT ~20-50 ni croseconds,
400 Gbps links), Ofset values ranging from1l MBto 2.5 MB are
operationally appropriate. Oversizing the Ofset prematurely
throttles flows; undersizing it invites high tail-drop rates despite
ECN capability.

6.3. Tuning the ECN_Fl oor Paraneter

ECN_Fl oor establishes the maximumthrottling severity. It MJST NOT
be configured snaller than the Maxi mum Transm ssion Unit (MIU) of the
link (e.g., 9000 bytes). For environnments executing Data Center TCP
(DCTCP) [RFCB257], ECN Floor SHOULD typically mrror the static

t hreshol ds reconmmended for shallow buffering (e.g., 30 KB to 100 KB),
preventing the queue from enptying conpletely while maintaining
ultra-1ow queui ng del ay.

7. Inmplenentation Status
[RFC Editor: Please renove this section before publication.]

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942.

The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs.

The dynami c ECN t hreshol d coupling nechani smdescribed in this
docunent has been inplenented and validated in the data pl ane of
Centec Networks’ switching silicon, specifically designed to mitigate
m cro-bursts and incast congestion in | arge-scal e RDMA over Converged
Et hernet (RoCEv2) depl oynments by China Mbile.
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8.

Rel ated Wrk

AQM reconmmrendat i ons generalized in [RFC7567] outline the conplexities
of parameter tuning. Wile this docunent aligns with the intent of

[ RFC7567], it specifically isolates and resolves the intersection of
AQM and dynami ¢ shared buffering, a domain not fully explored in

| egacy AQM gui del i nes

The Al -based ECN approach proposed in

[1-D. zhuang-tsvwg-ai -ecn-for-dcn] targets simlar paraneter
adaptation via machine |l earning. The framework in this docunent,
conversely, advocates for a mathematically determnistic data-path
cal cul ation, demanding no training data, no external control-plane
telemetry |l oop, and zero inference | atency.

TCP Alternative Backoff with ECN (ABE) [ RFC8511] optim zes how
endpoints react to CE narks. ABE is strictly conplenentary; it
refines the sender response, whereas this architecture ensures the
net wor k devi ce generates those marks at structurally correct nonments.

Security Considerations

Thi s specification introduces an automated internal paraneter
coupling within the network forwardi ng plane. |t does not exchange
new protocol mnessages across the wire, thus introducing no new
crypt ographi c or protocol-1evel attack surfaces.

QOperational Degradation via Msconfiguration: Invalid configuration
of Offset or ECN Floor can initiate self-inflicted Denial of Service
(DoS) behaviors. For instance, an imensely inflated O fset m ght
uni versally push the systeminto Region C, effectively disabling
early congestion warning. |Inplenentations SHOULD val i date paraneter
i nputs through nanagement interfaces and emt warnings if Ofset
exceeds typical physical buffer allocations.

Internal Signaling Integrity: The architectural dependency between
the menory nmanagenment unit (MWMJ) and the ECN marki ng engi ne requires
determnistic internal signaling. |If the internal update of Buf_Thrd
i s del ayed or corrupted under heavy system|oad, the ECN Thrd
calculation will be based on stale nenory constraints, leading to
tenmporary periods of over-marking or under-marking. Hardware designs
SHOULD prioritize this internal signaling path.

Buf f er Exhaustion Vectors: Mlicious, non-responsive flows could
intentionally occupy massive allocations of the shared buffer pool

In dynami c buffer architectures, this action conpresses the Buf Thrd
for all other benign queues, plunging theminto Region B or Region C
This is an inherent vulnerability of shared nmenory sw tches, not
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10.

11.

12.

generated by this ECN al gorithm COperators MJST utilize per-queue
maxi mum caps, port-level QoS scheduling, and adm ssion control to
i nsul ate queues fromcross-traffic buffer starvation.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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