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Abstract

This draft defines a new agent collaboration protocol, naned the

I nternet of Agents Task Protocol (10A Task Protocol), to support

di stributed, heterogeneous agent collaboration in intelligent
systens. The | 0A Task Protocol enabl es dynanmic team fornmation,
adaptive task coordination, and structured comruni cati on anong agents
with diverse architectures, tools, and know edge sources. Through a
| ayered architecture and extensible nessage format, it supports
decentral i zed depl oynment across devices and can interoperate with
exi sting frameworks. The protocol is particularly suited to |arge-
scale intelligent collaboration scenarios@ #tuch as intelligent
transportation, smart healthcare, and |arge-scale human &f |

t eam ng# F cross het erogeneous network environments, including fixed
networks, edge® [floud infrastructures, and emergi ng nobile networks
such as 6G

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 August 2026
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1. Introduction

Wth the rapid advancenent of |arge |anguage nodels (LLMs) and
mul ti nodal aut ononobus agents, nodern intelligent systens are

i ncreasingly constructed as col |l aborative networks of nultiple
agents. These agents are expected to work together to sol ve conpl ex,
open-ended tasks. However, they often differ in capabilities, tools,
runtime environnents, and communi cation patterns, leading to
significant challenges in interoperability, dynam c coordi nation, and
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cross-device deploynent. As a result, current multi-agent frameworks
fall short of the flexibility and generality required in real-world
appl i cations.

In a typical collaborative setting shown in Figure 1, agents with
speci al i zed functions® & ncl udi ng on-devi ce Al Agents on Device A for
conceptual planning, Device B for academnic search, Device C for
content generation, and Device D for docunent anal ysi sZ Biust work
together to conplete a research paper on ZJEnternet of Agents. % These
agents are distributed across devices (e.g., |aptops, edge nodes,
cloud services), and each relies on different execution franeworks or
data formats.

ot e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m m e e e e e e mmmmmm = =
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Figure 1: Milti-agent collaboration scenario
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When Device B encounters a specialized PDF parsing task beyond its
capability, existing frameworks often fail to dynamically recruit
Device D due to rigid teamformation rules. Likew se, when Device A
and Device C attenpt to synchronize internmediate results in rea
time, inflexible conmunication channels nay result in delays or
dropped i nformation.

Exi sting solutions exhibit several key limtations:

* (Closed frameworks that restrict integration with third-party
agents such as Aut oGPT or Qpen Interpreter

* Single-device sinulation that fails to reflect cross-device
depl oynent scenarios typical in edge-cloud coll aboration;

* Hard-coded workfl ows that prevent agents from switching between
synchronous and asynchronous task execution at runtine.

To address these challenges, this draft introduces the Internet of
Agents Task Protocol (10A Task Protocol)—a |ayered, extensible

col | aboration standard designed for intelligent nulti-agent systens.
The core goal of the protocol is to enable seanl ess collaboration
anong het er ogeneous agents across devices, tools, and execution
environments. |t supports:

* Agent integration via a standardized interface and registration
mechani sm

* Dynamc team formation across distributed environnents;

* Finite-state machi ne-based session control for flexible and
aut ononous di al ogue managenent ;

* Structured nessage formats with group routing, task assignnent,
and response coordi nation
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The design of the |I0A Task Protocol aligns naturally with the
evolution of intelligent networked systens, including fixed networks
and next-generation nmobile networks such as 6G which aimto support
ubi quitous intelligence through | arge-scale, |owlatency, and

semanti c-driven comunication. By enabling agent collaboration
across fixed-network infrastructures, edge devices, nobile terninals,
and cl oud nodes, 10A supports coordinated intelligence across

het er ogeneous network environnents, including both fixed networks and
mobi | e networks such as 6G  Its structured nessage design, dynamc
team formati on, and abstracted dial ogue control provide a

foundati onal protocol framework for orchestrating intelligent

servi ces across heterogeneous network infrastructures, including
fixed networks and future nobil e networks such as 6G

2. Conventions used in this document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

3. Term nol ogy
The following terns are defined in this draft:

* oA Internet of Agents, an architecture enabling distributed
col | aborati on anmong het er ogeneous agents across devi ces and
networ ks, defined in Section 4

* Agent Registry Block: A server-side nodule storing structured
capability descriptions of all registered agents, supporting
semantic search for teamformation, defined in Section 4

* Team Formation Bl ock: A client-side nodul e responsible for
initiating, joining, or disbanding agent teans based on task
requi renents, including nested sub-teans, defined in Section 4

* Session State Machine: A finite-state nodel governing
col l aboration states (D scussion, Synchronous Task Assignment,
Asynchronous Task Assignnent, Pause and Trigger, Conclusion) for
adaptive di al ogue managenent, defined in Section 4

* HITP: Hypertext Transfer Protocol, an application-|layer protoco
for distributed, collaborative, hypernedia information systens,
referenced in oA for interoperability with web-based agents,
defined in [ RFC9110]
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* JSON-RPC. A rempte procedure call protocol encoded in JSON
referenced in | oA for structured comuni cati on between web-based
agents, defined in [ RFC8259]

* QUIC A transport l|layer protocol providing secure, |owlatency
conmmuni cation over UDP, used in |oA for real-time agent nessaging,
defined in [ RFC9000]

4, | oA Met hods
4.1. |0A Architecture

The Internet of Agents Task Protocol (10A Task Protocol) enables

di stributed coll aborati on anong het er ogeneous agents through a

| ayered architecture and distributed conmmuni cation protocol. It
supports seanl ess integration across devices, tool chains, and runtine
envi ronments.

The 10A system adopts a three-layer architecture inpl enented
symretrically at both the server and client side:

* Server-side: Handl es gl obal coordination, agent discovery, group
managenent, and nessage routing.

* Cient-side: Encapsul ates individual agents and provides
interfaces for team coll aborati on and | ocal task execution

An overview of the layered structure is shown in Figure 2

| Interaction Layer:

ion Layer: |

| - Agent Query Bl ock: Handl es semantic agent search queries
Formati on Bl ock: Forms/join teans for assigned goals |

| - Group Setup Bl ock: Manages group/team creation

uni cation Bl ock: Handl es chat nessagi ng and event updates |

| - Message Routing Bl ock: Routes nessages w thin chat groups

| Data Layer:

t Contact Bl ock: Caches past collaborators

| - Agent Registry Block: Stores capability descriptions of all agents

p Info Block: Stores task metadata and group state |

| - Session Managenent Bl ock: Tracks WebSocket sessions and group states
Management Bl ock: Tracks subtasks, assignnment, and progress |

| Foundation Layer:
on Layer: |
| - Data Infra Block: Vector database for semantic search
t Integration Block: Adapter for third-party agents |
| - Network Infra Block: WebSocket infrastructure

Infra Block: Local DB |
| - Security Block: Authentication and perm ssion contro
ork Infra Bl ock: WbSocket -based contmuni cati on |

I nteract

- Team

Foundat i
- Agen

- Data



Figure 2: Layered architecture of |10A system
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4.2. Heterogeneous Agent |ntegration

| 0A supports the integration of heterogeneous agents from di verse
sources through a unified interface, including third-party agents
such as Aut oGPT, Open Interpreter, and enbodi ed robotic agents.

When a new agent joins the I10A, its client wapper undergoes a
registration process with the server. During this registration, the
agent is expected to provide a conprehensive description of its
capabilities, skills, and dommins of expertise. For an agent c_i,
its description is denoted as d_i, and is stored in the Agent

Regi stry Block within the Data Layer of the server

The set of all registered agents is denoted as C = {c, ¢, ..., c},
where each c_i is associated with its capability description d_i.
Thi s nmechani sm enabl es future semantic matching and intelligent task
al | ocati on.

4.3. Autononous Team Formati on

Agents initiate the search process by submtting capability
requirenents to the Agent Query Block. The server perforns senantic
mat chi ng using vector sinmilarity and returns candi date agents from
the Agent Registry Bl ock

| 0A supports nested team structures. An initial group is formed for
the main goal, and subgroups are recursively created if subtasks
require new capabilities. This forns a hierarchical tree structure,
reduci ng comuni cation conplexity and organi zati onal over head.

The entire team formation process is autononous, task-driven, device-
agnostic, and sel f-organizi ng.

4.4. Session and Task Managenent Method

| oA nodel s group conversations and col | aboration using a finite-state
machine with five abstract states

* Di scussion: Agents engage in general dial ogue, exchange ideas, and
clarify task requirenents;

* Synchronous task assignnment: Tasks are assigned to specific
agents, pausing the group chat until conpletion;

* Asynchronous task assignnent: Tasks are assigned without
interrupting the ongoi ng di scussion;
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* Pause & Trigger: The group chat is paused, waiting for the
compl eti on of specified asynchronous tasks;

* Conclusion: Marks the end of the collaboration, pronpting a fina
sumary.

State transitions are managed autononously by a coordi nator agent
usi ng the conversation history and session context to deternine the
next state and speaker. Only the coordinator agent is allowed to
nmodi fy the session state, concurrent transition proposals are

resol ved by the coordi nator using tinmestanps.

4.5. Message Protocol Overview
The agent message protocol in IoA is designed for extensibility and
flexibility, enabling effective collaboration anong het erogeneous
agents. Each nessage consists of two nain parts: a header and a
payl oad.

The header contains essential netadata to ensure proper routing and
processing. Key fields include:

* sender: The unique identifier of the agent sending the nessage.

* state: The current coll aboration state associated with the
nessage

* group_id: The identifier of the group chat to which the nessage

bel ongs.
The common header fields shared by all nmessage types are illustrated
in Figure 3.
o e m e e e e e oo +
| Header |
o e e e e e e e e oo s +

| sender: str |
| state: enum |
| group_id: str |
Fi gure 3: Common header fields in | 0A Message Protoco

The payl oad carries the main content of the nmessage and varies
dependi ng on nmessage type. Conmon fields include:

* nmessage_type: Indicates the purpose of the nessage (e.g.,
di scussi on, task assignnment, pause and trigger).
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s) of the agent(s) expected to

respond.

The full structure of the nessage format is illustrated in Figure 4.
o mm e e e e e e e i + o mm e e e e e e e i +
| Autononmous Team Formation | | Task Assi gnnent |
o e e e e e e e ememao - + o e e e e e e e ememao - +
| goal: str | | task_id: str |
| team nmenmbers: list[str] | | task_desc: str |
| team up_depth: int | | task_conclusion: str |
| max_turns: int | | task abstract: str |
Fom e e e e i + Fom e e e e i +
o e e e e e e e ememao - + o e e e e e e e ememao - +
| Di scussi on | | Pause & Trigger |
oo e e e e e e e e oo - - + oo e e e e e e e e oo - - +
| content: str | | triggers: list[str] |
| type: enum | L R R +
| next_speaker: list[str] |
o e e e e e e e ememao - +

Figure 4: Structure of

| oA Message Protocol

5.

Yang,

Posi tioning of the | 0A Task Protocol in the Network Layering System
From an architectural perspective, the |I0A Task Protocol is
positioned at the application layer, built on top of transport and
session protocols such as TCP, UDP, WebSocket, and QU C. This
positioning allows |0A to remain independent of underlying network
technol ogi es and enabl es depl oynment across het erogeneous networ ki ng
envi ronnment s, including fixed networks, edgecloud infrastructures,
and nobi | e networks.

From t he perspective
rel ati onshi p bet ween
network | ayers is as

of functional mapping, the correspondi ng
l0A's three-layer architecture and the conputer
fol |l ows:

* Interaction Layer — Maps to the application layer, responsible for
hi gh-1 evel |ogic such as nmessage protocols, group coll aboration,
and session state transitions.

* Data Layer — Spans the application |ayer and session |ayer,
managi ng agent states, group netadata, and context tracking.

* Foundation Layer — Corresponds to the transport |ayer and system
infrastructure, including secure comunication channels (e.g.,
WebSocket/ QUI C), dat abases, and network servi ce nodul es.
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Since the |10A Task Protocol involves intelligent behaviors such as
agent orchestration, semantic-driven interaction, and session
control, an intelligence |ayer can be introduced above the
traditional application layer. This |ayer encapsul ates core
intelligent collaboration | ogic—such as senmantic-based agent

mat chi ng, Al-driven session strategy optim zation, dynam c task
deconposition, and teamreorgani zati on—into standardi zed nessage
formats. This layer shields upper-layer applications and | ower-I| ayer
protocols fromthe conmplexity of intelligent decision-naking,
enabling themto focus on their core functions w thout concerning
thenselves with the details of howintelligence is inplenented (e.g.,
scenario-specific task execution at the application layer, reliable
data transmission at the transport layer). |Its advantages are
reflected in: standardi zing the collaborati on of heterogeneous
agents, reducing integration costs across diverse depl oynent
environments; inproving comunication efficiency through senmantic
conpressi on and adaptive feature optim zation; and enabling nodul ar
extensibility to support new intelligent behaviors and energing
appl i cation scenari os.

6. Rel ation to the A2A Protoco

The Agent-to-Agent (A2A) protocol is a conmunication standard
designed to support standardi zed, secure, and nodality-agnostic

i nteracti on between Al agents. Built upon existing web technol ogi es
such as HTTP, Server-Sent Events (SSE), and JSON- RPC, A2A enphasi zes
default security, support for long-running tasks, and cross-nodality

interoperability. It introduces the concept of an AgentCard to
descri be agent capabilities, enabling effective discovery and
i nvocati on.

The Internet of Agents (l10A) Task protocol shares the sane
fundanmental goal with A2A: to break down communication barriers anong
agents and i nprove the overall efficiency of nulti-agent systens.
Both protocols rely on network comuni cati on technol ogi es and adopt
sim | ar approaches to nessage encodi ng, decodi ng, and task
coor di nati on.

However, the two protocols diverge significantly in terns of design
phi | osophy and core nechani sns:
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* A2A focuses on enabling standardi zed comruni cati on through web-
native technol ogies, effectively creating a "free trade zone" for

agents where interoperability is built-in. 1In contrast, the |0A
Task Protocol draws inspiration fromlInternet architecture and
targets the probl em of ecosystemfragnentation. |t establishes a

system | evel collaboration platformwhere heterogeneous agents can
freely register, discover one another, and collaborate across
pl atforns and devi ces.

* A2A is based on HTTP and JSON-RPC for conmuni cation, conbined with
task |ifecycle managenent and capability discovery through
AgentCard. |0A, on the other hand, offers a nore conprehensive
col l aboration framework, including agent registration, autononous
nested team formation, finite-state-nmachine-driven session
control, and trigger-based task coordi nation

* \While A2A is suitable for standardi zed task responses and
stream ng updates, it lacks native support for dynam c session
managenment and nested subtask structures. |0A enables adaptive
interaction flow via a session state machine, and its
team up_depth field supports recursive teamformation and state
transitions—nmaking it nore effective for handling conplex and
evol ving task scenari os.

In sunmary, A2A is well-suited for |ightweight, standardized task
interfaces, whereas |0A provides a nore flexible and systemoriented
protocol for |arge-scale, heterogeneous, and dynam c multi-agent

col laboration. The two protocols can conpl enent each ot her at
different layers, jointly advancing the devel opnment of agent

conmuni cati on technol ogi es.

7. Future Enhancenents across Heterogeneous Networks

To fully realize the potential of intelligent systens operating

across het erogeneous network environnments—includi ng fi xed networks
and next-generation nobile networks such as 6G—the Internet of Agents
Task Protocol (10A Task Protocol) requires continuous architectura
evol ution and standardization. This section outlines key directions
for future enhancenents to inprove scalability, decentralization,
interoperability, and network integration
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7.1. Distributed Agent Registration and D scovery

The current 10A design relies on a centralized server nodel, which
may limt scalability and introduce single points of failure under

| arge-scal e deploynment. A promising direction is to adopt a
decentralized registration and di scovery nmechani sm where agents can
publish their capabilities to a shared registry accessible via a

net wor k- accessi bl e web-based interface. Inspired by Domai n Nane
System (DNS) and search engi nes, agents coul d be di scoverabl e t hrough
keywor d- based or semantic search at scale, enabling Iightweight
browser-based or API-based di scovery across donains

This decentralized | ookup layer would allow | 0A to support scenarios
where agents operate across multiple domains, owners, and physica
networ ks, while still maintaining secure and aut henti cated
interaction through digital signatures and trust nmechani sns.

7.2. Enhanced Scal ability and Fault Tol erance

To scal e beyond millions of agents, the |oA Task Protocol should
adopt shardi ng and regi on-based nessage routing. Distributed

regi stries and dynam c | oad bal anci ng can reduce | atency and avoid
bottl enecks. Caching of frequent agent netadata at edge nodes is
also critical for fast retrieval in |atency-sensitive depl oynent
scenari os.

7.3. Semantic Interoperability and Ontol ogy Alignnent

In highly heterogeneous environnents, agents may describe their
capabilities using different term nologies. To address this, the |o0A
Task Protocol should support ontol ogy nappi hg and ali gnrment

mechani sms.  This allows agents with differing skill descriptors to
still interoperate, using shared or translated task definitions
during team formati on and di al ogue.

7.4. Security and Privacy Enhancenents
For mssion-critical 6G scenarios (e.g., autononous vehicles, medica
Al), the protocol must incorporate stronger security primtives
Thi s includes:

* End-to-end encryption with forward secrecy.

* Support for zero-trust architectures with agent attestation and
secur e encl aves.

* Fine-grained access control based on agent role and session
cont ext .

Yang, et al. Expires 1 August 2026 [ Page 12]



I nternet-Draft | 0A Task Protocol January 2026

8.

10.

11.

Security Considerations

| 0A servers and agents store sensitive data including capability
descriptors, session state netadata, and task execution |ogs, which
consune nmenory and conputational resources. To mtigate risks of
resource exhaustion and unauthorized access, [RFC6749] (QAuth 2.0)
mandat es that | oA entities nmust authenticate peers via token-based
val i dati on before processing registration requests or collaboration
messages. Additionally, all data transm ssion between entities nust
use TLS 1.3 as specified in [ RFC8446] to ensure confidentiality and
integrity, preventing eavesdroppi ng or tanpering.

| ANA Consi der ati ons

[ TBD] This docunent defines a new protocol for heterogeneous agent
col laboration: the Internet of Agents Task Protocol (IoA Task
Protocol). The protocol’s code point allocation will be determ ned
i n subsequent revisions as the standard matures, in accordance with
| ANA' s rel evant registration procedures.
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