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Abstract

Thi s docunent describes the usage of Application-aware Networking
(APN) in SD-WAN scenarios. 1In these scenarios, APNis able to
identify a application group, steer its traffic flows along explicit
pat h across the network, and provide SLA guaranteed network services
such as low latency and high reliability.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 14 May 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . .

2. Usage Scenari os of APN for SD V\AN .o

.1. APN for Traffic Steerlnglnto Dedlcated V\AN .

.2. APN for Traffic Steering into Particular d oud

.3. APN for Val ue-added Service Provisioning in SD-WAN
.4. APN for Data Processing in SD-WAN . e
APN with SRve . . . . .

APN with In- FIOWOAM . .

APN with Intention based PoI i Cy .

APN for bandw dth utilization opti mzatlon

Busi ness Model of APN enhanced SD- WAN .

Security Considerations .

I ANA Consi derations .

10. Normative References

Aut hors’ Addresses

NNDNDN

LCoONOO AW
NNNOOOOUUTAAWWWN

1. Introduction

As nore and nore applications are noved to the cloud, the traditional
WAN architecture starts facing chall enges. Software-defined Wde
Area Network (SD-WAN) provides a cloud-friendly way of

i nterconnecting branch offices and applications in the cloud over any
conbi nation of transport services such as MPLS and 4G LTE, which is
abl e to optinising application performance with | ow costs.

Application-aware Networking (APN) is introduced in
[I-D.li-apn-framework] and [I-D.li-apn-probl em statenent-usecases].
APN conveys application-aware information (i.e. APN attribute) al ong
data packets traversing across the APN domain and facilitate fine-
granularity network service provisioning and guarantee their SLA
requirenents. The ever-energi ng network services such as network
slicing and |1 OAM can be further enhanced w th APN.

Thi s docunent describes the usage scenarios of APN for SD WAN.
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Usage Scenarios of APN for SD WAN

In | arge-scal e networks, SD-WAN needs to classify traffic by
application, user, and destination address, and inpose different
policies to neet diverse application needs. This is usually
classified according to 5-tuple, because different users and
applications are discrete in | P address and TCP/ UDP port, the
configuration work is heavy, and it is difficult to maintain. APN s
a potential technology that can transformthese discrete nonlinear
information into linear information to sinplify the conplexity of
policy matching. This section describes the scenarios that can use
APN to neet the fine-granularity service operations in SD WAN.

APN for Traffic Steering into Dedi cated WAN

In CPE, different application groups are identified based on the
existing information in the packet header, and APN attribute is added
to the packets along with the tunnel encapsulation. Then the traffic
flows can be steered into different WANs that can guarantee their
correspondi ng SLA requirenents.

------ + S S NS
APP1 | [------ | VWAN1 |------ \ | APP1 |
------ + / e \ R
------ + e S Fommmma o+ e
APP2 | ----- | CPE |------ | WAN2 |------ | CPE |----- | APP2
Fommm - + S RS + S + Fomm e e e + Fommm - +
------ + \ Fomm e e oo+ / e
APP3 | ([ | WANS [ ------ / | APP3 |
------ + e S e

Figure 1: Traffic Steering into WAN
APN for Traffic Steering into Particular d oud

In the multi-cloud scenario, a CPE can be depl oyed by an enterprise
as its gateway to access different clouds. |In the CPE (e.g. an

uni versial CPE, called uCPE), different application groups can be
identified based on the existing information in the packet header,
and APN attribute is added to the packets along with the tunne
encapsul ation. The traffic flows are steered into the correspondi ng
cl oud where the application servers are running through the
correspondi ng WANs.
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Figure 2: Traffic Steering into d oud
2.3. APN for Val ue-added Service Provisioning in SD-WAN

APN can faciliate the val ue-added service provisioning in SD WAN,
either at the CPE or the PCP.

At the CPE, network security and application acceleration services
can be provided. Wth APN, certain malicious traffic can be
identified and bl ocked, while the traffic that requires accel eration
can be steered through the accel eration service.

At the POP, val ue-added service can be provisioned for certain
application groups according to the APN attribute carried in their

packets.

R +

| POP( VAS/ SFC) |

Fom ek +

I

+--- - - + T + T + T + +--- - -
| APP |----]CPE(VAS/SFQ)|----- | VAN | ----- | CPE(VAS/ SFC) | - - - - - | APP |
+--m - - + R + R + R + +--m - -

Fi gure 3: VAS Provi sioning
2.4. APN for Data Processing in SDWAN
In enterprise, usually inmportant data is kept locally and it is
preferred to be processed locally, while other data can be processed
with the conpl ex processing capabilities in the cloud.
Wth APN, the traffic can be steered according to the localization

characteristics of the data, either being processed locally or in the
cl oud.
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\
\ . +
--- | Local DC (Data Processing)|
o m e +

Figure 4: Data Processing
APN wi th SRv6

By carrying the APN attribute (including APN I D and APN paraneters)
through data packets, i.e., the delivery of application-aware

i nformati on and ensuring the security and reliability of application-
aware information, the network senses the application groups’
requirenents and provides high-quality differentiated services
according to the demand of the applications. And when the network
transmts the data packets, it matches the network correspondence
policy according to the APN attribute in the data packets and sel ects
the corresponding SRv6 path to transmt the data packets (e.g., |ow

| atency path) to neet the SLA requirenents and service chain in order
to inprove the service quality.

+o-m - - - + Fomm e a - + +o-m - - - +
| APP1 | [----- | SRv6 pathl|----- \ | APP1 |
[ S, + / S + \ [ S, +

+o- - - - + S R + R + - + +o- - - - +

| APP2 |---] CPE |----| SRv6 path2|---| CPE |---| APP2 |

S R + S R + R + S + S R +
+o-o - - + \ e + / +o-o - - +
| APP3 | \----- | SRv6 path3|----- / | APP3 |
S + R + S +

Figure 5: SRv6 enabl ed SD- WAN
APN wi th | n-Fl ow QAM

SD- WAN needs to guarantee the experience of critical applications,
and APNs can be used to carry application information to
differentiate between different application traffic. At the sane
time, it is necessary to conduct end-to-end application-Ievel network
qual ity awareness to achi eve cl osed-1o0op control of network quality.
SD- WAN uses Overlay to establish connectivity, which enable flow
classification with APN, and work with In-Fl ow OAM detection to
identify critical applications fromthousands of streans, thus
sinmplifying network quality assurance technol ogy conplexity for
critical applications.
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APN with Intention based Policy

By using APNs to identify services, SD-WAN can rel ate gl obal policies
to user service. This allows SD-WAN to automatically enforce
performance goals and access security for users, regardless of their
location. By identifying and sensing the service type, the gl oba
policy automatically selects a path for the service, such as
Internet, to offl oad bandw dt h-hungry services to the | ower-cost
Internet. Based on the global policy, rather than the network
architecture, decisions can be made on how to isol ate between

endpoi nts, applications, and the cloud. d obal policies also can be
visuali zed and changed in real tine to achieve sustainable trust as
the network evol ves.

APN for bandw dth utilization optim zation

Bandwi dt h resource scheduling needs to perceive bandw dth consunption
froma high level rather than a fine-grained application perspective.
Using APN, a group of applications with the same characteristics can
be aggregated into an application group, which is convenient to

anal yze the bandw dth resource occupation of the application group,
so as to optimze network bandwidth utilization and application QE.

Busi ness Mbdel of APN enhanced SD- WAN

Wth the digital transformation, the network infrastructure and

cl oud- based applications are energing as an integrated service of
network operators to provide a conplete solution to custonmer. As an
overlay technol ogy, SD-WAN is able to sinplify the network and rake
it nore service-focused, which has becone the de facto option for the
Enterpri se WAN Edge. SD-WAN enabl es the network service providers to
reshape their network to provide nore conpl ex products to neet
customers’ various requirements.

Wen SD-WAN is integrated with APN, service providers are able to
provi de network services together with cloud services in a fine-
granularity SaaS-l1ike nodel. The latest functionalities can be
delivered via cloud. Custoners benefit fromthe pay-for-use nodel in
per application granularity and have the agility to adjust the |eve
of functionality, capability, and capacity. According to the APN
attribute carried by the packets, correspondi ng pat hs/ WANs can be

sel ected, the SLA can be guaranteed, and val ue-added servi ces can be
provi si oned.

Security Considerations

The security consideration can refer to [I-D. li-apn-franmeworKk]
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9. | ANA Consi derations
There are no | ANA considerations in this document.
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