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Abstract

The Resource Public Key Infrastructure (RPKI) is defined in dozens of
different RFCs. The term nol ogy used by inplenmenters and devel opers
of RPKI protocols, and by operators of RPKI systens, can at tines be
inconsistent, leading to confusion. 1In an effort to inprove
consistency in this respect, this docunent provides a single |ocation
for definitions of commonly-used RPKI terns.
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Internet-Drafts are working docunents of the Internet Engineering
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and nay be updated, replaced, or obsol eted by other docunents at any
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Yan, et al. Expi res 1 Novenber 2026 [ Page 1]



I nternet-Draft RPKI Ter m nol ogy April 2026

Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

Requi rements notation .
I ntroduction
Basi c . . .
Typi cal Routl ng Securl ty Issues . .
Si gnature Objects and Associ ated Tr ust Data .
RPKI Repository . .
RPKI CA Depl oynent l\/bdel s . .
Inter-CA and Publication Server commnl catl on . .
RPKI Repository and the Relying Party Conmunication .
10. Communi cati on between RPKI and Routers .
11. Using of signed objects .
12. Acknow edgments .
13. References .
13.1. Normative Ref erences .
13.2. Informative References .
Aut hors’ Addresses

LCoNOOR~WNE

RPRRRRRPRRRER
GNNNNRRPOOOOURMWNN

1. Requirements notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Introduction

The Resource Public Key Infrastructure (RPKI) is defined in dozens of
different RFCs. The term nol ogy used by inplenmenters and devel opers
of RPKI protocols, and by operators of RPKI systens, can at tinmes be
i nconsi stent or inprecise, |eading to confusion.

An exanple of this sort of problemarises in the context of RPKI

i npl ementation nodels. The nodel where an address hol der runs their
own CA software depl oynent that comunicates with the rel evant
registry is often referred to as "del egated RPKI", but at |east sone
Regi onal Internet Registries (RIRs) instead use the term "self-hosted
RPKI " .
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In an effort to inprove consistency and precision in this respect,
this docunment provides a single location for definitions of comonly-
used RPKI terns.

3. Basic

I nternet Nunmber Resources (INRs): Autonompus System (AS) nunbers,
| Pv4 addresses, and | Pv6 addresses.

Regi onal Internet Registry (RIR): An INR registry recogni zed by | ANA
as a regional authority for INR managenent. At the tine of witing,
these are AFRINIC, APNIC, ARIN, LACNIC, and RIPE NCC. See [RFC7020]
for nmore details.

National Internet Registry (NNR): An INR registry that is primarily
concerned with the del egation of resources within a specific econony,
as opposed to the | arger geographical regions covered by an RIR

Internet Service Provider (1SP): An organization that provides
internet services to other organizations. An ISP will typically have
an | P address or AS nunber delegation froman RIR or an NIR

Local Internet Registry (LIR): Atermused in sone regions as a
synonym for | SP.

Certification Authority (CA): Certification Authorities in the RPKI
are entities that receive an RPKI CA certificate froman issuer.

RPKI CA certificates bind a public key to INRs. CAs can use the
correspondi ng private keys to sign verifiable statenments pertaining
to those INRs, such as CA certificates issued to a subordinate CA
with INRs that are a subset of the INRs held by the CA or ROAs, etc.

Repository: The repository is the conponent responsible for storing
and distributing RPKI-signed objects, such as Route Origination

Aut hori zations (ROAs), Certificates, Certificate Revocation Lists
(CRLs), and Manifest files. It acts as a centralized or distributed
dat abase that enables RPKI validators (relying parties) to fetch and
validate routing security data. The key functions include storing
RPKI obj ects issued by CAs, using protocols |ike RRDP (RPKI
Repository Delta Protocol) [RFC8182] or rsync to synchroni ze data
with RPKI validators, and ensuring validators globally access the
sane authoritative data.

Relying Party (RP): A Relying Party (RP) is an entity that utilizes
validated RPKI data to enhance the security of Border Gateway
Protocol (BGP) routing decisions. Key responsibilities include the
retrieval of RPKI objects (CA certificates, CRLs, manifests and other
signed objects) from RPKI repositories using protocols like rsync or

Yan, et al. Expi res 1 Novenber 2026 [ Page 3]



I nternet-Draft RPKI Ter m nol ogy April 2026

RRDP. It will validate the certificate chain of trust from end-
entity certificates up to trusted root CA certificates, and al so
ensure that additional signed object validation is performed as
expected. RPs will typically generate validation results that users
can review, and will often also operate as an RPKI-Router [RFC8210]
server. RP can sonetines be referred to as an "RPKI validator" and
different definitions can be referenced interchangeably.

Addr ess space holder: An entity that has been del egated I NRs by an
RIR or other authorized body.

Resource Allocation: Resource allocation refers to the authoritative
process of assigning Internet nunber resources to entities through a
hi erarchical trust framework, including sub allocation processes.
Thi s process establishes cryptographic binding between resources and
their legitimte holders, enabling secure route validation

Resource Revocation: Resource revocation refers to the process of

i nval i dating conprom sed or deauthorized INRs or their associated
digital certificates. This ensures unauthorized entities cannot

m suse revoked resources for BGP route mani pul ation. In RPKI
resource del egati on revocation invol ves cascadi ng revocation of all
sub certificates/objects.

4. Typical Routing Security |ssues

Route | eak: A route leak is defined in RFC 7908 as the propagation of
routing announcenent(s) beyond their intended scope. That is, an

Aut ononobus System (AS) dissenminates a | earned BGP route to another AS
in violation of the intended policies of one or nore parties al ong
the AS path. Route |eaks may be caused by intentional manipul ation
or by human errors or msconfigurations. Wen msused, they can
result in traffic attraction or diversion through an uni ntended pat h,
potentially enabling eavesdropping or traffic analysis, and may
result in an overload or black hole. The |IETF RFC 7908 [ RFC7908]
categori zes route leaks into six types based on observed incidents on
the Internet.
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Prefix hijacking: A prefix hijack occurs when a network, whether
intentionally or mstakenly, originates a prefix that belongs to
anot her network without its perm ssion. The attacker announces a BGP
route for an IP prefix that they do not legitinately own, typically
with the goal of attracting traffic destined for that prefix. The
i npact can range froma minor anonaly to a conplete takeover of the
victim ‘s traffic. Route Origin Validation (ROV) using ROAs is the
pri mary RPKI-based defense mechani sm agai nst prefix hijacking. By
cryptographically verifying that an AS is authorized to originate a
particular prefix, RPKI can detect and filter invalid prefix
announcenents before they propagate.

Subprefix hijack: A subprefix hijack is a specific type of prefix

hi j acki ng where an AS announces a nore specific prefix belonging to a
victims larger prefix block. For example, if a victimlegitimtely
owns 72.252.8.0/21, an attacker m ght announce 72.252.8.0/24. Due to

| ongest-prefix-match routing, routers will prefer the nore specific
route, causing all traffic destined for addresses wthin that

subprefix to be redirected to the attacker ——regardl ess of whether the
attacker has legitimte ownership of that subprefix.

BGP path mani pul ation: The act of altering BGP path attributes to

i nfluence the path sel ection process of other ASes. Adversaries may
mani pul ate these attributes to force traffic to take a specific path,
enabling traffic interception, prioritization of malicious traffic,
or avoi dance of RPKI validation checks. Path manipul ation can
underm ne the effectiveness of ROV by redirecting traffic to RPKI-
val id but unauthorized pat hs.

5. Signature Objects and Associated Trust Data

RPKI signed object: A cryptographically-secured data structure that
has been signed by an RPKI End-Entity (EE) resource certificate.
Currently, RPKI signed objects include six categories: Route
Origination Authorization, Mnifest, CGhostbusters, Autononous System
Provi der Authorization, Trust Anchor Key, Signed Checklist. See

[ RFC6488] for nore details.

Route Origination Authorization (ROA): A type of RPKI signed object
that can be issued by an I P address holder in order to authorize an
AS to originate routes to one or nore of the holder’'s prefixes. See
[ RFCO582] for nore details. A ROA includes an authorised origin AS
and a set of IP prefixes, each of themw th an optional max |ength,
whi ch represents the maxi mum |l ength of the IP prefix that the origin
AS is authorised to adverti se.
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Mani fest: A type of RPKI signed object that provides a conplete |ist
of all the signed objects that an authority has published to a given
repository publication point. The manifest includes the hashes of
each file as well. The list of files and hashes hel ps RPs to detect
unaut hori zed changes or deletions. See [RFC6486] for nore details.

Ghostbusters record: A type of RPKI signed object for providing
contact details for a given RPKI repository publication point. See
[ RFC6493] for nore details.

Aut ononobus System Provi der Authorization (ASPA): A type of RPKI
signed object that can be issued by an AS hol der as a statenent about
the ASes that operate as providers (upstreans) for the holder’s AS.
ASPA is used for route | eakage protection. See
[I-D.ietf-sidrops-aspa-profile] and
[1-D.ietf-sidrops-aspa-verification] for nore details.

Trust Anchor (TA) Key: A type of RPKI signed object that can be

i ssued by a TA key hol der as a statenent about the current public key
for the TA, as well as the successor public key for the TA in order
to facilitate the transition of RPs to that successor key. See

[ RFC9691] for nore details.

RPKI Si gned Checklist (RSC): A type of RPKI signed object that can be
i ssued by an I NR holder over an arbitrary set of files. See
[ RFC9323] for nore details.

Resource Certificate: Resource certificates are X 509 certificates
that bind the holdership or "right-of-use" assertions of I|nternet
Nunber Resources (INR) (i.e., |IP Addresses and Autononmpus System (AS)
nunmbers) to a public key in the RPKI hierarchy. A lowing the entity
that holds the corresponding private key to sign attestations
pertaining to a non-strict subset of the INRs contained on the
Resource Certificate. The CA and EE certificates, as well as the
BGPsec router certificates in the RPKI system are referred to as
resource certificates and are profiled in [ RFC6487] and [ RFC8209].

End-Entity (EE) Certificate: EE Certificates are certificates for
whi ch the private key cannot be used to sign subordinate
certificates. There are two types of EE certificates used by the
RPKI : Enmbedded EE Certificates and BGPsec Router Certificates.
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Enbedded EE Certificate: Enbedded EE Certificiates are issued by
resource holder CAs to delegate the authority attested by their

all ocation certificates [RFC6480]. RPKI Signed Objects [ RFC6488],
such as ROAs and Manifests, use an enbedded EE certificate. Wen

i ssuing an RPKI signed object, the private key of the EE certificate
is used to sign its content. A strict one-to-one exclusive mappi ng
exi sts between the EE certificate and the signed object. This non
reusabl e setting can reduce the attack surface.

BGPsec Router Certificates: The BGPsec router certificate in RPKI is
an X. 509 end entity (EE) certificate, which is used for

aut henticating the AS path in the BGPsec protocol, indicating that
the router or routers holding the correspondi ng private key have the
authority to send secure route announcenents (BGPsec UPDATES) on
behal f of the AS specified in the certificate. The BGPsec router
certificate is stored in the repository of the issuing CA  Conpared
to other parts of RPKI, BGPsec uses different algorithns, key
formats, and signhature formats, BGPsec RP needs to support the

al gorithms used to validate BGPsec signatures in [RFC8608], as well
as the algorithms in [RFC7935] for validating signatures on BGPsec
certificates, RPKI CA certificates, and RPKI CRLs.

Trust Anchor (TA): A self-signed X 509 certificate representing the
apex of trust in the RPKI hierarchy. It attests hol dership of

I nternet nunber resources and del egates authority to subordi nate CAs.
TAis the ultinmate arbiter of the RPKI trust chain, and RPs nust
configure trust anchors to initialize RPKI validation

Trust Anchor Locator (TAL): A TAL is used by relying parties (RPs) to
retrieve and validate a trust anchor (TA) certification authority
certificate used in RPKI validation, with its data format containing
the TA URI and the public key corresponding to the referenced object.
During validation, the RP fetches the TA via the URl and verifies the
mat chi ng of the public key. It provides a secure bootstrap mechani sm
for the RPKI trust hierarchy without requiring pre-distribution of TA
certificates. See [RFC8630] for nore details

Certificate Revocation List (CRL): Adigitally signed |ist issued by
a certificate authority (CA) in the RPKI system enunerating the
serial nunmbers of resource certificates that have been revoked before
their schedul ed expiration date. CRLs provide a real-time nmechani sm
to invalidate conpronised or erroneous certificates within the RPKI
trust hierarchy. RPs can verify the revocation status of
certificates during RPKI verification using CRL.

Chain of Trust: Resource Certificates in the RPKI are validated by

way of an hierarchical chain of trust. At the top |level a Trust
Anchor (TA) certificates is used for which trust is assuned by a
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Relying Party through a configured TAL. The private key of the TA
certificate can be used to sign subordinate CA certificates that
associate a public key with a non-strict subset of the INRs found in
the TA. Trust in this association is derived by RPs through the
assuned trust in the TA and the verification of signatures. The
private keys of CA certificates can be used to sign further
subordinate CA certificates. This resulting in an RPKI tree of TA
and CA certificates.

6. RPKI Repository

Repository Publication Point: RPKI TA and CA certificates contain
Subj ect Information Access fields with rsync and RRDP related URl s
that can be used by RPs to retrieve files signed by the private key
pertaining to this certificate. The ’'id-ad-caRepository’ entry is
the Repository Publication Point for the certficate. It refers to an
rsync directory that contains the current certificates issued under
this CA certificate, the nost recent CRL, the current manifest, and
all other current signed objects that can be verified using an EE
certificate issued under this CA certifcate. See [RFC6481] and

[ RFC8182] for nore details.

Repository Instance: A host conprising one or nore repository
publi cation points.

Repository oject (or Object): Atermnal object in a repository
publ i cati on point.

Repository Directory: Synonynous with Repository Publication Point.
RPKI Repository Name Scheme: The RPKI Repository Name Schene defines

the fil ename extensions format for RPKI repository objects.
Specifically, it includes:
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7.

| Filenanme | RPKI nbject | Reference |
| extension | | |
[ e ——— e p———————————————— e pp—_—_
| .asa | Autononous | [1-D.ietf-sidrops-aspa-profile]

| | System Provider | |
| | Authorization | |
N o e e e e oo - St +
| .cer | Certificate | [ RFC6481] |
S o e e e e oo oo m e e e e e e e e e e ao - +
| .crl | Certificate | [ RFC6481] |
| | Revocation List | |
S IR oo mmeeemeeaaaas T +
| .gbr | Ghostbusters | [ RFC6493] |
| | Record | |
S o e e e e oo oo m e e e e e e e e e e ao - +
| .nft | Manifest | [ RFC6481] |
- R e +
| .roa | Route | [ RFC9582] |
| | Origination | |
| | Authorization | |
S o e e e e oo oo m e e e e e e e e e e ao - +
| .sig | Signed | [ RFC9323] |
| | Checkli st | |
S IR oo mmeeemeeaaaas T +
| .tak | Trust Anchor | [ RFC9691] |
| | Key | |
S o e e e e oo oo m e e e e e e e e e e ao - +

Table 1

RPKI CA Depl oynment Model s

Host ed nodel : An operating nodel where the issuing registry
(typically an RIR) manages the RPKI objects and associ ated repository
on behalf of the resource holder. Resource holders use an interface
provided by the registry to create and nmanage their RPKI objects,

whi ch are then hosted by the registry. This is sonetinmes referred to
in aregistry-specific sense, e.g. "APN C hosted RPKI".

Del egat ed nodel : An operating nodel where the address hol der runs an
i ndependent RPKI CA instance as a child CA of the issuing registry’'s
parent CA. The address holder’s CA typically relies on the

provi sioni ng protocol [RFC6492] in order to conmmunicate with the
registry’s CA. This is sometines referred to as "self-hosted RPKI".
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Hybrid nodel : An operating nodel where the address hol der runs an

i ndependent RPKI CA instance as a child of the issuing registry’s
parent CA (like in the Del egated nodel) and uses the publication
service provided by the issuing registry, who will take care of the
24/ 7 availability of the repository. Currently, sone RIRs and N Rs
of fer the hybrid nodel

8. Inter-CA and Publication Server conmunication

Parent CA: An entity that operates a CA that issues one or nore CA
subordintate certifates to child CAs.

Child CA: An entity that operates a CA that received on or nore CA
certificates froma parent. Note that an entity can be a child to
its parent, but also be a parent to its own child CAs.

Provi sioning Protocol: A protocol used by RPKI CAs to nanage
certificates issued by their parent CAs. See [RFC6492] for nore
details.

Publ i cation Protocol: A protocol used by RPKI CAs to send their RPKI

objects to a server, with that server then handling the distribution
of those objects to RPs via rsync and other protocols. See [RFC8181]
for nmore details.

Busi ness PKI (BPKlI): A PKI used in the RPKI out-of-band (OOB)
protocol in order to establish and secure subsequent interactions via
the provisioning protocol and the publication protocol [RFC8183].

Publ i cation engi ne/ publication server: The server providing the
publicati on protocol service.

Publisher: An entity acting as a client of a publication server.
9. RPKI Repository and the Relying Party Commruni cation

Rsync: Rsync is a file synchronization and transfer tool designed to
mnimze data transfer tine and bandw dth usage by copying only the

di fferences between source and destination files. It allows relying
parties to synchronize a |ocal copy of the RPKI repository used for

validation with the corresponding renote repositories.

RPKI Repository Delta Protocol (RRDP): Data synchronization protoco
bet ween repositories and the relying parties [RFC8182]. It ainms to
replace rsync in the RPKI context, providing a nore reliable,

scal abl e, and HTTPS-based increnental data synchroni zati on nmechani sm
and ensuring that RPKI validators can quickly obtain the |atest RPKI
dat a.
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10.

11.

Update Notification File: Atype of file in RRDP that acts as a
directory pointing to the | atest snapshot and delta files. This file
allows relying parties to discover any changes between the repository
state and the relying party’'s cache.

Snapshot File: Atype of file in RRDP that provides a conplete copy
of all RPKI objects (certificates, CRLs, manifests and other signed
objects) in a repository at a specific nmonent.

Delta File: Atype of file in RRDP that contains increnmental changes
(additions, nodifications, deletions) to the relevant repository’s
RPKI dat a.

Sane-Origin Policy (SOP): The Same-Origin Policy is a web security
mechani smthat restricts how resources fromone origin (domain,
protocol, and port) can interact with resources from another origin.
Used in RRDP to reduce problens associated with inadvertent or
mal i ci ous repository data. See [RFC9674] for details.

Communi cati on between RPKI and Routers

RPKI - Rout er Protocol (RTR): A protocol designed to securely
distribute validated routing information from RPKI validators to BGP
routers. It enables routers to enforce Route Origin Validation (ROV)
by dynami cally receiving and appl yi ng aut hori zed prefix-to-AS

mappi ngs. See [ RFC8210] and [I-D.ietf-sidrops-8210bis] for details.

Protocol Data Unit (PDU): A discrete protocol nessage in the RPKI-
Rout er protocol.

Payl oad PDU. An RPKI-Router PDU that contains data for use by the
router (e.g. the IPv4 Prefix PDU), as opposed to the PDUs for the
control mechani sms of the protocol (e.g. the End of Data PDU).

Usi ng of signed objects

Route Origin Validation (ROV): A security nechani sm designed to
prevent route hijacking and msorigination in BG by verifying
whet her a given AS is authorized to announce specific |IP address
prefixes. Al so known as Prefix Origin Validation

Val i dat ed ROA Payl oad (VRP): A data structure containing an origin
ASN, a prefix, and the max-length for the prefix, derived froma
validated ROA. VRPs are typically produced by RPs as the the base
out put format for ROA data.

Route Origin ASN. The origin AS nunber derived froma BGP route as
foll ows, see [ RFC6907] for details:
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* the rightnmost AS in the final segnment of the AS PATH attribute in
the route if that segnent is of type AS_SEQUENCE; or

* the BGP speaker’s own AS nunber if that segnent is of type
AS_CONFED_SEQUENCE or AS_CONFED_SET or if the AS PATH is enpty; or

* the distinguished value "NONE" if the final segnment of the AS PATH
attribute is of any other type.

Covered: An I P address prefix 'covers’ another prefix if the second
prefix is a non-strict subset of the first prefix.

ROV states: There are three validation states in ROV: Valid, Invalid,
and Unknown (or Not Found). See [RFC6483] for details.

ASPA val i dation states: Wen using ASPA to validate the Border

Gat eway Protocol (BGP) AS _PATH attribute of advertised routes, ASPA
defines distinct verification algorithns and procedures for scenarios
such as upstream pat hs and downstream paths, and establishes three
possi bl e validati on outcones.

* Valid: The AS _PATH fully conmplies with ASPA authorization rules.

* lnvalid: The AS PATH viol ates at |east one ASPA authorization
constraint.

* Unknown: Inconclusive result due to missing ASPA data in RPKI
repositories.
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