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Abst ract

The Resource Public Key Infrastructure (RPKI) is defined in dozens of
different RFCs. The term nol ogy used by inplenmenters and devel opers
of RPKI protocols, and by operators of RPKI systens, can at tines

bei nconsi stent, leading to confusion. In an effort to inprove
consistency in this respect, this docunent provides a single |ocation
for definitions of commonly-used RPKI ternmns.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The Resource Public Key Infrastructure (RPKI) is defined in dozens of
different RFCs. The term nol ogy used by inplementers and devel opers
of RPKI protocols, and by operators of RPKI systens, can at tines be
i nconsi stent or inprecise, |eading to confusion.

An exanple of this sort of problemarises in the context of RPKI

i npl ementation nodels. The nodel where an address hol der runs their
own CA software depl oynent that comunicates with the rel evant
registry is often referred to as "del egated RPKI", but at |east sone
Regi onal Internet Registries (RIRs) instead use the term "self-hosted
RPKI " .

In an effort to inprove consistency and precision in this respect,
this docunment provides a single location for definitions of commonly-
used RPKI terns.

2. Basi c

I nternet Number Resources (INRs): Autononmpus System (AS) nunbers,
| Pv4 addresses, and | Pv6 addresses.

Regi onal Internet Registry (RIR): An INR registry recogni zed by | ANA
as a regional authority for INR managenent. At the tinme of witing,
these are AfriNIC, APNIC, ARIN, LACNIC, and RIPE NCC. See [RFC7020]
for nore details.
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National Internet Registry (NIR): An INR  registry that is primarily
concerned with the del egation of resources within a specific econony,
as opposed to the |arger geographical regions covered by an RIR

Internet Service Provider (1SP): An organization that provides
internet services to other organizations. An ISP will typically have
an | P address or AS nunber delegation froman RIR or an NIR

Local Internet Registry (LIR): Atermused in sonme regions as a
synonym for |SP

Oigin ASN. The AS nunber of the originating BGP speaker for a BGP
announcenent .

Certification Authority (CA): Certification Authorities in the RPKI
are entities that a receive an RPKI CA certififcate froman issuer.
RPKI CA certificates bind a public key to INRs. CAs can use the
correspondi ng private keys to sign verifiable statenments pertaining
to those INRs, such as CA certificates issued to a subordi nate CA
with INRs that are a subset of the INRs held by the CA or ROAs, etc.

Repository: The repository is the conponent responsible for storing
and distributing RPKI-signed objects, such as Route Oigin

Aut hori zations (ROAs), Certificates, Certificate Revocation Lists
(CRLs), and Manifest files. It acts as a centralized or distributed
dat abase that enables RPKI validators (relying parties) to fetch and
validate routing security data. The key functions include storing
RPKI objects issued by CAs, using protocols |ike RRDP (RPKI
Repository Delta Protocol) [RFC8182] or rsync to synchronize data
with RPKI validators, and ensuring validators globally access the
sane authoritative data.

Relying Party (RP): A Relying Party (RP) is an entity that utilizes
val i dated RPKI data to enhance the security of Border Gateway
Protocol (BGP) routing decisions. Key responsibilities include the
retrieval of RPKI objects (CA certificates, signed objects, CRLs, and
mani fests) from RPKI repositories using protocols |ike rsync or RRDP
It will validate the certificate chain of trust fromend-entity
certificates up to trusted root CA certificates, and al so ensure that
addi tional signed object validation is perforned as expected. RPs
will typically generate validation results that users can review, and
will often also operate as an RPKI-Router [RFC8210] server.

Address space holder: An entity that has been del egated I NRs by an
RI R or other authorized body.
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3.

Si gned bj ects

RPKI signed object: A cryptographically-secured data structure that
has been signed by an RPKI End-Entity (EE) resource certificate. See
[ RFC6488] for nore details.

Route Origination Authorization (ROA): A type of RPKI signed object
that can be issued by an I P address holder in order to authorize an
AS to originate routes to one or nore of the holder’s prefixes. See
[ RFC6482] for nore details.

Mani fest: A type of RPKI signed object that provides a conplete list
of all the signed objects that an authority has published to a given
repository publication point. The manifest includes the hashes of
each file as well. The list of files and hashes hel ps RPs to detect
unaut hori zed changes or deletions. See [RFC6486] for nore details.

Ghostbusters record: A type of RPKI signed object for providing
contact details for a given RPKI repository publication point. See
[ RFC6493] for nore details.

Aut ononbus System Provi der Authorization (ASPA): A type of RPK

si gned object that can be issued by an AS hol der as a statenment about
the ASes that operate as providers (upstreans) for the holder’'s AS.
See [I-D.ietf-sidrops-aspa-verification] for nore details.

Trust Anchor (TA) Key: A type of RPKI signed object that can be

i ssued by a TA key hol der as a statenent about the current public key
for the TA, as well as the successor public key for the TA in order
to facilitate the transition of RPs to that successor key. See

[ RFC9691] for nore details.

RPKI Si gned Checklist (RSC): A type of RPKI signed object that can be
i ssued by an INR holder over an arbitrary set of files. See
[ RFC9323] for nore details.

RPKI Repository

Host ed nodel : An operating nodel where the issuing registry
(typically an RIR) manages the RPKI objects and associ ated repository
on behalf of the resource holder. Resource holders use an interface
provided by the registry to create and nmanage their RPKI objects,

whi ch are then hosted by the registry. This is sonetinmes referred to
in a registry-specific sense, e.g. "APN C hosted RPKI".
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Del egat ed nodel : An operating nodel where the address hol der runs an
i ndependent RPKI CA instance as a child CA of the issuing registry’s
parent CA. The address holder’s CA typically relies on the

provi sioni ng protocol [RFC6492] in order to communicate with the
registry’s CA. This is sonmetines referred to as "self-hosted RPKI".

Repository Publication Point: A directory containing the objects
publi shed by an RPKI CA: CA certificates, signed objects, CRLs, and
mani fests. Relying Parties (RPs) can access this content by way of
an rsync URI, though there may be ot her nechani sns avail able as well:
see e.g. [RFC8182]. See [RFC6481] for nore details.

Repository Instance: A host conprising one or nore repository
publication points.

Repository (oject (or Obhject): Atermnal object in a repository
publicati on point.

Repository Directory: Synonynous with Repository Publication Point.
5. CA and Publication Repository Conmunication

Provi sioning Protocol: A protocol used by RPKI CAs to nanage
certificates issued by their parent CAs.

Publ i cation Protocol: A protocol used by RPKI CAs to send their RPK
objects to a server, with that server then handling the distribution
of those objects to RPs via rsync and ot her protocols.

Busi ness PKI (BPKI): A PKlI used in the RPKI out-of-band (OOB)
protocol in order to establish and secure subsequent interactions via
the provisioning protocol and the publication protocol [RFC8183].

Publ i cati on engi ne/ publication server: The server providing the the
publicati on protocol service.

Publisher: An entity acting as a client of a publication server.

6. RPKI Repository and the Relying Party Conmmuni cation
rsync: rsync is a file synchroni zation and transfer tool designed to
mnimze data transfer tine and bandw dth usage by copying only the
di fferences between source and destination files. It allows relying

parties to synchronize a | ocal copy of the RPKI repository used for
validation with the corresponding renote repositories.
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RPKI Repository Delta Protocol (RRDP): Data synchronization protocol
bet ween repositories and the relying parties ([ RFC8182]). It ains to
replace rsync in the RPKI context, providing a nore reliable,

scal abl e, and HTTPS-based increnental data synchroni zati on mechani sm
and ensuring that RPKI validators can quickly obtain the |atest RPKI
dat a.

Update Notification File: Atype of file in RRDP that acts as a
directory pointing to the | atest snapshot and delta files. This file
allows relying parties to discover any changes between the repository
state and the relying party’'s cache.

Snapshot File: Atype of file in RRDP that provides a conplete copy
of all RPKI objects (certificates. signed objects, nmanifests, and
CRLs) in a repository at a specific nonent.

Delta File: Atype of file in RRDP that contains increnmental changes
(additions, nodifications, deletions) to the relevant repository’s
RPKI dat a.

Sanme-Origin Policy (SOP): The Same-Origin Policy is a web security
mechani smthat restricts how resources fromone origin (domain,
protocol, and port) can interact with resources from another origin.
Used in RRDP to reduce problens associated with inadvertent or

mal i ci ous repository data. See [RFCO9674] for details.

7. RPKI and Router Protocol Commrunication

RPKI - Rout er Protocol: A protocol designed to securely distribute
validated routing information from RPKI validators to BGP routers.
It enables routers to enforce Route Origin Validation (ROV) by
dynani cal |y recei ving and appl yi ng authori zed prefix-to-AS mappi ngs.

Protocol Data Unit (PDU): A discrete protocol nessage in the RPKI-
Rout er protocol.

Payl oad PDU. An RPKI-Router PDU that contains data for use by the
router (e.g. the IPv4 Prefix PDU), as opposed to the PDUs for the
control mechani sms of the protocol (e.g. the End of Data PDU).

8. Route Oigin Validation
Route Origin Validation (ROV): A security nechani sm designed to
prevent route hijacking and msorigination in BG by verifying

whet her a given AS is authorized to announce specific |IP address
prefixes. Al so known as Prefix Oigin Validation.
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10.

10.

Val i dat ed ROA Payl oad (VRP): A data structure containing an origin
ASN, a prefix, and the max-length for the prefix, derived froma
validated ROA. VRPs are typically produced by RPs as the the base
output format for ROA data.

Route Origin ASN. The origin AS nunber derived froma BGP route as
foll ows (See [ RFC6811] for details.):

* the rightmost AS in the final segment of the AS PATH attribute in
the route if that segnent is of type AS SEQUENCE; or

* the BCGP speaker’s own AS nunber if that segnent is of type
AS CONFED _SEQUENCE or AS CONFED SET or if the AS PATH is enpty; or

* the distinguished value "NONE" if the final segnment of the AS_PATH
attribute is of any other type.

Covered: An I P address prefix 'covers’ another prefix if the second
prefix is a non-strict subset of the first prefix.

Validation states: There are three validation states in ROV: Valid,
Invalid, and Unknown (or Not Found). See [RFC6483] for details.
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