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Abst ract

Thi s docunent extends the YANG Push notification subscription
mechani sm for on-change to reduce unnecessary reporting after an on-
change YANG Push notification is generated.
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14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

According to the YANG PUSH protocol, once the subscriber subscribes
to notifications of data store changes, the NETCONF server wl|l

report notifications according to the push-change-update notification
format defined in the YANG PUSH protocol ([RFC8641]) as soon as
changes in the data store are detected.

Even if the change is caused by this subscriber, the notification
will be reported. The subscriber MAY not want to receive the
notificaton.To filter out push-change-update notifications
originating fromthis subscriber, a subscription nmethod that supports
filter local push-change-update notifications based on the
subscription rules needs to be provided. This capability enables the
filtering of on-change YANG Push notifications according to the
subscription rul es.

This specification applies to the YANG push dynami ¢ Subscri ptions
defined in Section 2.4 of [RFC8639]. As defined in Section 2.4 of
[ RFC8639], the subscriber can create a dynam c subscription using
est abl i sh-subscription, and change an existing dynam c subscription
usi ng nodi fy-subscription.
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As described in Section 3.5.2 of [RFC8641], if the update-trigger is
set to on-change, the NETCONF server will report notifications
according to the push-change-update notification format defined in
the YANG PUSH protocol ([RFC8641]) as soon as changes in the data
store are detected. However, if these changes are caused by the
subscriber itself, the subscriber already holds these changes and
does not need to receive additional Yang-Push notifications fromthe
publ i sher.

Thi s docunent extends the current on-change YANG Push notification
subscription nmechanismto reduce unnecessary reports after on-change
YANG- Push notifications are generat ed.

2. Extend the On-change Update-trigger

The YANG notifications subscription OPTIONALLY can be restricted to
the followi ng YANG nodul e augnent

excl uded- sel f-change: Used to restrict a push-change-update
notification that was triggered by the subscriber itself if need
report to subscriber

When a NETCONF client uses the RPC establish-subscription to create a
subscription, if you want to filter out data store change
notifications caused by the RPC operations of this client, you can
speci fy excl uded-sel f-change as enabl e.

When a NETCONF client uses the RPC nodify-subscription to nodify the
subscription, if you want to change it to filter out, specify

excl uded- sel f-change as enable; if you want to change it to not
filter out, specify excluded-self-change as disable.

Figure 1 provides an exanple of a "establish-subscription” RPC call
wi t h excl uded-sel f-change and datastore-xpath-filter for on-change
subscription. Figure 2shows the response when the RPC has been
accepted by the NETCONF server. Figure 3 provides an exanple of a
"nmodi fy-subscription" RPC call wth excluded-self-change for on-
change subscri pti on.
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<rpc message-i d="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications"
xm ns:yp="urn:ietf:parans: xm :ns:yang:ietf-yang-push">
xm ns:ypf="urn:ietf:paranms: xm : ns:yang:ietf-yang-push-noti-filter">
<yp: dat astore
xm ns: ds="urn:ietf:paranms: xnm : ns:yang:i etf-datastores">
ds: runni ng
</ yp: dat ast or e>
<yp: dat ast ore-xpath-filter
xm ns: ex="https://exanpl e. conf sanpl e-data/ 1. 0">
/ex: foo
</ yp: datastore-xpath-filter>
<yp: on- change>
<ypf: excl uded- sel f - change>enabl e</ ypf: excl uded- sel f - change>
</ yp: on- change>
</ establ i sh-subscription>
</rpc>

Figure 1: RPC Exanple for an establish-subscription

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xn : ns: netconf:base: 1. 0">
<id
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-subscribed-notifications">
1011
</id>
</rpc-reply>

Fi gure 2: RPC Example for establish-subscription response

<rpc message-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<nmodi fy-subscri ption
xm ns=
"urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications”
xm ns:yp="urn:ietf:params: xm : ns:yang:ietf-yang-push">
<i d>1011</id>
<yp: on- change>
<ypf: excl uded- sel f - change>di sabl e</ ypf: excl uded- sel f - change>
</ yp: on- change>
</ modi f y- subscri pti on>
</rpc>

Figure 3: RPC Exanpl e for an nodify-subscription
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3. The "ietf-yang-push-noti-filter" Mdule
3.1. Data Mdel Overview

Thi s YANG nodul e extends the "ietf-yang-push” nodule and the "ietf-
subscri bed-notifications" nodul e by defining "excluded-sel f-change"
in the "establish-subscription" and "nodify-subscription" RPCs for
data store push subscription

3.1.1. Tree View

The following is the YANG tree di agram [ RFC8340] for the ietf-yang-
push-noti-filter YANG nodul e

modul e: ietf-yang-push-noti-filter
augnment /sn: establish-subscription/sn:input/yp:update-trigger/yp:on-change:
+-- excl uded- sel f - change? enuner ation
augnent /sn: nodi fy-subscription/sn:input/yp:update-trigger/yp:on-change:
+-- excl uded- sel f - change? enumrer ation

3.1.2. Full Tree View

The following is the YANG tree di agram [ RFC8340] for the the ietf-
yang- push-noti-filter augnentation within the ietf-subscribed-
notifications, including the RPCs and notifications.

modul e: ietf-subscribed-notifications
+--ro streans
| +--ro streant [nane]

+--ro nane string

+--ro description? string

+--ro repl ay-support? enpty {replay}?

+--ro replay-log-creation-tine yang: date-and-tine {replay}?
+--ro repl ay-1 og-aged-ti me? yang: date-and-tine {replay}?

-rwfilters

+--rw streamfilter* [nane]

| +--rw nane string

| +--rw (filter-spec)?

| +--:(streamsubtree-filter)

| | +--rw streamsubtree-filter? <anydat a> {subtree}?
| +--:(streamxpath-filter)
I
+

+--rw streamxpath-filter? yang: xpat h1. 0 {xpath}?
--rw yp:selection-filter* [filter-id]
+--rwyp:filter-id string

+--rw (yp:filter-spec)?
+--:(yp:datastore-subtree-filter)
| +--rw yp:datastore-subtree-filter? <anydat a>
| {sn:subtree}?

I
I
I
|
I
+-
I
I
I
|
I
I
I
I
I
|
I
I
I
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| +--:(yp: datastore-xpath-filter)
| +--rw yp: datastore-xpath-filter? yang: xpat hl. 0
| {sn: xpat h} ?
+--rw subscriptions
+--rw subscription* [id]
+--rwid
| subscription-id
+--rw (target)
|  +--:(stream
+--rw (streamfilter)?
| +--:(by-reference)
| | +--rwstreamfilter-nane
| ] streamfilter-ref
| +--:(within-subscription)
| +--rw (filter-spec)?
| +--:(streamsubtree-filter)
| |  +--rw stream subtree-filter?
| | <anydat a> {subtree}?
| +--:(streamxpath-filter)
| +--rw streamxpath-filter?
| yang: xpat h1. 0 {xpat h}?
+--rw stream
| streamr ef
+--ro0 replay-start-tinme?
| yang: date-and-tine {replay}?
+--rw configured-repl ay? enpty
{configured, replay}?
+--:(yp: dat astore)
+--rw yp: datastore
i dentityref
+--rw (yp:selection-filter)?
+--:(yp: by-reference)
| +--rwyp:selection-filter-ref
| selection-filter-ref
+--:(yp: W t hin-subscription)
+--rw (yp:filter-spec)?
+--:(yp:datastore-subtree-filter)
| +--rw yp:datastore-subtree-filter?
| <anydat a> {sn: subtree}?
+--:(yp:datastore-xpath-filter)
+--rw yp: datastore-xpath-filter?
yang: xpat h1. 0 {sn: xpat h}?

+--rw stop-time?

| yang: dat e-and-ti ne

+--rw dscp?

| i net:dscp {dscp}?

+--rw wei ghting? uint8
I {qos}?
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+--rw dependency?
| subscription-id {qos}?
+--rw transport?
| transport {configured}?
+--rw encodi ng?
| encodi ng
+--rw purpose? string
{configured}?
+--rw (notification-nessage-origin)? {configured}?
| +--:(interface-originated)
| | +--rw source-interface?
| ] if:interface-ref {interface-designation}?
| +--:(address-originated)
| +--rw source-vrf?
| | -> / ni:networ k-i nstances/ net wor k- i nst ance/ name
| | {supports-vrf}?
| +--rw sour ce-address?
| i net:i p-address-no-zone
+--ro configured-subscription-state?
| enuner ation {configured}?
+--rw receivers
| +--rwreceiver* [nane]
| +--rw nane string
| +--ro0 sent-event-records?
| | yang: zer o- based- count er 64
| +--ro excl uded- event -records?
| | yang: zer o- based- count er 64
| +--ro state enumer ati on
| +---x reset {configured}?
| +--r0 out put
| +--ro time yang: dat e-and-ti ne
+--rw (yp: update-trigger)?
+--:(yp: periodic)
| +--rw yp:periodic!
| +--rw yp: period centi seconds
| +--rw yp:anchor-time? yang: date-and-tinme
+--:(yp: on-change) {on-change}?
+--rw yp: on- change
+--rw yp: danpeni ng- peri od? centi seconds
+--rw yp:sync-on-start? bool ean
+--rw yp: excl uded- change* change-type

rpcs:
+---x establish-subscription
|  +---winput
| | +---w (target)
| | | +--:(stream
| | | | +---w(streamfilter)?
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| +--:(by-reference)
| | +---wstreamfilter-nane
| streamfilter-ref
| +--:(within-subscription)
| +---w (filter-spec)?
| +--:(streamsubtree-filter)
| |  +---w streamsubtree-filter?
| | <anydat a> {subtree}?
| +--:(streamxpath-filter)
| +---w stream xpath-filter?
| yang: xpat hl. 0 {xpath}?
+---w stream
| streamr ef
+---wreplay-start-time?
yang: date-and-tine {replay}?
: (yp: dat ast ore)
+---w yp: datastore
| i dentityref
+---w (yp:selection-filter)?
+--:(yp: by-reference)
| +---wyp:selection-filter-ref
| selection-filter-ref
+--:(yp: Wt hin-subscription)
+---w (yp:filter-spec)?
+--:(yp:datastore-subtree-filter)
| +---w yp:datastore-subtree-filter?
| <anydat a> {sn: subtree}?
+--:(yp:datastore-xpath-filter)
+---w yp: datastore-xpath-filter?
yang: xpat h1. 0 {sn: xpat h}?

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+- -

+---w stop-time?
| yang: dat e-and-ti ne
+---w dscp?
| i net:dscp {dscp}?
+---w wei ghting? uint8
I {qos}?
+---w dependency?
| subscription-id {qos}?
+---w encodi ng?
| encodi ng
+---w (yp:update-trigger)?

+--: (yp: periodic)

| +---w yp:periodic!

| +---w yp: period centi seconds

| +---w yp: anchor-ti me? yang: dat e-and-ti ne

+--: (yp: on-change) {on-change}?

+---w yp: on- change!
+---w yp: danpeni ng- peri od? centi seconds
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| ] +---w yp:sync-on-start? bool ean
| +---w yp: excl uded- change* change-type
| +---w ypf: excl uded- sel f - change* enumer ati on
| +--ro output

| +-roid subscription-id

| +--ro0 replay-start-time-revision? yang: date-and-ti ne
I {replay}?

---x nodi fy-subscription
+---w i nput
+---wid
| subscription-id
+---w (target)
+--:(stream
| +---w (streamfilter)?
| +--:(by-reference)
| | +---wstreamfilter-name
| | streamfilter-ref
| +--:(w thin-subscription)
| +---w (filter-spec)?
| +--:(streamsubtree-filter)
| | +---w streamsubtree-filter?
| | <anydat a> {subtree}?
| +--:(streamxpath-filter)
| +---w stream xpath-filter?
| yang: xpat h1. 0 {xpath}?
+--:(yp: dat astore)
+---w yp: datastore
| i dentityref
+---w (yp:selection-filter)?
+--:(yp: by-reference)
| +---wyp:selection-filter-ref
| sel ection-filter-ref
+--:(yp: W thin-subscription)
+---w (yp:filter-spec)?
+--:(yp:datastore-subtree-filter)
| +---wyp:datastore-subtree-filter?
| <anydat a> {sn: subtree}?
+--:(yp: datastore-xpath-filter)
+---w yp: datastore-xpath-filter?
yang: xpat hl. 0 {sn: xpat h}?

+---w stop-tinme?
| yang: dat e-and-ti ne
+---w (yp:update-trigger)?
+--:(yp: periodic)
| +---w yp:periodic!
| +---w yp: period centi seconds
| +---w yp: anchor-ti nme? yang: date-and-ti ne
+--:(yp: on-change) {on-change}?
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| +---w yp: on-change!

| +---w yp: danpeni ng- peri od? centi seconds
| +---w ypf: excl uded- sel f - change* enumer ati on
+---x del ete-subscription

|  +---winput

I

+---wid subscription-id
+---x kill-subscription
+---w i nput
+---wid subscription-id

notifications:
+---n replay-conpleted {replay}?

| +--roid subscription-id

+---n subscription-conpl eted {configured}?
| +--roid subscription-id

+---n subscription-nodified

| +--roid

| subscription-id
+--ro (target)
| +--:(strean
| +--ro (streamfilter)?
| +--:(by-reference)
| | +--ro streamfilter-nane
| ] streamfilter-ref
| +--:(within-subscription)
| +--ro (filter-spec)?
| +--:(streamsubtree-filter)
| | +--ro streamsubtree-filter?
| | <anydat a> {subtree}?
| +--:(streamxpath-filter)
| +--ro0 streamxpath-filter?
| yang: xpat h1. 0 {xpat h}?
+--r0 stream
| streamr ef
+--ro0 replay-start-tinme?
yang: date-and-tine {replay}?
:(yp: dat astore)
+--ro0 yp: datastore
| identityref
+--ro (yp:selection-filter)?
+--:(yp: by-reference)
| +--ro yp:selection-filter-ref
| selection-filter-ref
+--:(yp: W thin-subscription)
+--ro (yp:filter-spec)?
+--:(yp:datastore-subtree-filter)
| +--ro yp:datastore-subtree-filter?
| <anydat a> {sn: subtree}?

I
I
I
||
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
| | +--
||
||
||
||
||
(.
||
||
||
||
(.
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| +--:(yp: datastore-xpath-filter)
| +--ro0 yp: datastore-xpath-filter?
| yang: xpat h1. 0 {sn: xpat h}?
+--ro0 stop-tinme?
| yang: date-and-ti ne
+--ro dscp?
| i net:dscp {dscp}?
+--ro wei ghting?
| {qos}?
+--ro0 dependency?
| subscription-id {qos}?
+--ro transport?
| transport {configured}?
+--ro encodi ng?
+--ro purpose?
| {configured}?
+--ro (yp:update-trigger)?

+--: (yp: periodic)

| +--ro yp:periodic!

| +--ro0 yp: period centi seconds

| +--ro yp:anchor-time? yang: dat e-and-ti ne

+--:(yp: on-change) {on-change}?

+--r0 yp: on-change
+--r0 yp: danpeni ng- peri od? centi seconds

+--ro0 yp:sync-on-start? bool ean
+--ro yp: excl uded- change* change-type
---n subscription-resuned
+-roid subscription-id
---n subscription-started {configured}?

+--roid

| subscription-id

+--ro (target)

|  +--:(stream

| +--ro (streamfilter)?

| +--:(by-reference)

| | +--ro streamfilter-nane

| ] streamfilter-ref

| +--:(within-subscription)

| +--ro (filter-spec)?

| +--:(streamsubtree-filter)
| | +--ro streamsubtree-filter?

| | <anydat a> {subtree}?

| +--:(streamxpath-filter)

| +--ro streamxpath-filter?

| yang: xpat h1. 0 {xpat h}?
+--ro stream

| streamr ef

+--ro0 replay-start-tinme?

_—_ -
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| +--ro
|

| +--ro
||
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|
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|
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I

| +--ro
| +- -
I I
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I +- -
I
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+

I

I

+
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| yang: date-and-tine {replay}?
+--ro0 repl ay-previ ous-event-time?
yang: date-and-tine {replay}?
: (yp: dat ast ore)
+--ro0 yp: datastore
i dentityref
+--ro (yp:selection-filter)?
+--:(yp: by-reference)
| +--ro yp:selection-filter-ref
| selection-filter-ref
+--:(yp: Wt hin-subscription)
+--ro (yp:filter-spec)?
+--:(yp:datastore-subtree-filter)
| +--ro yp:datastore-subtree-filter?
| <anydat a> {sn: subtree}?
+--:(yp:datastore-xpath-filter)
+--ro0 yp: datastore-xpath-filter?
yang: xpat h1. 0 {sn: xpat h}?
stop-time?
yang: dat e-and-ti ne
dscp?
i net:dscp {dscp}?

2025

wei ghti ng? uint8

{qos}?
dependency?
subscription-id {qos}?
transport?
transport {configured}?

encodi ng? encodi ng
pur pose? string

{configured}?

(yp: update-trigger)?
:(yp: periodic)
+--ro yp: periodic!

+--ro0 yp: period centi seconds

+--ro0 yp:anchor-tinme? yang: date-and-ti ne
:(yp: on-change) {on-change}?
+--ro0 yp: on-change

+--ro0 yp: danpeni ng- peri od? centi seconds

+--r0 yp:sync-on-start? bool ean
+--ro yp: excl uded- change* change-type
---n subscription-suspended
+--roid subscription-id
+--1r0 reason i dentityref
---n subscription-term nated
+-roid subscription-id
+--r0 reason i dentityref
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3. 2.

YANG Modul e

The YANG nodul e has two | eaves augnenting the nmodel of Subscription
to YANG Notifications [ RFC8639] and Subscription to YANG
Notifications for Datastore Updates [ RFC8641].

<CODE BEG NS> file "ietf-yang-push-noti-filter@024-05-31. yang"
modul e i etf-yang-push-noti-filter {

Yan,

yang-version 1.1;
nanespace "urn:ietf:parans: xn :ns:yang:ietf-yang-push-noti-filter";
prefix ypf;
i mport ietf-subscribed-notifications {
prefix sn;
}

i mport ietf-yang-push {
prefix yp;
revi si on-date 2019-09-009;
}

organi zation "I ETF NETCONF( Net wor k Configuration) Wrking G oup”;
cont act
"ZTE Cor poration &#xD
Nanjing Institute of ZTE Corporati on&#xD,
&#xD;
No. 68 Zijinghua Rd. Yuhuatai District, Nanjing, China&#xD
&#xD;
Tel : +86-25-52870000";

description
"Thi s nodul e augnents the YANG push subscription RPCs.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents(https://trustee.ietf.org/license-info)

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revisi on 2024-05-31 {
description
"First revision";
ref erence
"RFC XXXX: Filter of Configuration Change Notifications
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Subscri ption";

}

augnent "/sn:establish-subscription/sn:input/yp:update-trigger/" +
"yp: on- change/ yp: on- change" {
| eaf excl uded-sel f-change {
type enuneration {
enum enabl e {
description
"Enabl e excl uded- sel f-change.";

enum di sabl e {
description
"Di sabl e excl uded-sel f-change.";
}
}

description
"Used to restrict a push-change-update notification that
triggered by the subscriber self if need report to
subscri ber.";

}

description
"Thi s augnentati on adds additional subscription paraneters to
the establish-subscription RPC ";

}

augrment "/sn:nodi fy-subscription/sn:input/yp:update-trigger/" +
"yp: on- change/ yp: on- change" {
| eaf excl uded-sel f-change {
type enuneration {
enum enabl e {
description
"Enabl e excl uded- sel f-change.";
}
enum di sabl e {
description
"Di sabl e excl uded-sel f-change.";
}
}

description
"Used to restrict a push-change-update notification that
triggered by the subscriber self if need report to subscriber.”;

description

"Thi s augnentati on adds additional subscription paraneters to the
modi f y- subscri pti on RPC. ";
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4.

4.

}

}
<CODE ENDS>

| ANA Consi der ati ons
| ETF XML Regi stry

Thi s docunent registers the following URIs in the "I ETF XM. Regi stry"
[ RFC3688] :

URI: urn:ietf:parans:xn:ns:yang:ietf-yang-push-noti-filter
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanespace.

YANG Modul e Nane

Thi s docunment registers the foll owing YANG nodul es in the "YANG
Modul e Names" registry [ RFC6020]:

nane: ietf-yang-push-noti-filter

nanespace: urn:ietf:parans:xm :ns:yang:ietf-yang-push-noti-filter
prefix: ypf

reference: RFC-to-be

Security Considerations

The security considerations for the YANG notifications subscription
mechani sm are described in [ RFC8641]. This docunents adds no
addi tional security considerations.
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