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Abst ract

Thi s docunent specifies security requirenents for intent-based agent
routing. It defines a security architecture, phase-specific attack
surface anal ysis, and normative protections for the Registration,
Resol ution, and Dispatch phases of routing. It also describes a
secure operational process and an annotated interaction flow for
protecting routing decisions, intent privacy, and capability
integrity.

I ntent-based routing enabl es aut ononous agents to col |l aborate based
on semantic intent rather than static addresses, but this nodel

i ntroduces new security risks beyond those addressed by traditiona
channel protection and endpoi nt authentication. Existing nechanisns
such as Transport Layer Security (TLS) and Public Key Infrastructure
(PKI) verify identity and protect transport, but do not constrain
what an agent clainms to be capable of, nor do they protect the
semantic content of intent queries during routing. This docunent
establishes requirenents to mtigate these risks and provides a
conprehensi ve security framework for intent-based agent networks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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It is inappropriate to use Internet-Drafts as reference
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I ntroduction

I ntent-based agent routing represents a fundanmental shift in network
architecture. Autononous agents powered by artificial intelligence
are increasingly capable of reasoning, planning, and executing tasks
on behal f of users or other agents. Rather than communicating via
fixed service endpoints or static addresses, these agents express and
receive requests as high-level senmantic intents, which are resol ved
and forwarded by an Agent Gateway (AG based on capability matching.

Background and Mbdtivation

Tradi tional networking protocols and security mechani snms—i ncl udi ng
TLS [ RFC8446], |Psec, and QAuth 2.0 [RFC6749] —are designed to protect
the transport |ayer and verify endpoint identity. These nechanisns
assune that conmunication targets are identified by fixed, pre-known
addresses. In intent-based routing, however, this assunption no

| onger holds. The AG nust dynamically select a Partner Agent by
semantically matching an incomng task intent against a registry of
advertised capabilities. This introduces a semantic control plane
that has no equivalent in traditional network security nodels.

Securing the transport channel is therefore necessary but
insufficient. Trust decisions in intent-based routing nust extend
beyond identity to enconpass the semantic validity of capability
clains and the confidentiality of intent content. A standardized
security framework operating at the intent level is required.
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1.2. Scope and Non- Goal s

Thi s docunent specifies the security architecture, attack surface
anal ysis, and nornative security requirenents for the intent-based
agent routing franmework. It covers security nechanisns for the three
phases of the routing lifecycle:

* *Registration Phase*: agent registration and capability
adverti sement.

* *Resol ution Phase*: intent query and semantic matching.

* *Di spatch Phase*: routing decision dispatch and end-to-end session
est abl i shnent.

—
=

i s docunent explicitly does *not* cover

* General network-layer defense nechani snms such as DDoS protection
or firewall policy.

* Internal security of Large Language Mddel s or agent reasoning
engi nes.

*  Human-user authentication protocols, except where they directly
af fect routing deci sions.

* Inter-registry federation or cross-domain trust establishment
beyond what is specified here.

1.3. Docunent Contributions
Thi s docunent provides the foll ow ng:

1. *Attack Surface Anal ysis* (Section 3): A structured anal ysis of
security vulnerabilities specific to each phase of the intent-
based routing lifecycle. Registration phase surfaces are
identified as AS-R-01 through AS-R-03; Resol ution phase as AS-
Q 01 through AS-Q 03; Dispatch phase as AS-D-01 through AS-D- 02.

2. *Security Requirenments* (Section 4): Normative per-phase security
requirenents identified as REQ R 01 t hrough REQ R-04
(Registration), REQ Q01 through REQ Q@ 04 (Resolution), and REQ
D-01 through REQ D-03 (Dispatch). Each requirenent is explicitly
mapped to the attack surface it addresses.

3. *Secure Routing Process* (Section 5): A normative description of

the three-phase secure routing operation, specifying the
appl i cabl e requirenents and concrete procedures for each phase.
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4. *Secure Interaction Flow (Section 6): A conplete annotated
message sequence di agram showi ng the full secure routing
lifecycle, with each security action |abeled by its correspondi ng
requirenent identifier

1.4. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Conventions and Definitions

The following terns are used throughout this docunent. Terns
specific to the base routing franework are defined bel ow for
conveni ence, along with security-specific terns.

Leader Agent (LA)
An agent that initiates a task by submitting an Intent Descriptor
to the Agent Gateway. The LA is responsible for generating the
intent vector locally, signing intent request nessages, and
establishing a direct session with the selected Partner Agent
after route resolution. Also referred to as Source Agent in
related literature.

Part ner Agent (PA)
An agent that receives and executes a forwarded task. The PA MJST
register its capabilities with the Agent Gateway via an
aut henti cated Capability Advertisenent before receiving any task
requests. Also referred to as Target Agent in related literature.

Agent Gateway (AG
The infrastructure conponent that receives intent queries from
Leader Agents, perforns senmantic matching against a registry of
aut henti cated capabilities, and returns a signed routing decision.

| nt ent

A decl arative expression of a desired outcone. Represented at
three conceptual |evels:

* _Human Intent_: A high-level, possibly ambi guous expression
froma human user. Qut of scope for this specification

* Task Intent : An abstract, task-oriented description of the
obj ective, independent of any specific agent or execution plan.
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* _Intent Descriptor_: A structured, machine-interpretable
representation of Task Intent, used for routing and di spatch
deci sions within the AG

I ntent Vector
A nunerical enbedding of an Intent Descriptor, used by the AGto
compute semantic simlarity scores against registered Capability
Adverti senents.

Capabi lity Advertisenent (CAP_ADV)
A registration nessage submitted by a Partner Agent to the AG
containing the agent’s functional descriptors, supported intent
domai ns, and associ ated cryptographic attestation.

Semant i ¢ Nanmespace
A bounded donmmin of intent types and functional roles that a
Partner Agent is authorized to operate within, as asserted by a
Domain Authority credential .

Domai n Aut hority (DA)
A trusted entity that issues Verifiable Credentials binding a
Partner Agent’s identity to its authorized Semanti c Namespace.

Verifiable Credential (VC) / Verifiable Presentation (VP)
A cryptographically signed attestation, issued by a Domain
Authority, asserting a Partner Agent’s identity and its authorized
functional roles.

Decentralized lIdentifier (Dl D)
A gl obal Iy unique, cryptographically verifiable identifier that
does not require a centralized registry, used for agent identity
est abl i shnent [ DI D- CORE] .

3. System Architecture and Security Attack Surface

3.1. System Architecture
The intent-based agent routing framework involves three primary
entities: the Leader Agent (LA), the Agent Gateway (AG, and the
Partner Agent (PA). The routing lifecycle is structured into three

security-rel evant phases: Registration, Resolution, and Di spatch.
Security controls are required at each phase boundary.

Yan, et al. Expires 11 COctober 2026 [ Page 6]



I nternet-Draft I ntent -based Agent Routing Security April 2026

[ Domai n Aut hori ty]
I
(issues VC / validates nanespace)

I
[ Part ner Agent] [ Agent Gat eway] [ Leader Agent]
I

I
PHASE 1: REG STRATI ON

[ SC-1] nTLS session + |
VP credential attach --> |
[SC-2] Verify VP sig +
nanespace scope check
| <-- ACK (routing table updated) --
I

I
PHASE 2: RESOLUTI ON |

| <-- [SC3] Signed

| i ntent vector
[ SC-4] Authenticate LA
+ semantic search

| -- [SC-5] Sighed -->
route response

PHASE 3: DI SPATCH

[SC-6] Verify AG sig

| <====== Direct E2E encrypted session ====> |

| (task payl oad, bypasses AG |

Figure 1: System Architecture and Security Control Points

*Security Control Points:*
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| ID | Phase | Location | Security Action |
[ ety e —————— Ll{ppp—p———_—(——_—_ Ll —_——(—————(——————————r
| SC-1| Registration | PAto AG | Mitual TLS session |
| | | | establishment + VP attachnent |
S . - e +
| SCG2 | Registration | AG | VP signature verification + |
| | | (internal) | namespace scope check |
R o e e - R o e e e e e e e e e e aa o - +
| SC-3 | Resolution | LAto AG | LA signs intent vector before

| | | | subm ssion |
S . - e +
| SCG-4 | Resolution | AG | LAidentity verification + |
| | | (internal) | filtered semantic search |
R o e e - R o e e e e e e e e e e aa o - +
| SC-5 | Resolution | AGto LA | AG signs route response as |
| | | | proof of routing |
S . - e +
| SC-6 | Dispatch | LA | LA verifies AG signature |
| | | (internal) | before connecting to PA |
R o e e - R o e e e e e e e e e e aa o - +

Table 1

3.2. Attack Surface Analysis

This section anal yzes the security vulnerabilities specific to each
phase of the routing lifecycle. Each attack surface is assigned a
uni que identifier used throughout this docunent to link threats to
requi renents and process steps.

3.2.1. Registration Phase Attack Surface
The Regi stration phase is when Partner Agents publish their
capabilities to the AGs routing table. This phase is exposed to the
follow ng attack surfaces

3.2.1.1. AS-R-01: Unauthenticated Registration
An adversary may attenpt to register capabilities without holding a
valid identity. |If the AG accepts unauthenticated CAP_ADV nessages,

any process can inject arbitrary entries into the routing table,
enabl i ng subsequent routing mani pul ation
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3.2.1.2. AS-R-02: Capability Poisoning

A validly authenticated agent may advertise capability vectors that
are semantically crafted to match task intents outside its authorized
domai n. For exanple, a "Logging Agent" may enbed intent vectors
artificially aligned with "Financial Audit" tasks to intercept
sensitive requests. Standard PKI verifies identity but does not
constrain what an agent clainms to be able to do.

3.2.1.3. AS-R-03: Routing Table Tanpering

An adversary with access to the AG s routing table managenent
interface may overwite or delete legitimate routing entries,
redirecting traffic to unauthorized agents or causing service deni al
Wthout audit |ogging, such nodifications are undetectable.

3.2.2. Resolution Phase Attack Surface

The Resol ution phase is when the LA subnmits an intent query and the
AG performs semantic matching. This phase is exposed to the
followi ng attack surfaces

3.2.2.1. AS-Q01: Unauthenticated Intent Queries

An adversary may flood the AG with unsigned or spoofed intent
queries, either to probe the network’s capability registry or to
exhaust the AG s enbeddi ng and vector search resources. This
constitutes an Intent Denial of Service (I1DoS) attack, targeting the
conputational cost of the routing logic rather than network
bandwi dt h.

3.2.2.2. AS-Q02: Intent Content Exposure

The AGrequires visibility into the senantic content of the Intent
Descriptor to performsimlarity matching. This creates an inherent
tension with end-to-end confidentiality: the AG nmust process the
intent, but the intent nmay contain sensitive data (e.g., patient
records, proprietary business logic). Wthout privacy-preserving
mechani sms, the AG becones a single point of failure for data

| eakage.

3.2.2.3. AS-Q03: Candidate List Manipul ation

An adversary perfornming a man-in-the-niddl e attack between the AG and
the LA may tanper with the returned candidate list, substituting
legitimate Partner Agents with malicious endpoints. Wthout
integrity protection on the route response, the LA has no neans to
verify the routing decision.
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3.2.3. Dispatch Phase Attack Surface

The Di spatch phase is when the LA uses the routing decision to
establish a direct session with the selected PA. This phase is
exposed to the follow ng attack surfaces:

3.2.3.1. AS-D-01: Route Hijacking

An adversary may intercept the route response fromthe AG and
substitute a malicious endpoint for the legitimate PA. If the LA
does not cryptographically verify the AGs routing decision, it wll
establish a session with the attacker’s endpoint and transmt the
task payl oad to an unauthorized party.

3.2.3.2. AS-D-02: Task Payl oad Interception

If the task payload is transmitted through or via the AG rather than
directly to the PA, the AG becones a potential point of cleartext
exposure for sensitive data. The payload rmust not traverse any
intermediary that is not the intended recipient.

4. Security Requirenents
This section specifies the nornmative security requirenents for
i ntent - based agent routing. Requirenents are organized by routing
phase, corresponding to the attack surfaces identified in Section 3.
I mpl enent ati ons MUST satisfy all requirements marked MJST to be
considered conpliant with this specification

4.1. Registration Phase Requirenents
_Applicable attack surfaces: AS-R- 01, AS-R-02, AS-R-03_

4.1.1. REQ R 01: Miutual Authentication for Registration
The AG MJST enforce mutual TLS (nTLS) for all CAP_ADV registration
sessions. Unauthenticated agents MJST NOT be pernmitted to submit
capability advertisenents or query the routing table.
_Addresses: AS-R-01_

4.1.2. REQ R 02: Attested Capability Advertisenent
A CAP_ADV message MJST include a Verifiable Presentation (VP) issued
by a trusted Domain Authority. The VP MJST cryptographically bind

the PA's public key to its authorized Semantic Nanmespace. The AG
MUST verify the VP signature before accepting any registration
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_Addresses: AS-R-02_
4.1.3. REQ R 03: Semantic Namespace Enforcenent

The AG MJST perform a semantic scope check on the advertised intent
vector. |If the vector falls outside the authorized nanespace defined
in the PA's VP, the AG MJST reject the registration and return an
appropriate error response.

_Addresses: AS-R-02_

4.1.4. REQ R 04: Routing Table Audit Logging
Al routing table nodification events (registration, refresh,
deregistration) MJST be recorded in a tanper-evident audit log. The
| og MUST capture the agent identity, tinmestanp, and operation type to
enabl e detection of unauthorized routing table changes.
_Addresses: AS-R-03_

4.2. Resolution Phase Requirenents
_Applicable attack surfaces: AS-Q 01, AS-Q 02, AS-Q 03_

4.2.1. REQ Q01l: Leader Agent Authentication
The AG MJST verify the digital signature on every intent request
message before perform ng any semantic search. Unsigned or invalidly
signed queries MJST be rejected with an AUTH FAILED error. This
prevents unaut henticated probing and mitigates | DoS by tying query
adm ssion to verified identities.
_Addresses: AS-Q01_

4.2.2. REQ QO02: Intent Mnimzation
The LA SHOULD separate the intent query into two conponents: (a)
Routing Metadata (intent vector and constraints), transmitted to the
AG and (b) Task Payl oad (sensitive data), retained locally. The
Task Payl oad MJUST NOT be transnmitted to the AG Only the Routing
Met adata is used for senmantic matching.

_Addresses: AS-Q 02_
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4.2.3. REQ Q03: Privacy-Preserving Intent Matching
The AG SHALL support at |east one privacy-preserving intent matching
mechani sm such as conputation over encrypted vectors using
Hononor phi ¢ Encryption (HE) or semantic matching perforned within a
Trusted Execution Environnment (TEE). This allows the AGto perform
simlarity scoring without access to plaintext intent content.
_Addresses: AS-Q02_

4.2.4. REQ Q 04: Signed Route Response
The AG MJST digitally sign all route responses using its private key
before returning themto the LA, The signature MJST cover the
Partner Agent identifier, endpoint URI, and response tinestanp,
providing a cryptographically verifiable proof of routing decision.
_Addresses: AS-Q03_

4.3. Dispatch Phase Requirements
_Applicable attack surfaces: AS-D-01, AS-D-02_

4.3.1. REQ D 0l: Route Response Verification

Upon receiving a route response, the LA MJST verify the AG s digital

signature before establishing any session with the indicated PA. |If
verification fails, the LA MUST abort the session and report an
error.

_Addresses: AS-D-01_

4.3.2. REQ D-02: Direct End-to-End Encrypted Session
The LA MJST establish a direct, end-to-end encrypted session (e.g.,
TLS 1.3 [RFCB446] or QUI C [RFCO000]) with the selected PA for task
payl oad transm ssion. The task payl oad MJST NOT be routed through
the AG The AG MUST NOT have access to the plaintext task payl oad.
_Addresses: AS-D-02_

4.3.3. REQD03: Transport Encryption for Al Signaling
Al signaling traffic between any two entities (LAto AG PAto AG
MJST be transmitted over encrypted channels (TLS 1.3 or equival ent).

This applies to capability advertisenments, intent queries, and route
responses.
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_Addresses: AS-R-01, AS-Q 01, AS-D-01 (baseline for all phases) _
5. Secure Routing Process

Thi s section describes the nornmative operational procedure for secure
i ntent -based agent routing. The process is deconposed into three
phases: Registration, Resolution, and Dispatch for security analysis
pur poses.

Steps are nunbered continuously (Steps 1-11) to correspond directly
to the interaction flow diagramin Section 6.

5.1. Phase 1: Trusted Registration

_Applicable requirements: REQ R-01, REQ R-02, REQ R- 03, REQ R-04,
REQ D- 03_

Thi s phase establishes the trust domain. Al Partner Agents MJST
compl ete registration before any routing requests can be resolved to
t hem

1. *Step 1 - Session Establishnent:* The PA initiates a nutually
aut henticated TLS (nTLS) session with the AG Both parties
present certificates; the AG MJST reject any connection where the
PA cannot present a valid certificate. (REQ R 01, REQ D 03) _

2. *Step 2 - Capability Advertisement with Attestation:* The PA
constructs a CAP_ADV nessage containing its Intent Vector and
functional descriptors. The PA MJUST attach a Verifiable
Presentation (VP) issued by a trusted Domain Authority. The VP
binds the PA's public key to its authorized Semantic Namespace.
_(REQ R 02) _

3. *Step 3 - AG Validation:* The AG perforns two verification steps
i n sequence:

1. (a) *Signature Verification*: The AG verifies the
cryptographic signature of the attached VP. |If the signature
is invalid, the registration MJST be rejected.

2. (b) *Nanespace Scope Check*: The AG verifies that the
advertised intent vector falls within the Semantic Nanespace
asserted by the VP. If the vector is out of scope, the
regi stration MJUST be rejected.

_(REQ R 02, REQ R-03) _
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5.2

*Step 4 - Routing Table Update and Audit:* Upon successful
validation, the AG conmits the PA's capability profile to the
routing table and records a tanper-evident audit log entry. The
AG returns a registration acknow edgenent to the PA. (REQ R-04)

Phase 2: Privacy-Preserving Resol ution

_Applicable requirements: REQ Q 01, REQ Q 02, REQ Q 03, REQ Q 04,
REQ D- 03_

This phase is triggered when a registered LA submts a semantic
i ntent query.

1.

5. 3.

*Step 5 - Intent Preparation and Mnim zation:* The LA generates
the Intent Vector locally fromthe Task Intent. The LA separates
the query into two conponents: Routing Metadata (intent vector,
domai n constraints, budget) and Task Payl oad (sensitive data).
Only the Routing Metadata is prepared for transm ssion to the AG
The Task Payload is retained locally. (REQ Q 02) _

*Step 6 - Signed Intent Subm ssion:* The LA signs the Routing

Met adata using the credentials established during identity
registration, then transnits the signed intent request nmessage to
the AG over an encrypted channel. (REQ @ 01, REQ D 03) _

*Step 7 - LA Authentication and Semantic Search:* The AG first
verifies the LA's digital signature. |If verification fails, the
AG MUST reject the query with AUTH FAI LED. Upon successf ul
verification, the AG perforns senantic simlarity natching
against the routing table, applying trust-scope filtering to
exclude agents with insufficient clearance or expired
credentials. Privacy-preserving matching (HE or TEE) SHOULD be
appl i ed when supported. _(REQ Q 01, REQ Q 03) _

*Step 8 - Signed Route Response:* The AG constructs a route
response containing the selected PA's identity, endpoint URI, and
public key. The AG signs this response with its own private key
and returns it to the LA _(REQ Q04) _

Phase 3: Verifiable Dispatch

_Applicable requirenments: REQ D-01, REQ D-02, REQ D 03_

Thi s phase transfers the routing decision into a secure execution
connection. The AG does not participate in this phase beyond having
i ssued the signed route response.

Yan,
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1. *Step 9 - Route Response Verification:* The LA verifies the AG s
digital signature on the route response. |If verification fails,
the LA MJUST abort the session and MJUST NOT connect to the
i ndi cated endpoint. This prevents route hijacking via man-in-
the-middl e tanpering. (REQ D-01)

2. *Step 10 - Direct Session Establishnent:* Using the verified PA
endpoi nt and public key, the LA establishes a direct, end-to-end
encrypted session with the PA (e.g., TLS 1.3 or QU C). The AGis
not involved in this session. (REQ D 02, REQ D 03) _

3. *Step 11 - Task Payl oad Delivery:* The LA transnits the Task
Payl oad directly to the PAwi thin the encrypted session
established in Step 10. The AG has no access to the plaintext
payl oad at any point. _(REQ D 02)_

6. Secure Interaction Flow
This section presents the conpl ete annotated nessage sequence for
secure intent-based agent routing. Each step in the diagram
corresponds to the nunbered steps in Section 5. Security
requirenents satisfied at each step are indicated in brackets.
[ Part ner Agent] [ Agent Gat eway] [ Leader Agent]

I I
<=~ PHASE 1: TRUSTED REG STRATI ON - - =--cccmmmmmaaaaaaaaoos
I I I

(1) |--- miLS dientHello -->| |
| <-- nTLS ServerHello ---| [ REQ R- 01, REQ D- 03] |
I I I
(2) |--- CAP_ADV | |

+ Intent Vector | |
+ VP (signed by DA) >| [ REQ R-02] |
I

(3b) Nanespace scope check [REQ R-03]

I
(3a) Verify VP signature [ REQ R- 02] |
I

I I

(4) |<-- Registration ACK ---| |
I [ REQ R- 04] |
| |
--- PHASE 2: PRI VACY- PRESERVI NG RESOLUTION ------mccmceccaaaa-

I
| (5) Intent Mnimzation |
| [ Routi ng Met adata |
| separated from |
| Task Payl oad] |
I I

I

|

I

I

I

I

<

| (Routing table updated + audit |o0g) |
I

I

I

I

|

I

I [ REQ Q 02]
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| | <---- Intent Request |
(6) | | [ Si gned Vector Only]
| [REQ Q 01, REQ D-03] |
I

I

(7a) Verify LA signature [ REQ Q 01] |

(7b) Semantic search + |
trust-scope filtering [REQ Q 03] |

| |

(8) | | --- Route Response -------- >|

| [PA I D + Endpoint +

| AG Si gnat ur e]

I I
I I
I I [ REQ Q 04] I
-~ PHASE 3: VERI FI ABLE DI SPATCH - = --=--cnmcmmcmamcamcaaaa

I
(9) Verify AG signature |
[ REQ D- 01] |

I

I
|
(10) |<======== Direct TLS 1.3 / QUI C Sessi on ==============>|
| [ E2E Encrypted, AG not invol ved] |
| [ REQ D- 02, REQ D-03] |

(11) | <======== Task Pay| oad Transm ssi on ::::::::::::::::>|
| [ Pl ai nt ext never exposed to AQG |
I [ REQ D 02] | I

Figure 2: Secure Interaction Flow D agram

*Requi renent Coverage Sunmary: *
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| Step | Description | Requirements Satisfied

[ ettty e —p—_—_————————————————————————_ s U
| 1 | nLS session establishnent | REQ R-01, REQ D 03 |
S O e +
| 2 | CAP_ADV with VP subnission | REQ R-02 |
oo T T T e T +
| 3a | VP signature verification | REQ R-02 |
R o e e e e e e e e e e e e e o m o o e e e e e e e e oo o - +
| 3b | Nanespace scope check | REQ R-03 |
S O S +
| 4 | Routing table update + audit log | REQ R 04 |
oo T T T ey T +
| 5 | I'ntent minimzation | REQ Q 02 |
R o e e e e e e e e e e e e e o m o o e e e e e e e e oo o - +
| 6 | Signed intent request submission | REQ Q 01, REQ D 03 |
S O S +
| 7a | LA signature verification | REQ Q01 |
oo T T T ey T +
| 7b | Semantic search + trust | REQ Q 03 |
| | filtering | |
+o-m - - o e e e e e e e e e e e e oo oo o e e e e e e oo oo oo +
| 8 | Signed route response | REQ Q 04 |
S T T +
| 9 | AG signature verification by LA | REQ D01 |
Fom e e - - o e e e e e e e e e e mmmemao - o e e e e e a oo +
| 10 | Direct E2E session establishment | REQ D02, REQ D 03 |
+o-m - - o e e e e e e e e e e e e oo oo o e e e e e e oo oo oo +
| 11 | Task payl oad delivery | REQ D02 |
S e T +

7. Concl usi ons

I ntent-based agent routing introduces a senantic control plane for
which traditional transport-layer security is insufficient. This
docunent has defined a security architecture by analyzing the attack
surfaces specific to each routing phase, establishing normative
requi renents mapped directly to those surfaces, and specifying a
secure operational process with a fully annotated interaction flow.

The attack surface identifiers, requirement identifiers, process
steps, and flow diagram steps nmaintain strict correspondence

t hroughout, enabling inplenmenters to trace any security property from
its threat origin to its operational realization
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8.

10.

10.

I ANA Consi derations
This meno i ncludes no request to | ANA

Security Considerations
Thi s docunent specifies conprehensive security requirenments for
i ntent - based agent routing systems. The security considerations are
fully addressed through the requirenments and processes defined in
Sections 3 through 6 of this docunent. All security controls are
mandatory for conpliant inplenentations unless explicitly marked as
SHOULD or NMAY.
Key security properties ensured by this specification include:
* Mitual authentication between all routing participants
* Cryptographic attestation of agent capabilities
* Semantic nanmespace enforcenent to prevent capability poisoning
* Privacy-preserving intent matchi ng nmechani sns

* Cryptographically signed routing decisions

* End-to-end encrypted session establishment for task payl oad
delivery

* Tanper-evident audit |ogging for routing table nodifications
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