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Abst r act

The evol uti on of network nmanagenent towards autonom ¢ operation
requires the deploynment of Al agents at various hierarchical |ayers,
including directly on network elenents. This transformation shifts
net wor k devi ces from passi vel y managed resources to autononous
entities capable of |ocal decision-naking and col |l aborative probl em
sol vi ng.

Thi s docunent di scusses the applicability of the Agent-to-Agent (A2A)
Protocol to the network managenent pl ane, specifically for

communi cati on between Controller Agents (CAs) and Device Agents
(DAs). This indicates that the inherent characteristics of Device
Agents necessitate the adoption of the agent-to-agent comruni cation
paradi gm The docunent further explores generic workfl ows,

depl oynent scenarios, and the relationship of A2A with existing

net wor k management protocols |ike NETCONF, RESTCONF, gNM, and the
Model Context Protocol (MCP)

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 August 2026

Yan & Zhang Expi res 15 August 2026 [ Page 1]



Internet-Draft Applicability of A2A Protocol for Networ

Copyri ght Notice

February 2026

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

| i cense-i nfo)
Pl ease revi ew these documents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

Legal

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i ncl ude Revised BSD License text as
Provi sions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1.
2.
3

8.
9.

I ntroduction
Term nol ogy . . .o
The Shift from Mamaged DeV| ce to Al Agent

.1. Three-Layer Agent Architecture .
.2. Limtations of Traditional Managerrent Par adl grrs .
.3. Characteristics of a Device Agent

Agent -t 0- Agent vs. Agent-to-Tool Paradi gm.

4.1. The Agent-to-Tool Model

GRS RS I

oo

10.
11. .
11.1. Normative Ref erences .

11. 2. Informati ve References .

Appendi x A. Exanpl e Use Case: Network Energy Eff| CI ency
A.1. Scenario Description . . . .
A. 2. Device Agent Capabili ty Advertl serrent
A.3. Interaction Flow e

.2. The Agent-to-Agent Mdel .
. 3.  \Wy Device Agent s Reqm re an A2A Paradl gm

A2A Protocol Applicability in Network Managerrent

.1. Task-Oriented Coll aboration .

Stateful, Long-Running Int eractlons .

Aut ononobus Operation and Proactive Notifi cat| on .

2
3
4 Dynam ¢ Capability Discovery . .
Generic Wrkfl ows and Depl oynent Scenarl 0s
1 I ntent - Based Configuration .
2. Autonompus Fault Renediation

3 Depl oynent Model s . .

Rel ati onship to O her Protocols .

.1.  NETCONF, RESTCONF, and gNM . .
.2. Relationship to Oher Protocols .

Security Considerations .
I ANA Consi derations .
Acknowl edgnents .

Ref er ences

Yan & Zhang Expi res 15 August 2026

COOWOWwooo~N~NOOOOOUAMADMW



Internet-Draft Applicability of A2A Protocol for Networ February 2026

A 4. Key Observations fromthe Example . . . . . . . . . . . . 18
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 18
1. Introduction

The nmanagenent of |arge-scale networks i s undergoing a significant
transition, noving fromcentralized, inperative control to
distributed, intent-based autonom c operation. A key enabler of this
shift is the depl oynent of Al Agents on network el enments. These

Devi ce Agents (DAs) transform network devices from passive, nanaged
resources into autononmous entities that can perceive their |oca

envi ronnment, make decisions, and act to achieve goals del egated by a
hi gher-1evel Controller Agent (CA).

This transformati on necessitates a re-eval uation of the conmmuni cation
protocols utilized. Traditional network nmanagenment protocols are
typically based on a client-server, request-response nodel where a
controller directly mani pul ates data on a device. Wile this nodel
remains effective for certain interactions, it may not fully support
the col |l aborative needs of autononous agents.

Thi s docunent exanines the applicability of the Agent-to-Agent (A2A)
Pr ot ocol [ A2A- SPEC] for comuni cation between Control |l er Agents and
Devi ce Agents. The objectives of this docunent are to:

* Explain why CA-DA interactions often align with an "agent-to-
agent"” nodel, rather than exclusively a "controller-to-device" or
"agent-to-tool" paradi gm

* Explore how the features of the A2A protocol, such as task
managenent, stateful sessions, and peer-to-peer collaboration, are
wel | -suited to the needs of autonom c network managenent.

* Describe generic workflows and depl oynent scenarios for A2A in the
net wor kK managenent pl ane.

* Carify the relationship between A2A and ot her rel evant protocols,
i ncl udi ng NETCONF [ RFC6241], gNM, and the Mydel Context Protoco
(MCP) .

Thi s docunent ains to provide a conceptual framework for applying the
base A2A protocol to the network managenent domain
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2

3.

3.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the follow ng terns:

Agent -t 0- Agent (A2A) Protocol: An open standard protocol for enabling
secure conmuni cation and col | aborati on between aut ononmous Al Agents,
as specified in [ A2A- SPEC] .

Controll er Agent (CA): An Al Agent operating in a network controller
or donmi n managenent system

Devi ce Agent (DA): An Al Agent deployed on or enbedded within a
networ k el ement, possessing a degree of autonony.

Agent -t o- Tool (A2T) Paradi gm A communi cation nodel where an agent
invokes a tool, which is a passive entity that perforns a specific,
wel | -defined function and returns a result.

Agent -t o- Agent (A2A) Paradi gm A conmmuni cati on nodel where autononous
agents col |l aborate as peers to achieve a shared or del egated goal

The Shift from Managed Device to Al Agent
1. Three-Layer Agent Architecture
The depl oyment of Al Agents in network managenent typically follows a

three-layer hierarchical nmodel. This architecture is illustrated in
Fi gure 1.
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Figure 1: Three-Layer Agent Architecture
3.2. Limtations of Traditional Managenent Paradi gns

Traditi onal network managenent protocols |ike SNMP, NETCONF, and gNM
are built on a paradi gmwhere the network elenent is a passive
repository of state and configuration data. Intelligence resides
solely in the controller, which exerts inperative control through
explicit operations:

* |nperative Control: The controller specify the exact sequence of
commands to achi eve a desired state.

* Request - Response Mddel : The device only acts in response to a
direct request fromthe controller.

* Limted Abstraction: The controller requires know edge of device-
specific details.
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* Hi gh Latency for Local Events: Responding to a |ocal event (e.g.,
alink failure) requires a round-trip to the controller, which may
be too slow for time-critical applications.

In dynamic, |arge-scale networks, these |linitations hinder
scalability, resilience, and advanced automati on.

3.3. Characteristics of a Device Agent

Integrating a DA redefines a network elenment as an intelligent,
aut ononous entity wth:

* Autonony: |ndependent decision-nmaking and action on del egated
goals (e.g., maintaining link uptime via rerouting).

* Stateful ness: Retention of context, history, and |earned behaviors
for inforned decisions.

*  Proactiveness: Initiation of communications, notifications, or
renmedi ati ons based on observati ons.

* (oal -Oriented Behavior: Planning and reasoning to achi eve high-
| evel objectives, beyond nere comand execution

These traits differentiate DA interactions fromthose with
tradi ti onal devices.

4. Agent-to-Agent vs. Agent-to-Tool Paradi gm
Di stinguishing agents fromtools is essential for paradigmselection
Both A2A and A2T have roles in network nanagenent and can conpl enment
each other based on autonony |evels.

4.1. The Agent-to-Tool Mode

In an Agent-to-Tool (A2T) nodel, an agent interacts with a tool. A
tool is a passive conponent that:

* Performs a specific, well-defined function
* |s typically stateless.
* Does not have its own goals or intentions.

* Responds only when invoked.
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MCP exenplifies this, standardizing function calls and responses. It
suits sinple interactions, including with advanced agents for
i nperative tasks, or wapping |l egacy interfaces |ike NETCONF

4.2. The Agent-to-Agent Mode

In A2A, agents col |l aborate as peers. As outlined in Section 3.3,
agents are autononous, stateful, proactive, and goal -driven
I nteractions enconpass:

* Del egation of tasks and goal s.

*  Negotiation and col | aboration

* Sharing of context and state.

* Long-lived, multi-turn interactions.

* Asynchronous and proactive notifications.

Prot ocol s designed for this nodel, such as the A2A Protocol, provide
primtives for task |ifecycle managenent, stateful conversations, and
peer -t o-peer discovery.

4.3. \Wy Device Agents Require an A2A Par adi gm

G ven the characteristics of a Device Agent (Section 3.3), a DAis
typically an "agent" rather than a "tool." The A2A paradi gm
| everages these capabilities effectively for collaborative scenari os.

Excl usi ve A2T use m ght constrain proactiveness and intent

del egation, reducing interactions to basic calls. However, A2T can

serve as a building block within an A2A framework—for exanple, a DA
m ght expose certain functions via A2T whil e engaging in broader

col l aboration via A2A. This hybrid approach allows for flexibility,
ensuring that sinpler operations can use efficient A2T mechani sns

wi t hout forgoing the benefits of A2A for nore conplex, intent-driven
t asks.

Therefore, while comruni cation between a Controller Agent and a
Devi ce Agent is often best served by an agent-to-agent interaction,
i ncorporating A2T el ements can enhance efficiency in specific
contexts. For exanples of how A2A enabl es agent -t o-agent

col l aboration in network management, see Section 6, particularly
Section 6.1 and Section 6. 2.
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5

5.

5

1.

2

A2A Protocol Applicability in Network Managenent
The A2A Protocol’s core features align well w th CA-DA needs.
Task-Oriented Col | aboration

Net wor k management operations are naturally expressed as tasks (e.g.,
service configuration, fault diagnosis). The A2A protocol’s task
managenent primtives are well-suited to these requirenents:

* Task Creation: A CA can delegate a high-level task to a DA (e.qg.
"optim ze energy usage") w thout specifying the inplenentation
details.

* Task Lifecycle: The DA manages the task through its lifecycle
( PENDI NG, WORKI NG, COWPLETED/ FAI LED), providing the CA with clear
status visibility.

* Asynchronous Execution: Long-running tasks, such as a firnmware
upgrade, can be managed asynchronously. The CA can create the
task and check on its status later, w thout maintaining a
persi stent session for the duration of the task.

* Artifacts: The DA can return structured artifacts upon task
conpl etion, such as diagnostic reports or verification of a
configuration change

Stateful, Long-Running Interactions

Many network management operations are often |ong-running, involve
mul tiple steps, produce incremental results, or require human
intervention. A2A provides nechani sns for managi ng such asynchronous
interactions, ensuring that clients receive updates effectively,

whet her they remain continuously connected or operate in a nore

di sconnect ed fashion

* Stable context _id: Every message carries a globally unique context
identifier. Both the Controller Agent and Devi ce Agent can resume
the dialogue at any tinme w thout re-explaining the origina
intent. This is what nmakes the multi-hour energy-optim zation
di al ogue possi bl e.

* Long-lived bidirectional streans: Wen continuous connectivity is
desired, either party may open a WebSocket or gRPC stream (the
“Task Streami’ defined in the A2A specification). The Device Agent
can push telenetry, internediate results, or questions in rea
time.
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5. 3.

Push notifications for disconnected scenarios: For the conmpn case
where the Controller Agent is not pernmanently connected, the

Devi ce Agent pushes TaskSt at usUpdat eEvent,

TaskArtifact Updat eEvent, or arbitrary nessages to a pre-registered
webhook. This is the mechani smused in Appendix A and is the
recomrended pattern for |ong-running network managenent tasks.

Aut ononpbus Operation and Proactive Notification

The peer-to-peer nature of A2A allows a DA to be proactive.

*

5. 4.

Sendi ng unsolicited TaskSt at usUpdat eEvent when an aut ononous
decision is taken (e.g., sleeping or waking a line card).

Pushing intelligent, analysed notifications instead of raw al arns.
Asking for clarification or proposing alternatives when the
original intent cannot be fulfilled with current |oca

constraints.

Delivering final results or artefacts via push notification when
the task conpletes, even if the Controller Agent has been offline
for hours.

Dynam ¢ Capability Di scovery

The A2A Agent Card provi des a standardi zed nechanismfor a DA to
advertise its capabilities.

*

6

6. 1.

Service Discovery: A CA can discover a DA and its endpoint.

Capability Negotiation: A CA can inspect the DA's Agent Card to
under stand what skills it possesses, what data nodels it
understands, and its |evel of autonony.

Extensibility: This allows for vendor-specific extensions and new
capabilities to be added over tinme w thout changing the protoco
itself.

Generic Workfl ows and Depl oynent Scenari os

I ntent - Based Configuration

This workfl ow shifts frominperative command execution to intent-
based del egati on:

1.

The CA fornul ates a high-level intent.
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2. The CA creates an A2A task and delegates it to the rel evant
DA(s), expressing the intent in the nessage body, potentially
usi ng a conbi nati on of natural |anguage and structured data.

3. The DA receives the task, parses the intent, and plans the
necessary |l owlevel configuration steps (e.g., configure |IPsec,
QS, routing).

4. The DA executes the steps, handling any |l ocal errors or
dependenci es.

5. Upon completion, the DA reports the task status and provides
verification (e.g., tunnel status, traffic counters) as a task
artifact.

6.2. Autononous Fault Renediation

Thi s wor kfl ow denonstrates the val ue of DA autonomny.

1. The DA performs continuous nonitoring of |ocal device health
based on its |ocal context awareness.

2. The DA detects a fault (e.g., a primary link fails).

3. Based on pre-delegated policy fromthe CA the DA autononously
executes a local renediation action (e.g., reroutes traffic to a
backup link) within m|liseconds.

4. After taking action, the DA proactively sends an A2A nessage to
the CA, informing it of the event, the action taken, and the
current status.

5. The CA receives the notification, updates its network-w de view,
and can initiate further actions if needed (e.g., creating a
mai nt enance ticket).

6. 3. Depl oynent Models
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| tions

7. Relationship to G her

7.1

A2A conpl enents these protocols;
operate at different

* A2A is for task-based,

* NETCONF/gNM are for structured, data-oriented configuration and

Applicability of A2A Protoco

DA runs on device
hardware, in NOCS or
cont ai ner/ VM

Lowest | atency;
direct state access

Resource limts;
updat e chal | enges

Figure 2: DA Depl oynent

Pr ot ocol s

NETCONF, RESTCONF, and gNM

it does not
| evel s of abstraction.

for Networ February 2026
....................... +
O f - Box |
_______________________ +
DA on adj acent |
har dwar e, nmanagi ng |
vi a NETCONF/ gNM |
as proxy. |
....................... +
Legacy support; |
easi er scaling |
_______________________ +
Added | at ency; |
proxy conplexity |
....................... +

Model s

replace them They

tel emetry exchange between a manager and a device

A Device Agent wll

har dwar e

7.2.

Rel ati onship to O her

Pr ot ocol s

often utilize NETCONF or gNM as interna
to interact with the underlying device' s configuration datastore and

A2A and MCP address different needs and are al so conpl enentary.

* A2A is for agent-to-agent coll aboration,
proacti veness.

* MCP is for agent-to-too

function-specific calls.

In the context of network managenent:

* The CA-DA interaction is primarily A2A for coll aborative tasks.

Yan & Zhang
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enphasi zi ng aut onony and
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10.

11.

11.

* A CAmght use MCP to interact with a | egacy devi ce whose NETCONF
interface has been wapped as an MCP "tool ".

* A DA mght internally use MCP to call its own local tools (e.g., a
ping utility, a NETCONF client).

This conpl enentarity enables a gradual transition, where A2T via MCP
handl es basi c operations, while A2A nmanages hi gher-1evel autonony.

Security Considerations

Appl ying the A2A nodel to network management introduces inportant
security considerations. Since DAs have a degree of autonony, the
trust relationship between a CA and a DA is critical.

* Authentication: CAs and DAs MJST nutual |y authenticate each other
before any interaction. The use of niILS is strongly RECOVMENDED.

* Authorization and Policy: The scope of a DA s autonony MJST be
strictly defined by policies delegated fromthe CA. A DA MJST NOT
be allowed to take actions that violate these policies.

* Auditability: Al significant actions taken by a DA MJST be | ogged
and reported to the CA for auditing and accountability.

I ANA Consi derati ons
Thi s docunment has no | ANA acti ons.
Acknowl edgnent s
TBD.
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Appendi x A. Exanpl e Use Case: Network Energy Efficiency

Thi s appendi x provides a concrete, though sinplified, exanple of how
the A2A protocol can be applied to a network energy efficiency
scenario. The JSON exanples are sinplified for readability and are
conpliant with the A2A Protocol Specification vO0.3.0.

A. 1. Scenario Description

A network operator wants to reduce the power consunption of its edge
routers during off-peak hours (e.g., 01:00 to 06:00) without

i mpacting service availability. The high-1level business intent is:
"Reduce energy consunption by at |east 15% during the night while
ensuring link capacity is always sufficient for demand.”

The Controller Agent (CA) translates this intent into a policy for
its Device Agents (DAs). The policy allows DAs to autononously put
underutilized line cards or ports into a | ow power (sleep) state and
wake them up when traffic demand increases.

A. 2. Device Agent Capability Advertisenent
The Device Agent on an edge router advertises its energy-saving

capabilities via its A2A Agent Card. It exposes a skill named
"net wor k. energy. optinize".
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{
"protocol _version": "0.3.0",
"nanme": "Edge Router 01 DA",
"description": "Device Agent for edge router energy nmanagenent",
"version": "1.2.0",
"supported_interfaces": [
{
"url": "https://da-edge-router-01. exanpl e. com a2a",
"protocol ": "HITP+json"
}
1,
"capabilities": {
"stream ng": true,
"push_notifications": true
}
"default _input_nodes": ["text/plain", "application/json"],
"default_output _nodes": ["text/plain", "application/json"],
"skills": [
{
"id": "skill-energy-opt",
"name": "network.energy.optinze",
"description": "Autononobusly manages device power state. Accepts time_w ndow (start
/end) and mi n_power reduction_pct as paraneters.",
"tags": ["energy", "optim zation", "power-managenent"],
"exanpl es": [
"Reduce energy by 15% during 01: 00- 06: 00"
]
}
]
A.3. Interaction Flow
The following steps illustrate the A2A interaction between the CA and
DA.

Step 1: CA Del egates the Task

The CA initiates a task to del egate the energy-saving goal to the DA
It sends a ‘' SendMessage’ request.
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POST /v1/ message: send HTTP/ 1.1

Host: da-edge-router-01. exanpl e.com
Cont ent - Type: application/json

Aut hori zation: Bearer token
A2A-Version: 0.3

{
"message": {
"message_id": "msg-01",
"role": "user",
"parts": |
"text": "Execute skill network.energy.optimze with tinme_w ndow from 01:00:00 to
06: 00: 00 and m n_power _reduction_pct of 15%
}
]
},
"configuration": {
"pushNotificationConfig": {
"url": "https://ca. exanpl e. com a2a/ webhook",
"aut hentication": {
"schenes": ["Bearer"],
}
}
}
}

Step 2: DA Acknow edges the Task

The DA receives the nmessage, validates the paraneters, and creates
the task. It responds with a ‘ SendMessageResponse’ incl uding the
task details. The DA generates a new ‘context_id' for this

i nteraction.

HTTP/ 1.1 200 K
Cont ent - Type: application/ a2a+j son

{
"task": {
"id": "task-energy-01",
"contextld": "ctx-01",
"status": {
"state": "submtted",
"timestanp": "2025-12-05T01: 00: 00Z"
}
}
}

Step 3: DA Perforns Autononous Action
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At 02:15, the DA's internal nmonitoring detects that traffic on line
card 3 has been below 5% for the last 30 m nutes. Based on its
internal logic for achieving the 15% power reduction goal, it decides
to put the line card into a | ow power state.

Step 4: DA Proactively Notifies the CA

After successfully putting the line card to sleep, the DA proactively
informs the CA of the action taken.In this sinplified exanple, the DA
sends a nessage to the CA. In a production inplenmentation, this
could be delivered via A2A's push notification mechani sm
(TaskSt at usUpdat eEvent) or streaming (Subscribe to Task).

POST https://ca.exanpl e. conf a2a/ webhook HTTP/ 1.1
Host: ca. exanpl e.com

Cont ent - Type: application/ a2a+j son

Aut hori zati on: Bearer shared-secret-token

X- A2A- Not i fi cati on- Token: da-edge-router-01-token

{

"statusUpdate": {

"taskld": "task-energy-01",

"contextld": "ctx-01",
"status": {
"state": "working",
"timestanp": "2025-12-05T02: 15: 002",
"message": {
"role": "agent",
"parts": [
"text": "Autonompus action taken for task task-energy-01: Line card 3 placed
in | owpower state due to low utilization. Current power savings: 18%"
}
]
}
1
"final": fal se

Step 5: DA Reacts to Changi ng Conditions

At 05:30, traffic demand begins to increase. The DA's predictive
traffic nodel forecasts that existing active line cards will exceed
80%utilization within the next 10 m nutes. To prevent potentia
congestion, it autononmously wakes up line card 3.

Step 6: DA Sends Another Proactive Notification

Yan & Zhang
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The DA again inforns the CA of its reactive, autononmpus action.

POST https://ca.exanpl e. conf a2a/ webhook HTTP/ 1.1
Host: ca. exanpl e.com

Cont ent - Type: application/a2a+j son

Aut hori zation: Bearer shared-secret-token

X- A2A- Not'i fi cati on- Token: da-edge-router-01-token

{
"statusUpdate": {

"taskld": "task-energy-01",

"contextld": "ctx-01",
"status": {
"state": "working",

"timestanmp": "2025-12-05T05: 30: 002",
"message": {

“role": "agent",
"parts": [
"text": "Proactive action taken for task task-energy-0L1:
to neet anticipated traffic demand. Current power savings: 5%"
}
]
}

}
"final": fal se

Step 7: DA Conpl etes the Task

At the end of the time wi ndow (06:00), the DA concludes the

Li ne card 3 awakened

optim zation task and sends a final message to indicate the task is

conpl et e.
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POST https://ca. exanpl e. conf a2a/ webhook HTTP/ 1.1

Host :

ca. exanpl e. com

Cont ent - Type: application/a2a+j son
Aut hori zati on: Bearer shared-secret-token
X- A2A- Not i fi cati on- Token: da-edge-router-01-token

"statusUpdate": {
"taskld": "task-energy-01",

"contextld": "ctx-01",
"status": {
"state": "conpleted",

}

"timestamp”: "2025-12-05T06: 00: 00Z",
"message": {

"role": "agent",
"parts": |
"data": {
"final _savings_percent": 16. 2,
"actions_taken": ["line_card 3 _slept”, "line_card_3_woken"]
}
}
]
}
inal": true

Key Observations fromthe Exanple

Intent Del egation: The CA del egates a high-level goal ("optim ze
energy") w thout needing to know the specifics of how the DA will
achieve it (which ports to sleep, when, etc.).

Aut onony: The DA nakes its own deci sions based on | ocal context
(traffic load) to achieve the del egated goal

Proactiveness: The DA initiates conmunication to informthe CA of
significant autononous actions, providing visibility w thout
requiring constant polling fromthe CA

Task-Oriented: The entire interaction is framed within a | ong-
runni ng task, which provides a clear context and lifecycle for the
operati on.

Aut hors’ Addr esses
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