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Abst ract

Thi s docunent defines an application profile for Renpbte ATtestation
procedureS (RATS) depl oynents in which authorization decisions depend
on evidence fromnultiple independent trust roots. The profile is

i ntended for Al inference systens that require explicit cross-root
apprai sal before execution is authorized.

The docunent specifies three related artifacts:

* an Attestation Evidence Synthesis Protocol for comnbining multiple
evi dence sets into one deterministic appraisal outcong;

* the Twin Attestation Policy Language (TAPL), a constrained policy
| anguage for deterministic nulti-root appraisal; and

* the Canonical Attestation Record (CAR), an audit-oriented envel ope
that binds evidence references, appraisal outputs, freshness
informati on, and replay-verification netadata.

CAR is not a replacement for Evidence or Attestation Results as used
in the RATS architecture. Instead, it is a higher-layer profile for
packagi ng nmulti-root appraisal state and application-specific bindings
for replay and audit.
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I ntroduction

Sone Al inference systens are intentionally depl oyed across

het er ogeneous trust roots in order to reduce conmon-node fail ure,

i mpl ement ati on nonocul ture, and correl ated conpronise. In such
systens, a single attestation-verification outcone is not sufficient
for a Relying Party decision. Instead, the Relying Party requires a
synt hesi zed apprai sal over multiple evidence sets and an auditable

bi ndi ng between that synthesized appraisal and the inference decision
bei ng aut hori zed.

The RATS architecture already defines the rel evant rol es and nessage
classes for this environnent: Attesters produce Evidence, Verifiers
apprai se that Evidence according to policy, and Relying Parties use
Attestation Results as inputs to authorization. What is not defined by
the base architecture is an application profile for determnistic
synthesi s across nultiple i ndependent evidence sources for one Al

i nference authorization event.

Thi s docunent defines such a profile. It does not introduce new RATS
roles. It defines:

* a deterministic synthesis procedure across multiple evidence sets;

* a constrained appraisal-policy |anguage for nmulti-root decisions;
and

* an audit-oriented container for binding the resulting appraisa
state to freshness and replay netadata.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "SHOULD', and "MAY" in this
docunent are to be interpreted as described in BCP 14.

This document uses the RATS ternms "Attester", "Evidence", "Verifier",
"Attestation Results", "Relying Party", and "Appraisal Policy" as

defined by RFC 9334.
Thi s docunent additionally uses the follow ng profile terns:

* Milti-root evidence set: the collection of Evidence objects that
correspond to the same authorization event but originate fromtwo
or nore independent trust roots.

* Synt hesized appraisal: the determ nistic outcome produced after
i ndi vi dual evi dence apprai sal and cross-root policy eval uation

* TAPL: a constrained | anguage for expressing threshold checks,
predi cate checks, and decision outputs over a nulti-root evidence
set.

* CAR an audit-oriented envel ope that binds evidence references,
synt hesi zed apprai sal state, freshness information, and repl ay
met adat a

* Semantic binding: application-specific netadata that binds the
attested execution context to the inference event that the Relying
Party is authorizing.

* | ndependence netrics: policy-level attestation-plane neasures that
verify the absence of shared vendor, cryptographic stack, or
operational control plane across evidence sources. These are
apprai sal -1 ayer predicates and do not depend on graph-theoretic
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ext ensi ons.

Probl em St at ement

In a conventional single-root deploynent, a Relying Party may accept
Attestation Results derived from one Evidence source and authorize
execution accordingly. In a multi-root Al deploynent, that is
insufficient for two reasons.

First, the authorization decision nmay depend on policy predicates that
compare properties across roots rather than within a single root. For
exanple, the Relying Party may require evidence that two execution
pat hs are not derived fromthe sane vendor, cryptographic stack, or
operational control plane.

Second, the Relying Party may need a repl ayable record showi ng which
conbi nation of evidence, policy version, and freshness context caused
a specific authorization outcone for a specific inference event.

Exi sting attestation workflows do not define how nultiple heterogeneous
evi dence sources should be conbined into one determnistic appraisa
outconme for a single authorization decision. This profile nakes those
synt hesi s and packaging rules explicit for Al inference depl oynments.

Attestati on Evidence Synthesis Protoco
1. Overview

The Attestation Evidence Synthesis Protocol defined here is a profile
procedure executed by a Verifier, or by a Verifier-associated policy
service, before a Relying Party authorizes an inference event.

The procedure is:

1. Collect Evidence objects for the sane authorization event fromtwo
or nore Attesters.

2. Verify each Evidence object according to its applicable Appraisa
Pol i cy for Evidence.

3. Reject stale, inconplete, or msmatched evidence sets before
synt hesi s begi ns.

4. Evaluate cross-root predicates and threshol ds over the verified
evi dence set.

5. Produce one synthesized appraisal outcone.

6. Bind that outconme to freshness context, policy identity, and the
application-specific inference event identifier.

7. Emt Attestation Results and, optionally, a CAR for audit and
repl ay.

2. Inputs

The m ni mum synthesi s inputs are:

* one or nore Evidence objects per authorization event;
* a policy identifier and policy digest;

* freshness inputs sufficient to detect replay or nixed-session
reuse; and

* the application event identifier to which the synthesized appraisa



will apply.
4.3. CQutputs
The synt hesi s procedure produces:

* a determnistic decision such as ALLON DEGRADE, BLCCK, or
QUARANTI NE

* a list of evaluated predicates or thresholds sufficient for audit;
and

* Attestation Results suitable for use by a Relying Party.

When audit and replay support are needed, the procedure SHOULD al so
emit a CAR

5. TAPL as Constrai ned Appraisal Policy

5.1. Design Goa
TAPL is a constrained policy |anguage for deterministic nulti-root
appraisal. It is intended to express profile-specific Appraisal Policy
logic, not to define a general -purpose policy engine.
TAPL is deliberately limted to:

t hr eshol d checks,

predi cat e checks,

explicit decision outputs, and
side-effect-free eval uation

* X X *

5.2. Exanple G anmar

Pol i cyDef = "policy" ldentifier "{" Directives Rules "}"
Directives = Directive*
Directive = "enforce_profile" Profil eLevel ";"
| "set_threshold" ldentifier "=" FloatLiteral ";"
Rul es = Rul e+
Rul e = "on" ContextTrigger "{" LogicBlock "}" "->" Decision ";"
Cont ext Tri gger = "attestation" | "semantic_binding" | "freshness"
Logi cBl ock = Statenent*
St at enment = "if" Condition "then" Decision ";"
| "require" Condition ";"
Condi tion = Expression
Expressi on = Term (("AND' | "OR') Term*
Term = "NOT" Term| "(" Expression ")" | Predicate | Conparison
Comnpari son = Metricldentifier Operator NunericLitera
Oper at or = ">=" | "<=" | "==" ] ">" | "<"
Predi cate = "verify_evidence(" Rootldentifier ")"

| "check_predicate(" Predicateldentifier ")"

Root | denti fi er Identifier
Predicateldentifier ::= ldentifier

Metricldentifier = ldentifier
Deci si on = "ALLOW | "DEGRADE" | "BLOCK" | "QUARANTI NE"
Profil eLevel ="LOo" | "L21" | "L2" | "L3" | "L4"

Identifier Letter (Letter | Digit | "_")*



Fl oat Li t eral
NurericLitera

Digit+ "." Digit+
FloatLiteral | Digit+

5.3. TAPL Result Binding
The result of TAPL eval uati on MUST be bound to:

the exact multi-root evidence set being appraised;
the policy digest used for appraisal;

the freshness context used to reject replay; and
the application event identifier

* Ok X *

A TAPL out come wi thout that binding MIUST NOT be reused as if it were
current authorization state.

6. Canonical Attestation Record (CAR)
6.1. Role of CAR

CAR is an audit-oriented envel ope for nulti-root appraisal. It is not
itself a new RATS role and it does not replace Evidence or
Attestation Results. Its purpose is to bind together

references to the Evidence appraised,
synt hesi zed apprai sal outputs,

policy identity,

freshness context, and
replay-verification netadata.

* ok X X *

6.2. Conceptual Structure

‘ttjson
{
"met adata": {
"car_version": "1.0",
"event id": "uuid",

"profile_id": "L2",
"issued_at": "2026-03-19T12: 00: 00Z"

}
"attestation_evidence": [
{
"root _id": "root_a"
"evidence_digest": "sha-384:...",
"evi dence_type": "evidence-reference"
H
{
"root_id": "root_b",
"evidence_digest": "sha-384:...",
"evi dence_type": "evidence-reference"
}

]

olicy evaluation": {

"tapl _policy_digest": "sha-384:...",
"synt hesi zed_deci sion": "ALLOW,
"failing_predicates": []

ndependence_netrics": {

"vendor _separation": true,
"crypto_stack_separation": true,
"control _plane_separation": true

}

reshness": {
"nonce": "base64url...",
"evi dence_w ndow': "session-epoch-123"

}

1enantic_binding": {
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"subj ect_digest": "sha-384:...",

"bi nding_type": "application-event"
} i)
"semanti c_consensus": {

"consi stency_check": "passed",

"checked_properties": ["nodel _version", "input_schem"]
}

rypt ographi ¢c_bi ndi ng": {

"car_digest": "sha-384:...",
"timestanp_token_digest": "sha-384:...",
"signer": "verifier.exanple"

}

3. CAR Processing Rules

A CAR enmitted under this profile MJST:

* identify the specific evidence set that was appraised;

* jdentify the policy digest used to synthesize the result;

* identify freshness inputs sufficient to reject stale reuse;

* identify the application event to which the result applies; and

* include cryptographic binding sufficient to detect tanpering after
i ssuance.

Rel ati onship to RFC 9334 and EAT
1. Relationship to the RATS Architecture

This profile is designed to fit within the RATS architecture described
by RFC 9334.

In particular:
* Attesters continue to produce Evidence;

* Verifiers continue to apprai se Evidence and produce Attestation
Resul ts;

* Relying Parties continue to consune Attestation Results; and

* TAPL is profile-specific Appraisal Policy logic for nmulti-root
synt hesi s.

Thi s docunent does not redefine those roles.

2. Relationship to EAT

This profile does not require a new token format. EAT-based cl ains can
be used where depl oynents already use EAT to encode Evi dence,
Attestation Results, or related clains.

CAR is therefore best understood as a higher-layer audit and repl ay
envel ope. It can carry references to EAT-based artifacts, or to other
evi dence and result encodings, together with the policy digest,

freshness context, and application-event binding needed for nulti-root
repl ay.

CAR-t 0- RATS Mappi ng

CAR field | RATS / EAT concept



| Role primarily responsible | Purpose

| “attestation_evidence[]* | Evidence or references to Evidence

| Attester, Verifier | Identifies the evidence set appraise
d for the authorization event
| “policy evaluation.synthesized decision'| Attestation Results outcone

| Verifier | Captures the deterministic result of
mul ti-root appraisa
| “policy_evaluation.tapl_policy_digest | Appraisal Policy identifier or digest

| Verifier or policy service | Shows which policy instance produced
the result |
| “independence netrics.*' | Application-specific appraisal predicates

| Verifier or policy service | Records whether cross-root separatio
n predi cates passed at appraisal tinme|
| ‘freshness.*' | Freshness inputs associated with appraisa

| Attester, Verifier | Supports replay rejection and sane-s
essi on binding |
| “senmantic_binding.*’ | Application-specific claimbinding

| Verifier or application policy service | Binds the appraisal to the specific
i nference event being authorized |
| ‘“semantic_consensus. *' | Application-specific consistency checks

| Verifier or application policy service | Records whether cross-root senmantic
consi stency checks passed |
| “cryptographi c_binding. *" | Integrity protection around evi dence referenc
es and result package | Verifier | Detects tanpering after issuance

9. Security Considerations
A depl oynent using this profile MJIST ensure that synthesized appraisa
out puts cannot be detached fromthe specific evidence set, policy
di gest, freshness context, and application event to which they apply.
In particul ar:

* replayed evidence froman earlier authorization event MJST be
rej ect ed;

* m xed-session evidence sets MIST be rejected before synthesis;
* quote or evidence substitution after appraisal MJIST be detectable;
* the freshness wi ndow for synthesis MJST be explicit;

* policy drift MUST be detectable through policy identity or digest;
and

* any tinestanp token used for long-termreplay MJST be bound to the
exact CAR di gest being archived.

Where the profile carries application-specific semantic bindings, the
bi ndi ng SHOULD use digests or references rather than raw application
payl oads unl ess disclosure is operationally required.

10. Privacy Considerations

This profile SHOULD m nim ze disclosure of application-specific data.
A CAR need not contain raw Evidence bytes, raw inference inputs, or
raw nodel outputs when references or digests are sufficient for replay
and audit.

Depl oynment s usi ng EAT-based cl ai ms or equival ent encodi ngs SHOULD
di sclose only those clainms required by the Relying Party’s policy.



11. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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