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Abst r act

Thi s docunent defines the Agent Credential Attestation Protocol
(ACAP), a cryptographic credentialing protocol for autononous Al
agent pipelines. An ACAP credential is a short-lived JSON Wb Token
(JWI) signed with RS256 that carries scope-limted perm ssions
together with a SHA-256 hash of the original human instruction that
initiated the task. Credentials nmay be del egated to child agents;
each del egation narrows scope, cannot outlive its parent, increnents
a del egation depth counter, and extends a tamper-evident chain of
token identifiers. Every lifecycle event is recorded in an append-
only, hash-chained audit I og.

Thi s docunent specifies the credential format, issuance rules,
del egation rules, verification algorithm revocation semantics,
human-i n-t he-1 oop approval protocol, and audit |og structure.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 27 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Cont enpor ary aut horization frameworks such as QAuth 2.0 [ RFC6749] and

Qpenl D Connect [O DC] were designed for

del egations: a resource owner grants a client access on behal f of

human-ini ti at ed,

si ngl e-hop

thensel ves. Al agent pipelines violate this assunption in several
i mportant ways.
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First, an agent pipeline may involve an arbitrary nunber of hops. A
root agent receives a task froma human, deconposes it, and del egates
sub-tasks to child agents, which may thensel ves del egate further
QAuth’s two-party nodel has no native representation for this; each
hop requires a fresh grant cycle or an out-of-band trust agreenent.

Second, the originating human instruction -- the intent -- is not
cryptographically bound to any QAuth token. An agent can receive a

t oken whose origi nal purpose has been transformed or corrupted by
pronpt injection at an internediate step, and the verifying party has
no way to detect this.

Third, scope in QAuth is flat and is not guaranteed to narrow
monot oni cal Iy through a del egation chain. A child agent can, in
principle, present its parent token to a different authorization
server and request broader access. Nothing in the wire format
prevents scope creep.

Fourth, the del egation graph is not natively recorded. QAuth
i ntrospection surfaces information about a single token; it provides
no view of the full task ancestry.

Recent | ETF work -- notably the W MSE working group [ WMSE] and the
draft on Al agents acting on behalf of users [0OBO01l] -- acknow edges
these gaps but stops short of specifying a conpact, self-contained
credential format with cryptographically enforced nonotone scope
reduction and intent binding.

1.2. Wat ACAP Adds
ACAP addresses the gaps above as foll ows.

Intent binding: Every ACAP credential carries att_intent, a hex-
encoded SHA- 256 hash of the original UTF-8 instruction text. This
val ue is set at issuance and propagated unchanged t hrough every
delegation. A verifier can confirmthat a presented credentia
descends froma specific human instruction by independently
computing the hash.

Monot one scope reduction: At delegation tine the issuer MJST verify
that the child s requested scope is a subset of the parent’s scope
using the IsSubset algorithmdefined in Section 5. Any request
that fails this check MJST be rejected. Scope therefore only ever
narrows; it can never w den through del egation

Depth-limted del egation: Each credential carries att_depth, an

Yakung Expi res 27 Septenber 2026 [ Page 4]
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integer that starts at O for a root credential and increments by 1
at each del egation. Depth is bounded above by MaxDel egati onDept h

(10). A credential whose depth equals this Iimt MJST NOT be used
as a parent for further del egation

Tanper - evi dent chain: Each credential carries att_chain, an ordered
list of JWI IDs fromthe root of the delegation tree to the
current token. The verifier checks that the chain | ength equals
att_depth + 1 and that the final element equals the token's own
jti. Together these checks detect any tanpering with the ancestry
record

Lifetime containment: A child credential’s expiry is capped at the
parent’s expiry. Concretely, exp = mn(requested_exp,
parent _exp). This ensures that revoking a parent token
effectively expires all descendants, even without an active
revocati on | ookup.

Cascade revocation: The revocation store records revoked JTls and
cascades revocation to all descendants by inspecting the att_chain
colum in the credential store. Revocation is permanent and takes
precedence over token expiry.

Append-only audit log: Every issuance, del egation, verification,
revocation, and expiry event is recorded in a hash-chained | og.
Each entry conmits to the previous entry’'s hash, the event type,
the JTI, and the tinestanp, formng a tanper-evident record of al
credential lifecycle events within a task tree.

1.3. Relationship to Prior Art

ACAP is infornmed by but is not a profile of any existing
specification. The Agentic JW (A-JW) paper proposes del egation
chains for Al agents but does not specify exact claimsenantics,
scope subset enforcenment, or audit |og structure. The |ETF draft

[ AGENTIWI] covers simlar ground in the JW format domain. The draft
[ OBO01] addresses delegation in the QAuth authorization code fl ow
context. ACAP occupies a different point in the design space: it is
a self-contained signed-token format with no external authorization
server required at verification tine.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Yakung Expi res 27 Septenber 2026 [ Page 5]
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3. Termi nol ogy

Issuer: The service that creates and signs ACAP credentials. The
I ssuer holds an RSA private key and is identified by a URI
recorded in the iss JWF claim A single Issuer MAY serve nultiple
task trees.

Root Credential: An ACAP credential whose att_depth is 0 and whose
att_pid is absent. A root credential is issued directly by the
I ssuer in response to a hunman principal’s instruction. |Its
att _chain contains exactly one elenent: its own jti

Del egated Credential: An ACAP credential whose att_depth is greater
than 0. A delegated credential is derived froma parent
credential and MJST have att_pid set to the parent’s jti. |Its
scope MUST be a subset of the parent’s scope and its expiry MJST
NOT exceed the parent’s expiry.

Task Tree: The conplete graph of credentials that share the sane
att _tid. A task tree has exactly one root credential; all other
credentials in the tree are del egated credentials descended from
it.

Intent Hash: The value of the att _intent claim a | owercase hex-
encoded SHA- 256 di gest of the UTF-8 encoding of the original human
instruction string. The intent hash is set at root issuance and
propagat ed unchanged to all descendants.

Depth: The integer value of att _depth. Depth O identifies a root
credential. Each delegation increnents depth by exactly 1. The
maxi mum permitted depth is MaxDel egati onDepth (10).

Chain: The ordered list of JWF IDs in att_chain. For a credenti al
at depth D, the chain contains exactly D+l el enments: the root
credential’s jti at index 0, followed by each internediate
credential’s jti in delegation order, with the current
credential’s jti at the final position (index D).

Scope Entry: A string of the formresource: acti on where resource and
action are non-enpty strings. The wildcard character * MAY appear
in either position.

4. Credential Format
4.1. Overview

An ACAP credential is a JSON Wb Token [ RFC7519] with:

Yakung Expi res 27 Septenber 2026 [ Page 6]
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* Header: { "alg": "RS256", "typ": "JW™" }

* Payload: the clains defined in Section 4.2 and Section 4.3

* Signhature: RS256 over the ASCI| representation of the head
payl oad

er and

Al'l inplementations MIST use RS256 (RSASSA-PKCS1-v1 5 using SHA-256

[ RFC7518]) as the signing algorithm No other signing algori
permtted.

4.2. Standard JWI C ai s

thmis

The following standard JW clains are used. Al are REQU RED unl ess

not ed.
[ gl e oo e e s s s s s s s e s e s s s s s s s
| daim]| Type | Required | Description
| iss | string | REQUIRED | Issuer URI
R, S TS o e e e e e e e e oo o -
| sub | string | REQUI RED | Subject. MJST be of th
| | | | form agent:{agent id}
Fomm o - S S e e e e e oo
| iat | NurericDate | REQURED | |ssued-at tine (Unix ep
| | | | seconds, UTC)
R, S TS o e e e e e e e e oo o -
| exp | NunericDate | REQU RED | Expiry time (Unix epoch
| | | | seconds, UTC)
Fomm o - S S e e e e e oo
| jti | string | REQURED | JWT ID. A UUDv4
| | | | [RFC9562] that uniquely
| | | | identifies this credent
AR, S TS o e e e e e e oo oo oo

Table 1

The sub claim MUST match the pattern “agent:[A-Za-z0-9_\-]+8$.

e |

och |

ial |

I mpl enent ati ons MJST reject credentials whose sub does not begin with

the literal prefix agent:.
4.3. ACAP Extension d ains

Al'l ACAP-specific clains are prefixed with att_. | npl enentat

i ons

MJST i gnore unknown att_* clainms to allow forward conpatibility.

Yakung Expi res 27 Septenber 2026
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ACAP
= —m—m—m—m—=—4
Requi r ed |
e —————
REQUI RED |
_____________ \
CONDI TI ONAL |
_____________ \
REQUI RED |
_____________ \
REQUI RED |
_____________ \
REQUI RED |
I
I
............. +
REQUI RED |
|
I
_____________ +
REQUI RED |
_____________ I
OPTI ONAL |
I
_____________ +
OPTI ONAL |
I
............. +
OPTI ONAL |
I
_____________ +
OPTI ONAL |
I
............. +
OPTI ONAL |
I
_____________ +
OPTI ONAL |
I
............. +
Table 2

March 2026

:::::::::::::::::::::+
Descri ption |
s oo
Task tree |
identifier |
_____________________ +
Parent credenti al |
identifier |
_____________________ +
Del egation depth (0 |
for root) |
_____________________ +
Per mi ssi on set |

I
_____________________ +
SHA- 256 of original |
instruction (64 hex |
chars) |
..................... +
Ordered list of |
JTls fromroot to |
current |
_____________________ +
Originating human |
user identifier |
..................... +
H TL approval |
request 1D |
_____________________ +
ldentity of the |
human who approved |
..................... +
I dP issuer of the |
approvi ng human |
_____________________ +
I dP issuer from |
root O DC session |
..................... +
I dP subj ect from |
root O DC session |
_____________________ +
Agent binary |
checksum di gest |
..................... +
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att_pid MJST be present when att_depth > 0 and MJST be absent when
att_depth ==

att tid, att_intent, and att_uid MJST be propagated unchanged through
al | del egati ons.

4.4. Concrete Exanples

4.4.1. Root Credential Payl oad

{
"iss": "https://attest.exanple.cont,
"sub": "agent:inbox-agent-v2",
"ifat": 1742386800,
"exp": 1742473200,
"jti": "alb2c3d4- e5f 6- 7890- abcd- ef 1234567890",
"att _tid": "f9e8d7c6-b5a4-3210-fedc-bad9876543210",
"att _depth": O,
"att _scope": ["email:read", "email:draft"],
"att _intent": "3b4c2alf8e7d6c5b4a3f2e1d0c9bB8a7f... ",
"att_chain": ["alb2c3d4-e5f 6- 7890- abcd- ef 1234567890"],
"att _uid": "user:alice"
}
Note that att_pid is absent because this is a root credential. The
att _chain contains exactly one element -- the credential’s own jti.

4.4.2. Delegated Credential Payl oad
{

"iss": "https://attest.exanple.cont,
"sub": "agent:summari ser-agent-v1l",
"iat": 1742387100,
"exp": 1742473200,
"jti": "c3d4e5f 6-a7b8-9012- cdef-012345678901",
"att _tid": "f9e8d7c6-b5a4-3210-fedc-bad9876543210",
"att_pid": "alb2c3d4- e5f 6- 7890- abcd- ef 1234567890",
"att _depth": 1,
"att_scope": ["email:read"],
"att _intent": "3b4c2alf8e7d6c5b4a3f2e1d0c9b8a7f. .. ",
"att _chain": |

"alb2c3d4- e5f 6- 7890- abcd- ef 1234567890",

"c3d4e5f 6- a7b8-9012- cdef - 012345678901"

]

tt _uid": "user:alice"

Yakung Expi res 27 Septenber 2026 [ Page 9]
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5.  Scope Model
5.1. Scope Entry Format

A scope entry is a string conforning to the grammar:

scope-entry = resource ":" action
resource = 1*( ALPHA/ DGEG@T /[ "_" [ "-" ] "=
action = 1*( ALPHA / DGAT /[ "_" [ "-" ] "*" )

Both resource and action MJST be non-enpty. |nplenentations MJST
reject invalid scope entries at all stages: issuance, del egation, and
verification.

5.2. Wldcard Rul es

The wildcard character * MAY appear as the entirety of either the
resource or action conponent (or both). Coverage rul es:

* P covers Cif P.resource equals * OR P.resource equals C resource
* AND P.action equals * OR P.action equals C. action

Consequently *:* covers every valid scope entry, emmil:* covers
emai |l :read, emmil:draft, etc.

5.3. NornaliseScope

Bef ore storing scope in any credential or conparing scopes,
i mpl ement ati ons MJUST apply the Normali seScope procedure:

1. Trimleading and trailing whitespace fromeach entry.

2. Renpve any enpty entries that result fromtrinmng.

3. Renove duplicate entries, preserving the first occurrence.
4. Return the resulting list in insertion order.

5.4. |sSubset Algorithm

Yakung Expi res 27 Septenber 2026 [ Page 10]
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1.

2

function | sSubset (parent Scope, chil dScope):
for each entry CE in chil dScope:
chil dEntry = ParseScope(CE)
if childentry is invalid:
return fal se
covered = fal se
for each entry PE in parent Scope:
parent Entry = ParseScope( PE)
if parentEntry is invalid:
continue
if EntryCovers(parentEntry, childEntry):
covered = true
br eak
if not covered:
return fal se
return true

function EntryCovers(parent, child):

resourceX = (parent.Resource == "*") OR
(parent. Resource == chil d. Resource)
actionOK = (parent.Action == "*") OR
(parent.Action == child. Action)
return resourceCK AND acti onOK
| ssuance
Overvi ew

March 2026

| ssuance creates a root credential (depth 0) that anchors a new task

tree. The Issuer MJUST performall validation checks before

constructing the credential. The Issuer MJST sign the credentia

with its RSA private key using RS256.

I nput Validation

The |ssuer MJST reject the issuance request if any of the follow ng

condi tions hol d:
1. agent_id is absent or enpty.
2. user_id is absent or enpty.

3. scope is absent or contains no entries.

4. Any entry in scope is not parseable as a valid scope entry.

5. instruction is absent or enpty.

Yakung Expi res 27 Septenber 2026
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6.3. Intent Hash Conputation
The intent hash is conputed as:
att_intent = | owercase-hex( SHA-256( UTF-8-encode( instruction ) ) )
The instruction string MJST be encoded as UTF-8 before hashing. The
resulting 32-byte SHA-256 di gest MJUST be encoded as 64 | owercase
hexadeci mal characters. No canonicalization is applied to the
instruction before hashing; the raw UTF-8 bytes are hashed as-is.
6.4. ldentifier Generation
The | ssuer MJIST generate two UU D v4 [ RFCO9562] val ues at issuance:
* jJti: the unique identifier for this credenti al

* att _tid: the task tree identifier

Bot h val ues MJUST be generated using a cryptographically secure random
source.

6.5. TTL and Expiry

1. If ttl_seconds is zero, the TTL defaults to Defaul t TTLSeconds
(3600 seconds).

2. If ttl_seconds is negative, the issuance MJST be rejected.

3. If ttl_seconds exceeds MaxTTLSeconds (86400 seconds), the TTL is
capped at MaxTTLSeconds.

4. exp = iat + ttl_seconds (after applying the rul es above).

6.6. Root Credential Construction

| Field | Val ue |
[ oo oo s s s s e s pu e o1
| iss | Issuer UR |
S TR e +
| sub | "agent:" + agent _id |
S ISRy Fom e m e e eeeeeiieaccienaaaen. +
| iat | Current UTC tine |
R T +
| exp | Tat + ttl |
S TR e +
| jti | Freshly generated UU D v4 |

Yakung Expi res 27 Septenber 2026 [ Page 12]
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S o m o e e +
| att_tid | Freshly generated UU D v4 |
R T +
| att_pid | Absent |
- o m o oo +
| att_depth | O |
- o m o e e +
| att_scope | NornaliseScope(scope) |
R T +
| att_intent | hex(SHA-256(UTF-8(instruction))) |
- o m o oo +
| att _chain | [ jti ] |
S o m o e e +
| att_uid | user_id |
R T +
Tabl e 3

7. Delegation
7.1. Overview
Del egation creates a child credential derived froman existing parent
credential. The result is a credential at att_depth + 1 with a scope
that is a subset of the parent’s scope and an expiry no |ater than
the parent’s expiry.
7.2. lnput Validation
The Issuer MUST reject a del egation request if:
1. parent_token is absent or enpty.
2. child _agent is absent or enpty.
3. child_scope is absent or contains no entries.
7.3. Parent Token Verification
The | ssuer MJST:
1. Verify the RS256 signature against the Issuer’s public key.

2. Verify that the parent token has not expired (exp > now).

3. Verify that the signing algorithmis RS256

Yakung Expi res 27 Septenber 2026 [ Page 13]
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7.4. Scope Subset Enforcenent

The 1 ssuer MJIST apply NornmaliseScope to the requested chil d_scope.
The | ssuer MJUST then apply |sSubset(parent Scope, chil dScope). |If
| sSubset returns false, the del egati on MIUST be rejected.

7.5. Depth Limt
The |ssuer MUST check that parent.att_depth < MaxDel egati onDepth
(10). If the parent’s depth equals or exceeds the limt, the
del egati on MUST be rejected.
7.6. Expiry Conputation
parent _exp = parent.exp
if ttl_seconds > O:
requested_exp = now + ttl_seconds
child_exp = min(requested_exp, parent_exp)
el se:

default _exp = now + Default TTLSeconds
child exp = mn(default_exp, parent_exp)

The child s expiry MJUST NOT exceed the parent’s expiry.

7.7. Delegated Credential Construction

[S pleesfemsbumemsfemsfememsfeefumesfemsfumely essoe e esesese s espe s espe s es e es s fus e s g U
| Field | Val ue |
| iss | I'ssuer URI |
Fomm e oo - o e e e e e e e e e e e e e e e e e o +
| sub | "agent:" + chil d_agent |
R o e m e e e e e e e e e e +
| iat | Current UTC tine |
Fom e e o - o m e e e e e e e e ee e +
| exp | mn(now + ttl_seconds, parent.exp)

Fomm e oo - o e e e e e e e e e e e e e e e e e o +
| jti | Freshly generated UU D v4 |
R o e m e e e e e e e e e e +
| att _tid | parent.att tid (propagated) |
Fom e e o - o m e e e e e e e e ee e +
| att_pid | parent.jti |
Fomm e oo - o e e e e e e e e e e e e e e e e e o +
| att_depth | parent.att_depth + 1 |
R o e m e e e e e e e e e e +
| att_scope | NornaliseScope(child scope) |
Fom e e o - o m e e e e e e e e ee e +
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| att_intent | parent.att_intent (propagated) |

S o mm e e e e e e e e e e e e memaao- +

| att_chain | parent.att_chain + [ jti ] |

Fom e m oo - - oo e e e e e e e e e e m oo - +

| att_uid | parent.att uid (propagated) |

Fom e e o - o m e e e e e e e e ee e +
Table 4

8. Verification
8.1. Overview

A credential is valid if and only if all of the follow ng conditions
are sati sfied:

1. The RS256 signature verifies against the Issuer’s public key.

2. The current time is before exp (subject to clock-skew all owance).
3. The length of att_chain equals att_depth + 1.

4. The final elenent of att _chain equals jti.

5. The jti is not present in the revocation store.

8.2. Verification Al gorithm
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function Verify(tokenString, issuerPublicKey, revocationStore):

[/l Step 1: Signature and expiry
clains, err = RS256Parse(tokenString, issuerPublicKey)
if err is not nil:

return invalid("signature verification failed")

[l Step 2: Chain length invariant

expectedLen = clains.att_depth + 1

if len(clainms.att_chain) != expectedLen
return invalid("chain length m smatch")

[/l Step 3: Chain tail invariant
if clains.att_chain[len(clains.att_chain) - 1] !'= clains.jti:
return invalid("chain tail does not match jti")

/1l Step 4: Revocation check
if revocationStore.lsRevoked(clains.jti):
return invalid("credential has been revoked")

return valid(cl ai ns)
8.3. Warnings vs. Hard Failures

Chain length and chain tail inconsistencies are surfaced as warni ngs
that cause the credential to be reported as invalid. The warning
mechani sm exi sts to di stinguish between cryptographic failures (which
may indicate active attack) and structural inconsistencies (which may
i ndi cate i nplenmentation bugs).

9. Revocation
9.1. Semmntics

Revocation permanently invalidates a credential identified by its
jti. Once revoked, a credential MJST be treated as invalid
regardl ess of its exp claim Revocation is irreversible.

9.2. Cascade Semantics

Revoking a credential with jti X automatically revokes every
credential whose att_chain contains X

Revoke( X)
targets = { jti | jti == X OR X in credentials[jti].att_chain }
for each T in targets:
revocations.insert(T, now, revokedBy)
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Cascade revocati on SHOULD be perforned atomically within a single
dat abase transacti on.

9.3. Revocation Store

The revocati on store records:

| Field | Type | Description |

[ sy ooy oo

| jti | text (PK) | The revoked credential identifier

Fom e e o - S S +

| revoked_ at | timestanptz | UTC tinmestanp of revocation |

S o e e e e oo o o +

| revoked_by | text | Agent or user ID that triggered

| | | revocation

Fom ek Fom e o - o m e e e e e e e e mee oo s +
Table 5

Duplicate revocation attenpts MJST be treated as a no-op
(i denpotent).

9.4. Lifetine Interaction
A credential that has expired is invalid regardl ess of the revocation
store. A credential that has been revoked is invalid regardl ess of
whether it has expired. These are independent failure conditions.
10. Human-in-the-Loop Approva
10.1. Overview
Certain delegations require explicit human approval before being
granted. ACAP defines an approval protocol that nmakes the hunman
deci sion a cryptographic event enbedded in the resulting credenti al
10.2. Approval Lifecycle
The HI TL approval flow consists of four phases:
1. *Request.* The agent sends an approval request containing the
parent _t oken, requested child_scope, an intent description, and

the agent _id. The Issuer creates a pending approval record and
returns a chall enge_i d.
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10.

10.

10.

10.

11.

11.

2. *Poll.* The agent polls for approval status using the
challenge_id. Status is one of: pending, approved, rejected, or
expired.

3. *Q@Gant or Deny.* A hunman reviews the request via a dashboard or
integration. To grant, the human authenticates via an O DC
Identity Provider and the |Issuer verifies the id_token. The
| ssuer records the human’s identity and marks the approval as
gr ant ed.

4. *Credential |ssuance.* Upon grant, the |Issuer del egates a new
credential fromthe parent token with the approved scope. The
credential carries att_hitl _req, att_hitl _uid, and att_hitl _iss.

3. Approval Expiry

Pendi ng approval s MUST expire after a bounded tinme w ndow.

I mpl enent ati ons MJUST NOT al | ow approval s to remai n pending
indefinitely. An expired approval MIST be treated identically to a
rejection.

4. Parent Token Re-verification

When an approval is granted, the |Issuer MJIST re-verify the parent
token before issuing the delegated credential. |If the parent token
has expired or been revoked while the approval was pending, the

| ssuer MIST reject the grant.

5. HTL dainms Propagation

The HITL clainms (att_hitl _req, att_hitl _uid, att_hitl_iss) fromthe
nmost recent human approval propagate to all subsequent del egati ons.
If a new H TL approval occurs at a deeper del egation, the new cl ains
repl ace the inherited ones.

6. Milti-Tenant |solation

Approval requests are scoped to the authenticated organization. An
approval created by org A MUST NOT be resol vable by org B

Audit Log
1. Structure
The audit log is an append-only, hash-chai ned record of credenti al

|ifecycle events. Each entry commits to the previous entry’s hash,
maki ng the | og tanper-evident.
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The audit log is partitioned by att_tid. Each task tree has its own
i ndependent hash chain. The first event uses a genesis hash of 64
ASCI | zero characters as the previous hash val ue.

11.2. Entry Hash Computation

entry _hash = | ower case- hex( SHA-256(

prev_hash
|| event_type
[ jti
|| created_at _rfc3339nano
) )
where || denotes string concatenation. The genesis hash is:

" 00000000000000000000000000000000\
00000000000000000000000000000000"

(64 ASCI| zero characters.)

11.3. Event Types

[ el s el
| Event Type | Trigger |
| issued | Root credential issued |
o e e - S +
| del egated | Del egated credential issued |
. . +
| verified | Credential verified |
. T T +
| revoked | Credential revoked (one event per cascade target)
o e e - S +
| expired | Credential reached exp tine |
. . +
| hitl _granted | Human approved a HI TL request |
. e +
| action | Agent executed a registered action |
o e e - S +
| lifecycle | Agent lifecycle transition (started/conpleted/ |
| failed) |
. T +

Table 6
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11.4. Audit Entry Fields

[ e —— C—p———————————_ s p—p———— L
| Field | Type | Description |
[ bl el ety 3
| id | bigserial | Monotonically increasing row I D |
S ISRy Fom e eemeieeeeeeciiemaeacceaaaas +
| prev_hash | text | Hash of the prior entry for |
| | | same att_tid |
R S oo m e e e e e e e e e e ao - +
| entry hash | text | SHA-256 of concatenated fields |
e . e +
| event_type | text | One of the defined event types

Fomm e oo - o m e e e oo - St +
| jti | text | JWI ID of the credenti al |
| | | involved |
S TR . . +
| org_id | text | Tenant identifier |
S R I T +
| att_tid | text | Task tree identifier |
R S o e e e e e e e e e e e e e e +
| att_uid | text | Human principal identifier |
S TR . . +
| agent id | text | Agent identifier |
S TSR I T +
| scope | jsonb | Scope array at time of event |
R S o e e e e e e e e e e e e e e +
| nmeta | jsonb | Optional inplenentation-defined

| | | netadata |
- . e +
| created_at | timestanptz | UTC tinmestanp |
Fomm e oo - o m e e e oo - St +

Table 7

11.5. Append-Only Enforcenent

I mpl enent ati ons MJST enforce append-only semantics on the audit |og.
11.6. Log Verification

To verify the integrity of the audit log for a given att _tid:

1. Retrieve all entries in ascending id order.

2. For each entry starting at the second, verify that
entry. prev_hash equals the entry _hash of the preceding entry.
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12.

12.

12.

12.

12.

12.

12.

3. Reconpute entry_hash fromthe raw fields and verify it matches.
Any di screpancy indicates tanpering or corruption.

Security Considerations
1. Pronpt Injection

ACAP credentials bind to the intent hash of the original instruction,
but they do not prevent a legitimate credential from being used by a
conprom sed agent. The narrow, nonotone-reducing scope nodel linits
the blast radius of a conpronised agent. The intent hash enables
post-hoc detection of misuse. The att_ack claimcarries a checksum
of the agent binary for agent substitution detection.

2. Replay Attacks

Credentials carry a unique jti. Verifiers MJST check the revocation
store on every verification call. The exp claimbounds the replay
wi ndow for non-revoked credentials. Verifiers SHOULD nmaintain a
short-term cache of recently seen jti val ues.

3. Scope Creep

Scope creep is prevented by IsSubset enforcenent at del egation tine.
Resource servers MJST verify that the presented credential’s
att_scope covers the requested operation.

4. O ock Skew

I mpl enent ati ons SHOULD al | ow a cl ock-skew | eeway of up to 60 seconds.
I mpl enent ati ons MJUST NOT all ow a | eeway of nore than 300 seconds.

5. Key Mnagenent

The Issuer’s RSA private key is the root of trust. Conprom se allows
forging credentials. |Inplenentations SHOULD use hardware security
modul es and short key rotation periods. The public key MIST be
distributed via an out-of-band mechanism (e.g., a JVKS endpoint).

6. Credential Store Integrity
The revocation store and credential store are security-critical.

I mpl enent ati ons MJST apply access controls preventing unauthorized
nodi fi cation.
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12.7. Audit Log Integrity
Hash- chai ni ng provi des tanper-evidence but not tanper-prevention
The audit |1 og SHOULD be replicated to a wite-once store or
transparency | og for stronger guarantees.

13. | ANA Consi derations
Thi s specification defines the follow ng JW clai mnanes for

registration in the | ANA "JSON Wb Token C ai ns" registry established
by [ RFC7519].
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[ oo oo st b U
| d ai m Nane | Description | Change | Reference |
| | | Controller | |
[S sl sy s peey b p—p—j—r U
| att _tid | ACAP task tree | I ESG | This |
| | identifier | | document |
oo oo S S +
| att_pid | ACAP parent | I ESG | This |
| | credential identifier | | document

R o e e e e e e oo R S +
| att_depth | ACAP del egation depth | | ESG | This |
| | | | document |
oo oo S S +
| att_scope | ACAP perm ssion scope | | ESG | This |
| | | | document |
R o e e e e e e oo R S +
| att_intent | ACAP intent hash | I ESG | This |
| | | | document |
oo oo S S +
| att_chain | ACAP del egation chain | | ESG | This |
| | | | document |
R o e e e e e e oo R S +
| att _uid | ACAP originating user | |IESG | This |
| | identifier | | document |
oo oo S S +
| att_hitl _req | ACAP H TL request ID | IESG | This |
| | | | document |
R o e e e e e e oo R S +
| att_hitl _uid | ACAP H TL approving | I ESG | This |
| | user | | document |
oo oo S S +
| att_hitl _iss | ACAP H TL issuer | I ESG | This |
| | authority | | document

R o e e e e e e oo R S +
| att_idp_iss | ACAP IdP issuer | I ESG | This |
| | | | document |
oo oo S S +
| att_idp_sub | ACAP |IdP subject | I ESG | This |
| | | | document |
R o e e e e e e oo R S +
| att_ack | ACAP agent checksum | |ESG | This |
| | digest | | document |
oo oo S S +

Tabl e 8
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Appendi x A, Summary of Constants

[} e —————————— Ll Ll —p—_—_————————————————————————(————r L
| Constant | Value | Description |
[ el ey e st o}
| MaxDel egationDepth | 10 | Maxi mum pernmitted att _depth |
I Fommma - e +
| Default TTLSeconds | 3600 | Default credential lifetime |
| | | (1 hour) |
o e e e e oo AR, o e e e e e e e e e e m e ao- - +
| MaxTTLSeconds | 86400 | Maxi mum credential lifetine |
| | | (24 hours) |
I Fommma - e e +
| Genesis hash | 64 x | Previous hash for first |
| | "0 | audit entry |
o e e e e oo AR, o e e e e e e e e e e m e ao- - +
| dock skew | 60s | Recommended | eeway |
| (SHOULD) I I I
Fommma - T +
| dock skew (MJST | 300s | Maximum | eeway |
| NOT exceed) | | |
o e e e e oo AR, o e e e e e e e e e e m e ao- - +
Table 9

Appendi x B. I nplenentation Status

A reference inplenentation is avail abl e as open source software:

*

Server: Co, available at https://github. conf chudahl/attest-dev
TypeScri pt SDK: @ttest-dev/sdk on npm (0. 1.0-beta.4)
Pyt hon SDK: attest-sdk on PyPl (0.1.0b3)

Framewor k integrations: Anthropic Caude, LangG aph, QpenAl Agents
SDK, Model Context Protocol (MCP)

Depl oyment: Docker Conpose, Rail way

Al'l SDKs inplenment credential issuance, del egation, offline
verification via JWS, revocation, and audit trail retrieval.

Appendi x C. Data Mbdel

The following SQL schenma is informative for inplenmentations using
rel ati onal storage:

Yakung Expi res 27 Septenber 2026 [ Page 25]



Internet-Draft ACAP March 2026

CREATE TABLE | F NOT EXI STS credentials (

jti TEXT PRI MARY KEY,

org_ id TEXT NOT NULL,

att _tid TEXT NOT NULL,

att _pid TEXT,

att_uid TEXT NOT NULL,

agent _id TEXT NOT NULL,

dept h | NTEGER NOT NULL DEFAULT O,
scope TEXT[ ] NOT NULL,

chain TEXT[ ] NOT NULL,

i ssued_at TI MESTAMPTZ NOT NULL,
expires_at Tl MESTAMPTZ NOT NULL

)

CREATE I NDEX I F NOT EXI STS idx_credentials_chain
ON credentials USING G N (chain);

CREATE TABLE | F NOT EXI STS revocations (

jti TEXT PRI MARY KEY,
revoked at TI MESTAMPTZ NOT NULL,
revoked_by TEXT NOT NULL

);
CREATE TABLE | F NOT EXI STS approval s (

id TEXT PRI MARY KEY,

org id TEXT NOT NULL,

agent _id TEXT NOT NULL,

att _tid TEXT NOT NULL,

par ent _t oken TEXT NOT NULL,

i nt ent TEXT NOT NULL,

request ed_scope TEXT[] NOT NULL,

st at us TEXT NOT NULL DEFAULT ' pending’,
appr oved_by TEXT,

created_at TI MESTAMPTZ NOT NULL DEFAULT NOW),
resol ved_at TI MESTAMPTZ

)
CREATE TABLE | F NOT EXI STS audit_| og (

id Bl GSERI AL PRI MARY KEY,

org_id TEXT NOT NULL,

prev_hash TEXT NOT NULL,

entry_hash TEXT NOT NULL,

event _type TEXT NOT NULL,

jti TEXT NOT NULL,

att _tid TEXT NOT NULL,

att _uid TEXT NOT NULL,

agent _id TEXT NOT NULL,

scope JSONB NOT NULL DEFAULT '[]°,
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et a JSONB,

i dp_i ssuer TEXT,

i dp_subj ect TEXT,

hitl _req TEXT,

hitl _issuer TEXT,

hitl _subject TEXT,

creat ed_at TI MESTAMPTZ NOT NULL DEFAULT NOW)

)

CREATE OR REPLACE RULE audit _| og no _update AS
ON UPDATE TO audit_| og DO | NSTEAD NOTHI NG
CREATE OR REPLACE RULE audit_l| og_no_del ete AS

ON DELETE TO audit_l og DO | NSTEAD NOTHI NG,
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