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Abst r act

Thi s docunent defines enforcenent and governance rules for the
Sof t HSM t rust nodel .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 22 July 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
# Abstract

Thi s docunment defines enforcenent rules for software based hardware
security nodules used in identity based systens. The rules specify
what a Soft HSM MUST enforce, what it MJST ignore, and what it MJST
never infer. By constraining signing behavior to explicit,
verifiable inputs, the nodel ensures determ nistic authorization,
prevents semantic confusion, and elininates classes of attacks caused
by inplicit trust or contextual inference.

# Status of This Meno

This Internet Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet Drafts are working docunents of the Internet Engineering
Task Force. They may be updated, replaced, or obsol eted by other
docunents at any tine. It is inappropriate to use Internet Drafts as
reference material or to cite themother than as work in progress.

# I ntroduction

Cryptographi c signing environments are frequently treated as passive
tool s that performrequested operations w thout evaluating intent,
scope, or context. This approach places responsibility for
correctness entirely on calling applications and exposes signing keys
to m suse, anbiguity, or unintended authorization.

Thi s docunment defines a SoftHSM enforcement nodel in which the

si gni ng environment actively enforces explicit rules before

perform ng any cryptographic operation. The SoftHSM does not
interpret payloads, infer intent, or apply heuristics. It evaluates
only declared, verifiable inputs and enforces determnistic
constraints.
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The SoftHSM i s positioned as the final authority prior to

cryptographic signing. It is the last opportunity to prevent mnisuse
of keys, ms binding of semantics, or execution of unauthorized
actions.

This specification applies to software based HSM i npl enent ati ons

operating on general purpose systems. |t does not define
cryptographi c al gorithns, key storage formats, or physical security
properties. Instead, it defines behavioral constraints that any

conpliant SoftHSM MUST i npl ement regardl ess of underlying
cryptographic primtives.

Thi s docunent builds on the nmessage envel ope format, purpose
semanti cs, consent nodel, and capability token mechani sms defined in
earlier specifications. 1t defines how those inputs are enforced at
the point where signatures are created.

2. Scope and Coal s

By maki ng enforcement explicit and non inferential, the SoftHSM
becones a deterministic policy boundary rather than a passive
crypt ographi c servi ce.

# Term nol ogy

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOVMENDED, MAY, and OPTIONAL in this docunent are to be
interpreted as described in RFC 2119 and RFC 8174.

Sof t HSM A sof tware based hardware security nodul e that perforns
crypt ographi c operations while enforcing explicit policy and
behavi oral constraints.

Si gning Operation A cryptographic operation that produces a signature
over defined input data using a private key managed by the SoftHSM

Si gni ng Request A structured request presented to the SoftHSM t hat
specifies the data to be signed and the context under which signing
i s requested.

Required I nputs The explicit, verifiable inputs that MJST be present
in a signing request for the Soft HSMto consi der performing a signing
operati on.

Enf orcement The act of evaluating a signing request against defined
rul es and constraints prior to executing a cryptographic operation
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Determ nistic Decision A signing decision that is fully determ ned by
explicit inputs and configuration, producing the same outcome given
the sanme inputs.

Inference Any attenpt to derive intent, authorization, or senantics
fromcontext, payload content, transport, or external state not
explicitly provided in the signing request.

Policy Local rules that constrain signing behavior, including which
keys may be used, under what conditions, and for which purposes.

Audit Record A verifiable record of a signing decision, including
i nputs eval uated and the resulting outcone.

Key Material Cryptographic keys managed by the SoftHSM i ncl uding
private keys and associ at ed net adat a.

Si gni ng Context The decl ared purpose, identity, and scope associ ated
with a signing request.

3. Threat Nbdel

Execution Any action taken as a result of a signing operation beyond
the production of a cryptographic signature. Execution senmantics are
explicitly outside the scope of the SoftHSM

# Enforcement Nbdel

The enforcenent nodel defines how a SoftHSM eval uat es si gning
requests and determ nes whether a cryptographic operation is
permtted.

The Soft HSM acts as a policy enforcement point. It evaluates
explicit inputs presented in a signing request against |ocal policy
and enforcenent rules before perforning any cryptographi c operation

The Soft HSM MUST operate determ nistically. G ven the sane signing
request, policy configuration, and key state, the SoftHSM MJST reach
the sane deci sion and produce the sane outcone.

The Soft HSM eval uates only explicit inputs. It MJST NOT inspect
payl oad contents, interpret application semantics, infer intent, or
consult external context not explicitly provided in the signing
request.

The enforcenent nodel follows a fixed eval uati on order

Zi nn Expires 22 July 2026 [ Page 4]



I nternet-Draft Sof t HSM Enf or cenent Rul es January 2026

First, the SoftHSM MJST validate the structure and conpl et eness of
the signing request. Second, the SoftHSM MJUST verify the
authenticity and integrity of the signing request inputs. Third, the
Sof t HSM MUST eval uate required i nputs against local policy. Fourth,
the Soft HSM MUST det ermi ne whether the requested signing operation is
permitted.

If any step fails, the signing operation MJST be deni ed.

The Soft HSM MUST fail closed. Absence of required inputs, anmbiguity,
or policy mismatch MUST result in denial rather than pernissive
behavi or.

The Soft HSM MUST treat signing requests as untrusted input. Even
requests originating fromlocal applications or privileged processes
MUST be eval uated identically.

The enforcenent nodel intentionally separates authorization from
crypt ographi ¢ execution. Authorization is deternined entirely before
any cryptographi c operation occurs.

By constraining evaluation to explicit, verifiable inputs and
enforcing a fixed decision order, the enforcenent nodel prevents
m suse of signing keys and elimnates classes of attacks based on
inmplicit trust or contextual inference.

The Soft HSM may support cryptographi c operations other than signing,
such as encryption or decryption. However, this specification
defines enforcenment rules only for signing operations. Requirenents
for encryption, key agreenent, or confidentiality services are
explicitly out of scope and may be defined by separate

speci fications.

4. Enforcenent Principles
Any enforcenment failure MJST result in deterministic failure and MJST
NOT degrade into warnings, partial success, fallback behavior, or
best effort execution.

# ldentity Bound Decryption Enforcenent

This section defines enforcenment rules that bind decryption authority
to a specific SoftHSM i nstance.

A Sof t HSM MUST possess a uni que internal cryptographic identity for
the purpose of enforcenent.
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When identity bound encryption is applied to an artifact, the SoftHSM
MUST bi nd the encryption operation to its own Soft HSMidentity.

A Sof t HSM MUST NOT permt decryption of an identity bound artifact
unl ess the decryption operation is executed within the sane
aut hori zed Soft HSM i dentity.

Possessi on of valid cryptographic keys al one MJUST NOT be sufficient
to pernmit decryption.

If an encrypted artifact is copied, exfiltrated, cloned, or otherw se
removed fromthe authorized SoftHSM execution environment, decryption
MUST fail deterministically.

A Sof t HSM MUST enforce this restriction regardl ess of key
availability, key correctness, or external system state.

Transfer of decryption authority to a different SoftHSM instance MJST
require an explicit governance action as defined by the governance
rul es governing the SoftHSM environnent.

Silent key re wapping, inplicit trust inheritance, or undecl ared
Sof t HSM substi tuti on MJUST NOT be pernitted.

A Soft HSM MUST record its identity as part of the audit record for
any encryption or decryption operation involving identity bound
artifacts.

# Required I nputs
A Soft HSM MUST require a conplete and explicit set of inputs for
every signing request. Absence, anbiguity, or partial specification
of required inputs MJST result in denial

5. Capability Enforcenent
The Soft HSM MUST NOT assune defaults, infer mssing values, or derive
intent fromcontext. Only explicitly provided inputs are

authoritative.

At a minimum a signing request MJST include the follow ng required
i nput s.

Signing Key Identifier An explicit identifier for the private key

requested for use. The SoftHSM MUST NOT sel ect keys inplicitly or
aut omatical ly.
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Data to be Signed The exact data or cryptographic digest to be
signed. The Soft HSM MUST treat this data as opaque and MJST NOT
inspect or interpret its contents.

Decl ared Purpose The purpose associated with the signing request.
The purpose MJST be explicit and MJST correspond to a supported
pur pose value. Signing requests without a decl ared purpose are

i nvalid.

Requesting ldentity The identity on whose behal f the signing request
is made. The Soft HSM MUST verify that this identity is authorized to
request use of the specified key.

Scope and Context Explicit scope information required to eval uate
aut hori zation, such as direction, resource class, or capability
ref erence, when applicable.

Aut hori zation Evidence Verifiable evidence required by |ocal policy
to authorize signing, such as consent state, capability token
reference, or policy identifier. The SoftHSM MUST NOT attenpt to
retrieve or infer such evidence inplicitly.

Request Integrity A nmechanismto ensure the integrity and
authenticity of the signing request itself. The SoftHSM MJST reject
requests that cannot be verified as intact and authentic.

Al'l required inputs MIST be bound together as part of the signing
request. Moddification of any required input after request subni ssion
MUST i nval i date the request.

The Soft HSM MUST val i date required inputs prior to any policy

eval uati on or cryptographic operation. Requests that fail validation
MJUST be deni ed without side effects.

By requiring explicit and conplete inputs, the SoftHSM ensures that
signing decisions are intentional, reviewable, and inmmune to

cont extual anbiguity.

# Prohibited Inference

The Soft HSM MUST NOT infer intent, authorization, or semantics beyond
what is explicitly provided in a signing request.

6. CGovernance Enforcenent
Inference is prohibited because it introduces anbiguity, non

determnism and hidden policy decisions that underm ne the security
guar ant ees of the signing environment.
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The Soft HSM MUST NOT infer or derive meaning fromany of the
fol | owi ng.

Payl oad content Transport protocol or source Application identity or
process context Historical behavior or prior requests User interface
state or presentation Tine of day or execution environment Absence of
required inputs

The Soft HSM MUST NOT attenpt to classify, interpret, or inspect the
data being signed. The data to be signed is treated as opaque input.

The Soft HSM MUST NOT br oaden scope, escal ate privilege, or rel ax
constraints based on perceived legitinmcy, repetition, or
conveni ence.

The Soft HSM MUST NOT attenpt to conpensate for inconplete requests.
M ssing or ambi guous inputs MJST result in denial rather than
fal | back behavi or.

The Soft HSM MUST NOT infer authorization fromidentity recognition
al one. Possession of a key or identity association does not inply
perm ssion to sign

Any behavior that results in different signing decisions for
equi val ent explicit inputs is prohibited.

By explicitly forbidding inference, the Soft HSM enforces a strict
separ ati on between policy, authorization, and cryptographic
execution. This ensures that signing decisions remain determnistic,
audi tabl e, and resistant to mnisuse.

# Si gni ng Decision Rul es

Si gni ng deci sion rul es define how the SoftHSM det erm nes whether to
performa signing operation once required i nputs have been vali dat ed.

A signing operation MIJST be permitted only if all of the follow ng
conditions are satisfied.

" Al required inputs are present, well forned, and authenticated’
The requested signing key exists and is available for use ' The
requesting identity is authorized to use the specified key ' The
decl ared purpose is supported and permtted for the key ' Scope and
context constraints are satisfied ' Required authorization evidence
is present and valid ' No revocation or policy restriction applies

If any condition fails, the signing operation MJST be deni ed.
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7

Qperational Constraints

The Soft HSM MUST eval uat e signing requests using a fixed and
docunent ed deci sion order. Evaluation order MUST NOT vary based on
request content or origin.

The Sof t HSM MUST NOT perform partial signing or conditional signing.
Signing is an atom c operation that either succeeds conpletely or
fails without side effects.

The Soft HSM MUST NOT nodi fy, nornalize, or reinterpret the data being
signed. The signature MJST apply exactly to the data presented in
the request.

The Soft HSM MUST NOT expose private key material or intermediate
cryptographic state as part of a signing decision.

The Soft HSM MUST return a clear and deterministic outcome for each
si gni ng request, indicating approval or denial. Error reporting MJST
NOT | eak sensitive policy or key informtion

By enforcing explicit and ordered decision rules, the SoftHSM ensures
that cryptographic operations occur only when authorization is
unanbi guous and conpl et e.

# Audit and Determ ni sm

Audit and determ nismrequirenents ensure that SoftHSM behavior is
observabl e, reproducible, and resistant to silent policy drift.

The Sof t HSM MUST produce deterninistic outconmes. Gven the same
si gni ng request, policy configuration, and key state, the SoftHSM
MJST reach the sanme deci sion and produce identical results.

The Soft HSM SHOULD record an audit record for each signing request.
Audit records SHOULD include sufficient information to reconstruct
the decisi on without exposing sensitive key material or payl oad
contents.

At a minimum audit records SHOULD capture:

Ti mestanp of the request
identity ' Declared purpose
appl i ed

Signing key identifier
Deci si on outcone ’

Requesti ng
Policy reference

Audit records MJST NOT include private key material or raw payl oad
data. Wiere payl oad digests are recorded, they MJIST be treated as
sensitive netadat a.
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Audit nmechani sns MJUST NOT i nfluence signing decisions. Failure to
record an audit event MJST NOT cause a signing operation to succeed
or fail differently.

8. Failure Mbdes

Audit records SHOULD be protected against nodification and
unaut hori zed access. Integrity of audit records is essential for
post hoc verification and di spute resol ution

The Sof t HSM MUST NOT rely on audit state to nake authorization
decisions. Audit is observational, not operational

By enforcing determ nismand producing verifiable audit trails, the
Sof t HSM enabl es accountability w thout introducing inference or
coupling between authorization and observation

# Security Considerations

The Soft HSM represents the final authorization boundary prior to
cryptographic signing and therefore must be treated as a high val ue
security conponent.

The primary security objective of the SoftHSM enforcement nodel is to
prevent unauthorized or unintended use of signing keys. By requiring
explicit inputs and prohibiting inference, the nodel reduces the risk
of confused deputy attacks, privilege escalation, and senmantic

m shi ndi ng.

Key msuse is a central threat. The SoftHSM MJUST ensure that keys
are used only for explicitly authorized purposes and scopes. Failure
to enforce purpose or scope constraints may result in signatures that
assert uni ntended meaning or authority.

Si gning request forgery is another risk. The SoftHSM MJUST verify the
integrity and authenticity of signing requests and MJST reject
requests that cannot be validated.

Policy msconfiguration may |l ead to overly perm ssive behavior.

I mpl enent ati ons SHOULD provi de nechani sns to validate policy

consi stency and SHOULD favor fail closed behavior in the presence of
ambi gui ty.

Si de channel | eakage, such as timng differences or error messages,
may reveal information about policy or key availability.

I mpl enent ati ons SHOULD mi ni m ze observabl e di fferences between denia
reasons and SHOULD avoi d exposing detailed failure nodes to untrusted
callers
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Conpromi se of the host systemthreatens the SoftHSM Wile this
docunent does not define host hardening requirenments, inplenentations
SHOULD consi der isol ation mechani sms, access controls, and nonitoring
appropriate to their threat nodel

By enforcing deterninistic authorization and strict separation of
concerns, the SoftHSM reduces reliance on application correctness and
provi des a robust defense agai nst classes of attacks caused by
inmplicit trust or contextual interpretation

# Security Considerations

The Soft HSM represents the final authorization boundary prior to
cryptographic signing and therefore must be treated as a hi gh val ue
security conponent.

9. Security Considerations

The primary security objective of the SoftHSM enforcenment nodel is to
prevent unauthorized or unintended use of signing keys. By requiring
explicit inputs and prohibiting inference, the nodel reduces the risk
of confused deputy attacks, privilege escalation, and senantic

m shi ndi ng.

Key mi suse is a central threat. The SoftHSM MJUST ensure that keys
are used only for explicitly authorized purposes and scopes. Failure
to enforce purpose or scope constraints may result in signatures that
assert uni ntended neaning or authority.

Signing request forgery is another risk. The SoftHSM MJUST verify the
integrity and authenticity of signing requests and MJUST reject
requests that cannot be validated.

Policy msconfiguration may |lead to overly perm ssive behavior.

| mpl enent ati ons SHOULD provi de nechani sns to validate policy

consi stency and SHOULD favor fail closed behavior in the presence of
ambi gui ty.

Si de channel | eakage, such as timng differences or error nessages,
may reveal information about policy or key availability.

I mpl enent ati ons SHOULD m ni mi ze observabl e differences between deni al
reasons and SHOULD avoi d exposing detailed failure nodes to untrusted
callers

Conprom se of the host systemthreatens the SoftHSM Wile this
docunent does not define host hardening requirenents, inplenentations
SHOULD consi der isolation nmechani sns, access controls, and nonitoring
appropriate to their threat nodel
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By enforcing deterninistic authorization and strict separation of
concerns, the SoftHSM reduces reliance on application correctness and
provi des a robust defense agai nst classes of attacks caused by
inmplicit trust or contextual interpretation

# | ANA Consi derati ons

Thi s docunent does not define any new nanespaces, registries,
prot ocol nunbers, or paraneters requiring action by | ANA

If future specifications define registries related to SoftHSM policy
identifiers or standardized signing contexts, those docunents will
specify their own | ANA consi derati ons.
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