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Abst r act

Thi s docunent defines the nessage envel ope format used for
structured, verifiable message exchange.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 22 July 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
# Abstract

Thi s docunent defines a nessage envel ope format for identity based
conmmuni cati on systens. The envel ope provides a structured and
verifiabl e container that binds declared purpose, payl oad, and
cryptographic signatures into a single unit. The envel ope format is
i ndependent of transport, encoding, and storage nmedium and is
designed to support deternministic verification, provenance tracking,
and policy enforcenent.

# Status of This Meno

This Internet Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet Drafts are working docunents of the Internet Engineering
Task Force. They may be updated, replaced, or obsol eted by other
docunents at any tine. It is inappropriate to use Internet Drafts as
reference material or to cite themother than as work in progress.

# I ntroduction

Most comuni cation systens treat messages as opaque payl oads
delivered over a transport. Meaning, intent, and authorization are
inferred externally through application |ogic, metadata, or platform
specific policy. This approach nmakes verification difficult, weakens
provenance, and couples security decisions to inplenentation details
rather than to explicit declarations.

Thi s docunent defines a nessage envel ope as a first class construct.
A nmessage envelope is a container that explicitly declares what a
message is for, what content it carries, and who is responsible for
it. These declarations are cryptographically bound so that they
cannot be separated, reordered, or reinterpreted wthout detection
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The envel ope format defined here does not assunme a specific transport
protocol, encoding, or storage mechanism An envel ope may be
represented as a folder, a structured file, or a binary object.
Regardl ess of representation, the semantics remain invariant.

2. Design CGoals

The nessage envel ope is designed to be processed before nessage
content is interpreted. Verification of the envel ope precedes
payl oad handling, policy evaluation, and execution. This ordering
all ows systens to nake determ nistic decisions about acceptance,
rejection, or quarantine w thout inspecting payl oad contents.

Thi s docunent builds on the identity architecture and di scovery

mechani sms defined in earlier specifications. 1t does not define how
messages are routed, delivered, or displayed. It defines only how a
message i s packaged so that downstream systens can reason about it
safely.

# Ter m nol ogy

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOVMENDED, MAY, and OPTIONAL in this docunent are to be
interpreted as described in RFC 2119 and RFC 8174.

Envel ope A structured contai ner that binds decl ared purpose, payl oad,
and cryptographic nmetadata into a single verifiable unit.

Message An instance of an envel ope together with its associated
payl oad. A nessage is considered inconplete unless its envel ope
verifies successfully.

Payl oad The content carried by an envel ope. The payl oad may be a
file, data stream structured docunent, or reference to externa
dat a.

Purpose A declared senmantic intent for a message. Purpose describes
why a nessage exists and howit is expected to be handl ed,
i ndependent of payl oad content.

Envel ope Header The portion of the envel ope that contains declared
pur pose, netadata, and references necessary for verification and
policy eval uation

Envel ope Body The portion of the envel ope that contains or references
t he payl oad.

Zi nn Expires 22 July 2026 [ Page 3]



I nternet-Draft Message Envel ope For mat January 2026

Bi ndi ng The cryptographi c associ ati on between envel ope header,
envel ope body, and payl oad such that none can be nodified
i ndependently wi thout detection

3. Envel ope Structure

Signer An identity that applies a cryptographic signature to an
envel ope, asserting responsibility for its declared purpose and
contents.

Verification The process of validating an envel ope by checking
signatures, bindings, and declared netadata prior to payl oad
interpretation.

Representati on The concrete encodi ng or packagi ng of an envel ope,
such as a directory structure, structured text format, or binary
obj ect.

Transport The nechani sm by which an envel ope i s conveyed between
parties. Transport is explicitly outside the scope of this docunent.

Reci pient An identity that receives and verifies an envel ope.

Internediary A systemthat stores, forwards, or relays envel opes
wi t hout asserting authorship or semantic authority.

# Envel ope Mddel

The nessage envelope is a |logical construct that defines how a
message i s declared, verified, and handled. |t establishes a strict
ordering of interpretation that ensures security and policy decisions
are made before any payl oad is processed.

An envel ope consists of three conceptual conponents.

First, a header. The envel ope header contains declarative

i nformati on about the nmessage, including its purpose, identifiers,

met adata required for verification, and references to the payl oad.
The header is designed to be small, explicit, and fully interpretable
wi t hout accessing the payl oad.

Second, a body. The envel ope body contains the payload itself or a
reference to the payload. The body does not carry semantic meaning
on its own and MJST NOT be interpreted until the envel ope has been
successful ly verified.
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4.

Header Fi el ds

Third, cryptographic bindings. The header and body are bound

toget her through cryptographi ¢ mechani sms such that any nodification
to either conponent is detectable. These bindings ensure that

decl ared purpose, payload, and signer assertions cannot be separated
or reconbi ned wi thout invalidation

The envel ope nodel enforces a fixed processing order

An inplenentation MIST first parse the envel ope header. An

i mpl ementati on MUST then verify cryptographi c bindi ngs and
signatures. Only after successful verification MAY the payl oad be
accessed or interpreted.

If verification fails at any stage, the payl oad MJUST NOT be
processed. Handling of failed verification is defined by error and
di sposition semantics outside the scope of this document.

The envel ope nodel intentionally decouples semantics fromtransport
and storage. An envelope may be transmtted over a network, stored
on di sk, enbedded wi thin another structure, or represented as a
directory hierarchy. Regardless of representation, the |ogical nodel
remai ns the sane.

The envel ope nodel does not define application |evel neaning beyond
decl ared purpose. Interpretation of payload contents is the

responsi bility of higher |ayer specifications and applications. This
separation allows envel ope verification and policy enforcenment to be
i mpl emented uniformy across different nmessage types.

Mul tipl e envel opes MAY be nested or rel ated, provided that each
envel ope independently satisfies the verification and bi ndi ng
requirenents defined in this docunent. Nested envel opes MJST NOT
weaken the verification guarantees of outer envel opes.

By enforcing declaration before interpretation and verification

bef ore execution, the envel ope nodel provides a determnistic
foundation for secure messagi ng, consent enforcenent, and provenance
tracki ng.

# Envel ope Model

The nessage envelope is a |logical construct that defines how a
message i s declared, verified, and handled. It establishes a strict
ordering of interpretation that ensures security and policy decisions
are nade before any payl oad is processed.
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An envel ope consists of three conceptual conponents.
Payl oad Semantics

First, a header. The envel ope header contai ns declarative

i nformati on about the nmessage, including its purpose, identifiers,

met adata required for verification, and references to the payl oad.
The header is designed to be small, explicit, and fully interpretable
wi t hout accessing the payl oad.

Second, a body. The envel ope body contains the payload itself or a
reference to the payload. The body does not carry semantic neaning
on its own and MJST NOT be interpreted until the envel ope has been
successful ly verified.

Third, cryptographic bindings. The header and body are bound

toget her through cryptographi ¢ mechani sms such that any nodification
to either conponent is detectable. These bindings ensure that

decl ared purpose, payl oad, and signer assertions cannot be separated
or reconbi ned wi thout invalidation

The envel ope nodel enforces a fixed processing order

An inplenentation MIST first parse the envel ope header. An

i mpl ement ati on MUST then verify cryptographi c bindi ngs and
signatures. Only after successful verification MAY the payl oad be
accessed or interpreted.

If verification fails at any stage, the payl oad MJST NOT be
processed. Handling of failed verification is defined by error and
di sposition semantics outside the scope of this docunent.

The envel ope nodel intentionally decouples semantics fromtransport
and storage. An envelope may be transmtted over a network, stored
on di sk, enbedded within another structure, or represented as a
directory hierarchy. Regardless of representation, the |ogical nodel
remai ns the sane.

The envel ope nodel does not define application |evel neaning beyond
decl ared purpose. Interpretation of payload contents is the

responsi bility of higher |ayer specifications and applications. This
separation allows envel ope verification and policy enforcenment to be
i mpl emented uni formy across different nmessage types.

Mul tipl e envel opes MAY be nested or rel ated, provided that each
envel ope i ndependently satisfies the verification and bi nding
requirenents defined in this docunent. Nested envel opes MJST NOT
weaken the verification guarantees of outer envel opes.
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By enforcing declaration before interpretation and verification

bef ore execution, the envel ope nodel provides a determnistic
foundation for secure messagi ng, consent enforcenent, and provenance
tracki ng.

# Signing and Bi ndi ng Rul es
6. Signhing and Integrity

Si gning and binding rul es define how the el ements of an envel ope are
cryptographically associated to ensure integrity, authenticity, and
non separation of declared semantics and payl oad.

An envel ope MJST be signed by the issuer identity identified in the
envel ope header. The signature asserts responsibility for the
decl ared purpose, payload reference, and associ ated net adat a.

The signature MUST bind, at a mininum the follow ng el ements.

Envel ope ldentifier Decl ared Pur pose I ssuer ldentity Creation
Time ' Payl oad Reference ' Optional Metadata present in the header

I f any bound el enment is nodified, added, or renpved, signature
verification MIST fail.

The payl oad itself MJIST be included in the binding either directly or
indirectly. Direct inclusion binds the payload content itself.

I ndirect inclusion binds a cryptographic digest of the payl oad.

I mpl enent ati ons MAY choose either nethod based on payl oad size,
transport constraints, or storage nodel, provided that nodification
of the payload is detectable.

Si gnatures MJST be verifiable without access to external policy
state, consent stores, or application specific context. Verification
relies solely on the envel ope contents and identity verification
mechani sns defi ned el sewhere

Mul tiple signatures MAY be applied to an envel ope. When multiple
signatures are present, each signature MJST i ndependently satisfy the
bi ndi ng requirenents. The presence of multiple signatures does not
alter the declared purpose unless explicitly defined by a higher

| ayer specification.

Det ached signatures are permitted, provided that the binding between
signature material and envel ope elenents is explicit and unanbi guous.
Det ached si gnatures MJST NOT al | ow envel ope el enents to be reconbi ned
with different payl oads or purposes.

Zi nn Expires 22 July 2026 [ Page 7]



I nternet-Draft Message Envel ope For mat January 2026

Si gni ng order MJUST be deterministic. Inplenentations MJST define a
canoni cal representation of bound el enents prior to signing to ensure
consi stent signature results across

# Representation | ndependence
7. Encryption Considerations

The nessage envel ope is defined i ndependently of any specific
encoding, file format, or transport. This docunent specifies |ogica
structure and binding rules, not concrete serialization.

An envel ope MAY be represented in multiple forms, including but not
limted to a directory hierarchy, a structured text docunent, or a
bi nary object. Regardless of representation, the envel ope MJST
preserve the | ogical elenments and binding rel ationships defined in
this specification.

Al'l representations MJST support determ nistic canonicalization of
bound el ements. Canonicalization ensures that equival ent envel ope
contents produce identical cryptographic verification results across
different inplenentations and encodi ngs.

Representati ons MUST NOT introduce inplicit fields, inferred
semantics, or hidden netadata that affect envel ope verification. Any
information that influences verification or declared purpose MIST be
explicitly present in the envel ope header and included in the
crypt ogr aphi ¢ bi ndi ng.

When envel opes are transfornmed between representations, the
transformati on process MJST preserve all bound el enents exactly.
Transformations that alter envel ope identifiers, declared purpose,
payl oad references, or signature material invalidate the envel ope.

| mpl enent ati ons MAY support nultiple representations concurrently.
Support for one representation MJUST NOT inply support for others,
provi ded that the | ogical envel ope nodel renmains consistent.

Represent ati on i ndependence all ows envel opes to be stored,
transmtted, archived, and processed across heterogeneous systens

wi t hout weakening verification guarantees. |t also enables gradua
evol ution from hunan readabl e representati ons to conpact binary forns
wi t hout changi ng senanti cs.

Thi s docunent does not define canonical encodings. Representation
specific profiles may define concrete formats and canonicali zation
rul es, provided that they conformto the | ogical nodel and bi nding
requi renents defined here.
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# Security Considerations

The nessage envel ope format defined in this docunent establishes
security properties through explicit declaration, cryptographic
bi nding, and determnistic verification. These properties are

i ntended to reduce anbiguity, prevent substitution attacks, and
enable early rejection of invalid or unauthorized nessages.

A primary security objective is semantic integrity. Declared

pur pose, payload reference, and signer identity are cryptographically
bound such that they cannot be altered independently. This prevents
an attacker fromreusing a valid payload with a different declared
pur pose or signer.

8. Processing Rules

Verification MIUST occur before payl oad processing. |nplenentations
that access or interpret payload content prior to successful envel ope
verification risk exposing thenselves to nmalicious or mal formed dat a.
Envel ope verification is therefore a mandatory first step

Repl ay attacks are possi bl e when envel opes are reused outside their
i ntended context. While this docunent does not define replay
prevention nmechani sns, envel ope identifiers and creation tines

provi de i nputs that higher |layer specifications MAY use to detect or
limt replay.

The envel ope format does not assunme trust in internediaries.

Envel opes may be stored, forwarded, or relayed by untrusted systens
wi t hout weakening integrity or authenticity guarantees.

I nternediari es MJUST NOT be relied upon to enforce envel ope semantics.

Conpromi se of a signing key undermines the integrity of envel opes

i ssued by that identity. Ildentity systens inplenenting this

speci ficati on MUST define nmechani snms for key rotation and revocation
Envel ope verification SHOULD take revocation status into account
wher e such nmechani sns are avail abl e.

Mul tiple signatures increase conplexity and MJST be handl ed
carefully. Inplenentati ons SHOULD define clear rules for
interpreting envelopes with nultiple signers to avoid anbiguity or
uni nt ended aut hori zati on

The envel ope format deliberately excludes policy decisions, consent
eval uati on, and execution semantics. These concerns are handl ed by
hi gher | ayer specifications. M xing these concerns into the envel ope
woul d weaken determinismand increase attack surface.
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By enforcing declaration before interpretation and bi ndi ng before
execution, the envel ope format reduces the risk of confused deputy
attacks and uni ntended side effects caused by inplicit or inferred
nmessage senanti cs.

The ability to observe, inspect, verify, relay, or replicate a
message envel ope does not confer authority to nutate, decrypt,
aut hori ze, sanction, or finalize the associated content.

# Privacy Considerations

The nessage envel ope format i s designed to support privacy preserving
conmuni cation by minimzing inplicit nmetadata and enforcing explicit
decl aration of senmantics.

The envel ope header contains only information required for
verification and policy evaluation. |nplenentations SHOULD avoid

i ncludi ng extraneous netadata that could be used to infer

communi cati on patterns, relationships, or behavioral characteristics
beyond what is explicitly decl ared.

9. Security Considerations

Decl ared purpose enabl es early decision naking without inspecting
payl oad content. This reduces the need for deep inspection and
limts exposure of sensitive payload data to systens that are not
aut horized to process it.

Envel ope verification does not require access to centralized services
or global state. As a result, internediaries and storage systens are
not required to observe or record identity relationships in order to
process envel opes. This reduces opportunities for |arge scale
aggregation of conmunication mnetadat a.

Payl oad references MAY point to external content. |nplenentations
SHOULD ensure that resolution of such references does not

i nadvertently reveal recipient identity, access patterns, or nessage
context to unauthorized parties.

Mul tiple representations of an envel ope SHOULD preserve privacy
properties consistently. Transfornmations between representations
MUST NOT introduce additional netadata, ordering information, or
inmplicit identifiers that could enable correl ation across nmessages.

The envel ope format itself does not mandate |ogging, telemetry, or
reporting. Any such behavior is an inplenentation choice and SHOULD
be carefully eval uated agai nst privacy requirenents and threat

nodel s.

Zi nn Expires 22 July 2026 [ Page 10]



I nternet-Draft Message Envel ope For mat January 2026

By maki ng senmantics explicit and verifiable, the envel ope format
enabl es systens to reject or accept messages determnistically

wi thout relying on inference, heuristics, or inspection of content,
t hereby reduci ng unnecessary data exposure.

# | ANA Consi derati ons

Thi s docunent does not define any new nanespaces, registries, message
types, protocol nunbers, port assignnments, or paraneters that require
registration with | ANA

If future specifications define concrete envel ope representations,
serialization formats, or registry based purpose vocabul ari es that
buil d upon the envel ope nodel defined here, those docunents wl|l
specify their own | ANA consi derati ons.
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