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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The | ETF has produced several YANG data nodels that are instrumenta
for automating the provisioning and delivery of connectivity
services. An overview of these data nodels and a franework that
descri bes how these vari ous nodul es can be used together are
described in [ RFC8969] .

Thi s docunent adopts the rationale of [RFC8969], but with a focus on
the network coordination with Telco O oud services.

The docunent al so identifies sonme gaps related to existing nodels.

The docurent outlines an architecture and comruni cati on process of
Networ k Orchestrators and C oud orchestrators.
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2. Conventions and Definitions

Thi s docunment assumes that the reader is famliar with the contents
of [RFC6241], [RFC7950], and [RFCB309] as it uses terns fromthose
RFCs.

Thi s docunent uses the term "network nodel" as defined in Section 2.1
of [ RFC8969].

3. A Reference Architecture of Telco C oud Network Coordi nation

I'n sone inplenentation, C oud Orchestrator and Network Orchestrator
are only associated with their own respective services. That is,
Cloud Orchestrator is responsible for data center (DC) services, such
as application, conpute, and/or storage services within the DC, while
network Orchestrator plans and depl oys connections based on pl aned
inter-DC traffic demands.

In certain scenarios, such as the [ETSI-GS-NFV-1FA-032] cross-site
connectivity service interfaces definition, to support cloud-based
cross-data center (DC) scaling, the NFV cloud platformcan |everage
net wor k- exposed APl interfaces to dynam cally collect underlay WAN
network status and establish/update inter-DC connections. The
architecture option is shown in the figure bel ow

oo o - + Fom e e e e oo o +
| doud | | Net wor k Orchestrator|
| Orchestrator I e T >| |
| ( Telco d oud | I ETF Servi ce&Networ k]| (Provi der Network |
| Orchestration) | Dat a nodel s/ API | Orchestration) |
o a o + Fom e e e e e oo o +

I I
| |
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Fom e e e e | -+ e I +

| +-+ Y, | v |
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A | VLAN 100 | +--+ |
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o + o +
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Legend: DCGW DC Gat eway
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Fi gure 1: Coordination of Network Resources for the C oud Service
Provi si oni ng

This NFV cloud architecture option inplies that the d oud
Orchestrator operates with network-awareness. The Network
Orchestrator exposes the interfaces to provide pre-planned bandw dth
and dynani c connections. The Coud Ochestrator can then dynamically
control and manage the capacity and network connections between WANs
of inter-DC. As suggested in [ETSI-GR NFV-SOL-017], The candi date

| ETF i nterfaces between Network O chestrator and Cl oud O chestrator
are outlined in the table bel ow

B ool oo oo e e

| Nunmber | Networ k | ETF YANG Mbdel s |

| Functi on |

| Requi rement s |

[ el ety s sy o
1 Milti-site - L3SM [ RFC8299]

|
- L2SM [ RFCB466] |
- L2NM [ RFC9291] |
- RFC9543 NSS YANG Model |
I-D.ietf-teas-ietf-network-slice-nbi |
(https /Il datatracker.ietf.org/doc/I- |
Dietf-teas-ietf-network-slice-nbi/) |
- AC Service YANG Model [-D.ietf-opsawg- |
teas-attachnent-circuit |
(https://datatracker.ietf.org/doc/l- |
I

+ +
I I
| |
I I
+ +
I I
| Connectivity | - L3NM [ RFC9182]
I I
| |
I I
I I
I I
I I
I I
| |
I I
| | D.ietf-opsawg-teas-attachnment-circuit/)

| 2 | Capacity | - Service Attachnent Point [ RFC9408] |
| | Managenent | - TE Service Mpping |
| | | [1-D.ietf-teas-te-service-nmappi ng-yand] |
| | | - TE Topol ogy [ RFC8975] |
| | | - TE Tunnel [I-D.ietf-teas-yang-te] |
| | | - SR Policy |
| | | [I-D.ietf-spring-sr-policy-yang] |
Fom e e - - S o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| 3 | Fault | - Al arm Managenent [ RFC8632] |
| | Managenent | |
S . . +
| 4 | Performance | - Network and VPN Service PM [ RFC9375] |
| | Managenent | |
Fom e e - - S o e e e e e e e e e e e e e e e e e e e e e emaeao - +
Table 1
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However, this NFVO architecture option cannot neet the emergi ng needs
of telecomcloud applications because it is difficult to plan
bandw dt h between | arge-scal e edge DCs and enterprise sites. For
exanpl e, Al-based video anal ysis and Al-driven know edge reasoni ng

wi |l be deployed in edge data centers, which are characterized by a

| arge nunber of deployments and significant variations in resource
capabilities. Conbined with the diversity of enterprise sites, the
new tel ecom cl oud needs fast, private, and reliable connections
between site-to-site, site-to-cloud, or cloud-to-cloud endpoints.

A potential alternative architecture option involves centralized
schedul i ng of cloud and network resources to coordinate their

i ntegration, enabling rapid deployment of network services and
applications such as SD-WAN, SASE, and ot her edge cloud services.
Thi s approach ensures agile allocation of cloud resources and
optim zation of WAN network resources to neet dynam c denmand

o e e e e e i eee oo n +
| Custoner Service Requester
o e e e e e e e +
|
Service | (e.g.Edge Coud services,
APl | SD- WANs, SASE)
I
I
o e e e e e e e e e e e e e e e e e e e e memao o +
Tel co Super Service Orchestrator |
AR, o e e e e e oo oo TS +
I
| Net wor k API | A oud AP
. - + |
| Network Orchestrator | +----- Fo-em- - +
A L + | Cl oud |
Net wor k | | Orchestrator)|
YANG | | |
Model | S e +
T S +

I
| Net wor k Controll er | |
| (Overlay & Underlay) | |
I
I

o e e e e oo oo +
_ I
Device | S Fommoon +
Model s | | DC 1 |
| | Hommmmm s +
| +o- - | DC- N |
-------------------------- | |
WAN  Net wor k Fomm e mmmmioo +
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4.

4.

4.

Figure 2: Alternative Architecture of the C oud Service Provisioning

Thi s proposed telco cloud reference architecture is an open franmework
to allow for nultiple vendor Network Orchestrators and nultiple
vendor Cloud Orchestrators. The goal is to enable standard data
nmodel s or APIs to provide those services

Tel co O oud Service Requirenents
1. Optimzed Scenarios of Telco Coud Service Placenent
1.1. Exanple of Overlay Network and C oud Service Pl acenent

The diagram below illustrates a telco cloud network exanple
connecting multiple data centers (DCs) and enterprise CEs. Miltiple
data centers are shown, each potentially hosting different services
or applications. For instance, DC-1 is directly linked to gateway
GMRA and GA2B, suggesting it may host critical applications or
services that require high availability. Various DC gateways are
depl oyed to manage traffic fl ow towards Data Centers or Application
instances. Two CEl devices are connected to PE5A and PESB
respectively, indicating the start points for custoner traffic
entering the provider’s network. There are several Provider Edge
devi ces (PE5A, PE5SB, etc.) which serve as entry and exit points for
traffic noving between the custoner and the provider’s network. The
Border routers (BRs) facilitates the transfer of data across
different parts of the network. They connect the access/aggregation
| ayer to the core network
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To create services across DCs |ike optim zed service placenent,
generic APl calls are needed. A typical usage is to use Restful APIs
of Coud Ochestrator and Network Orchestrator and used by the Super
Orchestrator to provision the inter-DC services connections and al so
appl i cations.

When depl oyi ng cross-DC cloud services, it is assumed that the Super
O chestrator has access to the DC and network connectivity topol ogy
(e.g. TE Topol ogy [RFC8975]), as well as centralized resource
information for both the DCs and the network. Sone standard network
inventory interfaces are available. For exanple, the Service
Attachnent Points (SAPs) [RFC9408] or ACs
[1-D.ietf-opsawg-teas-attachnent-circuit] can obtain the AC/ Bearer
informati on of the PE, which suggests that the private line service
provi sioni ng resource resources on the network side, but there is no
cloud DC service provisioning resource information, such as CPU, GPU
storage, and DC network information. DC aware TE topol ogy nodel
[1-D.Ilc-teas-dc-aware-topo-nodel -04] defines YANG nodel s about the
information. One APl exanple is as bel ow

GET /api/ cl oud/ resour ces?t ype=conput e&net wor k& ocati on=dc-3

"conmpute": {
"vCPU': 100,
"GPU': 2,

"menmory": "1280GB",
"storage": "10TB",

"instance_type": "large"
}1
"network": {
"availability": {
"throughput”: "10 Gbops",
"l atency": "<1ns",
"packet loss": "0.001%,
"supported protocols": ["VXLAN', "GRE"]
}1
"subnets": |
"“cidr": "10.1.0.0/24",
}
]1
}

Figure 4: doud Inventory API
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The flowchart bel ow gi ves an exanpl e of hospital applications are
depl oyed and ensure efficient use of network connections for
optimnmzed data fl ow.

| 1 Super Orchestrator

I
I I
| Requi renent Anal ysis & |
| Resource Allocation Decision|
I
I

Branch Data Transfer:

|
| Bandwi dt h 100Mops, Lat ency<50ns
| Secure, Al Analysis |
I I
| Sel ect Edge DC and conpute |
| dedi cat ed Line |
o m e e e e e iee i +
I
I
I
v
oo e e e e e e e e oo - - +
| 2 Cloud Orchestrator & |
| Net wor k Or chestrat or |
I I
| Application & Network |
| connecti ons depl oynent |
| Center DC:. Al training |
| Edge DC. Al inference |
o mm e e e e e e e i +
I
I
v
oo e e e e e e e e oo - - +
| 3 Super Orchestrator |
I I
| Val i dation and Monitoring |
| (Test Transm ssion Latency: |
| 48ms Check Data Integrity) |
oo e e e e e e e e oo - - +

Figure 5: Coud Service Placenent

Here is a step-by-step breakdown of the flowchart with detail ed
expl anations for each step:
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1. Step 1: Requirement Analysis: This is the first step where the
Super Orchestrator gathers and anal yzes requirements for branch
data transfer. Key Requirenents are bandw dth nust be at | east
100 Mops, data nust be transmitted over a private connectionbe,
and support Al analysis. the Super Orchestrator al so determ nes
the optinmal allocation of resources for data transfer. Data wll
flow fromthe branch office to the center data center (DC). A
edge DC is selected as an intermedi ate hop. A dedicated |ine of
100 Mops of bandwidth with redundant |inks and to the center and
edge DC is needed. Underlay Network Controllers nmay expose to
Network Orchestrator s a set of network data model s, such as the
AC, L3SM[RFC8299], L3NM [RFC9182], L2SM [ RFC8466], L2NM
[ RFC9291], RFC9543 NSS YANG Model
[I-Dietf-teas-ietf-network-slice-nbi-yang], Service Attachment
Poi nts (SAPs) [RFC9408], TE Service Mpping
[I-D.ietf-teas-te-service-nappi ng-yang], TE Tunnel
[I-D.ietf-teas-yang-te], or SR Policy
[I-D.ietf-spring-sr-policy-yang]. Network Orchestrator can use
these nodels to set up connections between the Provider Edge
devi ces, and al so customer facing ACs between CEs and PEs, DC G\
and PEs.

2. Step 2: Application Instances Depl oynent and Paral |l el Network
Connectivity: This step involves deploying Al at the center DC
and the edge DC. Wth request from Super Orchestrator, C oud
O chestrator allocates resources, including GPU clusters and
storage. Also Network Orchestrator can configure PE

3. Step 3: Validation and Mnitoring: This step ensures that the
service neets performance and reliability expectations. Through
the open interfaces, Super orchestrator can nonitor status of
cl oud resources and WAN connections. The open interfaces could
be VPN PM [ RFC9375] , Al arm Managenent [ RFC8632], or new service
assurance nodel s.

The steps descri bed above assune that Super Orchestrator can access
both network and cl oud resources to performresource analysis and
al | ocati on.

4.1.1.1. Exanple of Telco O oud Service Creation Flow

An exanpl e of service creation flowis as foll ows:
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Figure 6: C oud Service Creation
4.1.2. Mre Exanples to Add
4.2. Optimzed Scenarios of Telco C oud Service Assurance

A scaling exanple is to add.

Xie, et al. Expi res 8 January 2026 [ Page 11]



I nternet-Draft Tel cocl oud Networ k Managenent July 2025

5. Security Considerations
TBC.

6. | ANA Consi derations
None.
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