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Abst ract

The Messagi ng Layer Security (MS) protocol enables a group of
participants to negotiate a conmon cryptographic state for nessagi ng,
provi ding Forward Secrecy (FS) and Post-Conproni se Security (PCS).
Still, there are sone use cases where nessage ordering chall enges may
make it difficult for a group of participants to agree on a conmon
state or use cases where reaching eventual consistency is inpractical
for the application. This document describes Distributed-MS (DWS),
a protocol for using MS sessions to protect nmessages anong
participants w thout negotiating a commobn group state.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The | atest revision of this draft can be found at https://germ
mar k. gi t hub.io/distributed-ms-id/draft-xue-distributed-ms.htm.
Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-xue-distributed-nis/.
Di scussion of this docunent takes place on the Messagi ng Layer
Security Working Goup mailing list (mailto:ms@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ms/. Subscribe
at https://ww.ietf.org/mailman/listinfo/ns/.

Source for this draft and an issue tracker can be found at
https://github. com germ mark/ di stri buted-m s-id.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 17 Septenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

1.

1.

1.

I nt roducti on

Partici pants operating in peer-to-peer or partitioned network
topologies may find it inpractical to access a centralized Delivery
Service (DS), or reach consensus on nessage sequencing to arrive at a
consistent commt for each M.S epoch

DMLS is an M.S adaptation for facilitating group nessaging in such
use cases by instantiating an M.S group per participant, such that
each participant has a dedicated 'send’ group within a comunication
superset of such groups. This allows each participant to locally and
i ndependently control the sequence of update processing and encrypt
messages using M.S accordingingly. This draft further addresses how
to incorporate randommess from other participant’s 'send groups to
ensure post-conprom se security (PCS) is maintained

1. Term nol ogy

Send Group: An M.S group where one designated nenber (the group
"owner’) authors all messages and ot her menbers use the group only to
receive fromthe designated sender

Uni verse: A superset of M.S participants conprised of the owners of
all Send G oups.

2. Pr ot ocol Overvi ew

Wthin a universe U of distributed participants, we can resolve state
conflict by assigning each nenber |ocal state that only they control
In DM.S, we assign each nmenber an M.S group to operate as a Send
Group. The Send G oup owner can export secrets from other groups
owned by the Universe and inport the epoch randommess through use of
Proposal nessages into their own Send Group. This enables each Send
Group to include entropy fromother receive-only nenbers of their
Send Group, providing for both PCS and FS wi thout the need to reach
gl obal consensus on ordering of updates.

3. Meeting M.S Delivery Service Requirenents

The MLS Architecture CQuide specifies two requirenents for an abstract
Delivery Service related to nessage ordering. First, Proposa
messages should all arrive before the Cormit that references them
Second, menbers of an M.S group rmust agree on a single M.S Conmit
message that ends each epoch and begi ns the next one.

An honest centralized DS, in the formof a nmessage queui ng server or
content distribution network, can guarantee these requirenments to be
met. By controlling the order of nmessages delivered to M.S
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participants, for exanple, it can guarantee that Conmit nessages

al ways follow their associated Proposal nessages. By filtering
Conmit nessages based on sonme pre-determned criteria, it can ensure
that only a single Commt nessage per epoch is delivered to

partici pants.

A decentralized DS, on the other hand, can take the formof a nessage
queui ng server w thout specialized |ogic for handling M.S nessages, a
mesh network, or, prehaps, sinply a |local area network. These DS
instanti ati ons cannot offer any such guarantees.

The MLS Architecture Quide highlights the risk of two M.S nenbers
generating different Conmits in the sane epoch and then sending them
at the sane tine. The inpact of this risk is inconsistency of M.S
group state anong menbers. This perhaps leads to inability of some
aut hori zed nenbers to read other authorized nmenbers’ nessages, i.e.,
a loss of availability of the nessage-passing service provided by
M.S. A decentralized DS offers no mitigation strategy for this risk
so the menbers thensel ves nust agree on strategies, or in our
term nol ogy, operating constraints. W could say that the ful

wei ght of the CAP theoremis thus levied directly on the M.S nmenbers
in this case. However, use cases exist that benefit from or even
necessitate, M.S and its acconpanyi ng security guarantees for group
nmessage passing.

The DMLS operating constraints specified above all ow honest nenbers
to forma distributed systemthat satisfies these requirenents
despite a decentralized DS

2. Send Goup Operation

An MLS Send Group operates in the followi ng constrai ned way: * The
creator of the group, occupying leaf index 0, is the designated owner
of the Send Goup * O her nenbers only accept nessages fromthe owner
* Menbers only accept nessages as defined in G oup Operations * Each
group owner updates their contribution to the group with a full or
enpty conmit. To incorporate fresh keying material inputs from

anot her menber, the group owner creates an exporter key fromthe

ot her nenber’s Send Goup and inports that as a PSK Proposal

To facilitate binding Send G oups together, we define the follow ng
exported val ues: * derived groupid: MS-Exporter("derivedG oupld",
| eaf NodePubl i ¢Si gni ngKey, Length)

This is a unique value for each participant derived fromthe group’s current epoch
export PSK: ‘ MLS- Exporter("exporter-psk", "psk_ id", KDF.Nh)
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3.

Group Operations

Simlar to M.S, DM.S provides a participant appliation progranmn ng
interface (API) with the follow ng functions:

* INT

Gven a list of DMLS participants, initialize an DMS context by (1)
creating an M.S group, (2) adding all other participants (generating
a set of Welcone nessages and a Grouplnfo nessage). It is the
responsibility of an DMLS i nplenmentation to define the Universe of
partici pants and the mechani sm of generating the individual send
groups. "DM.S Requirenents" sketches one such approach

*  UPDATE

A menber Alice of $U$ can introduce new key material to the universe
$U$ by authoring a full or enmpty commt in Alice’s send group, which
provides PCS with regard to the commtter

* COWM T

When Bob receives Alice’'s DVMLS update (as a full or enpty comit in
Alice’s send group), Bob can incorporate PCS fromAlice's comit by
importing a PSK from Alice’s send group. Precisely, Bob: * Creates a
PSK proposal in Bob's send group using the exportPskld and export PSK
fromthe epoch of Alice’'s send group after Alice’s DWM.S update * Bob
generates a conmmt covering the PSK proposal (for each send group in
whi ch he has observed a new DMLS update).

The psk_group_id for this PSK is nore specifically defined as
follows: psk_group_id = (opaque<8>) groupEpoch | groupld where
epoch_bytes is the byte-vector representation of the epoch in which
the exporter was generated, in network byte order. Since epoch is of
type uint64, this results in a fixed 8-byte vector. groupld, which is
of type opaque<V>, is then appended to epoch bytes. Wen a
exportPskld is received as part of an incom ng PSK proposal, it can
then be processed as follows: groupld = exportPskld[8..] epoch =
(uint64) exportPskld[O..7]

Per [ RFC9420], the psk _nonce nust be a fresh random val ue of |ength
KDF. Nn when the PSK proposal is generated. This ensures key
separation between a PSK generated by, for exanple, (1) a PSK
generated by Bob from Alice’'s group and (2) a PSK generated by
Charlie fromAlice' s group
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*  PROTECT # or encrypt? or create_mnessage? A nenber Bob protects a
ci phertext message and encrypting it to $U$ by encrypting it as an
application nessage in their send group. As in MS, before
encrypting an application nessage, Bob should incorporate any DML.S
updat es he has received.

Each of the 3 MLS configurations of conmit are possible: * If Bob has
observed no updates but wi shes to issue an update, they can author an
enpty cormit. |If bob has observed DMLS updates, * Bob can

i ncorporate those updates without a DML.S of his own with a partial
conmmit covering PSK proposals fromeach updated send group. *

Al ternatively, Bob can incorporate his own new keys by covering those
PSK proposals with a full commt.

* UNPROTECT # or decrypt? or process_nessage? On receipt of an M.S
message, a nenber can | ook up the correspondi ng send group by the
M.S groupld in the nessage netadata and attenpt to decrypt it with
that send group.

4. DMS requirenments
The application |layer over M.S has the responsibility to define * The
Uni verse $U$ of nenbers of this DMLS group * Additional comon rul es,
such as accepted ci pher suites
(nothing inherently requires the send groups to agree on a ci pher
suite - each sender could choose their own as |ong as they agree on
export key length )
The DMLS | ayer should recommend a policy for issuing DVMLS updates.

4.1. Over the wire definition

For exanple, $U$ can be defined over the wire by inferring it froma
newly created send group

Assunme Al ice has keypackages for sone other nenbers $Mi $

Alice can construct a DMLS group * with a randomy generated groupld
* constructing a commit adding all other nenbers $Mi $

Alice can distribute the Wel come nessage with an Application Message
that indicates * this is a Send Goup for Alice * that defines a

Uni verse $U$ as the menbers of this group * with universe identifier
equal to the groupld for Alice’ s send group * and defines a common
export key length
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5.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Security Considerations

DMLS inherits and matches MLS in npbst security considerations with

one notabl e change to PCS nuances. |In MS each group nenber can
largely control when their updates will be introduced to the group
state, with deconfliction only down to the DS. In contrast, in DML.S

the Send G oup owner controls when key update material is included
fromeach nmenber; nanely, every nenber updates in their own Send
Group and fresh keying naterial is then inported to other Send G oups
t hrough use of the exporter key and PSK Proposal option, with timng
controlled by the respective Send Goup owners. This neans that
whil e the PCS healing frequency of a given menber in M.S is under
their own control, in DM.S the PCS healing frequency and tineliness
of PSK inmport is controlled by the Send G oup owner. However, the
Send Group owner is also the only nmenber sending data in the Send
Group. This nmeans that there is a natural incentive to update
frequently and in a tinely nmanner.

| ANA Consi der ations
Thi s docunent has no | ANA acti ons.
Ref er ences

CAPBR: # Brewer, E., "Towards robust distributed systens (abstract)",
ACM Proceedi ngs of the nineteenth annual ACM synposi um on Principles
of distributed conputing, DO 10.1145/343477.343502, July 2000,
https://doi.org/ 10. 1145/ 343477. 343502

(https://doi.org/10. 1145/ 343477. 343502) .

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

Xue, et al. Expires 17 Septenber 2025 [ Page 7]



Internet-Draft DM.S March 2025

[ RFC9420] Barnes, R, Beurdouche, B., Robert, R, MlIlican, J.,
Omara, E., and K Cohn- Gordon, "The Messagi ng Layer
Security (MS) Protocol", RFC 9420, DO 10.17487/ RFC9420,
July 2023, <https://www. rfc-editor.org/rfc/rfc9420>.
Acknowl edgnent s
TODO acknow edge.

Aut hors’ Addr esses

Mar k Xue
Germ Net wor k, Inc.
Emai | : mark@er m net wor k

Joseph W Lukef ahr
US Naval Postgraduate School
Emai | : j oseph. | ukef ahr @ps. edu

Britta Hal e
US Naval Postgraduate School
Emai |l : britta. hal e@ps. edu

Xue, et al. Expires 17 Septenber 2025 [ Page 8]



