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Abstract

The Route Path Authorizations (RPA) is an RPKI object that attests to
the conplete routing paths description which an Aut ononous System
(AS) woul d obey in Border Gateway Protocol (BGP) route propagation
Thi s docunent specifies an RPA-based AS Path Verificati on nethodol ogy
to mtigate, even solve, AS Path forgery and route | eaks. This
docunent al so explains the various BGP security threats that RPA can
hel p address and provi des operati onal considerations associated with
RPA depl oynent .

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://FCBGP. git hub.i o/ rpki-rpa-verification/draft-xu-sidrops-rpa-
verification.htm . Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-
verification/.

Di scussion of this docunent takes place on the SIDR Operations
mailing list (mailto:sidrops@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/sidrops/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/sidrops/.

Source for this draft and an issue tracker can be found at
https://github. com FCBGP/ r pki -rpa-verification

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1.

Xu,

I nt roducti on

The Border Gateway Protocol (BGP) is vulnerable to route hijacks and
route | eaks [ RFC7908]. Sone existing BGP extensions can partially
solve or alleviate these problens. Resource Public Key
Infrastructure (RPKI) based route origin validation (RPKI-ROV)

[ RFC6480] [ RFC6811] [ RFC9319] [ RFC9582] and Signed Prefix List-based
Route Origin Verification (SPL-ROV) [RPKI-SPL-Profile] can be used to
detect and filter accidental ms-originations. BGPsec is designed to
provide security for the AS-path attribute in the BGP UPDATE nessage
[ RFC8205]. [RFC9234] and Autononpus System Provi der Authorization
(ASPA) [RPKI - ASPA-Profile] aimat detecting and mitigating accidental
route | eaks.

However, there are still some issues that need to be addressed. ASPA
is a genius nechanismto verify BGP AS-path attribute content, which
only stores custoner-to-provider information in RPKI. Though the

validity of the ASPA objects is verified, the relationship between
two BGP nei ghbors cannot be attested. Wen two ASes announce

mut ual |y exclusive rel ationships, for exanple, AS A says AS B is its
Provider and AS B says AS Ais its Provider, no other ASes can verify
their real relationships

The Route Path Authorizations (RPA) [RPKI-RPA-Profile] is a Resource
Public Key Infrastructure (RPKI) object that attests to the conplete
routing paths description an Aut ononmous System (AS) woul d obey in
Border Gateway Protocol (BGP) route propagation.

Thi s docunent specifies an RPA-based AS Path Verificati on nethodol ogy
to prevent AS path forgery in the BGP AS-path attribute of advertised
routes. RPA-based AS PATH verification also detects and nitigates
route | eaks.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Definition of Commonly Used Terns

The definitions and semantics of Route Path Authorizations (RPA)
provided in [ RPKI-RPA-Profile] are applied here.
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* *Route is ineligible*: The termhas the sane neaning as in
[ RFC4271], i.e., "route is ineligible to be installed in Loc-RI B
and will be excluded fromthe next phase of route selection.”

* *AS-path*: This termdefines a sequence of ASes listed in the BGP
UPDATE AS_PATH or AS4_PATH attribute. This docunent uses the
terns AS-path, AS PATH, and AS4_PATH i nt er changeably.

* *Weakly Valid*: This is one of the verification results of using
RPA objects to verify AS PATH, indicating that at | east one AS in
the path is validated as VALID by RPA, while all other ASes yield
an UNKNOWN verification result.

*  *VRPP*: Validated RPA Payl oad (see Section 4).
Rout e Pat h Aut horizations (RPA)

Rout e Pat h Aut horizations (RPA) objects encapsul ate the routing paths
description of an Autononous System (AS). Sinilar to nost RPKI-
signed objects, the verification results for RPA are classified into
four distinct states: Valid, Wakly Valid, Invalid, and Unknown.

It is RECOWENDED that all routing paths be explicitly enunerated
within a single RPA object. However, due to the inherent conplexity
of routing paths, providing a conprehensive |list can be chall engi ng.
Consequently, it is RECOMVENDED to include routing paths with the
origins/prefixes field designated as ' NONE when the issuer is unable
to specify which routes will be propagated from previ ousHops to

next Hops. It may have a few of these routePathBl ocks with the
origins/prefixes field set as ' NONE .

In general, there exists a singular valid RPA object corresponding to
a specific asID. However, in instances where nultiple valid RPA

obj ects containing the same aslD are present, the union of the

resul ting routePat hBl ocks nenbers constitutes the conprehensive set

of menbers. This conplete set, which nay arise fromeither a single
or multiple RPAs, is locally maintained by a Relying Party (RP) or a
compliant router. Such an object is referred to as the Validated RPA
Payl oad (VRPP) for the aslD

Except for the enpty origins, there would al so be enpty previ ousHops
and nextHops in a routing path. It is NOT RECOMVENDED to descri be
routing path wthout nextHops as this does not help verify BGP
AS_PATH.

It is REQU RED at | east one routing path description in an RPA

object. Qherwi se, the enpty RPA object nmeans no routes can be
transited or transforned fromthis aslD
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5. AS_PATH Verification Using RPA

RPAs describe the |ocal routing paths of an AS. They can be used to
verify the AS PATH attribute in BGP UPDATE nessages

Upon receiving a BGP UPDATE nessage, the AS_PATH verification
procedure is initiated. This process involves querying the
correspondi ng RPA for each AS along the path individually. |f the
prefixes field of an RPA object is non-enpty, prefix matching is
performed. Furthernore, if the origins field is present, additiona
validations are carried out using ROA-based Route Origin Validation
(ROA-ROV) as defined in Section 2 of [RFC6811] and SPL-ROV as defined
in Section 4 of [RPKI-SPL-Verification].

An eBGP router that conforns to this specification MJST inpl enent
RPA- based AS PATH verification procedures defined below. These
procedures operates in a two-stage process:

1. Per-AS Verification: At the first stage, each AS in the AS_PATH
is evaluated individually based on its correspondi ng RPA object,
if available. This stage validates whether each AS s decl ared
routing path is consistent with the received AS PATH attri butes.

2. Path-Level Verification: At the second stage, the system derives
an overall path verification result by aggregating the outcones
of the per-AS verifications. The final status reflects the
consi stency and conpl eteness of the entire path with respect to
the avail abl e RPAs.

5.1. Per-AS Verification Al gorithm

The verification algorithmis applied to each individual AS in the
AS PATH of the received BGP UPDATE message. For each AS, its
correspondi ng RPA object is examned to verify attributes such as
prefix scope, authorized neighbors, and origin declaration. The
verification result for each ASis one of: Valid, Invalid, or
Unknown, depending on the presence and content of the RPA and its
alignment with the BGP announcenent.

1. Query the RPA associated with AS.

2. |If RPAis not available, then set AS verification result is
Unknown.

3. Perform authorized nei ghbors matching agai nst the AS PATH. |f

RPA. pr evi ousHops or RPA. nextHops do not match the AS PATH
context, set AS verification result is Invalid.
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4. |f RPA. prefixes is non-enpty, performprefix matching with the
UPDATE nessage.

5. If RPA . origins is non-enpty, perform ROA-ROV and SPL- ROV
val i dati on.

6. |If both prefix and origin checks succeed, set AS verification
result is Vvalid.

7. If either check fails, set AS verification result is Invalid.
8. Else, set AS verification result is Unknown.
5.2. Path-Level Verification Al gorithm

Thi s process deternm nes whether the sequence of ASes in the AS PATH

attribute confornms to the collectively declared routing paths

published in RPAs. By aggregating the per-AS verification results,

the al gorithm conmputes a conprehensive path verification result for

each received BGP route

1. Let valid count is set equal to nunmber of ASes with Valid. Let
invalid count is set equal to nunber of ASes with Invalid. Let
unknown_count is set equal to nunber of ASes w th Unknown.

2. If valid count == 0 AND invalid count == 0, then the verification
result is Unknown.

3. Else, if invalid count == 0 AND unknown_count == 0, then the
verification result is Valid.

4. Else, if valid count >=> 1 AND invalid _count == 0, then the
verification result is Wakly Valid.

5. Else, if invalid count >= 1, then the verification result is
I nval i d.

6. Else, the verification result is Unkown.

5.3. Mtigation Policy
The specific configuration of a nmitigation policy based on AS_PATH
verification using RPA is at the discretion of the network operator.
However, the following mtigation policy is highly reconrended.
*Invalid*: If the AS PATH is determined to be Invalid, then the route

SHOULD be considered ineligible for route selection and MIST be kept
inthe Adj-RIB-In for potential future re-evaluation (see [RFC9324]).
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9.

*Valid, Wakly Valid, or Unknown*: Wen a route is eval uated as
Unknown (usi ng RPA-based AS PATH verification), it SHOULD be treated
at the sane preference level as a route evaluated as Valid. But
Valid has the highest priority in BGP route sel ection while Wakly
Valid has a second priority.

Oper ational Considerations

Multiple valid RPA objects that contain the same aslD coul d exi st.

In such a case, the union of these objects fornms the conplete routing
path set of this AS. For a given asID, it is RECOWENDED that a CA
mai ntains a single RPA. |If an AS hol der publishes an RPA, then
relying parties SHOULD assune that this object is conplete for that

i ssuer AS.

If one AS receives a BGP UPDATE nmessage with the issuer AS in the AS-
path attribute which cannot natch any routing path of this issuer AS,
it inplies that there is an AS-path forgery in this nmessage.

Security Considerations
TODO Security
I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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