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Abst ract

Thi s docunent anal yzes the structural vulnerabilities of ASRank, a

wi dely used algorithmfor inferring Autononbus System (AS) business
rel ati onships fromBGP routing data. ASRank plays a key role in
security research and BGP operation, yet its inference process is

hi ghly sensitive to small changes in input data. This sensitivity

i ntroduces risks in adversarial conditions, where inference results
may be mani pul ated without detection. This docunment outlines the
design of ASRank, identifies its structural vulnerabilities, analyzes
a mnimal mani pul ati on exanpl e, and di scusses the security

i nplications and potential countermeasures.
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I nt roduction

The I nternet conprises over 80,000 ASes interconnected via the Border
Gat eway Protocol (BGP). These interconnections are governed by

busi ness rel ationships, primarily provider-to-custoner (P2C) and
peer-to-peer (P2P), which directly influence routing policies and

gl obal path selection

Si nce AS business rel ationships are not publicly disclosed, operators
and researchers rely on inference algorithnms to identify themfrom
observed BGP routing data. Anmong these, CAIDA's ASRank al gorithm

[ ASRank] is the nost widely used nethods that underpins CAIDA s
public AS rel ationshi p dataset [ CAl DA Dataset] and has supported
hundreds of scientific studies and operational tools.

Despite its critical role, the security of ASRank under adversaria
conditions remains largely unexplored. ASRank’s inference process
relies on AS triplets, which are sequences of three consecutive

Aut ononobus Systens extracted from BGP pat hs, and applies a greedy
ordering based on transit degree. This design introduces sensitivity
to small input perturbations, which can alter inference order and

| ead to cascadi ng nisclassifications.
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The objective of this docunent is to highlight the security risks

i ntroduced by structural vulnerabilities in ASRank, which may all ow
adversaries to mani pulate AS relationship inference results at scale.
G ven ASRank’s wi despread use in both operational networks and
research, such nanipul ation can undernmine the reliability of critica
dat asets and downstream anal yses. This docunent al so di scusses the
security inplications of these vulnerabilities and outlines potential
count er measur es.

The rest of this docunment is structured as follows: Section 2

provi des background on AS rel ationships and inference techni ques.
Section 3 presents an overview of the ASRank algorithm Section 4
anal yzes structural vulnerabilities in ASRank’s inference process.
Section 5 introduces a minimal manipul ation exanple to illustrate the
i mpact of input perturbations. Section 6 discusses the security
inmplications of these vulnerabilities. Section 7 outlines potentia
mtigation strategies. Finally, Section 8 concludes the docunent.

Background and AS Rel ati onship Inference

ASes interconnect under business agreenents that define howtraffic

i s exchanged between them The two primary types of AS relationships
are P2C and P2P. I n a P2C relationship, the provider offers transit
services to the custoner in exchange for paynment. |In a P2P

rel ati onship, two ASes exchange traffic w thout settlenent, typically
to reach each other’s custoners

These rel ationships play a central role in shaping BGP routing
policies, including route selection and export behavior. However, AS
rel ati onshi ps are generally considered proprietary and are not
publicly disclosed. As a result, researchers and operators rely on

i nference algorithnms to estimate these rel ati onships from observed
BGP routing data.

Most inference nethods operate on BGP paths collected frompublic
vant age points and apply heuristic or statistical techniques to
classify AS links. Anpong these, CAIDA's ASRank al gorithmis the nost
wi dely used and influential approaches.

ASRank Overvi ew
ASRank is a multi-stage al gorithm devel oped by CAIDA to infer AS
relationships fromenpirical BGP routing data. It is used to

generate CAIDA's public AS rel ationship datasets and has becone a
foundational tool in BGP researches and operations.
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The al gorithm begi ns by sanitizing BG paths, renoving those that
contain artifacts such as | oops, reserved AS nunbers, or Internet
Exchange Points (I XPs). It then sorts ASes in descendi ng order of
transit degree, conputed fromcounts of AS triplets observed in the
data. Based on this ordering, ASRank first identifies a clique of
top-level ASes and infers the corresponding P2P rel ationships wthin
the clique. After filtering poisoned paths further, it infers P2C
rel ati onships in a greedy, top-down manner. During this process,
newWly inferred rel ati onshi ps serve as a basis for subsequent

i nferences, thereby progressively determ ning P2C rel ati onshi ps unti
no additi onal ones can be resolved. The algorithmthen handl es
speci al cases, such as ASes with atypical transit patterns. Finally,
any remai ni ng unresolved links are inferred as P2P rel ati onshi ps.

Wi | e ASRank’ s desi gn enabl es scal abl e and automated inference, its
reliance on triplet-based statistics and order-sensitive heuristics
i ntroduces structural vulnerabilities, which are discussed in the
foll owi ng sections.

4. Vulnerabilities in ASRank | nference

A central conponent of ASRank’s inference process is the P2C
classification phase, which accounts for the majority of inferred
relationships. |In this phase, ASRank processes ASes in descending
order of their transit degree, a netric defined as the number of

di stinct neighbors adjacent to an AS when it appears in the mddle
position of observed AS triplets (X, Y, Z). For each AS, ASRank

exam nes relevant triplets (X, Y, Z) and applies a heuristic: if the
rel ati onship between AS X and AS Y is P2P (denoted as X - Y) or P2C
(denoted as X > Y), the algorithminfers a P2C relationship AS Y > AS
Z.

A key characteristic of this process is its order-dependence: the
relationships inferred earlier influence which triplets can trigger
further inferences, shaping the final output. |In practice, nmany ASes
have simlar transit degrees. As a result, even small changes in the
i nput data can perturb the processing order, leading to different

i nference sequences and potentially altering the resulting AS

rel ati onshi ps.
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This sensitivity introduces a structural vulnerability. M nor
perturbations in the input data can trigger cascadi ng inference
changes, resulting in qualitatively different rel ationship graphs.

In open environnents where BGP data is collected from public vantage
points, this behavior creates an opportunity for inference results to
be influenced or mani pul ated without directly nodifying the
algorithm These characteristics raise concerns about the robustness
of ASRank in adversarial or noisy settings, especially given its

wi despread use in BGP researches and operati ons.

A M ni mal Exanpl e of Manipul ati ons

Consi der the foll owi ng observed BGP paths, where we highlight only
the contiguous AS-path segnents that are rel evant for inference:

path 1: ... MNABCD
path 2. ... MNABE
path 3: MNAF
path 4: MNAG

These paths represent a typical scenario where multiple downstream
ASes are accessible through a shared chain of transit providers.
ASRank initially infers a top-level clique of nmajor transit ASes.

For sinmplicity, we assune that Mand N are part of this clique, with
their mutual relationship already inferred as P2P (M N).

From t hese paths, ASRank extracts AS triplets and conputes the
transit degrees (denoted by TD). AS A appears as the mddle AS in
four triplets and has four distinct neighbors, yielding TD(A) =4.
Simlarly, TD(B)=3 and TD(C)=2, while D, E, F, and G all have a
transit degree of zero. ASRank thus visits ASes in the follow ng
order:

A->B->C->D->E->F->0G
Starting with A, ASRank infers N>A from(MN A as MN is already
known. It then noves to B, inferring A>B fromthe triplet (N A B),
based on the previously inferred N>A. Follow ng this sequence,
ASRank infers the follow ng P2C rel ati onshi ps:

{N>A A>B B>C, C>D B>E A>F A>G
Now consi der adding two additional BGP paths:

path 5. ... XABDCY
path 6: ... XFDGY
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Due to the new introduced AS triplets, the transit degree of D
increases to TD(D)=4, surpassing that of C, whose transit degree
becones TD(C)=3. As aresult, Dis visited before C, resulting in
t he updated i nference order

A->B->D->C-> ...

This reordered traversal leads to a different inference chain. Wen
visiting D, the relationship A>B has already been inferred, and
(A,B,D) in path 5 therefore satisfies the heuristic and inplies B>D.
Later, when visiting C, (B,D,C) in path 5 together with the newy
inferred B>D again matches the heuristic and inplies D>C
Consequently, the final set of inferred relationships includes:

{N>A A>B B>D D>C, B>C B>E A>F A>G

Conpared to the original outcone, CDis replaced by D>C, and a new
P2C relationship B>D is inferred.

6. Security Inplications

Because ASRank-derived datasets are widely used in both acadenic
studi es and operational tools, inaccuracies in inferred AS

rel ati onshi ps can propagate into downstream systens, underm ning the
reliability of Internet nmeasurenents and topol ogy anal ysis, and

| eading to incorrect assunptions about routing behavi or and
connectivity.

Mani pul at ed or unstable inferences can |ead to nisleading view of
Internet structure and behavior. For instance, incorrect

rel ati onships may distort the AS hierarchy or nisrepresent network
reachability. Such errors can reduce the accuracy of systens that
depend on AS rel ationship data for tasks |ike anomaly detection,
route validation, and security nonitoring.

Mor eover, inaccurate ASRank inferences can unfairly el evate an AS s
percei ved inmportance, giving it undue visibility, influence, or

busi ness advantage. This can also distort peering decisions and

m sl ead cust oners.

7. Mtigation Considerations
To address ASRank’s vulnerabilities, two areas require attention

i mproving inference robustness and limting the injection of forged
AS pat hs.
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At the inference level, robustness can be enhanced by using

organi zati onal or business-affiliation data to flag rel ationships
that don’t align with expected economc logic. Rather than making
early, fixed decisions, ASRank could analyze the full relationship
graph to reduce the inpact of inference order. Since forged paths
may coexi st with valid ones, detecting internal inconsistencies, |ike
unexpected reversals in relationships, can help identify and verify
suspi ci ous inferences.

At the routing layer, deploying path validation nechani sns can reduce
the risk of forged triplets. BGPsec [ RFC8205] provides cryptographic
protection for AS paths but is linmted by | ow adoption and reduced

ef fecti veness under partial deploynment. Newer approaches |ike ASPA
[1-D.ietf-sidrops-aspa-verification] and ASRA
[1-D.geng-sidrops-asra-profile] offer nore practical alternatives by
verifying legitimte AS connections, though they are still in early
stages and face known |imtations.

Concl usi on

Thi s docunent anal yzes the structural vulnerabilities of ASRank, a
wi dely used algorithmfor inferring AS business rel ationships from
BGP routing data. W describe how ASRank’ s order-sensitive inference
process can lead to unstable or incorrect relationship
classifications under small input changes. A mninal exanple
demonstrates how minor perturbations in BGP paths can trigger
cascadi ng i nference shifts. These vulnerabilities raise concerns
about the reliability of ASRank-derived datasets, especially in
adversarial or noisy conditions. Strengthening inference robustness
and depl oyi ng path validation nechani sns are essential steps toward
i mproving the security and trustworthi ness of AS rel ationship

i nf erence.

I ANA Consi derations
Thi s docunent includes no request to | ANA
Security Consi derations

The structural weaknesses in ASRank’s inference process nmay be
exploited to mani pulate AS rel ationship outputs without altering the
algorithmitself. Such manipulation can distort Internet topol ogy

vi ews, mislead routing decisions, and undermn ne downstream systens
that rely on inferred AS rel ationships. Wile this document does not
describe specific attack strategies, it highlights the risks posed by
inference sensitivity and the potential for undetected influence.
Mtigation strategies are discussed in Section 7. Operators and
researchers are encouraged to interpret ASRank-derived data with
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caution and consi der conpl enentary validation nechani sns.
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