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Abst ract

Due to the fact that the Internet forwards packets in accordance with
the I P destination address, packet forwarding generally occurs

wi t hout exani nation of the source address. As a result, nalicious
attacks have been initiated by utilizing spoofed source addresses.
The inter-domain source address validation architecture represents an
endeavor to enhance the Internet by enploying state machines to
generate consistent tags. Wen two end hosts at different address
domai ns (ADs) of the IPv6 network communicate with each other, tags
wi Il be appended to the packets to identify the authenticity of the

| Pv6 source address.

This menmo focuses on the conmmuni cation protocol between ACSs and AERs
of the SAVA- X nechani sm

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 May 2026.
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1. Introduction

The Inter-Donmain Source Address Validation-eXternal (SAVA-X)
mechani sm serves to establish a trust alliance anong Address Domai ns
(AD). It mmintains a one-to-one state machine anong ADs in
conjunction with the AD Control Server (ACS). Moreover, it generates
a consistent tag and deploys this tag to the ADs’ border router

(AER). The AER of the source AD appends a tag to packets originating
fromone AD and destined for another AD, thereby identifying the
identity of the AD. The AER of the destination AD verifies the
source address by validating the correctness of the tag to determ ne
whet her the packet has a forged source address.

In the packet forwarding process, if both the source address and the
destination address of a packet belong to the trust alliance, the tag
is either not added or added incorrectly. |In such a case, the AER of
the destination AD determ nes that the source address is forged and
directly discards this packet. For packets with a source address
outside the trust alliance, the destination AD forwards the packet
directly.

Thi s docunent mainly studies the rel evant specifications of the
communi cati on protocol between ACSs and AERs of the SAVA-X mechani sm
bet ween ADs, which will protect |IPv6 networks from being forged
source addresses. See [RFC8200] for nore details about |Pv6. It

i ncl udes both ACS-to-ACS comuni cation specification and ACS-to- AER
conmuni cati on specification.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP14 [ RFC2119] [RFC8174] when, and only when, they appear in al
capital s, as shown here

2.1. Term nol ogy and Abbreviation
The following terns are used with a specific neaning:
ACS:

AD Control Server. The server nmmintains the state machine with
other ACS and distributes information to AER
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AD:
Address Dormain or Administrative Domain. The unit of a trust
alliance. It is an address set consisting of all |Pv6 addresses
corresponding to an | Pv6 address prefix.

ADI D
The identity of an AD
ADI D_Rec
The record of the nunber of an AD
AER:
AD border router, which is placed at the boundary of an AD of STA.
APl _Rec:
The record of the prefix of an AD or STA
ARl _Rec:
The record with relevant information of an AD or STA
SM
State Machine, which is nmaintained by a pair of ACS to generate
t ags.
SM _Rec:

The record of the state machine i nfornmation

TA:
Trust Alliance. The IPv6 network that uses the SAVA- X mechani sm

Tag:
The authentic identification of the source address of a packet.

3.  Communi cati on Protocol Format

Every AD shoul d be placed at | east one ACS, which is mainly
responsible for maintaining the relationship between ADs of the trust
al liance, establishing connections with other ACS, maintaining the
synchronous state machine, and sending the generated tags to the AER
TCP is used for communicating between ACS-ACS and ACS- AER
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Ver si on | Al'l'iance | I Type| S Type| Operation |
R e s T o T S R El ok i R e e S S e o o s
| Total Length |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Nunber of Records |
B i s T T i i o S o T Ji I
| Transacti on Nunber |
R e s T o T S R El ok i R e e S S e o o s
| Acknow edgnent Nunber |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
~ Dat a ~
B i s T T i i o S o T Ji I

Figure 1: General comunication packet fornmat.

Ver si on:
8-bit, the current versi on=0bl of SAVA-X

Al li ance:
8-bit, the sub-trust alliance nunber.

I Type:
4-bit, Information type, 0 for G REF INFOQ 1 for AD REG INFO 2
for AD PREFI X I NFO, 3 for STATE MACHI NE_I NFO, 4 for
DI AGNCOSI S | NFO, 5 for RUNNI NG_STATE_I NFO, 6 for STRATEGY_I NFO, 7
for ALIVE_INFQ, 8 for TAG INFQ 9 for ALLI_TAG INFO 10 for
AD V_TAG | NFO and ot hers are unassi gned.

S Type:
4-bit, Session type, 1 for ANNOUNCEMENT or DEPLOYMENT, 2 for
REQUEST, 3 for REQUEST_ALL, 4 for ACK, 5 for NAK, 6 for AACK, 7
for ANAK, 8 for RACK, 9 for RNAK and others are unassignhed.

Qper at i on:
8-bit, the first 3 bits mean for whether RENEW Type or not. First
bit: 0 for non- RENEW packet, 1 for RENEW packet. Second bit: O
for the first non- RENEW packet, 1 for the first RENEW packet.
Third bit: 0 for the last non- RENEW packet, 1 for the | ast RENEW
packet .

Total Length:
32-bit, the length of this packet: from Version to Data.

Nurmber of Records:
32-bit, he records in Data.
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Transacti on Nunber:
32-bit, this is the identification of a publication, query, or
response, and the value should increase nonotonically. Different
I Types MJST have their own Transaction Nunber. Through this
field, ACS can |ocate which information has been resol ved wongly
and correct it.

Acknowl edgrment Number :
32-bit, it is only filled when the S Type is ACK, NAK, AACK, ANAK,
RACK, or RNAK. Otherwise, it should be filled as O.

Dat a:
Variable-length field. | Type and S Type specifies data jointly.

VWhen the S Type i s ANNOUNCEMENT:

* |f I Type = AD REGINFO Data field SHOULD be one or nore ARl _Rec.
* |f | Type = AD_PREFI X INFO, Data field SHOULD be one or nore
APl _Rec.
* |f I Type = STATE MACHI NE INFO, Data field SHOULD be one or nore
SM _Rec.

* If 1 Type = TAGINFO ALLI _TAG INFO or AD V_TAG INFO, Data field
SHOULD be one or nore TAG Rec.

When the S Type is REQUEST or REQUEST ALL:

* If | Type REG | NFO, Data field SHOULD be one or nore ADI D Rec.

* If 1 Type AD PREFI X_ I NFO, the Data field SHOULD be none or one
or nore ADI D Rec.

* |f I Type = STATE MACHI NE INFQO, the Data field SHOULD be none or
one or more ADI D Rec.

* |f | Type = DIAGNCSE_INFO, the Data field SHOULD be a 32-bit
di agnose request code.

* |f I Type = ALIVE INFO, Data field SHOULD be none.
When the S Type is ACK, AACK, or RACK:
* |f I Type = REGINFQ Data field SHOULD be one or nore ARl _Rec.

* |f I Type = AD PREFI X INFO Data field SHOULD be one or nore
APl _Rec.
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* |f | Type = STATE_MACHI NE_I NFO, Data field SHOULD be one or nore
SM _Rec.

* |f I Type = DIAGNOSE INFQ, the Data field SHOULD be one 32-bit
di agnose response code.

* |f | Type = ALIVE_INFO, Data field SHOULD be none.

VWhen the S Type is NAK, ANAK, or RNAK, the Data field SHOULD be one
32-bit error code:

* 1 for paraneters are wong which nmeans the packet cannot resolve
correctly.

* 2 for nenber AD(s) in the request packet does not exist in the
desi gnative sub-trust alliance.

* 3 for algorithmfor State Machi ne set by source ACS cannot support
by the destination ACS

4., ACS- ACS Comuni cation Protoco

Since the blockchain is adopted in SAVA-X to nmaintain the information
of the trust alliance, ACS can query the address domain infornation
of relevant ADes of the trust alliance and the AD prefix information
corresponding to the address domain fromthe bl ockchain.

4.1. Announcenent, Query, and Response of State Machine Infornmation

State machine information record (SM _Rec) represents the packet
format used when a state machine is negotiated between different
ordered pairs of ADs. Wen an ordered pair of ADs is negotiating the
state machine, the ACS of ADwith a snaller ADID initiates the
conmmuni cation, and the ACS of AD with a larger ADID uses SM_Rec to
determine the information to be used, such as initial state, tag
generation algorithm state transition interval, etc. Conpared to
ARl _Rec and APl _Rec, SM _Rec al so needs an Expiring Tinme in addition
to the Effecting Tine. Expiration Tine stands when the negoti at ed
state machine is no | onger valid.

Xu, et al. Expires 24 May 2026 [ Page 7]



I nternet-Draft savax- pr ot ocol Noverber 2025

0 1 2 3
01234567890123456789012345678901
i ok ST S R TR

| Action |

e s i i T e R th o i R S
| Source ADI D _Rec |
i e e R e s o e e b o i ol SR R S S
| Destination ADI D Rec |
B i s T T i i o S o T Ji I
| State Mathine ID |
e L o i e S  th o i R S
| Al gorithm | I'S Length |
i T e R e s o S e R e E S o o NI T
~ Initial State ~
B i s T T i i o S o T Ji I
| Transition Interval |
e L o i e S  th o i R S

Effecting Tine

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Expiring Time |
B S T i s T S S S R S i ik Tk I I N R S S S i e

Figure 2: Format of state machine information record.

Acti on:
8-bit, 1 for add or update this SM _Rec.

Source ADI D Rec:
Variable-length field. Refer to ADI D Rec [savax-control].

Destinati on AD D Rec:
Vari able-length field. Refer to ADID Rec in [savax-control].

State Machine ID
32-bit, the ID used to identify the state machi ne, which is unique
to a specific ordered AD pair and grows nonotonically in use. It
is used to distinguish the sequence before and after the
generation of nmultiple-state machi nes.

Al gorithm
16-bit, algorithmused in A-Box. 1 for KISS-99 32-bit, 2 for
KI SS-99 64-bit Joint, 3 for OTP-2289 MD5 and ot hers are
unassi gned.

I'S Lengt h:
16-bit, the length of the Initial State field.
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Initial State:
Variable-length field, the length of this field is determ ned by
I'S Lengt h.

Transition Interval:
32-bit, the mlliseconds of the interval of state transition.

Ef fecting Time:
64-bit, when this field is O, it neans this State Machi ne shoul d
be enabl ed after the |l ast State Machi ne expires.

Expiring Tine:
64-bit, the end of this State Machi ne.

1. State Mchine Information Announcenent
State machi ne i nformati on announcenent (SM I NFO Announce) is sent

fromsource ACS to destination ACS. Source ACS fills in the
foll owi ng values for each field:
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| Field | Val ue |
[} g ————_—_ e p—p—p—p—p—_—_——————————————————————————————————r L
| Version | 1 |
o e e e oo o m m e e e e e e e e e e e e e e e e em e eeeao o +
| Alliance | The sub-trust alliance nunber. |
o o +
| I Type | SM_I NFO |
o e e e oo o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - +
| S Type |  ANNOUNCEMENT |
o e e e oo o m m e e e e e e e e e e e e e e e e em e eeeao o +
| Operation | NULL: source ACS updates part of the state |
| | machine’s information to destination ACS. |
| | RENEW source ACS updates all the state |
| | machines information to destination ACS. |
o e e e e oo ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +
| Total Length | The length of this nessage. |
o e e oo e +
| Nunber of | The nunber of SM _Recs in Data field. |
| Records | |
o e e e oo o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - +
| Transaction | The last Transaction Nunmber add 1. ACS |
| Nurber | would nmaintain a global Transaction Nunber |
| | for packets sent out where | Type is SM.I| NFO |
| | and ACS woul d keep it increasing nmonotonic. |
o e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Acknow edgenent | O |
| Nunber | |
o e e e oo o m m e e e e e e e e e e e e e e e e em e eeeao o +
| Data | One or nore SM _Recs. |
o o +

Table 1

All SM _Recs in the Data field should have a unique SMID. Wen
Action is ADD and SM I D bigger than the current used SMID, ACS

shoul d add the state nmachine defined in SM_Rec. Wen Action is ADD
and SM ID equals to current used SM ID, ACS should nodify the state
machi ne defined in SM_Rec. Only the Transition Interval and
Expiring Time can be nodified. Oher SM _Rec should be discarded and
the destinati on ACS should send a NAK nessage to the source ACS.

When receiving a non- RENEW packet, if it cannot resolve this nessage,

the destinati on ACS should send a NAK nmessage to the source ACS.
When destination ACS can resol ve the packet correctly, it SHOULD:
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1. Conpare the Transaction Nunber in this packet with the
Transaction Nunber received fromthe same ACS before. O herw se,
the destination ACS woul d discard this packet and send an
SM | NFO- Request to request the latest information of the state
machi ne. SM | NFO- Request is defined at Section 4.1.2. |If
bi gger, destinati on ACS WOULD:

2. Accept every SM _Rec and process themas follows: - If the SMID
in SM_Rec equals to current used SMID, destination ACS woul d
update the current used SMID. - If the SMIDin SM _Rec is

bi gger than the current used SMID, destination ACS woul d add
this state nachine to its follow ng used state machine |ist.

3. The destination ACS will send an SM I NFO AACK nessage to the
source ACS.

When receiving a RENEW packet, if it cannot resolve this nessage, the
destination ACS should send an SM | NFO- ANAK nessage to the source
ACS. When destination ACS can resolve the packet correctly, it
SHOULD:

1. Conpare the Transaction Nunber in this packet with the
Transacti on Nunber received fromthe same ACS before. O herw se,
the destination ACS woul d discard this packet and send an
SM | NFO- Request to request the latest information of the state
machine. |f bigger, destination ACS WOULD:

2. Accept every SM _Rec and process themas follows: - If the SMID
in SM_Rec equals to current used SMID, destination ACS woul d
update the current used SMID. - If the SMIDin SM_Rec is

bi gger than the current used SMID, destination ACS would add
this state nmachine to its followi ng used state machine |ist.
Especially, state machines will be renmoved right now when they
are not listed in the SM_Recs but are in use.

3. The destination ACS will send an SM I NFO AACK nessage to the
sour ce ACS.

There are two types of replies to SM INFO Announce nessages. That is
SM | NFO- AACK representing affirmati ve acknow edgenent and SM | NFO-
ANAK representing negative acknow edgenent. These are sent fromthe
destination ACS to the source ACS. The main part of the packet is
filled by the destination ACS as foll ows:

et al. Expires 24 May 2026 [ Page 11]



I nternet-Draft savax- pr ot ocol Noverber 2025

| Field | Val ue |
[} g ————_—_ e p—p—p—p—p—_—_——————————————————————————————————r L
| Version | 1 |
o e e e oo o m m e e e e e e e e e e e e e e e e em e eeeao o +
| Alliance | The sub-trust alliance nunber. |
o o +
| I Type | SM_I NFO |
o e e e oo o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - +
| S Type | AACK if it is affirmative acknow edgenment or |
| | ANAK if it is negative acknow edgenent.

o e e oo e +
| Operation | NULL |
o e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Total Length | The length of this nessage. |
o e e e e oo ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +
| Nurber of | O |
| Records | |
o o +
| Transaction | The last Transaction Number add 1. ACS |
| Number | would maintain a global Transaction Number |
| | for packets sent out where | Type is SM.I| NFO |
| | and ACS woul d keep it increasing nonotonic. |
o e e oo e +
| Acknow edgenent | The Transaction Nunmber of the response |
| Number | correspondi ng request. |
o e e e oo o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - +
| Data | S Type = AACK: None. S Type = ANAK: a |
| | 32-bit error code defined in Section 3. |
o e e oo e +

Table 2

Not hi ng needs to be done when source ACS receives an SM | NFO AACK
message while it should regenerate a new state nmachi ne and announce
to destination ACS when source ACS receives an SM | NFO ANAK nessage.

4.1.2. State Machine Information Request
State machine informati on request (SMINFO Request) is sent fromthe

source ACS to the destination ACS. Source ACS fills in the follow ng
val ues for each field:
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| Field | Val ue |
[ oo oo oo ey o}
| Version | 1 |
o e e e oo o m m e e e e e e e e e e e e e e e e em e eeeao o +
| Alliance | The sub-trust alliance nunber. |
o o +
| I Type | SM_I NFO |
o e e e oo o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - +
| S Type | REQUEST |
o e e e oo o m m e e e e e e e e e e e e e e e e em e eeeao o +
| Operation | NULL: announce all state machine information |
| | to source ACS. |
o e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Total Length | The length of this nessage. |
o e e e e oo ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +
| Nurber of | O |
| Records | |
o o +
| Transaction | The last Transaction Number add 1. ACS |
| Number | would maintain a global Transaction Number |
| | for packets sent out where | Type is SM.I| NFO |
| | and ACS woul d keep it increasing nonotonic. |
o e e oo e +
| Acknow edgenent | O [
| Number | |
o e e e oo o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - +
| Data | None |
o e e e oo o m m e e e e e e e e e e e e e e e e em e eeeao o +

Table 3

When the source ACS receives an SM I NFO Request nessage, it sends an
SM | NFO- RNAK nmessage to the destination ACS if sone fields are wong.
O herwi se, the source ACS would send an SM I NFO RACK nessage to the
destination ACS and process this SM I NFO Request nmessage. Source ACS
shoul d conpare the Transaction Nunber in this nessage with the
Transaction Nunber received fromthe sanme destination ACS before.

O herwi se, the source ACS would discard this packet. |If bigger, the
source ACS woul d send an SM | NFO- RACK nessage to the destination ACS.
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There are two types of replies to the SM | NFO Request nessage, i.e.
SM | NFO- RACK representing affirmati ve acknow edgenent and SM | NFO
RNAK representing negative acknow edgenent. These are sent fromthe
source ACS to the destination ACS. The nmain part of the packet is
filled by source ACS as follows: | Type is SMINFO. S Type is RACK
if it is affirmative acknow edgenment or RNAK if it is negative
acknow edgement. Operation is NULL. Wen the S Type is RACK, the
Data field is a few of SM_Recs. Wen the S Type is RNAK, the Data
field is a 32-bit error code.

When receiving an SM I NFO RACK nessage, if it cannot resolve this
message, the destination ACS should send an SM | NFO- Request nessage
to the source ACS to acquire another state machine. Wen destination
ACS can resolve the nmessage correctly, it SHOULD:

1. Conpare the Transaction Nunber in this packet with the
Transacti on Nunber received fromthe same source ACS before.
O herwi se, the destination ACS woul d discard this packet and send
an SM | NFO Request to request the latest information of the state
machine. |f bigger, destination ACS WOULD:

2. Accept every SM _Rec and process themas follows: - If the SMID
in SM_Rec equals to current used SMID, destination ACS woul d
update the current used SMID. - If the SMIDin SM_Rec is

bi gger than the current used SMID, destination ACS would add
this state nmachine to its followi ng used state machine |ist.

3. The destination ACS will send an SM I NFO AACK nessage to the
source ACS.

When receiving an SM I NFO RNAK nmessage, if it cannot resolve this
message, the destination ACS should send an SM | NFO- Request mnessage
to the source ACS to acquire a new state machine. Wen destination
ACS can resolve the nessage correctly, it SHOULD conpare the
Transaction Nunber in this packet with the Transaction Nunber
received fromthe same source ACS before. Oherw se, the destination
ACS woul d discard this packet and send an SM I NFO Request to request
the latest information of the state machine. |f bigger, destination
ACS WOULD send a new correct SM | NFO Request nessage to source ACS.

Request and Response of Diagnose |Information

Sent by destination ACS, a request for diagnosis information

(DI AG | NFO- Request) is used to require the source ACS to check its
configuration and source AERs’ settings. Source ACS will respond
with its result. Destination ACS fills in the follow ng values for
each field:
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| Field | Val ue |
[} g —————_— g —_—_——_———————————————————————(——————————r
| Version | 1 |
Fe o m e e e e iiiiieaiediaeaacceiasssssaaaaaaas +
| Alliance | The sub-trust alliance nunber |
oo mmeeemeeaaaas T T T +
| I Type | DI AG | NFO |
o e e e oo o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| S Type | REQUEST |
. +
| Operation | NULL |
dememmememeeaaaas T T T +
| Total Length | The length of this nessage. |
o e e e oo o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| Nunber of | O |
| Records | |
R TS +
| Transaction | The last Transaction Number add 1. ACS would |
| Number | maintain a global Transaction Nunber for |
| | packets sent out where | Type is DI AG I NFO and |
| | ACS woul d keep it increasing nonotonically. |
. +
| Acknow edgenent | O |
| Nunber | |
o e e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
| Data | A 32-bit error code is defined bel ow |
o e e e e oo oo mm e e e e e e e e e e e e e e e e e e e e oo oo +

Table 4

Response of diagnose information (D AG | NFO Response) replies from
source ACS to destination ACS.
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| Field | Val ue |
[} g —————_— g —_—_——_———————————————————————(——————————r
| Version | 1 |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e eeee—oo s +
| Alliance | The sub-trust alliance nunber |
o e m m e e e e e e e e e e e e e e e e e e e e e ee— oo - +
| I Type | DI AG | NFO |
o e e e oo o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| S Type | ACK I
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e eeee—oo s +
| Operation | NULL |
o e m m e e e e e e e e e e e e e e e e e e e e e ee— oo - +
| Total Length | The length of this nessage. |
o e e e oo o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| Nunber of | O |
| Records | |
o e e oo o m e e e e e e e e e e e e e e e e e e e e e mee—ooon +
| Transaction | The last Transaction Number add 1. ACS would |
| Number | maintain a global Transaction Nunber for |
| | packets sent out where | Type is DI AG I NFO and |
| | ACS woul d keep it increasing nonotonically. |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e eeee—oo s +
| Acknow edgenent | The Transaction Nunmber of the response |
| Number | correspondi ng request. |
o e e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
| Data | A 32-bit error code is defined bel ow |
o e e e e oo oo mm e e e e e e e e e e e e e e e e e e e e oo oo +

Table 5

Before it sends the DI AG | NFO Request nessage, the destination ACS
shoul d check its own configuration and guarantee they are correct.

If it receives a DI AG | NFO Request nessage, the source ACS woul d
check whether the conmmunication with its own AER whether correct or
not .

1. If it’s wong, source ACS would reply with a DI AG | NFO Response
message in which its Data filed is filled with 2 for fault cannot
be repaired and alarmto the adm nistrator to deal with this
probl em

2. If it’s right, source ACS would RENEW al |l the registration
information, prefix information and state machine information to
all AERs. After that, source ACS will reply to a DI AG | NFO
Response nessage in which its Data filed is filled with 1 for all
runs correctly after repair.

et al. Expires 24 May 2026 [ Page 16]



I nternet-Draft savax- pr ot ocol Noverber 2025

5. ACS- AER Conmuni cati on Protocol

ACS woul d periodically deploy AD registration information, AD prefix
informati on, and state nmachine information of rel evant ADes to all
AERs to guarantee all information is |atest. ACS also would depl oy
the tag information to all AERs periodically.

5.1. Deploynent, Request, and Response of AD Registration informtion
5.1.1. Deploynent of AD Registration Information

After connecting with AER, ACS depl oys the AD Registration

Informati on (REG_| NFO- Depl oy) to AER periodically. | Type is

REG I NFO. S Type is Announcenent. Operation is NULL when sonme ADes’
information is joined, left or updated and Operation is RENEW when
all ADes’ information is deployed. Acknow edgnent is 0. The Data
field is one or nore ARl _Rec.

It should be noted that when there are two ARI_Recs in Data fields
responding to the sane AD, one may effect right now, and the other
effects after passing Effecting Tinme. Wen AER receives this
message, all of them should be restored to the trust alliance |ist
and AER MUST process themorderly. Since the protocol processes the
records in sequence, it is required that the ARI_Rec effecting at the
current time for the same nmenber AD should appear in front of another
updati ng ARl _Rec.

When recei ving a non- RENEW packet, if it cannot resolve this nessage,
AER coul d send a REG | NFO- Request nessage to acquire the |atest AD
registration information.

When AER can resolve this nessage correctly, it SHOULD:

1. Conpare the Transaction Nunber in this packet with the
Transaction Nunber received fromthe sanme ACS before. [|f bigger,
AER WOULD accept every ARl _Rec and process themas follows.

O herw se, AER woul d discard this packet and send a REG | NFO
Request Al l message to acquire the latest information on AD
registration information.

2. Process every ARl _Rec: - If Action is ADD and the record does not
exist inits maintained trust alliance list, AER would add this
record to its trust alliance list. - If Action is ADD and the

record exists in its maintained trust alliance |ist but ACS
Address is changed, AER would add this record to its trust
alliance list and delete the original record after passing
Effecting Time in this ARl _Rec. - If Action is ADD the record
exists inits maintained trust alliance list and the ACS Address
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i s not changed, AER would do nothing. - If Action is DEL and the
record exists inits maintained trust alliance list, AER would
renove this record fromits trust alliance list after passing
Effecting Time in this ARl _Rec.

3. If achange is nade in step 2, the update should take effect
after passing the Effecting Tine, which acts on the data pl ane.
If the Effecting Time is earlier than the current tine or is all
0, it will take effect imrediately.

AER acts as follows when receiving a RENEW packet. Wen ACS
initiates RENEW it sends a RENEW nessage with which the first bit of
the Operation field is 1. The second bit of the Operation field
identifies the beginning of a procedure of RENEWand the third bit of
the OQperation field identifies the end of a procedure of RENEW ACS
MUST NOT send a RENEW packet with which the first bit of the
Qperation field is O in RENEWng. AER MJST process this procedure of
RENEW after received all RENEW packets.

When AER can resolve this packet correctly, it SHOULD:

1. Conpare the Transaction Nunber in this packet with the
Transaction Nunber received fromthe sanme ACS before. [|f bigger,
AER woul d accept every ARl _Rec and process them as foll ows.

O herw se, AER woul d discard this packet and send a REG | NFO
Request Al l message to acquire the latest information of AD
registration information.

2. Process every ARI _Rec: - If the record does not exist inits
mai ntai ned trust alliance list, AER will add this record to its
trust alliance list. - If the record exists in its maintained

trust alliance list but the ACS Address is changed, AER would add
this record to its trust alliance |list and delete the original

record after passing Effecting Tine in this ARI_Rec. - If the
record exists inits maintained trust alliance Iist and the ACS
Address is not changed, AER would do nothing. - If there are sone

records in the original trust alliance Iist that do not appear in
the Data field during this RENEW process, they will be deleted
i medi at el y.

3. If achange is nade in step 2, the update should take effect
after passing the Effecting Tine, which acts on the data pl ane.
If the Effecting Tine is earlier than the current tine or is all
0, it will take effect imrediately.
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[} gl ——————— e —p—_————————————————————(——(—(————(———r
Field | Val ue |
[ el e el
Ver si on | 1 |
----------------- o meeeeeemeeeeeieeaesceieeaeaccneanaaaat
Al li ance | The sub-trust alliance nunber. |
----------------- T
I Type | REG_I NFO |
----------------- oo e eeeeeiiiiieiacceiaesaccaaaaaaaaad
S Type | REQUEST: for querying partial menber |
| ADs and S Type is REQUEST ALL: for |
| querying all nenber ADs. |
----------------- T
Operation | NULL |
----------------- e
Total Length | The length of this message. |
----------------- T s
Nunmber of | S Type = REQUEST: the nunber of |
Recor ds | ADID Recs in Data field. S Type = |
| REQUEST_ALL: O. |
----------------- e,
Transaction | The last Transaction Number add 1. AER |
Nunber | would maintain a global Transaction |
| Nurber for packets sent out to ACS |
| where | Type is REG INFO and AER would |
| keep it increasing nonotonic. |
----------------- oo e ieeieiiieiaccciaeaaecanaaaaaaad
Acknow edgenent | O |
Nunber | |
----------------- S
Dat a | S Type = REQUEST: one or nore |
| ADID Recs. S Type = REQUEST_ALL: None.
----------------- oo e eeeieciieiacciiaesaccanaaaaaaad
Table 6
Expires 24 May 2026 [ Page 19]
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When processi ng the REG | NFO Request (ALL) nessage, ACS would reply
REG INFO-NAK to AER if it holds sone fields that are wong. For
exanpl e, AER requests one ARl _Rec that does not exist. O herw se,
the REG I NFO- ACK nessage will be answered. ACS WOULD process as
fol |l ows:

1. ACS SHOULD compare the Transaction Number in this packet with the
Transaction Nunber received fromthe same AER before. |f bigger,
ACS woul d process as step 2. O herwi se, AER WOULD di scard this
packet and send a REG | NFO- NAK nmessage to AER

2. ACS processes every ADID Rec. If the AD exists in its maintained
trust alliance list, ACS would mark this record as "Reply".
O herwi se, ACS would mark this record as "Negative Reply".
Especially, all records would be marked with "Reply" when the
Qperation field is REQUEST ALL.

3. If any case in step 2 is marked with "Negative Reply", ACS would
construct a REG | NFO-NAK nessage to reply to the AER O herw se,
a REG I NFO- ACK message is constructed to reply to the AD
registration information of all menbers marked with "Reply" to
the AER

5.1.3. Response of AD Registration Infornmation

Xu,

AD registration information response includes two types. That is
REG | NFO- ACK and REG I NFO-NAK. ACS will reply to AER according to
the request for registration information sent by AER to ACS.
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| Field | Val ue |
[S pemesfomsbomsemsos e esosfsesos s ese sy Bes o sospsespesessesospseseepssessesesesesesssespsespesfespeesfespeesspe
| Version | 1 |
o e e e oo o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| Alliance | The sub-trust alliance nunber. |
o o m e e e e e e e e e e e e e e e e e e e e aa oo +
| I Type | REG_I NFO |
o e e e oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| S Type | ACK: representing affirmative |
| | acknowl edgenent. NAK: representing |
| | negative acknow edgenent. |
o o m e e e e e e e e e e e e e e e e e e e e aa oo +
| Operation | NULL: REG | NFO- Request nessage. RENEW |
| | REG_I NFO- Request Al | . |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +
| Total Length | The length of this nessage. |
o e e oo o m m e e e e e e e e e e e e e e e e e em e eaao o +
| Nurmber of | S Type = ACK: the nunber of ARl _Recs in |
| Records | Data field. S Type = REQUEST_ALL: O. |
o e e e oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| Transaction | The last Transaction Nunmber add 1. ACS |
| Nurber | would nmaintain a global Transaction Nunber |
| | for packets sent out to AER where | Type is |
| | REG_INFO and ACS woul d keep it increasing |
| | nonotonic. |
o e e e oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| Acknow edgenment | The Transaction Nunber of the response |
| Nurber | correspondi ng request. |
o e e oo o m m e e e e e e e e e e e e e e e e e em e eaao o +
| Data | S Type = ACK: one or nore ARl _Recs. S Type |
| | = NAK: a 32-bit error code defined at |
| | Section 3. There is no boundary |
| | identification between these ARl _Recs, |
| | which requires that the inpl enentation of |
| | the protocol can process each record |
| | sequentially until the end of this nmessage. |
o e e e e oo - et +

Table 7
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It should be noted that when there are two ARI_Recs in Data fields
responding to the sane AD, one may effect right now and the ot her
effects after passing Effecting Tinme. Wen AER receives this
message, all of them should be restored to the trust alliance |ist
and AER MUST process themorderly. Since the protocol processes the
records in sequence, it is required that the ARI_Rec effecting at the
current time for the same nmenber AD should appear in front of another
updati ng ARl _Rec.

When recei ving a non- RENEW REG | NFO- ACK nessage, if it holds that
sone fields are wong, AER could send a REG | NFO Request All nessage
to acquire the latest AD registration informati on. O herw se, AER
woul d act as foll ows.

1. AER SHOULD conpare the Transaction Nunmber in this packet with the
Transaction Nunber received fromthe sane ACS before. [|f bigger,
AER woul d process themas follows. Oherw se, AER woul d discard
this packet and send a REG | NFO Request All nessage to acquire the
| atest information on AD registration information.

2.  AER WOULD process every ARl _Rec: - If Action is ADD and the
record does not exist inits maintained trust alliance |ist, AER
woul d add this record to its trust alliance list. - If Actionis

ADD and the record exists in its maintained trust alliance |ist
but ACS Address is changed, AER would add this record to its
trust alliance list and delete the original record after passing

Effecting Time in this ARI_Rec. - If Action is ADD the record
exists inits maintained trust alliance list and the ACS Address
is not changed, AER would do nothing. - If Action is DEL and the

record exists inits maintained trust alliance list, AER would
remove this record fromits trust alliance Iist after passing
Effecting Time in this ARl _Rec.

3. If achange is nade in step 2, the update should take effect
after passing the Effecting Tine, which acts on the data pl ane.
If the Effecting Tine is earlier than the current tine or is all
0, it will take effect inmediately.

AER acts as follows when receiving a RENEW REG | NFO- ACK message.
When ACS initiates RENEW it sends a RENEW nessage with which the
first bit of the Qperation field is 1. The second bit of the
Operation field identifies the beginning of a procedure of RENEW and
the third bit of the Operation field identifies the end of a
procedure of RENEW ACS MUST NOT send a RENEW packet with which the
first bit of the Operation field is O in RENEWng. AER MJST process
this procedure of RENEW after receiving all RENEW packets.

When AER can resolve this packet correctly, it SHOULD:
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1. Conpare the Transaction Nunber in this packet with the
Transaction Nunber received fromthe same ACS before. |f bigger,
AER woul d accept every ARl _Rec and process them as step 2.

O herwi se, AER woul d discard this packet and send a REG | NFO
Request All nmessage to acquire the latest information of AD
registration information.

2. Process every ARl _Rec: - If the record does not exist inits
mai ntained trust alliance list, AERwill add this record to its
trust alliance list. - If the record exists in its maintained

trust alliance list but the ACS Address is changed, AER woul d add
this record to its trust alliance list and delete the original

record after passing Effecting Tine in this ARI_Rec. - If the
record exists inits maintained trust alliance list and the ACS
Address is not changed, AER would do nothing. -I1f there are sone

records in the original trust alliance list that do not appear in
the Data field during this RENEW process, they will be del eted
i mredi atel y.

3. If achange is made in step 2, the update should take effect
after passing the Effecting Tine, which acts on the data pl ane.
If the Effecting Tinme is earlier than the current tine or is all
0, it will take effect immediately.
When AER receives a REG I NFO NAK nessage, it could send a REG | NFO
Request AIl message to ACS to acquire the latest AD registration
i nformation.
5.2. Deploynent, Request, and Reply of AD Prefix Information
5.2.1. Deploynent of AD Prefix Information

AD prefix information depl oyment (PFX_|I NFO Deploy) is sent from ACS
to AER  ACS fills in the follow ng values for each field:
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| Field | Val ue |
[} i —_——— e p—p—p—p—p—p—_—_———————————————————————————————r L
| Version | 1 |
o e e e oo o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| Alliance | The sub-trust alliance nunber. |
o o m e e e e e e e e e e e e e e e e e e e e aa oo +
| I Type | AD_PREFI X_| NFO |
o e e e oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| S Type | DEPLOYMENT |
o e e e oo o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| Operation | NULL: to publish partial update infornmation

| | of nenmber ADs’ prefixes. RENEW to publish

| | all menber ADs’ prefixes. |
o e e e oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| Total Length | The length of this message. |
o e e e oo o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| Nunber of | The nunber of API_Recs in Data field. |
| Records | |
o e e e e oo - et +
| Transaction | The last Transaction Number add 1. ACS |
| Nunber | would maintain a global Transaction Nunber

| | for packets sent out to AER where | Type is

| | AD_PREFI X_| NFO and ACS woul d keep it |
| | increasing nonotonic. |
o e e e e oo - et +
| Acknow edgenent | O |
| Nunber | |
o e e e oo o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| Data | One or nore APl _Recs. There is no boundary

| | identification between these APl _Recs, |
| | which requires that the inpl enentation of

| | the protocol can process each record |
| | sequentially until the end of this message.
o e e e oo o m m e e e e e e e e e e e e e e e e e ee e eeeao o +

Table 8

It should be noted that when there are two ARl _Recs in Data fields
responding to the sane AD, one may affect right now and the other is
an update nessage for ADD or DEL effecting after the Effecting Tine.
For exanple, if the current tinme is 5 and there are two records
corresponding to the prefix P, in which the Effecting Tine of record
Rl is 1, the action is ADD, the Effecting Tine of record R2 is 7 and
the action is DEL, then it indicates that the prefix Pis currently
valid effective fromtinme 1 and becones invalid at tine 7. Wen ACS
or AER receives this nessage, all of themshould be restored in the
dat abase and ACS should send them all when deploying. Since the
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protocol processes the records in sequence, it is required that the
APl _Rec effecting at the current time for the sane menber AD shoul d
appear in front of another updating APl _Rec.

When recei ving a non- RENEW PFX_| NFO- Depl oy nessage, if it holds that
sonme fields are wong, for exanple, it requires deleting an APl _Rec
that does not exist or adding sone prefix that conflicts with other
menber ADs, AER could send a request nessage to acquire the | atest AD
prefix information. Oherw se, AER would act as foll ows.

1. AER SHOULD conpare the Transaction Nunber in this packet with the
Transaction Nunber received fromthe sanme ACS before. [|f bigger,
AER WOULD process themas step 2. O herw se, AER would discard
this packet and send a PFX_ | NFO Request All message to acquire the
| atest information on AD prefix information.

2. AER processes every APl _Rec: - If Action is ADD and the record
does not exist inits maintained prefix list, AER would add this
record to its prefix list. - If Action is ADD and the record
exists in its maintained prefix list, AER would do nothing. - If

Action is DEL and the record exists in its maintained prefix
list, AER would renove this record fromits prefix list after
Ef fecting Tine.

3. If achange is nmade in step 2, the update should take effect
after the Effecting Tine, which acts on the data plane. |If the
Effecting Time is earlier than the current time or is all 0, it
will take effect immediately.

AER acts as follows when receiving a RENEW PFX_| NFO Depl oy nmessage.
When ACS initiates RENEW it sends a RENEW nessage with which the
first bit of the Qperation field is 1. The second bit of the
Operation field identifies the beginning of a procedure of RENEW and
the third bit of the Operation field identifies the end of a
procedure of RENEW ACS MUST NOT send a RENEW packet with which the
first bit of the Operation field is O in RENEWng. AER SHOULD
uniformy process all packets in this RENEW process after receiving
al | RENEW packets.

1. AER SHOULD conpare the Transaction Nunber in this packet with the
Transaction Nunber received fromthe sanme ACS before. [|f bigger,
AER WOULD process as step 2. O herw se, AER would discard this
message and send a PFX_ | NFO Request All message to acquire the
| atest information on AD prefix information.

2. AER processes every APl _Rec: - If the record does not exist in
its maintained prefix list, AER would add this record to its
trust alliance list. - If the record exists in its naintained

et al. Expires 24 May 2026 [ Page 25]



I nternet-Draft savax- pr ot ocol Noverber 2025

5.2.

Xu,

2.

prefix list, AER would do nothing. - If there are sonme records
in the original prefix list that do not appear in the Data field
during this RENEW process, these records will be deleted

i medi at el y.

If a change is made in step 2, the update should take effect
after passing the Effecting Tine, which acts on the data pl ane.
If the Effecting Time is earlier than the current tine or is all
0, it will take effect imrediately.

Request of AD Prefix Infornation

AD prefix information request (PFX_INFO RequestAll) is sent from AER
to ACS to query sone nenber ADs’ |atest AD prefix information.

AER fills in the follow ng values for each field:
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| Field | Val ue |
[§ oo ooy s oo oo oo s s s s s
| Version | 1 |
o e e e oo o m m e e e e e e e e e e e e e e e eeee— oo +
| Alliance | The sub-trust alliance nunber. |
o o m m e e e e e e e e e e e e e e e e eo— oo - +
| I Type | AD_PREFI X_| NFO |
o e e e oo T +
| S Type | REQUEST_ALL: querying from ACS the |
| | latest AD prefix information of all |
| | nmenber ADs. |
o o m m e e e e e e e e e e e e e e e e eo— oo - +
| Operation | NULL |
o e e e oo T +
| Total Length | The length of this message. |
o e e e oo o m m e e e e e e e e e e e e e e e eeee— oo +
| Nurmber of | O |
| Records | |
o e e e e oo - o e e e e e e e e e e e e e e e e e e e e memao o +
| Transaction | The | ast Transaction Nunber add 1. AER |
| Nunber | would maintain a global Transaction |
| | Nurber for packets sent out to ACS |
| | where | Type is AD PREFI X | NFO and AER |
| | would keep it increasing nonotonic. |
o e e e e oo - o e e e e e e e e e e e e e e e e e e e e memao o +
| Acknow edgenent | O |
| Nunber | |
o e e e oo o m m e e e e e e e e e e e e e e e eeee— oo +
| Data | None |
o o m m e e e e e e e e e e e e e e e e eo— oo - +

Table 9

When receiving a PFX | NFO Request All nessage, if it holds that sone
fields are wong, ACS could send a PFX_| NFO-NAK. O herw se, ACS

woul d act as follows. The specific construction nethods of PFX_I NFO
ACK and PFX I NFO- NAK are described in Section 5.2.3.

1. ACS SHOULD conpare the Transaction Nunber in this packet with the
Transaction Nunber whose | Type is PFX I NFO received fromthe
same AER before. |f bigger, ACS WOULD process them as step 2.

O herw se, ACS would discard this packet and send a PFX_| NFO NAK
nessage.
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2. ACS processes every ADID Rec. If AD exists in the maintained
trust alliance list, ACS would mark this record as "Reply".
O herwi se, ACS would mark this record as "Negative Reply".

Particularly, all records are marked with "Reply" when the S Type
is REQUEST ALL.

3. If any case in step 2 is marked with "Negative Reply", ACS would
construct a PFX_ I NFO- NAK nessage to reply to the AER O herw se,
a PFX_I NFO ACK message is constructed to reply to the AD prefix
information of all nmenbers marked with "Reply" to the AER

2.3. Response of AD Prefix Information

AD prefix information response includes two types. That is PFX_|INFO
ACK and PFX_|I NFO-NAK. According to the request sent by AER if sone
fields are wong, ACS will reply with NAK, in which the error code is
"paraneter error". |If a non-existent nenber AD is queried, the error
code is "the requested nenber AD does not exist", which is defined as
before and will not be repeated. The following mainly introduces the

PFX_I NFO- ACK response. ACS fills in the follow ng values for each
field:
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| Total Length

| Nurmber of
| Records

Tr ansacti on
Nurber

| Nurber

savax- pr ot ocol Novemrber

ACK: representing affirmative
acknow edgenent. NAK: representing
negati ve acknow edgement.

RENEW replying to the |atest AD prefix
information to AER

S Type = ACK: the nunber of APl _Rec in Data

field. S Type = NAK: O

The | ast Transaction Nunber add 1. ACS
woul d maintain a global Transaction Number

for packets sent out to AER where | Type is

AD_PREFI X_| NFO and ACS woul d keep it
i ncreasi ng nonot oni c.

The Transaction Nunber of the response
correspondi ng request.

S Type = ACK: One or nore | atest requested

APl _Rec. S Type = NAK: a 32-bit error code
defined in Section 3. There is no boundary

identification between these APl _Recs,

whi ch requires that the inpl enentation of
the protocol can process each record
sequentially until the end of this nessage.

Tabl e 10

When receiving a non- RENEW PFX_| NFO- ACK nessage which is the positive
reply to the request for AD prefix sent fromACS to AER if it holds

that sonme fields are wong, AER could send a request nessage to
acquire the latest AD prefix information. Oherw se, AER would act

as foll ows.

et al.
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1. AER SHOULD compare the Transaction Number in this packet with the
Transaction Nunber whose | Type is PFX_ I NFO received fromthe
same ACS before. |If bigger, AER woul d process them as foll ows.

O herwi se, AER woul d discard this packet and send REG | NFO
Request Al 1 and PFX_ | NFO- Request All nessages to acquire the | atest
i nformation.

2. AER processes every APl _Rec: - If Action is ADD and the record
does not exist in its maintained prefix list, AER would add this
record to its prefix list. - If Actionis ADD and the record
exists inits maintained prefix list, AER would do nothing. - If

Action is DEL and the record exists in its maintained prefix
list, AER would renove this record fromits prefix list after
Ef fecting Time.

3. If achange is nade in step 2, the update should take effect
after the Effecting Tine, which acts on the data plane. |If the
Effecting Tine is earlier than the current time or is all 0, it
will take effect imrediately.

AER acts as follows when receiving a RENEW PFX_| NFO- ACK message.

When ACS initiates the RENEW process, it sends a RENEW nessage with
which the first bit of the Operation field is 1. The second bit of
the Operation field identifies the beginning of a procedure of RENEW
and the third bit of the Operation field identifies the end of a
procedure of RENEW ACS MUST NOT send a RENEW packet with which the
first bit of the Qperation field is O in the RENEW process. AER
SHOULD uni formy process all packets in this RENEW process after
recei ving all RENEW packets.

1. AER SHOULD compare the Transaction Number in this packet with the
Transaction Nunber whose | Type is PFX_ I NFO received fromthe
same ACS before. |f bigger, AER WOULD process as step 2.

O herwi se, AER woul d discard this nessage and send REG | NFO
Request Al 1 and PFX_ | NFO- Request All nessages to acquire the | atest
i nformation.

2. AER processes every APl _Rec. Al Action in APl _Recs is ADD
during RENEW process. - If the record does not exist inits
mai ntai ned prefix list, AER would add this record to its trust
alliance list. - If the record exists in its maintained prefix
list, AER would do nothing. - If there are sone records in the
original prefix list that do not appear in the Data field during
this RENEW process, these records will be deleted i mediately.
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3. If achange is nade in step 2, the update nessage shoul d take
effect after the Effecting Time, which acts on the data plane.
If the Effecting Time is earlier than the current tine or is all
0, it will take effect immediately.

When AER receives a PFX | NFO- NAK nessage, it could send REG | NFO
Request Al 1 and PFX_| NFO Request AIl messages to ACS to acquire the
| atest AD registration information and AD prefix information.
5.3. Deploynent, Request, and Response of State Machine Infornation
5.3.1. Deploynent of State Machine Infornation

State machine information depl oyment (SM_I NFO Deploy) is sent from
ACS to AER  ACS fills in the follow ng values for each field:
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| Field | Val ue |
[} e —————— g —p—_—(——————————————————————(————————— L
| Version | 1 |
o e e e oo o m e e e e e e e e e e e e e e mee—ooon +
| Alliance | The sub-trust alliance nunber. |
o o m m e e e e e e e e e e e e e eee— oo s +
| I Type | SM_I NFO |
o e e e oo T +
| S Type | DEPLOYMENT |
o e e e oo o m e e e e e e e e e e e e e e mee—ooon +
| Operation | NULL: to publish the partial update of

| | the state nachine maintained by the pair

| | of this AD and anot her AD and Operation |
| | is RENEW to publish a whol esome update |
| | of the state machine naintained by the

| | pair of this AD and anot her AD. |
o e e oo o m m e e e e e e e e e e e e e e e eee— oo on +
| Total Length | The length of this message. |
o e e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| Number of | The nunmber of SM _Recs in Data field |
| Records | |
o e e e oo o m e e e e e e e e e e e e e e mee—ooon +
| Transaction | The last Transaction Number add 1. ACS |
| Number | would maintain a global Transaction |
| | Number for packets sent out to AER where

| | I Type is SMINFO and ACS woul d keep it |
| | increasing nonotonic. |
o e e e oo o m e e e e e e e e e e e e e e mee—ooon +
| Acknow edgenent | O |
| Number | |
o e e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| Data | One or nore SM_Recs. There is no |
| | boundary identification between these |
| | ARI _Recs, which requires that the |
| | inplementation of the protocol can |
| | process each record sequentially until |
| | the end of this nessage. |
o e e e oo T +

Table 11

It should be noted that the state nachine is responding to an ordered
AD pair. The state machine information nmastered by ACS includes the
state machine information fromthis AD to another nmenber AD, and the
state machine information from another menber AD to this AD. Wen
ACS depl oynent is partially updated, only sone changed or new y added
state nmachi nes are depl oyed. Wen ACS depl oys the update of the
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Xu,

RENEW nmessage, it is necessary to deploy all existing and updated
informati on. For the same ordered AD pair, there cannot be two or
more SM _Recs using the same SMID in the Data field. |In addition,
there are two actions for SM_Rec: one is to add an SM whose SMID is
bi gger than the current state nachine. The second is to nodify an
exi sting state machi ne whose SMID equals to current using a state
machi ne. Both of them are using Action ADD. Here we require only
Transition Interval and Expiring Tine can be updated.

When recei ving a non- RENEW SM | NFO- Depl oy nessage sent from ACS to
AER, if it holds that sone fields are wong, for exanple, Actionis
DEL or SMID is smaller than the current state machine in using, AER
could send a request nmessage to acquire the latest infornmation.

O herwi se, AER woul d act as foll ows.

1. AER SHOULD conpare the Transaction Nunber in this packet with the
Transaction Nunber whose | Type is SMINFO received fromthe sane
ACS before. |If bigger, AER WOULD process themas step 2.

O herw se, AER woul d discard this packet and send REG | NFO
Request Al l and request nessages to acquire the |atest
i nformati on.

2. AER processes every SM_Rec: - If SMID equals the current using
the state machi ne, AER should update the state nachine in use. -
If SMID is bigger than the current state nmachi ne, AER shoul d add
this state nmachine to its list.

3. If achange is nmade in step 2, the update nessage shoul d take
effect after the Effecting Tinme, which acts on the data plane.
If the Effecting Tine is earlier than the current tine or is all
0, it will take effect inmediately.

AER acts as follows when receiving a RENEW SM | NFO- Depl oy nessage.
When ACS initiates the RENEW process, it sends a RENEW nessage with
which the first bit of the Operation field is 1. The second bit of
the Operation field identifies the beginning of a procedure of RENEW
and the third bit of the Operation field identifies the end of a
procedure of RENEW ACS MUST NOT send a RENEW packet with which the
first bit of the Qperation field is 0 in the RENEW process. AER
SHOULD uni formy process all packets in this RENEW process after
recei ving all RENEW packets.

1. AER SHOULD compare the Transaction Number in this packet with the
Transaction Nunber whose | Type is SM INFO received fromthe sane
ACS before. If bigger, AER WOULD process as step 2. Oherw se,
AER woul d discard this nmessage and send a request nessage to
acquire the latest information.
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AER processes every SM_Rec. - If SMID equals the current using
the state machi ne, AER should update the state nmachine in use. -
If SMID is bigger than the current state machi ne, AER shoul d add
this state machine to its list. - If there are some records of
state machines in use that do not appear in the Data field during
thi s RENEW process, these state machines will be deleted

i mredi atel y.

If a change is made in step 2, the update nessage shoul d take
effect after the Effecting Tinme, which acts on the data plane.
If the Effecting Tinme is earlier than the current tine or is all
0, it will take effect inmediately.

Request of State Machine Information

State machine information request (SMINFO Request) is sent from AER
to ACS. AER fills in the follow ng values for each field:
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| Field | Val ue |
[ oo by s oo oo e e e o}
| Version | 1 |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| Alliance | The sub-trust alliance nunber. |
o o m e e e e e e e e e e e e e e e e e e e e e m e mee—— oo o +
| I Type | SM_I NFO |
o e e e oo o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| S Type | REQUEST: querying the state machines |
| | maintained by the pair of this ADto |
| | anot her nenmber AD and vice versa. These |
| | rmenber ADs are specified by ADI D Rec |
| | defined in the Data field. REQUEST_ALL: |
| | querying all state machi nes mai ntai ned |
| | by this AD with other nenber ADs. |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| Operation | NULL |
o o m e e e e e e e e e e e e e e e e e e e e e m e mee—— oo o +
| Total Length | The length of this nessage. |
o e e e oo o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| Nunber of | S Type = REQUEST: the nunber of ADI D Rec |
| Records | in Data field. S Type = REQUEST_ALL: O. |
o e e oo e m e e e e e e e e e e e e e e e e e e e e e e meee— oo oo +
| Transaction | The last Transaction Nunmber add 1. AER |
| Number | would maintain a global Transaction |
| | Nunber for packets sent out to ACS where |
| | I Type is SM.INFO and AER woul d keep it |
| | increasing nonotonic. |
o e e oo e m e e e e e e e e e e e e e e e e e e e e e e meee— oo oo +
| Acknow edgenent | O [
| Number | |
o e e e oo o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| Data | S Type = REQUEST: One or nore ADI D _Recs. |
| | S Type = REQUEST_ALL: none. There is no |
| | boundary identification between these |
| | ADI D _Recs, which requires that the |
| | inplementation of the protocol can |
| | process each record sequentially until |
| | the end of this nessage. |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +

Table 12

For exanple, let this ADis ADl1. Wen any ADID Rec is included in
the Data field, defined as AD2, it means that AER will request the
SM AD1, AD2) and SM AD2, AD1l). Wien ACS replies, it will reply to
these two state machi nes.
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When receiving an SM | NFO Request (All) nessage, if it holds that sone
fields are wong, ACS could send a PFX_|I NFO- NAK. O herw se, ACS

woul d act as follows. The specific construction nmethods of SM.INFG
ACK and SM I NFO- NAK are described in Section 5.3.3.

1.

5.3.3.

ACS SHOULD conpare the Transaction Nunber in this packet with the
Transaction Nunber whose | Type is SM INFO received fromthe sane
AER before. If bigger, ACS WOULD process them as step 2.

O herw se, ACS woul d discard this packet and send an SM I NFO NAK
nessage.

ACS processes every ADID Rec. |If AD exists in the maintained
trust alliance list, ACS would mark this record as "Reply".

O herwi se, ACS would mark this record as "Negative Reply".
Particularly, all records are marked with "Reply"” when the S Type
is REQUEST_ALL.

If any case in step 2 is marked with "Negative Reply", ACS would
construct an SM INFO NAK nessage to reply to the AER O herw se,
an SM I NFO ACK message is constructed to reply to the state

machi ne i nformation of all nmenbers marked with "Reply” to the
AER.

Response of State Machine I nfornmation

State machine information response includes two types. That is
SM I NFO-ACK and SM I NFO-NAK. Both of themare sent fromACS to AER
ACS fills in the follow ng values for each field:
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| Field | Val ue |
[S pemesfomsbomsemsos e esosfsesos s ese sy Bes o sospsespesessesospseseepssessesesesesesssespsespesfespeesfespeesspe
| Version | 1 |
o e e e oo o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| Alliance | The sub-trust alliance nunber. |
o o m e e e e e e e e e e e e e e e e e e e e aa oo +
| I Type | SM_I NFO |
o e e e oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| S Type | ACK: representing affirmative |
| | acknowl edgenent. NAK: representing |
| | negative acknow edgenent. |
o o m e e e e e e e e e e e e e e e e e e e e aa oo +
| Operation | RENEW replying to the |atest state machine |
| | information to AER |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +
| Total Length | The length of this nessage. |
o e e oo o m m e e e e e e e e e e e e e e e e e em e eaao o +
| Nurmber of | S Type = ACK: the nunber of SM _Recs in |
| Records | Data field. S Type = NAK 0. |
o e e e oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| Transaction | The last Transaction Nunmber add 1. ACS |
| Nurber | would nmaintain a global Transaction Nunber |
| | for packets sent to AER where | Type is |
| | SM.INFO and woul d keep it increasing |
| | nonotonically. |
o e e e oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| Acknow edgenment | The Transaction Nunber of the response |
| Nurber | correspondi ng request. |
o e e oo o m m e e e e e e e e e e e e e e e e e em e eaao o +
| Data | S Type = ACK: one or nore |atest requested |
| | SM_Rec. S Type = NAK: a 32-bit error code |
| | defined in Section 3. There is no boundary |
| | identification between these ADI D_Recs, |
| | which requires that the inpl enentation of |
| | the protocol can process each record |
| | sequentially until the end of this nmessage. |
o e e e e oo - et +

Tabl e 13

When receiving a non- RENEW SM | NFO- ACK nessage which is the positive
reply to the request of AD prefix sent fromACS to AER, if it holds
that sonme fields are wong, AER could send a request nessage to
acquire the latest state machine information. O herw se, AER woul d
act as follows. 1. AER SHOULD conpare the Transaction Nunber in this
packet with the Transacti on Nunber whose | Type is PFX | NFO received
fromthe sane ACS before. |If bigger, AER WOULD process them as step
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2. O herwi se, AER would discard this packet and send an SM | NFO
Request All message to acquire the latest information. 2. AER
processes every SM_Rec: - If SMID equals the current using the
state machi ne, AER shoul d update the state nachine in use. - If
SMID is bigger than the current state nmachi ne, AER should add this
state machine to its list. 3. |If a change is nade in step 2, the
updat e shoul d take effect after the Effecting Tinme, which acts on the
data plane. |If the Effecting Tine is earlier than the current time
or is all 0, it will take effect imediately.

AER acts as follows when receiving a RENEW SM | NFO- ACK nessage. Wen
ACS initiates the RENEW process, it sends a RENEW nessage w th which
the first bit of the Operation field is 1. The second bit of the
Qperation field identifies the beginning of a procedure of RENEW and
the third bit of the Operation field identifies the end of a
procedure of RENEW ACS MUST NOT send a RENEW packet with which the
first bit of the Qperation field is 0 in the RENEW process. AER
SHOULD uniformy process all packets in this RENEW process after
receiving all RENEW packets.

1. AER SHOULD conpare the Transaction Nunmber in this packet with the
Transaction Nunber whose | Type is SMINFO received fromthe sane
ACS before. |If bigger, AER WOULD process as step 2. Oherw se,
AER woul d discard this nmessage and send an SM | NFO Request Al |
message to acquire the latest information.

2. AER processes every APl _Rec. Al Action in APl _Recs is ADD
during the RENEW process. - |If SMID equals the current using
the state machi ne, AER should update the state nachine in use. -
If SMID is bigger than the current state machi ne, AER shoul d add
this state machine to its list. - If there are some records of
state machines in use that do not appear in the Data field during
this RENEW process, these state machines will be deleted
i medi at el y.

3. If achange is nade in step 2, the update nessage shoul d take
effect after the Effecting Time, which acts on the data pl ane.
If the Effecting Time is earlier than the current tine or is all
0, it will take effect imrediately.

When AER receives an SM | NFO- NAK nessage, it could send an SM | NFO
Request All message to ACS to acquire the | atest state machine
i nformati on.

5.4. Request and Response of Keep-alive Information

In SAVA-X, ACS will periodically send a Keep-alive request to query
the availability of AER in the SAVA- X mechani sm
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5. 4.

Xu,

1. Request of Keep-alive Information

Keep-alive information request (ALIVE |INFO Request) is sent by ACS to
test the viability of AER AER would reply to ACS when receiving an
ALl VE | NFO Request nessage. ACS considers that AER has gone wong if
it does not receive a response from AER within 60 seconds and ACS
notifies the AD administrator of the failure information by email.
ACS woul d keep sendi ng ALI VE | NFO- Request to the fault AER at the
same time. The filling values of each field in the ACS request are
as foll ows:

| Field | Val ue |
| Version | 1 |
o e e e e oo oo mm e e e e e e e e e e e e e e e e e e e e oo oo +
| Al'liance | The sub-trust alliance nunber. |
o e e oo o m e e e e e e e e e e e e e e e e e e e e e mee—ooon +
| 1 Type | ALl VE_I NFO |
o e e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
| S Type | REQUEST |
o e e e e oo oo mm e e e e e e e e e e e e e e e e e e e e oo oo +
| Operation | NULL |
o e e oo o m e e e e e e e e e e e e e e e e e e e e e mee—ooon +
| Total Length | The length of this message. |
o e e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
| Number of | O |
| Records | |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e eeee—oo s +
| Transaction | The last Transaction Number add 1. ACS would |
| Nunber | maintain a global Transaction Nunber for |
| | packets sent to AER where | Type is ALIVE I NFO |
| | and woul d keep it increasing nonotonically. |
o e e e e oo oo mm e e e e e e e e e e e e e e e e e e e e oo oo +
| Acknowl edgenent | O |
| Nunber | |
o e m m e e e e e e e e e e e e e e e e e e e e e ee— oo - +
| Data | None |
o e e e oo o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +

Tabl e 14

ACS consi ders that AER has gone wwong if it does not receive a
response from AER within 60 seconds and ACS notifies the AD

adm nistrator of the failure information by email. ACS woul d

consi der that AER has recovered fromfailure when AER replies to the
request correctly. ACS perforns the follow ng steps to update AER
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Keep time synchronization between AER and ACS.

Depl oy AD registration information, AD prefix information, and

state machine information to AER by way of a RENEW nessage.

2. Response of Keep-alive Information

Keep-alive informati on response (ALIVE I NFO Response) is sent by AER
to reply to the ALIVE_|I NFO Request message.

In response to ALIVE | NFO- Request, AER fills in the follow ng val ues
for each field in the response:

Xu,

Total Length

Nurber of
Records

Transacti on
Nunber

Nunber

et al.

oo oo o1
Val ue |
s p—p—_—_—————————————————————————————
1 I
________________________________________________ +
The sub-trust alliance nunber. |
................................................ +
ALI VE_I NFO |
________________________________________________ +
ACK |
________________________________________________ +
NULL I
................................................ +
The I ength of this nessage. |
________________________________________________ +
0 I
I
................................................ +
The | ast Transaction Number add 1. AER would |
mai ntain a gl obal Transaction Nunber for |
packets sent to ACS where | Type is ALIVE_|I NFO |
and woul d keep it increasing nonotonically. |
________________________________________________ +
0 I
I
________________________________________________ +
None |
________________________________________________ +

Tabl e 15

Expires 24 May 2026 [ Page 40]



I nternet-Draft savax- pr ot ocol Noverber 2025

6. Deploynent of Tag Information

Tag i nformati on depl oynent (TAG I NFO Deploy) is sent fromACS to AER
and AER adds, verifies, and renoves the tag to/fromthe packet. Wen
usi ng sub-trust alliance |level tags and AD V tags, the prinmary
address domain ACS needs to distribute these two tags to the ACS of
the boundary address domain first, and then the boundary address
domain ACS will distribute these tags to their respective address
domai ns’ AERs. The sub-trust alliance tag is used in the data pl ane
to cross different address domain levels. The AD V tag is used in
the data plane when it is sent fromthe current address donmain to the
boundary address dormain. Standard TAG INFO is used in the data pl ane
at the sane | evel and under the sanme direct parent address field.

The three types of tags use the sanme nessage format as foll ows.

0 1 2 3
01234567890123456789012345678901
R e s i T
| Action |
i T s i o S i i S R I S I S S S M
| Source ADI D Rec |
B T S i T s i i e e SEI S
| Destination ADI D Rec |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Tag Len |
i T s i o S i i S R I S I S S S M
~ TAG ~
B T S i T s i i e e SEI S
Transition Interva
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 3: Format of tag information record.

Acti on:
8-bit filed. 1 for add (ADD=1) and 2 for delete (DEL=2).

Source ADI D Rec
Vari able-length field. Refer to ADID Rec in [savax-control].

Destination ADI D Rec:
Variable-length field. Refer to AD D Rec

Tag Len:
The I ength of TAG The equation for calculation is (Tag Len + 1)
* 8 bits. The length of TAG MJUST be nultiple times of 8 bhits.
The maxi mum |l ength is 128 bits and the mininumlength is 32 bhits.
So the m nimum of Tag Len is 0011
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TAG
Variable-length field. The actual Tag or packet signature.

Transition Interval
32-bit, the mlliseconds of the interval of state transition

When ACS announces a tag to ACS or AER it fills in the follow ng
val ues for each field:

[} gt —————— Ll —_—_———————————————————————————————
| Field | Val ue |
| Version | 1 |
o e e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| Al'liance | The sub-trust alliance numnber. |
o e e e e oo oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| I Type | TAG_I NFO, ALLI_TAG_ | NFO or AD_V_TAG. | NFO |
o e e oo o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| S Type |  ANNOUNCEMENT |
o e e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| Operation | NULL |
o e e e e oo oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Total Length | The length of this nessage. |
o e e oo o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| Nunber of | The nunber of TAG Rec in Data field. |
| Records | |
o e e e oo oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +
| Transaction | ACS would maintain a global Transaction |
| Nurber | Nurber for packets sent to ACS or AER where |

| | Type is TAG I NFO and woul d keep it increasing

| | rmonotonically. Acknow edgnent Number is O. |
o e e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| Acknow edgenent | O |
| Nunber | |
o e e e oo o m m e e e e e e e e e e e e e e e e e e e e e eeee—oon +

Dat a One or nore TAG Recs. There is no boundary

I I

| identification between these records, which |

| requires that the inplenmentation of the |

| protocol can process each record sequentially |

| until the end of this nessage. |
Tabl e 16

Security Considerations

TBD.
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8. | ANA Consi derati ons
TBD.
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