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Abst ract

Due to the fact that the Internet forwards packets in accordance with
the I P destination address, packet forwarding generally occurs

wi t hout exani nation of the source address. As a result, nalicious
attacks have been initiated by utilizing spoofed source addresses.
The inter-domain source address validation architecture represents an
endeavor to enhance the Internet by enploying state machines to
generate consistent tags. Wen two end hosts at different address
domai ns (ADs) of the IPv6 network communicate with each other, tags
wi Il be appended to the packets to identify the authenticity of the

| Pv6 source address.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 28 Novenber 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

The I nter-Domain Source Address Validation-eXternal (SAVA-X)
mechani sm serves to establish a trust alliance anong Address Donmi ns
(AD). It mmintains a one-to-one state machine anong ADs in
conjunction with the AD Control Server (ACS). Moreover, it generates
a consistent tag and deploys this tag to the ADs’ border router

(AER). The AER of the source AD appends a tag to packets originating
fromone AD and destined for another AD, thereby identifying the
identity of the AD. The AER of the destination AD verifies the
source address by validating the correctness of the tag to determ ne
whet her the packet has a forged source address.

In the packet forwarding process, if both the source address and the

destination address of a packet belong to the trust alliance, the tag
is either not added or added incorrectly. |In such a case, the AER of
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the destination AD determines that the source address is forged and
directly discards this packet. For packets with a source address
outside the trust alliance, the destination AD forwards the packet
directly.

Thi s docunent prinmarily focuses on researching the rel evant

speci fications of the control plane of the SAVA-X between ADs. This
wi Il safeguard | Pv6 networks from forged source addresses. For nore
detailed information about |Pv6, refer to [RFC3200]. It stipulates
the design of the consortium bl ockchain, the joining and exiting of
nodes, the maintenance of trust alliance information based on the
consortium bl ockchai n, and the mai ntenance of the state machine. |Its
pronotion and application can achi eve the standardi zati on of the
control plane in the SAVA-X, facilitating the cooperation of related
equi prent devel oped by different manufacturers and organi zations to
jointly acconplish inter-donmain source address validation

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here

Ter m nol ogy and Abbreviation

The following terns are used with a specific nmeaning:

ACS:

AD Control Server. The server maintains the state machine with

other ACS and distributes information to AER

AD:
Address Domain or Administrative Domain. The unit of a trust
alliance. It is an address set consisting of all |Pv6 addresses
corresponding to an | Pv6 address prefix.

ADI D:
The identity of an AD

ADI D_Rec:
The record of the nunber of an AD

AER:
AD border router, which is placed at the boundary of an AD of STA

APl _Rec:
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The record of the prefix of an AD or STA

ARl _Rec:
The record with relevant information of an AD or STA

CSR
Certificate Signing Request, which is used for an AD or STA to
join or exit the consortium bl ockchai n.

SM
State Machine, which is nmaintained by a pair of ACS to generate
t ags.

STA:
sub-Trust Alliance, parts of TA

STA- adm n:
STA Adm ni strator, the adm nistrator of STA

TA:
Trust Alliance. The IPv6 network that uses the SAVA- X nechani sm

Tag:
The authentic identification of the source address of a packet.

The design of the Consortium Bl ockchain

As di scussed in the introduction, consortium blockchain will be used
in the SAVA- X nechani sm

Trust Alliance

Trust Alliance (TA) is a hierarchical structure. Address domains
(AD) are assigned into different sub-trust alliances (STA) according
to geographic | ocation, economc relationship, politica

rel ationship, social relationship, and mlitary relationship. ADis
the minimumunit for trust. The one-to-one naintenance state machine
between ADs | ocated in the same |ayer of sub-trust alliance generates
consi stent tags and deploys the tags to their AERs. The ADs in each
sub-trust alliance elect a master AD node. The nmaster AD node
represents the sub-trust alliance and maintains the alliance-I|eve
state machine with other naster AD nodes to generate alliance-I|eve
tags. Wien communi cating across sub-trust alliances, it is necessary
to achieve the feature of tag repl acenent.
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The AD in the SAVA-X nmust be located in a specific sub-trust

alliance. According to its position in the SAVA-X, AD can be divided
into three roles: primary address domain, boundary address donain,
and ordi nary address dommin which is neither primary nor boundary
addr ess domai n.

* The primary address domain is the representati ve node of the
af orenmenti oned sub-trust alliance and is used to establish a
connection with the primary address domain of other sub-trust
alliances. 1In this way, the relationship between trust alliances
finally forns a tree-like relationship, and there will be no
direct rel ationship between address donai ns under the sane branch

* The boundary address domain is the address domain |ocated at the
boundary of the sub-trust alliance. It sends the packet to other
sub-trust alliances or outside the trust alliance.

* The ordinary address domain is neither the primary address donain
nor the address domain of the boundary address domain

Due to the uncontroll abl e packet forwarding path, in SAVA-X, a
virtual address domain needs to be set up as a non-boundary AD to
conmuni cate with the sub-trust alliance outside or receive packets
sent fromoutside the sub-trust alliance to maintain the state
machine. The virtual AD is recorded as AD V (Virtual Address

Domai n). When a packet froman AD in a sub-trust alliance needs to
be sent outside the sub-trust alliance, but there are nultiple paths
to the destination AD in the sub-trust alliance, the sub-trust
alliance nmay have multiple boundary ADs to reach the destination AD.
The sub-trust alliance does not know whi ch boundary AD will be

sel ected during the packet forwarding. Therefore, the prinmary
function of ADVis to prevent this by specifying the specific tag
that shoul d be added to the packet sent to the external address
domain of the sub-trust alliance.

What’'s nore, the tag needs to be verified by the boundary address
domain of the sub-trust alliance. Therefore, the boundary AD al so
needs to receive the tags maintained by the AD and AD V in the trust
alliance. As a tag for comunicating data between the non-primary
address domain and the external address domain of the sub-trust

al l'i ance.

3.2. Consortium Bl ockchai n
To sinplify the control plane’ s design and avoid the single-point
failure to subvert the SAVA-X, we design the SAVA-X with a

decentralized infrastructure that will store the information of the
trust alliance.
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The consortium bl ockchain is conposed of the trust alliance
managenment committee chain and several sub-chains. Anmong them the
managenent committee chain is conposed of several nodes to nanage the
adm ni strator nodes of each sub-chain. The consortium bl ockchain
records information of the sub-trust alliance adm nistrator node,
naned STA-admin (Sub Trust Alliance adm nistrator), and the nmenber
list of each sub-chain which is packaged and subrmitted by the STA-
adm n. Each sub-trust alliance has one STA-adm n that is assumed by
a specific elected ADin the sub-trust alliance. The AD in the sane
sub-trust alliance forns a private chain to nmaintain the information
of the menbers of the sub-trust alliance jointly. The STA-adnin in
each sub-trust alliance is responsible for managi ng the joining and
exiting of the sub-trust alliance node. The STA-admin of each sub-
trust alliance maintains the relationship of the menbers in each sub-
trust alliance through the trust alliance nanagement conmittee chain.

Joi ning and Exiting
1. Node Joining

This is the adm ssion of joining the sub-trust alliance nenmber AD
The prerequisite for the ADto join the sub-trust alliance is to have
a certificate issued by the STA-admin first. AD s Address Contro
Server (ACS), which will maintain the state machine with other ACS
and distribute alliance information and other information to AER
submits a Certificate Signing Request file to the STA-admi n of the
sub-trust alliance that it wants to join to request the certificate.
The CSR file includes ADI D, ACS address information, |Pv6 address
prefix information, and its public key information. |If the file is
valid, STA-admin verifies the file, generates a node certificate,
packages the AD s information into a bl ock, and updates the list of
menbers of the sub-consortium STA-admin submits the |atest block to
the consortium bl ockchain, and the consortium bl ockchai n updates the
list of alliance nmenbers of the entire trust alliance.

When a sub-trust alliance wants to join the trust alliance, STA-admn
submits a CSR file to the consortium bl ockchain, including the nmenber
information list in the sub-chain and the information of the STA-
admin. It requires offline negotiation and cooperation to apply for
joining the consortium bl ockchain. The consortium bl ockchain
managenment conmittee verifies the validity of the request, issues
adm nistrator certificates, and updates bl ock information. The STA-
admins in the current trust alliance jointly maintain a nanagenent
committee chain, nanage the adm nistrator certificates of each sub-
trust alliance, and use the certificates for encrypted comunication
STA-admin subnits the list of nmenbers of the sub-trust alliance to
the consortium bl ockchain and joins the entire trust alliance.
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After a node joins the consortium bl ockchain, there is an Effecting
Time and an Expiration Tinme in the CSR file. STA-admin will assign
the sub-trust alliance nember with an ADID nunber if it does not
contain the ADID information in the submtted information. The
consortium bl ockchain will give the permtted sub-trust alliance a
sub-trust alliance nunber if the information submtted by the sub-
trust alliance does not have the sub-trust alliance nunber. |f there
is a conflict between the submtted i nformati on and the returned
information, the returned ADID or sub-trust alliance number will be
sel ect ed.

2. Node Exiting

The nenber node needs to submt the CSRfile again to delete its
relevant infornmation. Its STA-adm n deci des whether to allowit to
exit or not. After passing the validation, nodes of the sub-

bl ockchain delete the rel evant nenber information. It also needs to

submt a CSR file for the exit of the sub-trust alliance node, which
the alliance managenent comrittee decides whether to allowit. After
validating the receiving exit request, other sub-trust alliance

adm ni strator nodes need to delete their maintenance-rel ated sub-

al |l i ance node information.

Al liance Informati on and State Machi ne Mai nt enance based on the
Consortium Bl ockchai n

On the AER of the destination AD, to validate the tag, it is first
necessary to find out the sub-trust alliance nunber fromthe source
address of the arriving packet and find its correspondi ng source
Address Dormain lIdentity (ADID) nunber. Then find the currently valid
tag according to the ADID nunber. The generation of the tag requires
the mai ntenance of the state nachi ne between the ACSes. |In SAVA-X
menber ADs need to informeach other of their sub-trust alliance
nunber, ADI D nunber, AD role, ACS address, and |Pv6 address prefix.
The menbers interact with each other with the state machi ne

informati on according to the hierarchical division structure after
obtai ning the basic informati on of the other nenbers. And use the
tags generated by the state machine during the packet forwarding
after the specified tine to add and validate the tags.

The relevant information needs to be stored in the sub-chains, where
the node is located after joining the consortium bl ockchain. The

i nformati on stored on the consortium bl ockchai n needs the content
specified in the followi ng three nessage formats, nanmely ADI D Rec,
ARl _Rec, and APl _Rec. W give the packet format required by SAVA-X
in the control plane as foll ows.
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4.1. Address Domain ldentity Record

Address Dormain ldentity Record (ADID Rec) is used to identify an
address dommi n uniquely in the trust alliance.

0 1 2 3
01234567890123456789012345678901
i S e T o

| ADI D Type |

B T S i T s i i e e SEI S
~ Address Dormain lIdentity (ADI D) ~
I S i o T s S S S e s s T

Figure 1: Format of Address Domain ldentity Record

ADI D Type:
8-bit Type of ADID, 1 for 16-bit AS nunber, 2 for 32-bit AS
nunber, 3 for 32-bit AD nunber, and ot her unassi gned.

ADI D
The 16-bit or 32-bit ADI D number. |Its value can be the AS nunber
or the nunber assigned by the consortium bl ockchain, and the
specific length is determined by the ADID Type field. Wen each
bit of ADODis 1, it represents that the AER requests the
informati on of all menmbers from ACS.

4.2. AD Registration Information Record

AD Regi stration Information Record (ARl _Rec) is the registration
informati on record of AD, which is used to record the necessary
information required to register a specific nmenber AD. The ACS and
AD establish connecti ons.

0 1 2 3
01234567890123456789012345678901
T T

| Action | AD Type |

i T s i o S i i S R I S I S S S M
~ ADI D_Rec ~
B T S i T s i i e e SEI S

ACS Address

I I
I I
I I
I I
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| Effecting Tine |
I I
+- +

T S S T
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Figure 2: Format of AD Registration Information Record

Acti on:
8-bit instruction to add (ADD=1) or delete (DEL=2) this record.
QO hers are unassi gned.

AD Type
8-bit unsigned nunber indicating the role of AD. 0 for ordinary
AD, 1 for primary AD, and 2 for boundary AD. Ohers are
unassi gned.

ADI D _Rec:
Ref erence the ADI D Rec packet.

ACS Addr ess:
128-bit the I Pv6 address of ACS

Ef fecting Tine:
64-bit time specifies when this record is applied. It is
recormmended to use the 64-bit struct tineval format for the
effecting time of the execution of this record. |If all bits of
this field are 0 or earlier than the current tinme, it nmeans that
it takes effect inmmediately.

The role of the address domain is essential, and each address domain
needs to be assigned a corresponding role according to its position
in the sub-trust alliance. A sub-trust alliance needs to set one
(and only one) primary address domain. |t serves as the
representative of the sub-trust alliance. The tag generated by its
ACS and the ACSes of other sub-trust alliances’ primary address
domai n maintains the state nachine to generate the tag of the sub-
trust alliance, and it issues the tag to the boundary address domain
of the sub-trust alliance. A specific reconmendati on of a consensus
al gorithmcould generate the primary address donmain or be directly
specified by the operator of the address domain with offline
negoti ati on. The boundary address donmai n neans that packets
forwarded outside the address donmain are no longer in the current
sub-trust alliance. The primary address donmain can be a boundary
address domain or not. The tag replacenment may occur in the boundary
address donmmin. The ordinary address domain is neither a primary
address donmmi n nor a boundary address donai n.

AD Prefix Information Record
AD Prefix Information Record (APl _Rec) is the prefix information
corresponding to the prefix of a specific AD. An AD nay have nore

than one prefix, so registration information and prefix infornmation
records must be separated
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0 1 2 3
01234567890123456789012345678901
B il s S S S S I S i

| Action | Al'l'iance |

e s i i T e R  h h o i R SR
~ ADI D_Rec -
e e L o o T e e e i i N R S S s
| Prefix Length |

i T s T i T S S I S i (T S S S e S
| | Pv6 Address

I
I
I
+-
|
I
+-

+
I
I
I
I
i T o T T i T A S S S T
Effecting Tine |
I
i S i R R T it S SR S SRR S
Figure 3: Format of AD Prefix Information Record
Acti on:

8-bit instruction to add (ADD=1) or delete (DEL=2) this record.

O hers are unassi gned.

Al liance:
8-bit the sub-trust alliance nunber.

ADI D_Rec:
Ref erence the ADI D Rec packet.

Prefix Length:
8-bit the length of the IPv6 prefix.

| Pv6 Address:
128-bit indicates a certain address prefix operated by the
correspondi ng nenber AD using together with Prefix Length.

Ef fecting Tine:

64-bit time specifies when this record is applied. It is
recommended to use the 64-bit struct tineval format for the
effecting time of the execution of this record. |If all bits of

this field are 0 or earlier than the current tine, it neans that
it takes effect inmediately.

ARl _Rec and APl _Rec are required to store the AD information in the

consortium bl ockchain and send it to all AERs of their AD with the
conmuni cati on protocol between ACS and AER
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Ti me Synchroni zati on

Due to the tine error between the border routers of the nmenmber ADs,
to ensure the correct operation of the tag validation, it is
necessary to make each device including ACS and AER in the trust
alliance calibrate to the same clock reference. The NTP protoco
coul d achieve this goal. You could see [ RFC5905] for nore details.

Al t hough the NTP protocol can guarantee the tinme synchronization

bet ween AERs, there nay inevitably still be a slight tine difference
bet ween AERs and ACSes. Therefore, each AER sets a shared tine
slice. Wth this time slice, both the expired tag and the new tag
are considered valid. That is, nore than one tag is valid for a
while. The destination AD needs to validate all valid tags bel ongi ng
to a specific source AD. The tag is correct if one of the tags is
val i dat ed.

Assuming that the maximumtine difference between AER and ACS is te,
we set a shared time slice with a length of 2te between two adj acent
tags. In this shared tine slice, the two tags before and after are
valid. The validity period of the tag with the shared tine slice is
shown bel ow, see Figure 4.

g +
I Tag_(n-1) I
o e e e e e e e oo +
o e e e e o - - +
| Tag_n
g +
||
||
||
———————————————————— |--|------------------------------>Tinme Line
2t e

Figure 4: Validity period of tag with the shared time slice

In addition to the tine difference, we should also take into account
the packet transm ssion delay in the network. Set the m ni mum del ay
totd mn and the maximumdelay to td _max. The expiration of Tag n
shoul d be extended to td nax |ater, and the beginning of Tag (n+1)
validity period should be delayed to td_min later. The shared tine
slice and tag validity period corrected according to transm ssion
delay is shown as follows, see Figure 5
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————————————————————— |-1------------------------------>Time Line
2te-td_m n+td_max

Figure 5: Validity period of tag with the shared tine slice after
nmodi fi ed

The expiration of the Tag_n is extended to te+td_max, and the

begi nning of the Tag (n+l) is extended to te-td min. The paraneters
such as te, td mn, td nmax, the period of the shared tine slice, and
the tag validity period are determ ned by the destination based on
the actual network environment. Therefore, the lifecycle of a tag is
as: lifecycle = Transition Interval + 2te - td_mn + td_max.

Security Consideration
TBD.

| ANA Consi deration
TBD.
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