nnrg K. Xu
I nternet-Draft Tsi nghua Uni versity & Zhongguancun Laboratory
I ntended status: |nformational L. Zhu
Expires: 1 Decenber 2026 Zhongguancun Laboratory

X. Gao

Y. Zhang

Tsi nghua University
30 May 2026

Intelligent Data Plane (I1DP): Framework and Protocol Considerations

draft-xu-nnrg-idp-framework-00

Abstract

Thi s docunent describes a framework and protocol considerations for
an Intelligent Data Plane (IDP). An |IDP enabl es data-plane nodes to
per f orm bounded, policy-constrai ned, and observabl e packet, flow,
state, telenetry, or service processing based on standardi zed signals
and | ocal ly executabl e deci sion functions.

The docurnent defines term nol ogy, a reference architecture, signal
and result nodel s, decision function abstractions, and comuni cation
patterns for IDP systens. It focuses on the interfaces and data
formats through which | DP nodes expose signals, features, and results
to Al for Network Managenent (Al-NVM systens, and through which they
recei ve nodel s, policies, and configuration fromcontrol and
managenment entities in a self-driving and sel f-managi ng network (SD/
MN) context.

Thi s docunent does not define a specific Al or M. algorithm nor does
it require data-plane nodes to performmnodel training. Instead, it
focuses on the interoperabl e communication patterns and data
representations required to integrate intelligent data-plane
processing into Al-NM and sel f-nmanagi ng network architectures.

Status of This Meno

Xu,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Decenber 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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I ntroduction

Network infrastructure is evolving froma nodel centered primarily on
connectivity and forwarding toward a nodel that al so includes in-
networ k sensing, feature extraction, state maintenance, telenetry
preprocessing, conditional triggering and classification, and
coordination with controllers, managenent systens, and conpute

pl at f or ns.

Programmabl e data pl anes, network telenmetry, in-situ QAM network
servi ce chai ning, conputing-aware networking, and sw tch-attached
accel erators have enabl ed forwardi ng devices to performincreasingly
sophi sti cated processing while packets traverse the network. Recent
research systenms have denonstrated multiple inplenentation
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directions, including tree-based data-plane inference [ NetBeacon],
neural network traffic analysis in progranmable sw tches [BoS], deep
| earni ng execution on match-action pipelines [Pegasus], and FPGA-
enhanced programmabl e switches for in-network DNN i nference [ FEN X].
These systens denonstrate that intelligent data-plane processing is
becom ng technically feasible, while also revealing conmon issues
around state management, resource linits, safety, fall back,
capability exposure, metadata exchange, and operational control.

Rel ati onship to Existing RFCs

Thi s docunment buil ds upon existing | ETF and | RTF work. The
relationship to relevant RFCs is sumari zed bel ow.
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[ RFC7426] | DP defines internal data-
pl ane conponents for

SDN | ayers and |
I
intelligent processing and |
I
I

architecture
term nol ogy (data,
control

managemnent pl anes)

their interfaces to control
and managemnent pl anes

[ RFC9232] | Network telenetry | |DP defines signal and result
| framework with | nodels for telenetry |
| neasurenent, | preprocessing, online feature
| export, and | extraction, and |ocal decision |
I I I

anal ysi s nodul es execution at the data pl ane

| [RFC9197] | In-situ OAM (1 CAM | IDP signals and results map |
| | data fields for | onto |OAM extending its |
| | in-band telenmetry | semantics to carry feature |
| | collection | values, inference results, and
| | | confidence indicators |
R o e e e o e e e e e e e e e e e o m o +
| [RFC8300] | Network Service | IDP netadata can be carried as
| | Header (NSH) for | NSH context; |DP extends NSH |
| | service function | with new nmetadata types for
| | chaining nmetadata | feature and result exchange |
N Fom e e e e oo o o m e e e e e e e e e +
| [RFC8402] | Segnent Routing | I'DP decision functions can be |
| [RFC8986] | architecture and | triggered per-SR-hop; |DP |
| | SRv6 network | processing can be encoded as |
| | progranm ng | SRv6 network program segnents
R Fom e e e e e oo o o m e e e e e e e e e e aa oo +
| [RFC7011] | I PFI X protocol for | IDP results, telenetry |
| | flow informtion | summaries, and decision traces
| | export | can be exported via | PFI X |
Fom e o e e e e o s o m e e e e e e e e eea oo +
| [RFC9637] | | n-network | IDP provides a framework for |
| | computing use | the intelligent data-plane |
| | cases for the IRTF | subset of in-network conputing
| | coinrg | use cases |
S o e e e e oo T +
Table 1
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Al Network Managenment and Sel f - Managi ng Net wor ks Cont ext

The | RTF Network Management Research Group (NVRG has identified
three core research areas: Intent-Based Networking (IBN), Al for

Net wor k Managenent (Al-NM, and Sel f-Driving and Sel f-Managi ng

Net works (SD/MN). This docunent positions the Intelligent Data Pl ane
as a foundational enabler for both Al-NM and SO MN\:

* *For Al-NMF: |DP nodes provide standardized signals, features, and
telenetry that serve as inputs to Al nanagenent and anal ytics
systens. Wthout a standardi zed interface at the data plane, Al-
NM systens rely on ad-hoc data collection mechanisns that linit
interoperability.

* *For SD/MN*: | DP nodes provide bounded | ocal decision execution,
conditional triggering, and configurable fallback behavior that
constitute the "act" and "enforce" conponents of the autononous
network control |oop. This enables closed-1oop operations at the
dat a- pl ane | evel under managenent - pl ane policy.

Thi s docunent does not standardize Al-NM or SD/MN architectures
thensel ves; it focuses on the data-plane interfaces, data formats,
and communi cation patterns that nmake these architectures feasible.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Ter mi nol ogy

Thi s docunent uses term nology from[RFC7426] for SDN architectural
concepts, [RFC9232] for network telenmetry concepts, and [ RFC9637] for
i n-network computing use cases. It also uses the follow ng terns.

*Intelligent Data Plane (I1DP):* A data plane that supports bounded,
pol i cy-constrai ned, and observabl e processi ng of packets, flows,
states, telenetry, or service-related signals in order to assist
forwarding, classification, nmonitoring, mitigation, steering, or
coor di nati on.

*] DP Node:* A forwarding node that inplenments |IDP capabilities.
Exanpl es i nclude programmbl e switches, FPGA-enhanced switches,
Smart NI G- based forwardi ng nodes, swtch-attached accel erators, and
ot her dat a-pl ane devi ces.
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4.

4.

*] DP Domai n:* An adninistrative domain in which IDP capabilities,
policies, netadata, and decision behavior are configured, authorized,
and managed under a conmon trust and policy nodel

*| DP Signal:* An input used by an | DP decision function or processing
function. Signals can include packet header fields, netadata, flow
statistics, queue state, link state, buffer state, telenetry, service
state, conpute state, nodel confidence, or operator-provided policy
par ameters

*Feature:* A derived value extracted fromone or nore |IDP signals for
use by a decision function, for export to a nmanagenent or anal ytics
system or for collaborative processing between | DP nodes.

*Deci sion Function:* A bounded function executed by an | DP node or an
attached processing nodul e that maps signals and policy to an out put
result. A decision function can use rules, thresholds, |ookup

tabl es, nodel inference, or hybrid methods.

*Result:* The output of a decision function, which may include a
classification | abel, anomaly indication, confidence value, action
hint, telenetry sunmary, or decision trace identifier

*Online Sensing:* The ability of an IDP node to acquire and identify
packet, flow, queue, buffer, link, event, or resource informtion
while traffic is being forwarded

*Safe Mbde:* A fallback operating node in which an | DP node conti nues
basic forwarding or a configured conservative action when an
intelligent processing function, nodel, signal source, netadata
channel , accelerator, or external systemis unavail able or untrusted.
*Deci sion Trace:* An observable record that describes the inputs,
policy, decision function identifier, nodel version, confidence
val ue, output result, and selected action associated with a decision,
subject to security and privacy policy.

Scope
1. In Scope
Thi s docunent covers:
* ternminology for IDP systens in the context of Al-NM and SD/ M\,

* areference architecture for IDP nodes and their interfaces to Al-
NM and managenent systens;

Xu, et al. Expires 1 Decenber 2026 [ Page 7]
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* signal and result nodels, including feature representation and
confi dence encodi ng;

* decision function abstractions that generalize across hardware
pl at f or ns;

* comuni cation patterns for northbound, east-west, and internal |DP
i nteractions;

* requirenents for IDP signaling, data representation, and protocol
mappi ngs.

Qut of Scope

Thi s docunent does not:

* define a specific Al, M, neural network, decision tree, or
i nference al gorithm

* require a forwarding node to train nodels;
* define a new packet header, TLV, YANG nodel, or | ANA registry;
* require inspection or decryption of encrypted payl oads;

* define inplenmentation details for ASICs, NPUs, FPGAs, P4, eBPF,
Smart NI Cs, or vendor SDKs;

* define Al-NM or SDNMN system architectures.

Rel ati onship to Al Network Managenment and Sel f - Managi ng Net wor ks
This section describes howthe Intelligent Data Pl ane framework
relates to Al for Network Managenent (Al-NM and sel f-nanagi ng
networks (SD/MN), as defined by the I RTF NVRG
The Al -NM and SO/ MN Cl osed Loop

An Al - enabl ed sel f-managi ng network operates as a cl osed control
| oop:

1. *Cbserve:* Collect telenmetry, signals, and state fromthe
net wor k.

2. *Analyze:* Apply Al or M. nodels to detect patterns, anomalies,
or optimzation opportunities.

3. *Decide:* Determ ne the appropriate action or policy adjustnent.
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4. *Act:* Execute the decision through network configuration or
dat a- pl ane control

I DP contributes to the *Observe* and *Act* phases by providing
standardi zed interfaces at the data pl ane.

I DP as the Data-Plane Interface for Al Network Managenent

In the Cbserve phase, an Al-NM systemrequires data fromthe network.
Current deploynments rely on device-specific telenetry, ad-hoc |og
coll ection, or external probe systens. |DP defines a standardized
appr oach:

* *Online Sensing:* | DP nodes acquire packet, flow, queue, and
devi ce-state signals during forwarding.

* *Feature Extraction:* |DP nodes derive structured features from
raw signals, producing data that Al nopdels can consune directly.

* *Result Export:* |DP nodes export inference results, telenetry
summari es, and decision traces to Al-NM anal yzers.

In the Act phase, an SO MN systemrequires the ability to enforce
deci sions at the data pl ane:

* *Conditional Triggering:* |IDP nodes execute |ocal actions when
configured conditions are net.

* *Local Decision Functions:* | DP nodes perform bounded inference
under managemnent - pl ane poli cy.

* *Safe Fall back:* | DP nodes revert to basic forwardi ng when
intelligent functions are unavail abl e.

Three IDP Interfaces in the Al -NM and SD/ MN Cont ext

et al. Expires 1 Decenber 2026 [ Page 9]
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| Al-NM/ Analytics / Managenent System |
| - nodel training and lifecycle |

| - policy generation and validation |
| - anomaly correlation and visualization |

o e e e e oo s o m e e e e i oo +
I
oo o - oo o - +
| |
(1) Northbound (1) Northbound
Si gnal s, Features, Model s, Policies, Config
Resul ts, Decision Traces Capabi lity Di scovery
I I
% %
oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +
| DP Node

I I
| - online sensing / feature extraction |
| - decision function execution |
| - state maintenance / conditional triggering |
| - result output / action enforcenent |

o e e e e e oo - o e e e e e e oo +
I
g Fom e +
I I
(2) East-West (3) Internal
State Shari ng, Feature Transfer,
Task Handof f, Accel erat or Coor -
Met adat a Exchange di nation

Figure 1: IDP Interfaces in the Al -NM and SD/ MN Cont ext

Three interface categories are identified:

1.

*Nort hbound Interface (IDP with Al-NM and Managenent Systens):*
Used for exporting signals, features, and results upward, and for
recei ving nodels, policies, and configurati on downward.

*East-West Interface (IDP to IDP):* Used for sharing state,
handi ng of f tasks, and exchangi ng netadata between peer |DP nodes
within the same | DP domai n.

*Internal Interface (Forwardi ng Engine to Accelerator):* Used for
feature vector transfer, nodel paraneter |oading, and resource
coordi nati on between the primary forwardi ng pi peline and an
attached accel erator.
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6. Reference Architecture

The | ogical architecture of an IDP systemis shown bel ow.

Xu, et al. Expires 1 Decenber 2026 [ Page 11]
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I ''““rrrrrwee———— +
| Al -NM / Managenent / Orchestration System |
| - nodel lifecycle, policy, configuration |
| - capability discovery, analytics, control |
e e +

nort hbound interface
(signals, nodels, policy, results)

| Control Component | | |
| - policy | oading | | |
| - nodel lifecycle | | - resource nonitoring |
| - capability nodel | | - diagnostics and fall back |

Management / OAM Component
- configuration, logs, alarns

I

I

I

I

|

I

I

| S - . + . - +

I I I I
| | control/state sync | telemetry/ QAM |
| v v |
| T +
| | Data-Plane Processing Conponent |
| | - parsing and matchi ng | ]
| | - online sensing / feature extraction | ]
| | - state nmintenance |
| | - decision function execution (Partition-Mp-SunReduce) |

| | - conditional triggering / result output |
| S SIS +
I I I
| | internal interface |
I v I
| o m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo + |
| Optional Accel erator / Co-Processor Conponent |
| | - nodel inference (DNN, ensenble, full-precision) |

| | - feature vector processing / escal ated analysis | ]
| N NN +
e +

east-west interface (state sharing, task handoff, netadata)

Figure 2: |IDP Reference Architecture
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The architecture is logical. An inplenentation can conbine
components or distribute them across hardware and software el ements
For exanple, a switch-only inplementation can execute all decision
functions in a match-action pipeline. A hybrid inplenentation can
performfeature extraction in a switch ASIC and nodel inference in an
attached FPGA or other accelerator.

| DP Signals, Features, and Results

This section describes the data nodel for IDP signals, features, and

results. These are the data units exchanged across the northbound,

east-west, and internal interfaces defined in Section 5.

Si gnal Categories

I DP signals can include

* *Ppacket signals:* header fields, packet |ength, |abels, tunne
identifiers, ingress port, egress port, tinmestanp, netadata, or

classification | abel s.

*  *Fl ow signal s:* packet count, byte count, inter-packet delay, flow
duration, w ndowed counters, flow et information, or flow state.

* *Queue and buffer signals:* queue depth, drop counters, ECN nmarks,
buf fer occupancy, scheduling state, or congestion indication

* *Link and path signals:* link utilization, delay, loss, failure
indication, path identifier, or path quality.

* *Device signals:* CPU, nenory, table occupancy, accelerator | oad,
chip resource pressure, tenperature, or error counters.

* *Service and conpute signals:* service instance health, conpute
| oad, accelerator availability, job state, or service capacity.

* *NMbdel and decision signals:* nodel identifier, nodel version,
confidence value, anbiguity indication, escalation state, or
result age

Feat ure Representation

A feature is a derived value conputed fromone or nore signals for
use by a decision function or for export. An IDP feature
representati on SHOULD i ncl ude:

* *Feature identifier:* a unique identifier within the scope of the
appl i cabl e 1 DP policy.
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*Feature type:* indicating the data type (e.g., uint8, uint32,
fl oat 16, bool ean, enunerated, counter, rate).

*Feature value:* the extracted val ue, encoded according to the
feature type

*Optional metadata:* feature nanme, derivation description
extraction timestanp, freshness interval

Feature extraction MJUST NOT require decryption of encrypted payl oads.
Feature types SHOULD support the range and precision required by the
configured decision function while respecting the resource linmts of
the |1 DP node.

7.3.

Xu,

Resul t Model

An IDP result is the output of a decision function. A result SHOULD
i ncl ude:

*

*Result identifier:* a unique identifier within the scope of the
appl i cabl e policy.

*Deci sion function identifier:* identifies the function that
produced the result.

*Model version:* if the decision function uses a versioned nodel

*Qutcone: * classification |abel, anonmaly indication, or action
hi nt .

*Confidence value:* an optional indicator of result reliability,
expressed as a value in a defined range (e.g., 0-100).

*Ti mestanp or age:* indicates when the result was produced.

*Decision trace identifier:* optional reference to a detail ed
deci sion trace

*Scope: * indicates the packet, flow, session, or other entity to
which the result applies.

A result used for forwarding or filtering MJUST be interpreted under
the applicable IDP policy. Results SHOULD be treated as hints unless
policy explicitly defines themas authoritative.
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Si gnal Freshness and Confi dence

An | DP signal can become stale. A signal used for |DP processing
SHOULD have an associ ated freshness rule, such as a tinestanp,
sequence nunber, age, tineout, or validity interval. An |DP node
MUST NOT use a stale signal for a decision that affects forwarding,
filtering, or service steering unless local policy explicitly permts
such use

An | DP signal MAY have an associ ated confidence value or quality

i ndi cator. Confidence can be derived from neasurenent accuracy,
sanmpling rate, nodel confidence, signal source trust, or freshness
If confidence is used to influence traffic treatnment, the | DP node
SHOULD expose the confidence semantics to the Al-NM or managenent
system

Deci si on Function Abstraction

An | DP decision function maps signals and policy to an output result.
This section describes a generalized abstraction for |DP decision
functions, derived from published research systens but applicable
across het erogeneous dat a- pl ane hardwar e.

General i zed Processing Primtives

The processing performed by an | DP deci sion function can be nodel ed
as a conmposition of three primtive operations:

*Partition:* Divides the input space (signals, features, state) into
manageabl e segnents. Partitioning can be based on flow keys, tine

wi ndows, packet classes, or policy-specified criteria. The result is
a set of independent processing contexts that can be assigned to
avai | abl e comput e resources

*Map: * Applies a processing function to each segnent independently.
The mappi ng function can use rules, thresholds, nodel inference, or
other nethods (e.g., |ookup tables, match-action entries, conparisons
agai nst | earned val ues).

*SunReduce: * Aggregates results fromnultiple mapping operations into
a consolidated output. Aggregation can include voting, averaging,
confidence-wei ghted fusi on, max-pooling, or policy-specified

combi nation rul es.

This Partition-Mp-SunReduce nodel is hardware-agnostic. The sane

| ogi cal decision function can be realized on different hardware
pl atforns through different nappings of the three primtives.
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Har dwar e Mappi ng Exanpl es
[ e ———— L ————————————— e pp—p—_—_ Ll —p—_————————————(—(———r
| Hardwar e | Partition | Map | SunReduce |
| Platform | | | |
| P4/ Tofino | Pipeline | Match-action | Cross-stage register |
| | stage | tables; | aggregation; |
| | allocation; | register | control-plane |
| | flow hashing | operations | readout |
Fom ek o a o oo s g +
| FPGA | Parallel | Customlogic | BRAM URAM |
| (Xilinx | pipeline | blocks; DSP | accumul ation trees |
| ZU19EGQ | partitions | slices | |
R o e o e e - T +
| SmartNIC/ | ARM core or | M. inference | Shared nenory or |
| DPU | HWthread | via ONNX | inter-core |
| (NVIDIA | assignnent | Runtine | communi cation |
| BlueField) | | | |
Fomm e oo - oo o - S o e e e e e e oo +
| eBPF/ XDP | CPU core | BPF map | BPF map val ue |
| | affinity; | 1 ookups; | aggregation |
| | flow hashing | hel per | |
| | | functions | |
T o a o o e e o - o +
| NPU | Hardware | Mcro-engine | Distributed nenory |
| (Broadcom | thread | instructions | aggregation |
| Net GNT) | scheduling | | |
Fom ek o a o oo s g +
Tabl e 2
The tabl e above is illustrative. Specific product capabilities vary

by generation and vendor.

Model Representation and Versioning

An | DP node that supports nodel -based decision functions MJST provide
a way to identify the active nodel, its version, its resource
requirenents, and its allowed output actions. A nodel identifier
SHOULD i ncl ude:

*  *Mbdel nane or identifier:* unique within the |IDP domain.

* *Version nunber:* nonotonically increasing or semantically
ver si oned.
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*  *NMbdel type:* decision tree, random forest, neural network (MP
RNN, CNN), support vector nachine, or other type.

* *Primtive mapping:* how the nodel maps onto Partition, Map, and
SunReduce primtives on the target hardware

*  *lnput specification:* the expected feature vector format, size,
and data types.

*  *Qutput specification:* the result format, action space, and
confidence senmanti cs.

* *Resource profile:* estinmated table entries, nenmory, processing
stages, and | atency i npact.

A deci sion function SHOULD be bounded in execution tine, nmenory use,
and dat a- pl ane si de effects.

| DP Communi cati on Patterns

This section describes the comunication patterns across the three
interface categories defined in Section 5.

Nor t hbound Communi cation (I DP Node to Al-NM and Managenent
Syst ens)

Nor t hbound conmuni cation includes the follow ng patterns:

*Capability Advertisenment (IDP to AI-NM:* An | DP node exposes its
capabilities to the Al-NM or managenent system includi ng supported
parsing, feature extraction types, state scopes and linits, decision
function types, action types, result output nethods, nodel versioning
support, resource limts, and fallback nodes.

*Policy and Model Distribution (Al-NMto IDP):* The Al-NM or
managenent systeminstalls or updates IDP policies, decision function
paraneters, nodels, thresholds, and action maps on the | DP node. The
| DP node SHOULD validate resource requirenments before activati on and
MJST reject a task that cannot be safely install ed.

*Signal and Result Export (IDP to AI-NM:* The | DP node exports
features, inference results, telenmetry summaries, event reports, and
deci sion traces to the Al-NM or anal ytics system Export SHOULD be
configurable by policy and MAY be filtered, sanpled, or aggregated to
respect bandwi dth and resource limts.
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*Fal | back and Lifecycle Control (Al-NMto IDP):* The Al-NM or
managenment system can disable specific IDP functions, enter safe
nmode, trigger nodel rollback, or initiate diagnostics. The |IDP node
MUST report fallback events and state changes to the managenent
system

East - West Conmuni cation (I1DP to | DP)
East - west comuni cation includes the foll owi ng patterns:

*State Sharing:* An |IDP node MAY share flow state, nobdel context, or
deci sion context with a peer IDP node to support flow affinity, state
consi stency, or nulti-hop processing.

*Task Handoff:* When a fl ow noves fromone |IDP node to another (e.g.,
due to routing changes or nobility), the first node MAY transfer
rel evant state, feature context, or partial results to the next node.

*Met adat a Exchange: * | DP nodes MAY exchange result netadat a,
confidence values, or telenmetry sumaries for coll aborative
processing or multi-node aggregation.

East - west netadata MJST be scoped to an authorized |DP domain. A
node that does not understand the netadata MJST have wel | -defined
behavi or, such as ignoring, forwarding unchanged, stripping, or
droppi ng according to the protocol napping.

I nternal Communi cation (Forwarding Engine to Accel erator)
When an | DP node includes an optional accel erator or co-processor

*Feature Vector Transfer:* The forwardi ng engine transfers extracted
feature vectors to the accelerator for nodel inference or escal ated
anal ysis. The transfer MJST define format, size, rate limts, and
ti meout behavi or

*Result Return:* The accelerator returns inference results,
confidence values, or classification labels to the forwardi ng engi ne
for action execution. The return path MJST define tineout, failure,
and fall back behavior.

*Resource Coordination:* The forwardi ng engi ne and accel erat or

coordi nate on resource allocation, |oad bal ancing, and nodel | oadi ng.
The | DP node MJST define behavi or for accel erator overload, tineout,
failure, restart, version msmatch, and result |oss.

Col | aborative and Escal ated Processing
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1. Hybrid Local and Escal ated Processing

Sone | DP systens perform nost processing |locally and escal ate a
subset of traffic to an attached accelerator or external analysis
nmodul e. Escal ation can be triggered by:

* low confidence in the |ocal decision function result;

* ambi guous results near a classification boundary;

* resource shortage (e.g., state exhaustion, table overflow);

* policy-specified traffic classes requiring full-precision
anal ysi s;

* nodel update or version m snatch.

An | DP node that supports escal ati on MJUST provi de:

* an escalation policy specifying triggers and targets;

* a maxi num escal ati on rate or budget;

* backpressure or rate limting for escalated traffic;

* timeout behavior for escal ation responses;

* result correlation with the original flow or packet context;
* fallback behavi or when escal ation is unavail abl e;

* counters for escal ated packets and fl ows.

Escal ati on MJUST NOT cause unbounded del ay or resource exhaustion for
unrel ated traffic.

2. Collaboration with External Analytics Platforns

| DP nodes MAY col |l aborate with external AI-NM telenetry, security,
or analytics platforns. Such collaboration includes:

* exporting feature vectors for nodel retraining or refinenent;
* exporting decision traces for audit, analysis, or explainability;

* receiving updated nodel paraneters or threshol ds based on gl oba
anal ysi s;
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* participating in federated or distributed anal ytics workfl ows.

Al'l external collaboration MJUST be subject to authorization, domain
boundary, privacy, and policy constraints.

Dat a- Pl ane Processing Procedure

For each eligible packet or flow, an |IDP node follows a bounded
procedure such as the foll ow ng:

1. Identify the applicable IDP policy.

2. Validate traffic eligibility and policy scope.

3. Parse required headers and mnet adat a.
4. Retrieve or create the required state context.
5. Extract configured features using Online Sensing and Feature

Extracti on.
6. Check signal freshness, confidence, and resource limts.

7. Execut e the configured Decision Function using Partition-Mp-
SunReduce primtives.

8. Conpute result, confidence, and action.

9. Apply flow affinity or state consistency rules if required.
10. Execute the authorized action.

11. Export result, telemetry, or decision trace if configured.

12. Enter fallback behavior (Safe Mdde) if required state, signals,
resources, accelerators, or decision functions are unavail abl e.

The procedure above is logical. Inplenentations can realize it using
tabl es, registers, counters, accelerators, software agents, or other
nmechani sns.

St at e Managenent
Stateful processing is central to many IDP functions. State
resources in forwarding devices are limted. An |IDP node MJST
provi de predictabl e state nmanagenent behavi or.

An | DP node SHOULD support:
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* creation, update, |ookup, aging, deletion, and query of state;
* per-flow or per-session state where required;

* state tineout and inactivity expiration;

* collision detection when hash-based indexing is used;

* safe eviction rules;

* fallback behavior when state cannot be all ocated;

* counters for state allocation failures, collisions, overwites,
and evictions.

If state collision or exhaustion occurs, the | DP node MJUST NOT
corrupt unrelated forwarding state. The node SHOULD fall back to a
configured safe behavior, such as per-packet processing, default
forwardi ng, conservative classification, or controlled escal ation

13. Metadata and Protocol Mapping Considerations

Thi s docunent does not define a new nmetadata encapsul ation. Future
prot ocol mappi ng docunents can define how | DP signals, features,
results, and metadata are carried using existing or new nechani sns.

Possi bl e mappi ng targets incl ude:

* *IOAM data fields or related OAM nmechani sns [ RFC9197]:* for in-
band signal collection and feature export.

* *Service function netadata such as NSH cont ext netadata
[ RFC8300]:* for carrying classification results and action hints
al ong a service path.

*  *Segment Routing or SRv6 policy-associ ated netadata
[ RFC8402] [ RFC8986] : * for per-hop I DP context and result
pr opagat i on.

* *|PFIX or telenetry export records [ RFC7011]:* for out-of-band
export of features, results, and decision traces.

*  *YANG based configurati on and operational state nodel s:* for

nort hbound capability advertisenment, policy configuration, and
nmodel |ifecycl e managenent.
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* *Controller-to-device programing protocols (e.g., P4Runtine,
OpenConfi g, NETCONF/ YANG) :* for nodel deployment and policy
synchroni zati on.

A protocol napping that clains consistency with this framework MJST
defi ne:

* the metadata format and encodi ng;

* scope and lifetine of |DP netadata;

* processi ng behavior at capabl e and i ncapabl e nodes;

* MIU and fragmentation considerations;

* integrity and confidentiality protection;

* domai n boundary behavi or;

* privacy treatnent;

* | ANA considerations if any;

* failure and fall back behavi or.

14. Requirenents
14.1. Signal and Feature Requirenents

REQ | DP- 01:
An | DP node MJST support a fallback behavior that does not depend
on the availability of an intelligent decision function.

REQ | DP- 02:
An | DP node MJST support feature extraction based on packet
headers, netadata, and flow | evel state w thout requiring payl oad
decrypti on.

REQ | DP- 03:
An | DP node SHOULD support queue, buffer, link, and device-state
feature extraction when relevant to the configured policy.

REQ | DP- 04:
Feature representati on SHOULD i nclude a feature identifier, type,
val ue, and optional freshness nmetadata for interoperability across

| DP nodes and Al - NM syst ens.

REQ | DP- 05:
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A signal used for |DP processing SHOULD have an associ at ed
freshness rule. A stale signal MJST NOT be used for forwarding-
af fecting decisions unless policy explicitly permts it.

2. Decision Function Requirenents

REQ | DP- 06:
A decision function MJST be identifiable by a stable identifier
and version.

REQ | DP- 07:
A deci sion function SHOULD be bounded in execution time, nenory
use, and data-plane side effects.

REQ- | DP- 08:
An | DP node SHOULD support result confidence when the decision
function can produce confidence. The confidence semantics SHOULD
be exposed to the Al-NM or managenent system

REQ- | DP- 09:
An | DP node MJST apply only actions authorized by the applicable
policy.

REQ | DP- 10:
An | DP node SHOULD support danpening, hysteresis, or simlar
mechani sns when deci sions can cause traffic oscillation.

3.  Communi cation and Col | aborati on Requirenents

REQ | DP- 11:
An | DP node MJST be able to describe its IDP capabilities to a
managenent or Al -NM system including supported parsing, feature
types, state limts, decision function types, and resource
constraints.

REQ | DP- 12:
An | DP node that supports collaboration with external systems MJST
aut henti cate and authorize those systens.

REQ | DP- 13:
An | DP node that exports netadata to peer nodes MJST scope that
met adata to an authorized | DP donai n.

REQ- | DP- 14:
An | DP node that supports escal ati on MJUST support rate limting or
backpressure for escalated traffic.

REQ | DP- 15:
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An | DP node SHOULD support correlation between escal ated results
and the original traffic context.

14. 4. State Managenent Requirenents

REQ | DP- 16:
An | DP node that supports stateful processing MJST support state
agi ng.

REQ- | DP- 17:
An | DP node that uses hash-based state indexi ng MJST provide
behavior for collision detection or collision mitigation.

REQ- | DP- 18:
St at e exhausti on MUST NOT cause corruption of unrelated flows or
forwardi ng behavi or.

REQ | DP- 19:
An | DP node SHOULD provide counters for state allocation failure,
state collision, state eviction, and fall back events.

14.5. Security and Privacy Requirenents

REQ | DP- 20:
| DP control and nanagenent interfaces MJST provi de authentication,
aut hori zation, and integrity protection.

REQ | DP- 21:
| DP netadata that can affect forwarding or filtering MJST be
integrity protected within its trust donain.

REQ- | DP- 22:
An | DP node MJST provide protection agai nst excessive netadata
export, escal ation, or event generation.

REQ | DP- 23:
An | DP node MJST support policy controls to limt export of
sensitive features, results, and decision traces.

REQ- | DP- 24:
| DP nmetadata that is neaningful only inside an | DP domain MUST be
renoved, hidden, or protected at domai n boundaries unless
explicitly permtted by policy.
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Manageabi |l ity Consi derations

An | DP inplementation SHOULD provi de nanagenment functions for
capability discovery, policy configuration, feature extraction
configuration, state size and tineout configuration, nodel or

deci sion-function lifecycle, threshold and confidence configuration,
met adat a export configuration, resource nonitoring, |ogs and al arns,
fall back and safe-node control, version consistency checks, and
configuration roll back.

Managenent systens SHOULD be abl e to determ ne whether an | DP task
can be installed w thout exceeding resource limts. An |IDP node
SHOULD reject or defer activation of a task that cannot be safely
i nstal |l ed.

OAM Consi der ati ons

I DP functions can affect forwarding, classification, steering,
telemetry, and security operations. Therefore, OAM support is
i mportant.

An | DP node SHOULD support OAM visibility for whether an IDP task is
active, whether a packet or flow matched an | DP policy, whether a
deci sion function was executed, whether a result was produced,

whet her fallback was used, whether mnetadata was exported, whether
escal ati on occurred, and decision |atency and resource pressure.

OAM t ool s SHOULD avoi d exposing sensitive features or results unless
aut hori zed by policy.

Per f or mance Consi der ati ons

I DP functions can consune table entries, nmenory, registers, counters,
action bandwi dth, accel erator bandw dth, export bandw dth, and
processi ng stages. |Inplenentations SHOULD provi de explicit resource
accounti ng.

Qperators SHOULD eval uat e maxi mum supported t hroughput, additiona
processi ng | atency, maxi mum nunber of concurrent flows or states,
tabl e and nmenory occupancy, accel erator throughput and queueing,
nmet adat a overhead, telenmetry export rate, behavior under traffic
bursts, and behavi or under adversarial or malformed traffic.

Accuracy metrics are application-specific and are not standardi zed by
this document. Operators SHOULD eval uate accuracy, false positive
rate, false negative rate, and confidence behavior for each

depl oynent .
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Security Considerations

I DP i ntroduces new security considerations because data-plane signals
and decision results can influence forwarding, filtering, steering,
telenmetry, or mtigation

1. Signal Spoofing and Poi soning

An attacker can attenpt to spoof, manipulate, or poison signals used
by IDP functions. Exanples include crafted traffic patterns,

m sl eadi ng netadata, forged service state, or nanipul ated tel enetry.
| DP nodes and controllers MJST validate the source and integrity of
signals that can affect forwarding or filtering. Signals from
untrusted sources SHOULD be treated as | ow confidence or ignored.

2. Mddel and Decision-Function Integrity

If a nmodel or decision function is installed on an |IDP node, its
origin and integrity MJST be verified. |nplenmentations SHOULD
support versioning, rollback, and consistency checks. Unauthorized
nmodel updates can result in traffic misclassification, policy bypass,
or denial of service

3. Resource Exhaustion

I DP functions can be attacked by generating nany flows, many state
entries, excessive netadata, high escalation rates, or excessive
event reports. |DP nodes MJST support resource limts and SHOULD
support rate limting, quotas, and fallback

4. Evasi on and Adversarial Traffic

Attackers can craft traffic to evade classification, reduce
confidence, escalate to slower processing paths, or exploit pre-

anal ysis wi ndows. Operators SHOULD use conservative actions for |ow
confidence results and SHOULD nonitor abnornmal changes in confidence,
fal |l back, and escal ati on counters.

5. Policy Bypass
Dat a- pl ane deci si ons MJST remai n constrai ned by policy. An |IDP node
MUST NOT all ow a decision function to performan action that is not

explicitly authorized. Policy consistency SHOULD be verifiable by
t he managenent system
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6. Metadata Integrity

| DP nmet adata can influence downstream nodes. Metadata that affects
forwarding, filtering, steering, or security actions MJST be
protected agai nst tanpering within the | DP donai n.

7. Safe Mde

An | DP node MJST have a safe nbpde. Safe node SHOULD preserve basic
forwardi ng behavior or apply a configured conservative policy when
signals, nodels, accelerators, or collaboration channels fail.

Privacy Considerations

| DP systens can process packet netadata, flow behavior, timng
patterns, application indicators, service identifiers, tenant
context, or user-related traffic patterns. Such information can be
sensitive even when payl oads are encrypted.

An | DP depl oynent SHOULD apply data minimzation. |t SHOULD export
only the features and results necessary for the configured purpose.

It SHOULD avoi d exporting raw packet bytes unless explicitly
authorized. It SHOULD Iimit retention of decision traces and feature
records. It SHOULD renove or protect |DP netadata at adm nistrative
boundari es.

If IDP results can be used to infer user behavior, application use,
tenant identity, or sensitive service information, access to those
results MJUST be controll ed.

| ANA Consi derations
Thi s docunent nakes no request of |ANA
Future docunments that define |IDP netadata, protocol extensions, TLVs,
YANG nodul es, or registries MJIST include their own | ANA
consi derati ons.
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