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Abst ract

I Psec Virtual Private Network (VPN) is widely used by enterprises to
i nterconnect their geographical dispersed branch office |ocations
across the Wde Area Network (WAN) or the Internet, especially in the
Sof t war e- Defi ned-WAN (SD-WAN) era. 1In addition, IPsec is also

i ncreasingly used by cloud providers to encrypt IP traffic traversing
data center networks and data center interconnect WANS so as to neet
the security and conpliance requirenents, especially in financial

cl oud and governnental cloud environments. To fully utilize the
bandwi dth available in the data center network, the data center

i nterconnect WAN or the Internet, |oad balancing of |IPsec traffic
over Equal Cost Miulti-Path (ECWP) and/or Link Aggregati on G oup (LAG
is nuch attractive to those enterprises and cloud providers. This
docunent defines a nethod to encapsul ate | Psec Encapsul ating Security
Payl oad (ESP) packets over UDP tunnels for inproving | oad-bal ancing
of I Psec ESP traffic.

Status of This Meno

Xu,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 13 Cctober 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

| Psec Virtual Private Network (VPN) is widely used by enterprises to
i nterconnect their geographical dispersed branch office |ocations
across the Wde Area Network (WAN) or the Internet, especially in the
Sof t war e- Defi ned- WAN (SD-WAN) era. 1In addition, IPsec is also

i ncreasingly used by cloud providers to encrypt IP traffic traversing
data center networks and data center interconnect WANS so as to neet
the security and conpliance requirenments, especially in financial

cl oud and governnmental cloud environments. To fully utilize the
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bandwi dth available in the WAN or the Internet, |oad bal anci ng of

I Psec traffic over Equal Cost Miulti-Path (ECWMP) and/or Link
Aggregation Group (LAG is nmuch attractive to those enterprises and
cloud providers. Although the ESP SPI field within the | Psec packets
can be used as the | oad-bal ancing key, but it cannot be used by

| egacy switches and routers.

Si nce nost existing switches within data center networks and core
routers within IP WAN or the Internet can already support bal ancing
IPtraffic flows based on the hash of the five-tuple of UDP packets,
by encapsul ati ng | Psec Encapsul ating Security Payl oad (ESP) packets
over UDP tunnels with the UDP source port being used as an entropy
field, it will enable existing data center switches and core routers
to performefficient |oad-balancing of the IPsec ESP traffic w thout
requiring any change to them Therefore, this specification defines
a nmet hod of encapsul ating | Psec ESP packets over UDP tunnels for

i mprovi ng | oad- bal anci ng of |1 Psec ESP traffic.

| Psec VPN gateways are usually inplenented in the formof nulti-core
x86 servers, especially in the public cloud environment. Receive
Side Scaling (RSS) is a widely adopted network driver technol ogy

whi ch spreads incoming TCP or UDP traffic across multiple CPUs by
perform ng hash function on the network and/or transport |ayer
headers, resulting in increased nmulti-core efficiency and processor
cache utilization. By encapsulating ESP in UDP, it would facil ate
RSS to distribute the received I Psec traffic nore evenly across

mul tiple CPU cores.

Encapsul ating ESP in UDP, as defined in this docunent, can be used in
both I Pv4 and | Pv6 networks. [|Pv6 flow | abel has been proposed as an
entropy field for load balancing in | Pv6 network environnent

[ RFC6438]. However, as stated in [RFC6936], the end-to-end use of
flow labels for |oad balancing is a long-termsolution and therefore
the use of |oad bal ancing using the transport header fields would
continue until any wi despread deploynment is finally achieved. As
such, ESP-in-UDP encapsul ation would still have a practica
application value in the I1Pv6 networks during this transition

ti meframe.

Note that the difference between the ESP-in-UDP encapsul ati on as
proposed in this docunent and the ESP-in-UDP encapsul ati on as
described in [RFC3948] is that the fornmer uses the UDP tunnel for

| oad- bal anci ng i nprovenent purpose and therefore the source port is
used as an entropy field while the latter uses the UDP tunnel for NAT
traversal purpose and therefore the source port is set to a constant
value (i.e., 4500). |In addition, the ESP-in-UDP encapsul ati on as
described in this docunent is applicable to both the tunnel node ESP
encapsul ati on and the transport node ESP encapsul ation
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There are use cases that do not use NAT traversal such as nulti-cloud
WAN. ESP-in-UDP encapsul ati on along with NAT traversal is out of
scope in this docunent.
1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2. Term nol ogy
This menmo makes use of the terns defined in [ RFC2401] and [ RFC2406] .
3. Encapsul ation in UDP
ESP-i n- UDP encapsul ation format is shown as foll ows:
0 1 2 3

01234567890123456789012345678901
i S S T i S S e e i S S S S

| Source Port = Entropy | Dest Port = TBD1 |
R e s T o T S R El ok i R e e S S e o o s
| UDP Length | UDP Checksum |

S I S i S S S R i S S S S S S

I I
~ ESP Packet ~
I I
R e s T o T S R El ok i R e e S S e o o s
Fi gure 1: ESP-in-UDP Encapsul ati on For mat

Source Port of UDP

This field contains a 16-bit entropy value that is generated by
the encapsulator to uniquely identify a flow. \Wat constitutes
a flowis locally determined by the encapsul ator and therefore
is outside the scope of this docunent. What algorithmis
actually used by the encapsul ator to generate an entropy val ue
is outside the scope of this docunent.

In case the tunnel does not need entropy, this field of all
packets belonging to a given flow SHOULD be set to a randomy
sel ected constant value so as to avoid packet reordering.

To ensure that the source port nunber is always in the range
49152 to 65535 (Note ports |ess than 49152 are reserved by | ANA
to identify specific applications/protocols) which may be
required in sonme cases, instead of calculating a 16-bit hash,
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4.
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t he encapsul ator SHOULD cal cul ate a 14-bit hash and use those

14 bits as the least significant bits of the source port field
while the nost significant two bits SHOULD be set to binary 11
That still conveys 14 bits of entropy information which would

be enough as well in practice.

Destination Port of UDP:

This field is set to a value (TBD1l) allocated by 1ANA to
indicate that the UDP tunnel payload is an ESP packet.

UDP Lengt h:

The usage of this field is in accordance with the current UDP
specification [ RFC0768] .

UDP Checksum

For |1 Pv4 UDP encapsul ation, this field is RECOWENDED to be set
to zero for performance or inplenentation reasons because the
| Pv4 header includes a checksum and use of the UDP checksumis
optional with IPv4. For |IPv6 UDP encapsul ation, the |Pv6
header does not include a checksum so this field MJST contain
a UDP checksumthat MJST be used as specified in [ RFCO768] and
[ RFC2460] unl ess one of the exceptions that allows use of UDP
zer o- checksum node (as specified in [RFC6935]) appli es.

ESP Packet :
This field contains one ESP packet.
Processi ng Procedures

Thi s ESP-in-UDP encapsul ati on causes ESP [ RFC2406] packets to be
forwarded across I P WAN via "UDP tunnel s". \Wen performng ESP-in-
UDP encapsul ati on by an | Psec VPN gateway, ordinary ESP encapsul ation
procedure is performed and then a formatted UDP header is inserted
bet ween ESP header and | P header. The Source Port field of the UDP
header is filled with an entropy value which is generated by the

| Psec VPN gateway. Upon receiving these UDP encapsul at ed packets,
renote | Psec VPN gateway MUST decapsul ate these packets by renoving
the UDP header and then perform ordi nary ESP decapsul ati on procedure
consequently.
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Similar to all other |P-based tunneling technol ogi es, ESP-in-UDP
encapsul ati on i ntroduces overheads and reduces the effective Maximum
Transm ssion Unit (MIU) size. ESP-in-UDP encapsul ation may al so

i mpact Tinme-to-Live (TTL) or Hop Count (HC) and Differentiated
Services (DSCP). Hence, ESP-in-UDP MJST follow the correspondi ng
procedures defined in [ RFC2003].

Encapsul ators MJST NOT fragnment ESP packet, and when the outer IP
header is I Pv4, encapsul ators MJST set the DF bit in the outer |Pv4
header. It is strongly RECOVWENDED that IP transit core be
configured to carry an MIU at | east |arge enough to accommodate the
added encapsul ati on headers. Meanwhile, it is strongly RECOMVENDED
that Path MIU Di scovery [ RFC1191] [ RFC1981] or Packetization Layer
Path MIU Di scovery (PLPMIUD) [ RFC4821] is used to prevent or minimze
fragment ati on.

Congesti on Consi derations
TBD.

Applicability Statenents
TBD.

Acknowl edgenent s

| ANA Consi der ati ons

One UDP destination port number indicating ESP needs to be allocated
by | ANA:

Servi ce Nanme: ESP-in-UDP Transport Protocol (s): UDP
Assi gnee: | ESG <iesg@etf.org>

Contact: |ETF Chair <chair@etf.org>.

Description: Encapsul ate ESP packets in UDP tunnels.
Ref erence: This docunent.

Port Nunmber: TBD1l -- To be assigned by | ANA

Security Considerations
If source port is generated using inner packet paraneters, care
shoul d be taken to not reveal those paraneters. |ncluding sone

random bytes along with the inner packet parameters will ensure the
information of inner |IP header is not reveal ed.
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10.

10.
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Because packets are traversing different paths and the ESP sequence
nunber is assigned sequencially by the encapsul ator irrespective of
the packet flow, the receiver mght receive packets out-of-order and
end up dropping them as del ayed/ out - of -order packets. Based on the
networ k speed and | oad, adm nistrator should be able to adjust the
replay wi ndow size or entirely disable the replay check.
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