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Abst r act

| CMP error messages are vital for network reliability, providing

f eedback on issues such as unreachabl e hosts or fragnmentation
requirenents. They hel p devices adapt dynam cally, support

troubl eshooti ng, and enabl e essential functions |ike Path MIu

Di scovery. However, off-path attackers on the Internet may forge

| CMP error nmessages to bypass legitimte validati on nechani sns,
causing the victinis TCP/IP stack to misinterpret network conditions
and exposing critical vulnerabilities. This docunment analyzes how
such forged I CVWP errors can be exploited by off-path attackers to

i nduce cross-layer interactions within the victims TCP/IP stack,

| eading to four classes of vulnerabilities: infornmation |eakage,
desynchroni zati on of shared vari ables, semantic gaps, and identity
deception. These | CMP-based attacks allow off-path attackers to
mani pul ate network traffic, disrupt comunication flows, and
comprom se both infrastructure and user privacy, w thout being on the
di rect conmunication path. The document concludes with proposed
count ermeasures and recomendati ons for protocol evolution

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.
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I nt roducti on

| CMP error messages are a fundanental part of the Internet contro
architecture[ RFC792]. They serve as feedback mechani sns that inform
endpoi nts and internedi ate devices about various network issues, such
as unreachabl e destinations, routing failures, and packet
fragmentation requirenents[ RFC1122]. By enabling dynam c adjustments
in response to network conditions, ICMP error nessages help maintain
the reliability, efficiency, and robustness of end-to-end

communi cation. Wthout this feedback channel, many essenti al
protocol s and diagnostic tools, including Path MU Di scovery and
traceroute, would be significantly inpaired.

| CMP error messages pose inherent challenges in validation. This

i ssue is especially pronounced when the ICMP error includes a payl oad
froma statel ess protocol, such as UDP and ICWP. In such cases, the
recei ving host often | acks sufficient context to determ ne whether
the error nmessage corresponds to a legitinmate packet it previously
sent. Since UDP does not mmintain per-flow state at the transport

| ayer, the absence of session semantics makes it difficult to verify
the authenticity and rel evance of the ICVMP error, thereby opening a
door to potential abuse.

The difficulty in validating |CMP errors creates a powerful attack
vector for off-path adversaries. By forging |ICVP error nmessages that
appear to target legitimate traffic, attackers can deceive the
recipient into msinterpreting the network state. These forged
messages can trigger conplex cross-layer interactions within the TCP/
| P stack-especially when they reference statel ess protocol s-causing
the systemto react in unintended ways. Such manipul ation can | ead
to serious vulnerabilities, including information |eakage, denial of
service, or msrouting of traffic. Crucially, these attacks do not
require the adversary to intercept or observe the actual traffic,
enabling stealthy exploitation of protocol semantics fromrenote
positions on the Internet.

These | CVMP-based attacks enable nultiple exploitation scenarios:

1. Information | eakage, where attackers observe system responses to
I CMP error messages to infer internal state such as TCP sequence
nunbers or I P Identification (IPID) values;

2. Anbiguity on shared variables, where | CMP nessages create

i nconsistencies in shared variables |ike MU between | ayers,
causing fragnentation errors or dropped packets;
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3. Semantic gaps in legitimcy checking, where statel ess protocols
accept | CWP control messages wi thout sufficient validation
mechani sms to verify the |legitimcy of diverse protocol data;

4. ldentity deception due to | ack of data source verification, where
| CMP packets inpersonate |egitinate network devices w thout
proper authentication, tricking targets into accepting malicious
routing or control information

The effectiveness of these attacks stens fromthe inplicit trust
protocols place in cross-layer comunications and the difficulty of
val idating control nessage authenticity across protoco
boundari es[ ACMR025TCPI P] .

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Threat Model

Thi s docunent focuses on vulnerabilities that can be exploited by

of f-path attackers-adversaries who are not positioned on the direct
communi cati on path between a client and a server. Unlike on-path
attackers who can intercept, nodify, or drop packets in transit, off-
path attackers operate fromexternal network |ocations and | ack the
ability to directly eavesdrop on or manipulate legitimte traffic
flows. However, they retain the capability to inject spoofed packets
into the network, making thema significant threat to protoco
security.

The off-path threat nodel represents a realistic and preval ent attack
scenario in nodern networks. O f-path attackers can operate from
anywhere on the Internet, including conprom sed hosts, botnets, or
even legitimte network positions that are sinply not on the target
communi cation path. This positioning nmakes detection nore
chal | engi ng and expands the potential attack surface significantly
conpared to on-path attacks, which require the attacker to be
strategically positioned between comruni cating endpoints.
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O f-Path Threat nodel:

S R + S + S R +
| Server |-------- + Internet e + Cient |
S + Femmm o - Femmm o - + S +
I
| Spoofed | CVWP
I
e
| OFf-Path |
| Attacker |
S +

Figure 1: Of-Path Attack Mdel

In this threat nodel, the attacker |everages the ability to send
spoofed | P packets-particularly | CMP nessages-to trigger cross-|ayer
vulnerabilities within the target’s network stack. By forging source
| P addresses, the attacker can inpersonate trusted entities such as
routers, servers, or network infrastructure conponents. These
spoof ed packets appear legitimte at the network |ayer and can
successfully traverse network paths to reach their intended targets.

The fundanental assunption underlying many protocol designs is that
packets arriving fromthe network layer carry inmplicit trust
regarding their origin and legitinacy. However, protoco

i mpl ement ati ons SHOULD NOT blindly trust such packets. This
assunption beconmes a critical vulnerability in the off-path attack
nodel , where malicious packets can be crafted to exploit cross-|ayer
interactions without requiring the attacker to conpromi se the direct
communi cati on pat h[ RFC5927]. The resulting attacks can viol ate
protocol semantics, disrupt ongoi nhg communi cati ons, or manipul ate
system behavior while remaining difficult to detect and attribute.

Pr obl em St at enent

Four types of vulnerabilities-Information Leakage, Anbiguity or
Desynchroni zati on on shared variables, Semantic Gaps, and ldentity
Decepti on-can energe fromcross-layer interactions within the TCP/IP
protocol suite. These vulnerabilities stemfrom fundanental flaws in
architectural assunptions, shared state nanagenent, and the |ack of
guarantees for cross-layer validation.Protocol designers SHOULD
carefully evaluate cross-layer interactions to mnimze such risks.
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3.1. Information Leakage

This vulnerability arises when observable fields in one protoco

| ayer expose information that is semantically or cryptographically
bound to another layer. Specifically, when a protocol assigns val ues
to a field based on internal or high-layer state-such as counters or
identifiers-that field may serve as an unintentional side channel

If this field is externally observable, an entity w thout access to
internal state can correlate changes in its value to infer sensitive
i nformati on, underm ning the isolation between protocol |ayers.

The underlying cause of this vulnerability lies in the |lack of
entropy separation across protocol |ayers. Wen the state generation
logic of a |ower-layer protocol is influenced by, or derived from
upper -l ayer state-either directly or indirectly-observabl e behavior
at the lower layer may unintentionally reveal sensitive upper-I|ayer
information. This creates a channel through which confidential state
can be inferred by external observers. Furthernore, if protoco
behavi or permts external stimuli (such as control-plane nessages) to
affect the internal assignment policies of protocol fields, the risk
of information | eakage is significantly amplified. Fields originally
desi gned for operational purposes at the network |ayer may, under
such conditions, becone conduits for exposing transport-|ayer state,

t hereby underm ning confidentiality and weakeni ng protocol-Iayer
security guarantees such as sequence nunber randoni zati on[ RFC4086] .

A not abl e instance of this phenonenon is the coupling between the IP
Identification (IPID) field and the TCP sequence nunber space.

Al though the IPID field was originally introduced to support |P-Iayer
fragnmentation and reassenbly, certain inplenmentations assign its
value in ways that are indirectly influenced by active TCP session
states. In sone systens, off-path attackers can manipulate this
assignnent logic-e.g., by sending crafted |CVMP errors-to trigger
changes in the I PID generation behavior. By observing variations in
| PI D val ues, attackers can infer whether their injected TCP packets
contain correct or incorrect sequence nunbers, thereby |earning the
val i d sequence nunber and enabling off-path TCP session hijacking

[ CCS20201 PI D) .

Xu, et al. Expires 1 January 2026 [ Page 6]



I nternet-Draft Cross-Layer Probl em St at enent June 2025

3.
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---(6) Probe Request---->
<--(7) Probe Reply------- |
(1 Pl D=x+2) |
(Attacker observes |
I PID junp) |

Att acker Vi cti m Server Victimdient
| | |
|---(1) I1CW "Frag.------ > (Action: Cear DF |
| Needed" | Fl ag, Use Hash-based |
| (src=attacker) | | PI D) |
I I I
| ---(2) Probe Request---->| |
| <--(3) Probe Reply------- | |
| (I PI D=x) | |
I I I
I | <-------- (4) SYN-------- I
I I
| |---(5) SYNACK---------- >
| | (1 Pl D=x+1)
| | (Shared 1 PID
| | i ncrements)

I I
I I
I
|
I
I

Fi gure 2: |PI D Based Connection Inference Attack
Anmbi guity on Shared Vari abl es

Protocols within the sane stack frequently operate on shared gl oba
vari abl es, such as netrics related to path properties, endpoint
capabilities, or buffer dinmensions. Wen these variables are updated
asynchronously or within | ayer-specific contexts, state

i nconsi stencies may arise. These shared variables are often used by
multiple layers to make decisions, leading to potential conflicts or
di screpancies if updates are not properly synchronized. State
desynchroni zati on occurs when one |ayer updates a shared variable in
response to a specific event, while other dependent |ayers are either
unawar e of the update or unable to reflect the change i mediately.
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This type of vulnerability is characterized by tenmporal or contextua
divergence in the interpretation of shared data. Such divergence can
occur when network or transport |ayers rely on outdated or

i nconsistent informati on due to the asynchronous nature of updates
across layers. For instance, a network-|ayer paraneter such as

Maxi mum Transmi ssion Unit (MIU), which is updated in response to a
control -plane input or a network change, may not imredi ately be
propagated to the transport layer. As a result, the transport |ayer
may continue to operate under the assunption of an outdated MIU
which can lead to inproper handling of data fragments or errors in
packet transm ssion.

A concrete exanple of this vulnerability can be seen in the

i nteracti on between the TCP and | P |l ayers concerning Path MU

Di scovery (PMIUD). When an attacker sends a forged | CW
fragnment ati on- needed packet to manipulate the Path MU (PMIU), the
new y updated PMIU may not be inmedi ately propagated to the transport
| ayer, which continues to operate under the assunption of the

previ ous, higher MU value. This desynchroni zation can cause TCP to
generate packets that exceed the updated MIU, resulting in unintended
fragmentation at points where fragnentation is prohibited, or packet
drops in environments where fragnentation is not supported.

Such cross-1layer inconsistencies disrupt data transm ssion, violate
TCP' s non-fragnentation assunptions, and introduce operational errors
i ncl udi ng communi cati on del ays and packet |oss. |nplenentations
SHOULD ensure that updates to shared variables are properly
synchroni zed across protocol layers. Mre critically, this

vul nerability enables attackers to exploit |IP fragnentation

mechani sms to inject malicious packets and potentially hijack TCP
connections [NDSS2022MrU]. The |ack of proper synchroni zation
between |l ayers in handling shared path properties |like MIU creates
significant security vulnerabilities within the protocol stack,
exposi ng systens to both denial -of-service and session hijacking
att acks.
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Att acker Vi cti m Server Victimdient

|
---(1) Infer TCP-------- >|
Connecti on |

I

I

I

---(2) Trigger IP------- >
Fragment ati on

[----------- (3) Forge & Inject |IP Fragment--------- >

|

| | <--(4) Legitimate-------- |
| | | P Fragnments |
| | |
| | (5) M s-reassenble |
| | Packet |
| | (Forged + Legitimte) |
| | |

Figure 3: I P Fragnment |Injection Attack
Senmantic Gaps to Check the Legitinmacy of Diverse Protocol Data

Protocol s often depend on inplicit assunptions about the structure
and stateful ness of adjacent protocol layers. Wen a protocol

recei ves cross-layer input containing data attributed to another
protocol, it may attenpt validation based on limted semantic

know edge or inconplete contextual information. |If the incom ng data
originates froma statel ess or |oosely specified | ayer, or |acks
integrity guarantees, the receiving protocol faces significant

chall enges in deternmining data legitimcy. This fundanental
limtation creates vulnerabilities when protocol validation processes
prove inadequate for ensuring the authenticity and integrity of
cross- | ayer conmuni cati ons.

This semantic validation gap becones particularly exploitable when
protocols rely on partial data representations, such as fixed-length
headers or truncated payl oads, for legitimcy assessnent. Protocols
often i nmpl enent basic checksunms or header-based validation nechani sns
wi t hout considering the full operational context or semantic neaning
of the data. This creates opportunities for attackers to craft
mal i ci ous packets that conformsyntactically to expected formats
whil e semantically violating intended operational contexts. Such
carefully crafted mal fornmed packets can trigger unintended state
transitions, erroneous control decisions, or inconsistent processing
behavi ors that diverge fromcorrect protocol |ogic.
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A concrete illustration of this vulnerability enmerges in the handling
of forged ICVP redirect nessages targeting statel ess protocols such
as UDP. |ICWMP redirect messages are legitimte network control

packets used by routers to informhosts about nore optinmal routing
pat hs. However, stateless protocols |like UDP cannot mnmintain session
state or establish trust relationships for their connections, naking
direct validation of ICMP control nessages imnpossible. Attackers
exploit this validation gap by crafting and injecting malicious |ICW
redirect nessages with spoofed source addresses, deceiving target
hosts into redirecting their traffic through attacker-controlled

gat eways [ USENI XSECURI TY20231 CMP] . Thi s enabl es sophi sticated man-
in-the-m ddl e attacks where adversaries can intercept, nodify, or
redirect network traffic w thout being positioned on the origina
communi cati on path. The fundanental vulnerability stems fromthe
absence of stateful correlation nechanisns and authenticity
val i dation across protocol |ayer boundaries, allow ng forged contro
messages to nmani pul ate legitinmate network behavi or

At t acker Nei ghbor Host Victim Destination

| |
| --(1) Detects-->| |
| Nei ghbor | |
I I
I I

I
(5) Check Passed

|

I

I

Host | |

I I

[------- (2) Forge UDP Datagrams-------------------- >|
| | | |
| | | ---(3) Establish->|
| | | UDP Socket |
I I I I
[------- (4) Forge ICWP Redirect-------------------- >|
I

|

I

Traffic X

(8) No Response
Recei ved

I I
| |
I I
I I
I I
| | --(7) Discard--|
I I I
| | |
I I I
I I I

Figure 4: ICW Redirect Traffic Hijacking Attack
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Identity Deception Due to Lack of Data Source Verification

Cross-layer interactions often rely on inplicit trust assunptions
regardi ng the provenance and authenticity of received data,

particul arly when control nessages or routing information traverses
protocol |ayer boundaries. Protocol inplenmentations typically
operate under the assunption that data originating fromlower |ayers-
i ncludi ng control messages, routing updates, and error notifications-
carries inherent legitimcy, provided it conforms to expected
syntactic formats and protocol specifications. However, this
fundanental trust assunption creates a critical vulnerability when
protocol s accept cross-layer input wthout inplenmenting robust
mechani sms to verify the authentic origin or validate the association
wi th established conmuni cati on contexts. Under such circunstances,
prot ocol s beconme susceptible to identity deception attacks, where
mal i ci ous entities can successfully inpersonate |egitimate network
conponents or comuni cation peers.

This vulnerability emerges fromthe systemati c absence of

crypt ographi ¢ authentication frameworks and contextual validation
mechani sms that woul d ot herwi se establish secure bindings between
data sources and trusted comruni cation relationships. The |ack of
conprehensive identity verification enables nalicious actors to

expl oit these authentication gaps by injecting carefully crafted | CW
packets and ot her spoofed control messages into legitinmate

communi cation fl ows, effectively masqueradi ng as authoritative
network infrastructure conponents such as routers, gateways, or
access points. The severity of this vulnerability is further
anpl i fied when underlying network infrastructure-including forwarding
engi nes, hardware accel erators, and internedi ate processi ng nodes-
fails to enforce stringent access control policies or inplenent

compr ehensi ve provenance verification before relaying contro

messages to higher protocol |ayers. Consequently, maliciously
crafted | CMP packets can propagate through the network stack
unchecked, systenmatically underm ning the integrity and
trustworthiness of the entire conmuni cati on system

The propagation of these unverified |ICVWP control messages can trigger
cascadi ng security failures, including unauthorized reconfiguration
of forwardi ng behaviors, systematic disruption of established

conmuni cation flows, illegitimte privilege escalation within
protocol stacks, and ultinmately conprehensive conpromn se of network
reliability and security. These attacks |everage the inherent trust
protocols place in | CMP control messages, exploiting the fundanenta
assunption that such nmessages originate fromlegiti mte network
infrastructure
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A concrete manifestation of this vulnerability can be observed in
sophi sticated attacks agai nst W-Fi networks, where adversaries
deploy malicious termnals to inpersonate |legitimte Access Points
(APs) while sinmultaneously injecting forged | CVP redirect nessages.
In this attack scenario, the malicious entity exploits the inplicit
trust that W-Fi-enabl ed devices place in both wireless contro
frames and | CVP network control messages. By strategically crafting
and transmitting spoofed | CVP redirect packets al ongsi de fraudul ent
Wi rel ess associ ati on nessages, attackers can systematically deceive
target devices into redirecting their network traffic through
attacker-controlled infrastructure. This nmulti-vector approach
enabl es sophisticated nan-in-the-mddl e attacks that conbine wirel ess
protocol exploitation with | CMP-based traffic mani pul ation, allow ng
adversaries to intercept, nodify, or redirect victimcomunications
whi | e mai ntai ni ng the appearance of legitimte network operation

[ SP2023M TM . The effectiveness of these attacks stens fromthe
fundanental vulnerability in cross-layer trust assunptions and the
absence of robust authentication mechanisms for verifying the
identity of | CMP nessage sources.
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Att acker Vi cti m Suppl i cant AP Server
I
I
-(1.1) Ping----- > |
(src=Server) |
-(1.2) Ping---->|------------- >
Reply I

(Action: Create]
Routi ng Cache) |

-(1.3) UDP Port->
Pr obe

<-(1.4) I1CWP----- |
Port

Unr eachabl e

(Attacker finds

open port)
-(2.1) 1CWP----- >

(src=AP, with
forged UDP for
check evasi on)

(2.2) Action: Routing Cache is Poisoned,
At t acker becones the next-hop.

<-(3.1) Redirect-
Traffic
("1 like you,
server Bob!")

-(3.2) Falsified>|------------mmmmmm oo >
Traffic | |
("1 hate you, | |
server Bob!") | |
I I

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| Redi r ect
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
Figure 5 Wrel ess Network Routing Cache Poi soning

4. Mtigation Directions

The vulnerabilities arising fromcross-layer interactions can be
mtigated according to the follow ng directions:
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First, enhancing data provenance validation across protocol layers is
crucial. By introducing robust nechanisns to authenticate the source
of control nessages and routing information, inplenentations SHOULD
prevent unauthorized entities frominjecting malicious data into the
network. This nmay involve integrating cryptographic signatures or
contextual authentication protocols that verify the identity of the
sender and the legitimcy of the nessage. For exanple, each contro
message can be signed with a cryptographic key, and the recipient
protocol |ayer would validate the signature before processing the
message. This ensures that the data originates froma trusted source
and has not been tanpered with in transit.

Second, enforcing stronger access control and provenance checks at

| ower protocol layers is essential. The underlying infrastructure,
such as routers, access points, and hardware accel erators, should be
designed to performrigorous checks on all control nessages before
passing themto higher layers. This includes verifying the
authenticity of the source and ensuring that the nmessage belongs to a
val id comruni cation context. By placing these checks at the network
| ayer or physical layer, we can prevent malicious control messages
from propagating up to higher |ayers, where they could potentially
cause m sconfigurations or elevate an attacker’s privil eges.

Finally, introducing nmore granular trust nodels for cross-1|ayer
communi cati ons can reduce reliance on inplicit trust. |Instead of
assunming that data fromlower layers is always trustworthy, protocols
can establish explicit trust relationships that govern interactions
between layers. This could involve using a conbination of contextua
i nformati on, such as previous successful comruni cati on sessions,
coupled with cryptographi c nechani sns that ensure data integrity.

For instance, transport |ayer protocols could require secure key
exchange with the network | ayer before accepting control messages.
Thi s approach ensures that only trusted entities can send sensitive
control information and prevents malicious actors fromexploiting the
cross-layer trust assunptions.

These directions provide a franework for securing cross-|ayer
interactions by ensuring that data fl ows between | ayers are properly
val i dated and authenticated, reducing the risk of identity deception
and unaut hori zed control. By inplenenting these strategies, we can
significantly enhance the overall security of protocol stacks and
protect against attacks that exploit cross-layer vulnerabilities.

| ANA Consi der ati ons

This nmeno includes no request to | ANA
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7.

7.

7.

Security Considerations

Thi s docunent identifies security vulnerabilities in cross-I|ayer
interactions within the TCP/IP protocol suite. The vulnerabilities
descri bed-i nformati on | eakage, shared vari abl e desynchroni zati on,
semantic gaps, and identity deception-represent significant threats
to network security that require careful consideration in protocol
desi gn and inpl erent ati on.

The security inplications of these vulnerabilities extend beyond

i ndi vidual protocol |ayers to affect the overall integrity and
trustworthi ness of network conmuni cations. |Inplenenters and protocol
desi gners SHOULD consider the nitigation strategies outlined in this
docunent when devel opi ng new protocol s or updating existing ones.
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