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Abstract

The Internet Control Message Protocol for IPv6 (I CMPv6) is essentia
for network diagnostics but is vulnerable to off-path spoofing
attacks, especially when error nessages relate to statel ess transport
protocols Iike UDP. An attacker can forge these nessages to degrade
performance or enable Man-in-the-M ddl e attacks.

Thi s docunent explores solutions to this problemby first presenting
a straightforward but flawed stateful challenge-response nmechani sm
It explains howthis "strawran" approach, while preventing sinple
spoofing, introduces a severe vulnerability to state-exhaustion

Deni al - of - Servi ce (DoS) attacks.

Buil ding on this analysis, the docunent then proposes a robust,

statel ess chal | enge-response nechani sminspired by TCP SYN- Cooki es.
This proposal elininates the need to store per-challenge state by
conmputationally generating challenges. It Iimts state nmanagenment to
m nimal flags on existing sockets or a bounded probabilistic data
structure. This approach effectively authenticates | CMPv6 error
messages while inherently resisting both off-path spoofing and state-
exhausti on DoS attacks, thus inproving the robustness of | CVPv6.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 January 2026.
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1. Introduction

The Internet Control Message Protocol for IPv6 (I CMPv6) serves as the
cornerstone of operational signaling in IPv6 networks. 1t perforns
critical functions such as Path MIU Di scovery [ RFC8201], Nei ghbor

Di scovery [ RFC4861], and reporting errors encountered during packet
processi ng [ RFC4443]. However, the legitimate verification of | CMPv6
error nessages is inherently vul nerable by design. To enable senders
to correlate error reports with the original packets for effective
net wor k di agnostics, | CVMPv6 error nessages, as specified in

[ RFC4443], MJST include the header information and a portion of the
payl oad of the original nessage that triggered the error. Wen the
original message originates fromstatel ess protocols |ike UDP or

| CMPv6, the enbedded original nmessage header | acks contextua
information (e.g., sequence nunbers, acknow edgenent nunbers, and
ports in stateful protocols |like TCP). This nmakes it difficult for
the receiver to effectively verify the legitinacy of the error
messages. Consequently, attackers can forge |CMPv6 error nessages
enbedded with statel ess protocol payl oads to bypass the legitimate
verification of the receiver, tricking the receiver into erroneously
accepting and responding to the nessage, which can lead to malicious
activities.

For exanple, off-path attackers can forge | CMPv6 "Packet Too Bi g"
messages, enbeddi ng statel ess protocols like UDP or | CVP Echo Reply,
to lower hosts’ Path MIU to the | Pv6 m ni mum of 1280 bytes [ RFC8200],
di srupting network throughput and | atency-sensitive applications like
vi deo conferencing. This manipulation also sinplifies off-path TCP
hi jacki ng [ Feng2021]. Additionally, attackers can exploit forged

| CMPv6 Redirect nessages to tanper with a victims gateway, enabling
Man-in-the-Mddle (MtM attacks. Even with WPA WPA2/ WPA3 security,
attackers can inmpersonate legiti mte APs, bypass encryption, and
hijack traffic [ Feng2023]. These diverse attack vectors starkly
underscore the critical and urgent necessity for robust

aut henti cation mechanisns in |CMPv6 for error nessage processing.

Thi s docunent explores how to securely authenticate these | CMPv6

error nessages. It first examines an intuitive challenge-confirm
solution but demponstrates its fatal flaw vulnerability to Denial -of -
Service (DoS) attacks. It then presents a refined, stateless

mechani smthat solves the original problemw thout introducing new
vul nerabilities.
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2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. TCP
term nol ogy should be interpreted as described in [ RFC9293].

3. Pr obl em St at enment

Current |1 CVPv6 specifications have inherent Iimtations that allow
off-path attackers to forge | CVPv6 error nmessages, undernining
network security and reliability. The primary issues are:

3.1. Source-Based Bl ocking Ineffectiveness

Certain | CVPv6 error nessages, such as Packet Too Bi g nessages, can
originate fromany internediate router along the packet’s path. This
ubi quity nmakes source-based bl ocking ineffective, as legitimte
messages can cone from nultiple sources

3.2. Authentication Evasion based on Enbedded Packet State

Al t hough [ RFC4443] stipulates that "Every | CVMPv6 error nessage (type
< 128) MUIST include as nuch of the IPv6 of fending (invoking) packet
(the packet that caused the error) as possible w thout making the
error nessage packet exceed the m nimum | Pv6 MU', the inherent
characteristics of the enbedded packet protocol directly influence
the difficulty of authenticating | CVPv6 error nmessages and their
overal |l security strength.

3.2.1. Stateful Enbedded Packets (e.g., TCP)

VWhen attackers enbed stateful protocol packets, such as TCP segnents,
in forged | CMPv6 error nessages, receivers can theoretically utilize
the inherent state infornmation of the TCP protocol for a certain
degree of verification. The TCP protocol establishes and naintains
state between comuni cating parties through sequence nunbers,

acknow edgment nunbers, and ports. These connection-based TCP state
information are difficult for attackers to accurately guess.
Receivers can attenpt to verify whether these connection-specific
secret information in the enmbedded TCP header matches their

mai nt ai ned TCP connection state, thereby judging the authenticity of
the 1 CVPv6 error message [ RFC5927].
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3. 2.
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2. Statel ess Enbedded Packets (e.g., UDP, | CMPv6)

In contrast to stateful TCP, when attackers enbed statel ess protoco
packets, such as UDP or | CMPv6 nmessages, in forged | CMPv6 error
messages, receivers lose the ability to performeffective state
verification. UDP and | CMPv6 protocols are inherently designed as
statel ess protocols, where the source does not maintain any session
state information. The UDP or | CMPv6 nessages enbedded in | CVMPv6
error nessages contain alnost no state information that can be used
for context verification. 1In addition to perform ng sone basic
protocol format checks, receivers have virtually no way to determ ne
the authenticity of ICMPv6 error nessages based on the enbedded
stat el ess packet header. This lack of state verification greatly
reduces the authentication strength of 1CVPv6 error messages, naking
it easier for attackers to inplenment authentication evasion and use
forged error nessages for nmalicious attacks.

A Strawman Proposal: Stateful Challenge-Confirm

A logical way to verify that an I CMPv6 error originates froman on-
path entity is to issue a challenge and await a correct confirm
This proves that the entity that sent the error is also on the path
of subsequent traffic for that flow.

Let’s consider a sinple, stateful challenge-Confirm nmechani sm
The operational flow would be as foll ows:

1. Receive Error: Host A receives an | CMPv6 error nessage (e.g.,
Packet Too Big) that clainms to be froman on-path router R
regarding a UDP flow to Host B

2. Cenerate and Store Challenge: Host A does not trust the message.
It generates a |arge, unpredictable random nunber (a nonce). It
then stores this nonce in a |local cache, associating it with the
flows identifiers (e.g., the 4-tuple) and a timeout.

3. Issue Challenge: Host A sends the next UDP packet for that flow
to Host B. This packet includes the nonce in a new | Pv6
Destination Option.

4. Receive Confirmation: |If router Ris legitimately on the path and
the error condition persists, it will drop the chall enge packet
and generate a new | CMPv6 error nessage. This new nessage wil |
contain the header of the challenge packet, including the |IPv6
Option with the nonce.
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4. 1.
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5. Validate: Host A receives the new error nmessage, extracts the
nonce, and looks it up in its cache. |If the nonce is found and
mat ches the one stored for that flow, the error is deened
authentic. Host A can now safely process the error (e.g., update
its PMIU for that flow).

The Flaw in the Strawran: Denial -of-Service Vulnerability

The stateful approach, while functionally correct, introduces a
critical security vulnerability: state-exhaustion Denial-of-Service
(DoS) attacks.

An attacker can exploit the behavior described in Step 2. The
attacker can send a high volume of forged | CMPv6 error nessages to
Host A, each for a different (and possibly non-existent) flow  For
each of these forged nessages, Host Ais forced to performthe

foll owi ng acti ons:

* Cenerate a cryptographically secure random nunber.

* Allocate menory for a cache entry to store the nonce, flow
identifiers, and a timer.

* Manage the tinmer for this entry.

By sendi ng thousands of such nmessages per second, the attacker can
force the victimhost to exhaust its nenory or CPU resources

dedi cated to managi ng the chall enge cache. This is a classic state-
exhausti on DoS attack, analogous to a TCP SYN flood. A solution that
opens up such a significant DoS vector is not suitable for depl oynent
on the public Internet.

One m ght consider rate-limting the processing of incomng | CVWP
error nessages as a potential mitigation. However, this is
insufficient. The fundanental problemlies in the host’'s inability
to distinguish legitimate ICMP errors fromforged ones before
expendi ng processing resources. As a result, an attacker can easily
saturate the rate limt with fake nmessages, effectively preventing
the host fromreceiving and respondi ng to genui ne network errors.
This turns the rate limt nmechanisminto an anplifier of denial,
suppressing critical feedback fromthe network while consum ng system
resources. Therefore, any viable defense nmust allow for early

aut henti cation of | CMP messages before the host allocates significant
per - message st ate.
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5.

5

5.

The Proposed Sol ution: A Statel ess Chall enge-Confirm Mechani sm

To solve the DoS vulnerability, we nust renove the requirenent to
store per-challenge state. The solution is inspired by TCP SYN
Cooki es [ RFC4987], where state is not stored but is instead encoded
cryptographically and | ater re-conmputed for validation

1. Core Principle: Elimnating State with Cryptographi c Conmputation

I nstead of generating and storing a random nonce, the host conputes a
determnistic nonce on demand. This nonce is a cryptographic hash of
informati on that defines the flow, conbined with a secret key known
only to the host.

Chal | enge Nonce = F(secret_key, src_IP, dest _IP, [other_flow.info])

* secret_key: A high-entropy secret value held by the host’s
operating system This key MJST be rotated periodically (e.g.,
every few mnutes) to linit the inpact of any potential key
comprom se and to nmitigate replay attacks.

* F. A keyed-hash function, such as HVAC SHA256, truncated to the
size of the nonce field.

Wth this approach, a nonce can be generated when needed (for an
out goi ng chall enge) and verified later (on a returning confirnmation)
by sinmply re-conputing it. There is no need to store it in a cache.

2. Chal | enge- Confirm Mechani sm
The refined, stateless process is as foll ows:

* Receive and Validate Error: Host A receives an | CMPv6 error
message. It first validates the enbedded header’s 4-tupl e agai nst
its list of active sockets/connections. |If no matching socket
exists, the nessage is silently discarded. No state is created.

* Mark Flow for Challenge: If a matching socket is found, Host A
does not create new state. Instead, it sets a sinple flag on the
exi sting socket control block, marking it as "requires chall enge"
The initial 1CVPv6 error is then discarded.

* |ssue Conputed Challenge: The next tine the application sends a
packet on this nmarked socket, the networking stack intercepts it.
It conputes the chall enge nonce using the secret key and the
packet’s flow information. This nonce is placed in a Challenge-
Confirm | Pv6 Destination Option, and the packet is sent.
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* Receive and Verify Confirmation: If a legitinmate on-path node
returns a new | CMPv6 error, it will contain the chall enge packet.
Host A receives this new error, extracts the enbedded nonce, and
reconput es the expected nonce using the sane secret key and fl ow
i nformation.

* Process or Discard: If the received nonce natches the re-conputed

one, the error is authentic, and Host A can act on it. |If it does
not match, the nessage is a forgery or is stale, and it is
di scar ded.

This flow achi eves the sane anti-spoofing goal as the strawnan but

wi t hout creating state for unverified nmessages, thus defeating the
DoS attack. Figure 1 illustrates the complete interaction, including
both the legitimte process and how an off-path attacker’s attenpts
are thwart ed.

Host A On-Path Router R

I
-------- [ Oiginal UDP Packet ]---------->|

X (Error, e.g., MU exceeded)
<--[ 1. 1CwWv6 Error (Oiginal) ]--------- |

[Internal Action on Host A]

- Validate 4-tuple -> X

- Mark socket for chall enge

- Discard original error nsg

(No per-challenge state is stored)

I

I

I

I

|

I

-------- [ 2. Next UDP Packet + ]---------3>|

[ Challenge Option (Nonce N ] |

(Nonce N conputed on-the-fly) |

|

X (Sane error condition)
<--[ 3. New ICWVv6 Error (contains N} ]---

|
[Internal Action on Host A] |
- Extract received Nonce N |
- Re-comput e expected Nonce N |
- IF (N==N) THEN: |
Process error (SUCCESS) |
ELSE: |

Di scard nessage (FAI LURE) |

I

Figure 1: Chall enge-Confirm Mechani sm

Xu,
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5.3.

5. 4.
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Prot ocol - Speci fic State Managenent

The nmechanismfor "marking a flow' in Step 2 is |ightweight and
transport-specific.

UDP: Upon receiving a validatable | CVPv6 error, the host sets a flag
on the correspondi ng UDP socket’s control bl ock

TCP: While TCP has its own protections, this nechani smcan suppl enent
it. Aflag can be set on the TCB

| CMP: For connectionl ess protocols like | CMP Echo, which |ack a
socket state, a probabilistic, fixed-size data structure like a
Sketch or Bloom Filter should be used. On Error Reception: The host
hashes a flow identifier (e.g., source IP, destination IP, |CVMPv6
Identifier) and increnents the correspondi ng counter(s) in the
sketch. On Packet Transm ssion: Wen sending a new | CMPv6 packet,
the host queries the sketch. |If the query indicates this flow has
likely received a recent error, it attaches the conputed chall enge.
Thi s probabilistic approach ensures that state remai ns bounded,
preventing DoS attacks agai nst | CMP-based applications.

Chal | enge- Confirm Option

To support the Chall enge-Confirm mechani sm this docunent defines a
new Chal | enge- Confirm Option. The chall enge packet for a received

| CMPv6 error nessage containing a statel ess protocol payload includes
the following option (as shown in Figure 2) in the |IPv6 header
Simlarly, the ICMPv6 error nessage triggered in response to this
chal | enge packet should al so include the same option in the header of
the enbedded | Pv6 chal | enge packet (as shown in Figure 3).
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Chal | enge Nonce (128 hits)
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I
+-
I
+-
I
I
I
+-
I
| Statel ess Protocol Data (UDP/1CMP packet)
I

+-

I
I
I
+
I
I
I
i i S S i T s i S
Figure 2: The I Pv6 Chall enge Packet with Chall enge-Confirm Option

The fields in Challenge-Confirm Option are defined as foll ows:

* *QOption Type*: 8-bit identifier for the challenge-confirmoption.
The final value requires | ANA assignment.
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* *COpt Data Len*: 8-bit unsigned integer specifying the length of
the option data field in bytes.

* *Reserved*: 16-bit field reserved for future use. MJST be set to
zero on transm ssion and i gnored on reception

* *Chal l enge Nonce*: 128-bit random nunber conput ed.
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Figure 4: New | CVMPv6 Error Responding to the Chall enge Packet
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6. Security Considerations

The proposed enhancenents aimto bol ster 1 CVMPv6 security by
addressing specific vulnerabilities related to nessage
aut hentication. Key security aspects include:

*  *Authentication Strength*: The security of the authentication
depends on the unguessability of the conputed nonce, which is
guaranteed by the use of a strong keyed-hash function and a secret
key with sufficient entropy [ RFC4086].

* *Denial of Service (DoS) Resistance*: This is the principa
security advantage over stateful designs. The mechanismis
resilient to state-exhaustion attacks because: 1. It creates no
state for 1CVMPv6 errors that do not correspond to an existing,
active transport-layer socket. 2. For valid flows, the state
added is mininmal (a flag) or probabilistically bounded (a sketch),
preventing uncontrol |l ed resource consunpti on.

* *Replay Attack Mtigation*: The periodic rotation of the
secret _key provides the primary defense against replay attacks. A
captured nonce-confirmation pair will becone invalid after the key
is changed. The rotation interval presents a trade-off between
security and the nmaximum |l egitimate round-trip time for a
chal | enge- confirm exchange

*  *Backward Conpatibility*: The mechanismis fully backward-
conpatible. Hosts not inplementing this specification will ignore
the Destination Option as per [RFC8200]. Internediate routers are
unaffected. Only end hosts wi shing to enhance their security need
to inplement the changes.

7. | ANA Consi der ations

The Chal | enge- Confirm Option Type should be assigned in | ANA' s
"Destination Options and Hop-by-Hop Options" registry [ RFC2780].

This draft requests the following | Pv6 Option Type assignhments from
the Destination Options and Hop-by-Hop Options sub-registry of
Internet Protocol Version 6 (IPv6) Paraneters

(https://ww. iana. org/assi gnnents/ipv6e-paraneters/).
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