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Abst ract

BGP is being used as the underlay routing protocol in sone |arge-
scal ed data centers (DCs). Most popul ar design followed is to do
hop- by- hop external BGP (EBGP) session configurations between

nei ghboring routers on a per link basis. The provisioning of BGP
nei ghbors in routers across such a DC brings its own operational
compl exity.

Thi s docunent introduces a BGP nei ghbor discovery mechani smt hat
greatly sinplifies BGP operations in such DC and ot her networks by
automati c setup of BGP sessions between nei ghbor routers using this
mechani sm

Status of This Meno

Xu,

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 August 2026.
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I ntroduction

BGP is being used as the underlay routing protocol instead of |ink-
state routing protocols like IS-1S and OSPF in some | arge-scal e data
centers (DCs). [RFC7938] describes the design, configuration and
operational aspects of using BGP in such networks. The nost popul ar
desi gn schene involves the setup of external BGP (EBGP) sessions over
i ndi vidual links between directly connected routers using their

i nterface addresses. Such BGP nei ghbor provisioning requires
configuration of the neighbor |IP address and Autononmpus System (AS)
Nunber (ASN) for BGP nei ghbor on each and every link of every BGP
router. As a DC fabric comprising of topol ogy described in [ RFC7938]
grows with addition of new | eafs, spines, and |inks between them the
BGP provisioning needs to be carefully updated. Unlike with the
link-state protocols, in the case of BGP, there is no automatic

di scovery of nei ghbors and route exchange between them by sinply
addi ng |inks and nodes of the fabric into the routing protoco

operati on.

In sone DC designs with BGP, nultiple links are added between a | eaf
and spine to add additional bandwi dth. Use of |ink-aggregation at
Layer 2 level may not be always desirable in such cases due to the
risk of flow polarization on account of a mix of ECMP at Layer 2 and
Layer 3 levels. 1In such cases, one option is for EBGP sessions to be
setup between two BGP nei ghbors over each of the |inks between them
In such a case, the BGP session scale and the resultant increase in
updat e processing may pose scalability challenges. A second option
is for a single EBGP session to be setup between the | oopback IP
addresses between the nei ghbor and then configure sonme static routes
for | oopback reachability over the underlying links. This option

i ntroduces an additional provisioning task for the static routes.

Furthernmore, there is also a need for BGP to be able to describe its
links and its neighbors on its directly connected |inks and export
this information via BGP-LS [RFC7752] to provide a detail |ink-Ileve
topol ogy view of a data center running BGP. The ability of BGP in

di scovering its neighbors over its links, nmonitoring their liveliness
and learning the link attributes (such as addresses) is required for
the conveying the link-state topology in such a BGP network. This
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i nformati on can be | everaged by the BGP- SPF proposa
[I-D.ietf-1svr-bgp-spf] which introduces |ink-state routing
capabilities in BG. This information can also be | everaged to
convey the link-state topology in a network running traditional BGP
routing using BGP-LS as described in

[1-D. ketant-idr-bgp-Is-bgp-only-fabric] and to enabled end to end
traffic engineering use-cases spanning across DCs and the core/access
net wor ks.

These |l ongstanding limtations becone significantly nore pronounced
in data center fabrics that incorporate Optical Crcuit Swtches
(OCS). In such architectures, OCS devices replace conventiona

el ectronic spine switches in a three-stage C os topol ogy, dynamically
establishing optical circuits between | eaf sw tches using
reconfigurable MEMS mirror arrays. This enables rapid
reconfiguration of |eaf-to-leaf connectivity in response to changing
traffic demands, as denonstrated in production depl oynents such as
those described in Google’ s SIGCOW 22 work (https://dl.acm org/doi/
pdf/10. 1145/ 3544216. 3544265). Wil e OCS-based fabrics offer
substantial benefits in power efficiency and scalability, they
fundanmental ly alter the assunptions underlying traditional BGP-based
DC designs. In particular, physical connectivity between | eaf
switches is no |longer static: optical paths nmay be frequently
created, renoved, or rearranged. Under these conditions, the static,
manual |y configured nature of BGP nei ghbor provisioning becomes a
maj or obstacle to operational automation. Each change in optica
connectivity potentially requires reconfiguration of interface

addr esses, BGP nei ghbor definitions, and associated routing
paraneters on the leaf switches. |In this context, a BGP nei ghbor

di scovery nmechani sm becones highly desirable. Automatic discovery of
BGP nei ghbors over dynamically established |inks would all ow control -
pl ane adj acencies to form and adapt w thout manual reconfiguration,
even as the underlying optical topology changes. Such a capability
woul d decoupl e BGP configuration from physical connectivity, sinplify
operations, and enable fully automated, agile OCS-based data center
fabrics.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here
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Ter mi nol ogy

Thi s docunent nakes use of the ternms defined in [ RFC4271] and
[ RFC7938]

Applicability

The applicability of the BGP Nei ghbor Discovery nechani sm descri bed
in this docunent is limted to deployments where BGP is used as
routing protocol between directly connected routers and when there is
a requirenent for autonatic setup of BGP peering between them

* In DC networks where BGP is used as a hop-by-hop routing protoco
[ RFC7938] .

* |In netro networks where access aggregation topol ogies are
architected as a CLOS topology (or similar other networks) and BGP
is used as a hop-by-hop routing protocol

VWil e this docunment uses EBGP exanples, the mechanismis equally
applicable in designs that use IBGP sinmlarly for hop-by-hop routing.

The applicability of the BGP Nei ghbor Discovery nechanismto any
ot her BGP protocol deploynent is outside the scope of this docunent.

Requi renment s

This section describe the requirenments for the BGP hop-by-hop routing
depl oynents that were considered for the definition of the BGP
Nei ghbor Di scovery extensions proposed in this docunent..

Foll owi ng are the key requirenents related for the BGP nei ghbor
di scovery process:

1. It should performdiscovery of directly connected BGP routers.
Mechani sm shoul d support either I Pv4d or | Pv6 or a dual stack
design and it should be generic for any link-I|ayer

2. It should include exchange of BGP peering addresses (IPv4 or |Pv6
or both) that routers can use to automatically setup BGP TCP
peering between thensel ves. The nechani sm shoul d | everage the
exi sting capability negotiation process perfornmed as part of the
BGP TCP session establishment.

3. Wen BGP peering is desired to be performed over | oopback
addresses of the routers, then the nechani sm shoul d automatically
setup reachability to the | oopback over one or nore underlying
directly connected |inks between them In this scenario, the
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mechani sm shoul d al so provide resolution for the BGP next-hop
address (i.e. the | oopback address) for the BGP routes exchanged
over these sessions between the | oopback addresses.

Mechani sm shoul d enabl e exchange of |ink-1evel information such
as | P addresses and link attributes between the directly
connected BGP routers. It should be extensible to include other
information in the future.

Mechani sm should be linmted to |ink scope for security and use
link-1ocal addressing only. Cryptographic nechanisns should be
al so provided for additional security.

Mechani sm shoul d support capabilities for perform ng optiona
val idation of paraneters to detect msconfiguration (e.g. link
address subnet m smatch, peering between incorrect AS, etc.) in
an extensi bl e manner before going on to use the link and the
setup of the BGP TCP peering session over it.

The nechani sm shoul d not affect or change the BGP TCP session

est abl i shnent procedures and the BGP routing exchange over the
TCP session other than the interactions for triggering the setup/
renoval of peer session that is based on di scovery nechani sm

The nechani sm shoul d | everage exi sting fast-detection techniques
for failures that are used currently for EBGP sessions over
directly connected links Iike fast-external-failover and BFD

The nechani sm shoul d focus on the discovery process and exchange
of status as a control plane procedure and be sufficiently

| oosely coupled with the base BGP operations to enable

i npl ementations to ensure scalability of BGP operations when
usi ng the di scovery procedures.

Overvi ew

At a high level, this specification introduces the use of UDP based
BGP Hell o nessages to be exchanged between directly connected BGP
routers for neighbor discovery.

1.

Information i s exchanged between BGP routers on a per |ink basis
| eading to discovery of each others peering address and ot her
i nformati on.

The TCP session establishnment for the BGP protocol operation and
the BGP routing exchange over these sessions can then foll ow

wi t hout any change/ nodification fromthe existing BGP protoco
operations as specified in [ RFC4271].
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3. As part of the neighbor information exchange the route to a
nei ghbor’ s peering address is also automatically setup pointing
over the |links over which the neighbor is discovered.

4. This route is used for both the BGP TCP session establishnent as
well as for resolution of the BGP next-hop (NH) for the routes
| earnt via the neighbor instead of an underlying IGP or static
route.

Thi s docunent prefers the use of an extension to BGP protocol since
the depl oynments and use-cases targeted (i.e. large-scale DCs) are

al ready running BGP as their routing protocol. Extending BGP with
nei ghbor di scovery capabilities is operationally and inplenmentation
wi se a sinpler approach than requiring a new or an additiona

protocol to be first extended to do this functionality (to exchange
BGP-specific paraneters) and then also integrated its operations with
BGP protocol operations.

The BGP Nei ghbor di scovery nechanismis a control plane nechani sm

i ntended to discovery and maintain the BGP router’s adjacencies with
its neighbors over directly connected |inks. Mintaining an

adj acency al so invol ves detecting any changes in paraneters using
peri odi c nessages and triggering corresponding actions based on the
change. Such actions also include renoval of the BGP TCP peering for
an auto di scovered peering session based on the nei ghbor discovery.
However, the nechanismis not intended for a fast |iveness detection
of nei ghbor and existing nechanisns for this purpose such as BFD

[ RFC5880] may be | everaged.

The BGP Nei ghbor di scovery nechanismis scoped to a |link and works
using link-local addressing. In a BGP DC network that is using | Pv6
in the fabric underlay, it is possible that no I Pv6 gl obal addresses
are assigned to the interfaces between the nodes and the I Pv6 G oba
address(es) are assigned only to the | oopback interfaces of these
nodes. The Nei ghbor di scovery nechani sm enabl es the setup of BGP
peering using the I1Pv6 d obal addresses on the | oopback interfaces
and hop by hop routing with just IPv6 |ink-1ocal addresses on the
interfaces. Such a design eases introduction of nodes in the fabric
and |inks between them from a provisioning aspect. In a deploynent
with | Pv4 addressing, |IP unnunbered could be simlarly used for al
the links between the nodes using the | Pv4 address assigned to the

| oopback interfaces on those nodes.
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The BGP nei ghbor discovery mechani smdefined in this docunent borrows
i deas fromthe Label Distribution Protocol (LDP) [RFC5036]. However,
nmost inportantly, only the concept of |ink-local signaling based

nei ghbor discovery is borrowed while the discovery aspect for
targeted LDP sessions does not apply to this BGP nei ghbor discovery
mechani sm

The further sections in this docunment first describe the newy

i ntroduced nmessage formats and TLVs and then go on to describe the
procedures of BGP nei ghbor discovery and its integration with the
base BGP protocol mechanismas specified in [ RFC4271].

The operational and managenent aspects of the BGP nei ghbor di scovery
mechani sm are described in Section 12.

6. UDP Message Header

The BGP nei ghbor di scovery nechanismwi || operate using UDP nessages.
The UDP port of TBD (179 is the preferred port number to be assigned
as specified in Section 13) is used which is same as the TCP port 179
used by BGP. The BGP UDP message common header format is specified
as foll ows:

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Ver si on | Type | Message Length |
el i I e i it T e e e e i i T o S e e S e T R R
| AS numnber |
BT T o e S e i i S T e e i s TTE P S S S
| BGP I dentifier |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Figure 1. BGP UDP Message Header
Version: This 1l-octet unsigned integer indicates the protocol
versi on nunmber of the message. The current BGP version nunber is
4,
Type: The type of BGP nessage

Message Length: This 2-octet unsigned integer specifies the length
in octets of the entire BGP UDP message including the header.

AS nunber: AS Nunber of the UDP nessage sender.

BGP lIdentifier: BGP Identifier of the UDP nessage sender.

Xu, et al. Expires 1 August 2026 [ Page 8]
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BGP UDP nessages can be sent using either I Pv4 or | Pv6 dependi ng on
the address used for session establishment and provisioned on the
interfaces over which these nessages are sent.

7. Hello Message Format

A BGP router uses UDP based Hell o nessages to discover directly
connect ed BGP nei ghbors over those interfaces enabl ed for Nei ghbor

Di scovery. The BGP Hell o nessages for the Nei ghbor D scovery
procedure are used for link-locally signaling and hence MJST be
addressed to the "all routers on this subnet” group nulticast address
(i.e., 224.0.0.2 in the I Pv4 case and FF02::2 in the | Pv6 case) and
the TTL for the I P packets SHOULD be set to 1. The |IP source address
MJST be set to the address of the interface over which the nessage is
sent out which would be the primary interface address or unnunbered
address in the I Pv4 case and the IPv6 |ink-1ocal address on the
interface in the | Pv6 case.

The Hell o nmessage format is as follows:

0 1 2 3
01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| Ver si on | Type | Message Length |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| AS nunber |
B i s T T i i o S o T Ji I
| BGP I dentifier |
R e s T o T S R El ok i R e e S S e o o s
| Adj acency Hol d Tinme | Fl ags | Reserved |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| TLVs |
B i s T T i i o S o T Ji I

Figure 2: BGP Hell o Message
Version: This 1l-octet unsigned integer indicates the protoco
versi on nunmber of the message. The current BGP version nunber is
4.

Type: The type of BGP nessage (Hello - TBD val ue from BGP Message
Types Registry)

Message Length: This 2-octet unsigned integer specifies the length
in octets of the TLVs field.

AS nunber: AS Nunber of the BGP router sending the Hello nessage.

Xu, et al. Expires 1 August 2026 [ Page 9]
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BGP lIdentifier: BGP Identifier of the BGP router sending the Hello
nessage

Adj acency Hold Time: Hello adjacency hold timer in seconds.

Adj acency Hold Tine specifies the tinme, for which the receiving
BGP nei ghbor router SHOULD nmi ntai n adj acency state for it,

wi t hout receipt of another Hello. A value of 0 neans that the
recei ving BGP peer should i mediately mark that the adjacency to
the sender is going down.

Flags : Current defined bits are as follows. Al other bits
SHOULD be cl eared by sender and MJUST be ignored by receiver

01234567
T S
| S| I
i S S S S

wher e:

S bit - indicates that this is a State Change Hel |l o nessage
when SET and nornal periodic Hello nmessage when CLEAR

Reserved: SHOULD be set to 0O by sender and MJST be ignored by
receiver.

TLVs: This field contains one or nbre TLVs as descri bed bel ow.

BGP HELLO nessages can be sent using either |IPv4 or |Pv6 addresses
dependi ng on the addressing used for session establishnment and

provi sioned on the interfaces over which these nessages are sent.
When both IPv4 and I Pv6 is enabled on the interface, then | Pv6
address SHOULD be used. Inplenentations MAY provide an option to
override the choice of address fam |y to be used. The choice of
address fanmly to be used MJST be consistent on all BGP routers on a
given link for neighbor discovery.

Based on the setting of the S flag, there are two variants of the
Hel | o message:

1. State Change Hell o Message : these Hell o nmessages include TLVs
whi ch convey the state and paraneters of the |local interface and
adj acency to other routers on the Iink. They are generated only
when there is a change in state of the adjacency or some
paraneter at the interface |evel

et al. Expires 1 August 2026 [ Page 10]
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2. Periodic Hello Message : these are the nornmal periodic Hello
messages which do not include TLVs and are used to nmaintain the
adj acency on the link during steady state conditions.

These Hel |l o nessage variants are intended to linit the exchange of
informati on and state via TLVs to only those periods where necessary
while using lightweight Hell o nmessages during steady state. This
simplifies the Hell o message processing and inproves scalability of
the di scovery mechani sm

The nei ghbor di scovery procedure using the Hell o nessage is described
in Section 9 and its relation with the BGP Keepalives and Hold Ti ner
for the TCP session is described in Section 10.

8. Hello Message TLVs

The BGP Hell o nessage carries TLVs as described in this section that
enabl e exchange of information on a per interface basis between
directly connected BGP nei ghbors. These nessages enabl e the nei ghbor
di scovery process.

8.1. Accepted ASN List TLV

The Accepted ASN List TLV is an optional TLV that is used to signa
an unordered list of AS nunbers from which the BGP router would
accept BCGP sessions. Wen not signaled, it indicates that the router
wi |l accept BGP peering fromany ASN fromits neighbors. Indicating
the list of ASNs, hel ps avoid the nei ghbor di scovery process getting
stuck in a 1-way state where one side keeps attenpting to setup

adj acency while the other does not accept it due to incorrect ASN

The operational and managenent aspects of this ASN based policy
control for BGP neighbor discovery are described further in
Section 12.

This TLV SHOULD NOT be included in a Hell o nessage with the S bit
CLEAR. More than a single instance of this TLV MJUST NOT be i ncl uded
in a Hello message. |If a router receives multiple instances of this
TLV then it should only consider the first instance in the sequence
and ignore the rest.

The format of this TLV is shown bel ow

Xu, et al. Expires 1 August 2026 [ Page 11]
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h |
i i i T i I S i e s o o i i
| Accept ed ASN Li st (vari abl e) |
R et e s i o e s i i

Figure 3: Accepted ASN List TLV
Type: TBD1

Length: Specifies the length of the Value field in octets (in
multiple of 4)

Accepted ASN-List: This variable-length field contains one or nore
accepted 4-octet ASNSs.

8.2. Peering Address TLV

The Peering Address TLV is used to indicate to the nei ghbor the
address to be used for setting up the BGP TCP session. Along with
the peering address, the router can specify its supported AFI/

SAFI (s). Wen the AFI/SAFI values are specified as 0/0, then it

i ndi cates that the neighbor can attenpt for negotiation of any AFI/
SAFls. The indication of AFI/SAFI(s) in the Peering Address TLV is
not intended as an alternative for the MP capabilities negotiation
mechani sm done as part of the BGP TCP session establishnent.

Mul tiple instances of this TLV MAY be included in the Hell o nessage,
one for each peering address (e.g. IPv4 and I Pv6 or multiple |Pv4
addresses for different AFlI/SAFlI sessions). Wen multiple peering
addresses are provisioned, then the indication helps the router

sel ect the appropriate peer address of the nei ghbor based on its

| ocal peering address profile by nmatching the supported AFI/SAFIs.

This TLV is essential for the setting up of the TCP peering between
BGP nei ghbors using the neighbor discovery mechanism Wen a BGP
router stops including a Peer Address in its State Change Hello
messages, then it is no |longer accepting TCP peering sessions to that
address and t he nei ghbor SHOULD cl ean up any peering session that was
setup to that address via the discovery nechani sm

Xu, et al. Expires 1 August 2026 [ Page 12]
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I mpl ement ati ons SHOULD support the signaling of an interface IP
address in the Peering Address TLV and performthe BGP TCP session
establi shnent using interface addresses (i.e. the neighbor discovery
mechanismis not limted to the use of | oopback addresses for the
peering session establishnent). |Inplenentations MAY support the
signaling of IPv6 Link Local addresses using the Peering Address TLV
and using the sanme for the BGP TCP session setup.

This TLV SHOULD NOT be included in a Hell o nessage with the S bit
CLEAR.

The Peering Address TLV format i s shown bel ow.
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Fl ags | No. AFI/SAFI | Reserved |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Address (4-octet or 16-octet) |
B T S i T s i i e e SEI S
i R L s e T e R h th s i S SR N S
AFI | SAFI o
B i aT T e e o S o S S S I T et sl o ST S S S S S S
B T S i T s i i e e SEI S
sub-TLVs ...
i e R R e e e i i e i i S SR N S
Figure 4: Peering Address TLV
Type: TBD2
Length: Specifies the length of the Value field in octets.

Flags : Current defined bits are as follows. Al other bits
SHOULD be cl eared by sender and MJST be ignored by receiver.

01234567
e
| Al I
oo e e e - - -+

wher e:

A bit - address is | Pv6 when SET and | Pv4 when CLEAR

et al. Expires 1 August 2026 [ Page 13]
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Nunber of AFI/SAFI: indicates the nunber of AFI/SAFI pairs that
the router supports on the given peering address.

Reserved: sender SHOULD set to O and receiver MJST ignore

Address: This 4 or 16 octet field indicates the IPv4d or |Pv6
address which is used for establishing BGP sessions.

AFl / SAFI : one or nore pairs of these values that indicate the
supported capabilities on the peering address.

Sub-TLVs : optional and currently none defined
Local Prefix TLV

BGP nei ghbor di scovery nechanism in certain scenarios, requires a
BGP router to programa route inits local routing table for a prefix
belonging to its neighbor router. On such scenario is when the BGP
TCP peering is to be setup between the | oopback addresses on the

nei ghboring routers. This requires that the routers have
reachability to their each other’s | oopback addresses before the TCP
session can be brought up

The Local Prefix TLV is an optional TLV which enables a BGP router to
explicitly signal its local prefix to its neighbor for setting up of
such a local routing entry pointing over the underlying |ink over
which it is being signaled. This enables the BGP router to have
control over the specific links over which its nei ghbor that may
reach it for the specific |local prefix. The details of the procedure
for programmi ng of the route corresponding to the prefix signaled
usi ng the Local Prefix TLV is described in Section 9.3.

Multiple instances of the Local Prefix TLV MAY be included in the
Hel | o message with each carrying a specific prefix init. This TLV
SHOULD NOT be included in a Hello nmessage with the S bit CLEAR

The Local Prefix TLV format is as shown bel ow
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| FI ags | Prefix Length | Reserved |

I I i I T S I ik N SR SRR S
| Prefix Address (4-octet or 16-octet) |
B i s T T i i o S o T Ji I
| sub-TLVs ...
i T i S s S it N DU DU SIS
Fi gure 5: Local Prefix TLV
Type: TBD3
Length: Specifies the length of the Value field in octets

Flags : Current defined bits are as follows. Al other bits
SHOULD be cl eared by sender and MJST be ignored by receiver.

01234567
R N R SR
| A I
S M S S
wher e:
A bit - address is | Pv6 when SET and | Pv4 when CLEAR
Prefix Length: specifies the Prefix |length

Reserved: sender SHOULD set to O and receiver MJST ignore.

Prefix Address: This 4 or 16 octet field indicates the | Pv4d or
| Pv6 prefix address.

Sub-TLVs : optional and currently none defined
Link Attributes TLV

The Link Attributes TLV is a mandatory TLV in a State Change Hello
message that signals to the neighbor the link attributes of the

interface on the local router. One and only one instance of this TLV

MJST be included in the State Change Hell o nmessage. A State Change
Hel | o nessage without this TLV included MJUST be discarded and an
error |ogged for the sane.
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This TLV enables a BGP router to learn all its neighbors |IP addresses
on the specific link as well as it’s link identifier. \When the
interface is I Pv4d enabled, all the IPv4 addresses configured on it
are included in this TLV. |Pv4 unnunbered address is not included in
this TLV and no | Pv4 address would be included for the interface in
such cases. When the interface is |IPv6 enabled, all the IPv6 gl oba
addresses configured on the interface are included in this TLV. |Pv6
i nk-1ocal addresses are not included in this TLV. 1In case of an
interface running dual stack, both IPv4 and | Pv6 addresses are
included in this TLV irrespective of the address famly that is used
for UDP nessage exchange.

Addi tional sub-TLVs may be defined in the future to exchange ot her
link attributes between BGP nei ghbors. This TLV SHOULD NOT be
included in a Hell o nessage with the S bit CLEAR

The Link Attributes TLV format is as shown bel ow.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h |
e i i e e S  h th o i R S S
| Local Interface ID | Fl ags | Reserved |
i e e R e o o e O i o I N S T
| No. of |Pv4 Addresses | No. of |Pv6 Addresses |
B i s T T i i o S o T Ji I

oo o o e e e e e e e e e e e e e e e o e e e e e e e e - - -+
| | Pv4 Interface Address

o e e e A e e e e A e e e e e e e A e e e A e e e e A e e - - -+
| Prefix Mask |

Tl i I S S

i s T S i i T S A b e ok
| | Pv6 G obal Interface Address

i e e R e o o e i ol S N B S
| Prefix Mask |

i ok ST S R TR

i i i T i I S i e s o o i i
| sub-TLVs ...
R et e s i o e s i i

Figure 6: Link Attributes TLV

Type: TBD4
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Length: Specifies the length of the Value field in octets

Local Interface ID: the local interface ID of the interface
(refer unnunbered Iink section of [RFC2104] e.g. the MB-2
iflndex). This helps uniquely identify the Iink even when there
are nultiple links between two nei ghbors using | Pv4 unnunbered
address or only having I Pv6 |ink-Iocal addresses.

Flags : Currently defined bits are as follows. Oher bits SHOULD
be cl eared by sender and MUST be ignored by receiver

01234567
R S M S S
| 1]V] B I
TR e E

wher e:
| bit - indicates link is enabled for |Pv4
V bit - indicates link is enabled for |Pv6

B bit - indicates support for BFD nonitoring [ RFC5880] over the
l'i nk

Reserved: SHOULD be set to O by sender and MJST be ignored by
receiver.

No. of |Pv4 Addresses : specifies the nunber of |Pv4 addresses on
the interface. Wen value is 0, then it indicates no | Pv4d
Prefixes are present or the interface is | Pv4 unnunbered if it is
enabl ed for |Pv4

No. of IPv6 Addresses : specifies the nunber of |1Pv6 gl oba
addresses on the interface. Wen value is 0, then it indicates no
| Pv6 G obal Prefixes are present and the interface is only
configured with IPv6 link-local addresses if it is enabled for

| Pv6.

| Pv4 Address & Mask: Zero or nore pairs of |Pv4 address and their
mask.

| Pv6 Address & Mask: Zero or nore pairs of | Pv6 address and their
mask.

Sub-TLVs : optional and currently none defined
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8.5. Neighbor TLV

The Nei ghbor TLV is used by a BGP router to indicate its Hello

adj acency state with its neighboring router(s) on the specific link.
The neighbor is identified by its AS Nunber and BGP ldentifier. The
router MJST include the Neighbor TLV for each of its discovered

nei ghbors on that link irrespective of its status.

The usage of the Neighbor TLV is described in detail in Section 9.
This TLV SHOULD NOT be included in a Hell o nessage with the S bit
CLEAR.

The Nei ghbor TLV format is as shown bel ow
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Type | Lengt h |
i e e R e o o e i ok i hI SR R S S
| Fl ags | State | Reserved |

B i s T T i i o S o T Ji I
| Nei ghbor AS nunber |
R e s T o T S R El ok i R e e S S e o o s
| Nei ghbor BGP I dentifier |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| sub-TLVs ...

B i s T T i i o S o T Ji I

Figure 7: Nei ghbor TLV
Type: TBD5
Length: Specifies the length of the Value field in octets

Flags : Current defined bits are as follows. Al other bits
SHOULD be cl eared by sender and MJST be ignored by receiver.

01234567
T S
| Bl I
i S S S S

wher e:

B bit - When SET with the adjacency state not in Accepted state
i ndi cates that the adjacency is not accepted due to BFD down.
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State : Indicates the state code of the adjacency state machine
(refer to Section 9.2 for details) for the neighbor over this
link. The follow ng codes are currently defined

0 - Down (not to be used as state in this TLV

1 - Initial (not to be used as state in this TLV)
2 - 1-way
3 - 2-way

4 - Adj-Reject
5 - Adj -
6 - Accepted

Reserved: SHOULD be set to 0O by sender and MJST be ignored by
receiver.

Nei ghbor AS nunber: AS Nunber of the nei ghbor BGP router as
signaled in its Hell o nessage.

Nei ghbor BGP ldentifier: BGP ldentifier of the neighbor BGP router
as signaled in its Hell o nessage.

Sub-TLVs : currently none defined
Crypt ographi ¢ Aut hentication TLV

The Cryptographi c Authentication TLV is an optional TLV that is used
as part of an authentication mechanismfor BGP Hell o nessage by
securing agai nst spoofing attacks. It also introduces a

crypt ographi ¢ sequence nunber carried in the Hell o nmessages that can
be used to protect against replay attacks. Using this Cryptographic
Aut hentication TLV, one or nore secret keys (w th corresponding
Security Association (SA) I1Ds) are configured on each BGP router

For each BGP Hell o message, the key is used to generate and verify an
HVAC Hash that is stored in the Cryptographic Authentication TLV.

For the cryptographi c hash function, this docunent proposes to use
SHA- 1, SHA- 256, SHA-384, and SHA-512 defined in US NI ST Secure Hash
Standard (SHS) [FI PS-180-4]. The HVAC aut henticati on node defined in
[ RFC2104] is used. O the above, inplenentations MJST include
support for at |east HVAC SHA-256, SHOULD incl ude support for HVAC
SHA-1, and MAY include support for HVAC SHA- 384 and HVAC- SHA-512
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rther details for ensuring the security of the BGP Hell o UDP
ssages are described in Section 11.

e Cryptographic Authentication TLV format is as shown bel ow.

0 1 2 3
01234567890123456789012345678901
T T e S S T S S T st S S R S S T ol ST S YN S S
Type | Length |
B T i T o o o S e i i S S
Security Association ID |
B S i ks e S S i i i S S S S e e e e
Crypt ographi ¢ Sequence Nunber (Hi gh-Order 32 Bits) |
T T e S S T S S T st S S R S S T ol ST S YN S S
Crypt ographi ¢ Sequence Nunber (Low Order 32 Bits) |
B T i T o o o S e i i S S
Aut hentication Data (Vari abl e) /1
B S i ks e S S i i i S S S S e e e e

Figure 8: Cryptographic Authentication TLV
Type: TBD6
Length: Specifies the length of the Value field in octets

Security Association ID: The 32-bit field that maps to the
aut hentication algorithmand the secret key used to create the
message digest carried in Hello nessage payl oad.

Crypt ographi ¢ Sequence Nunber: The 64-bit, strictly increasing
sequence nunber that is used to guard agai nst replay attacks. The
64-bit sequence nunmber MJST be increnented for every BGP Hello
message sent by the BGP router. Upon reception, the sequence
nunber MUST be greater than the sequence nunber in the |ast BGP
Hel | o message accepted fromthe sendi ng BGP nei ghbor. O herwi se,
the BGP hell o nessage is considered a replayed packet and is
dropped. The Cryptographi c Sequence Nunber is a single space per
BGP router.

Aut hentication Data: This field carries the digest conputed by the
Cryptographic Authentication algorithmin use. The length of the
Aut hentication Data varies based on the cryptographic algorithmin
use, which is shown bel ow

HVAC- SHAL 20 bytes

HVAC- SHA- 256 32 bytes
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HVAC- SHA- 384 48 bytes
HVAC- SHA- 512 64 bytes
Nei ghbor Di scovery Procedure

The nei ghbor discovery mechanismin BGP is inplemented with the
introduction of an Interface state in BGP and an Adj acency Finite
State Machine (FSM. This section describes the states, FSM and
procedures invol ved.

I nterface Procedures

In order to perform nei ghbor discovery, BGP needs to maintain state
for the subset of its connected interfaces over which nei ghbor

di scovery is enabled. For these interfaces, BGP sends its Hello
messages, including the TLVs described in Section 8, as long as its
link is UP. The Neighbor TLV described in Section 8.5 is, included
once a nei ghbor is discovered as described in Section 9.2 .

The Hel |l o messages MUST be originated periodically at an interva
which is less than or equal to one third of the Adjacency Hold Tine
indicated by the router inits Hello nessage. The RECOMVENDED
default value for the Adjacency Hold Tinme is 45 seconds which nmakes
the hell o message interval to be 15 seconds. Period Hello nessages
ensure robustness of the nei ghbor discovery mechani sm agai nst
transient |loss of hello nessages that are sent over unreliable UDP
messagi ng channel and al so enabl e detection of nei ghbor down events
over specific links. Periodic Hello nessages that do not convey any
change in state SHOULD exclude TLVs that signal the local interface
or adjacency state and have the S bit CLEAR as specified in

Section 7.

A State Change Hell o nessage MUST be triggered, w thout waiting for
the periodic tinmer expiry, whenever there is a change in the router’s
Hell o TLVs' content that needs to be signaled to its nei ghbor over
the specific link. A State Change Hell o nessage MJST al so be
triggered when a new nei ghbor’s Hell o nmessage is first received or
change is detected in the neighbor’s Hello TLV' s that results in
change in it’'s adjacency state. Once a State Change Hell o nessage is
triggered on a specific interface, the router MJST continue to
generate State Change Hell o nessages on it with the necessary TLVs

i ncluded at periodic hello nmessage intervals for a period of tine
that is at least equal to the Adjacency Hold Tine. This ensures that
messages carrying the updated information and | ocal state changes are
not lost. The router can switch back to Periodic Hell o nessages
after it has transnmitted State Change Hell o nessages with the | atest
TLV contents for the Adjacency Hold Time period.
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When a router receives a Hello nmessage fromits neighbor, it MJST
restart the Adjacency Hold timer that it is maintaining for the

nei ghbor adj acency using the value indicated in the Hell o nmessage.
When the nmessage is of type State Change (i.e. with S bhit SET), it
additionally needs to process all the TLVs included and verify the
signal ed state agai nst what was conveyed in the previous State Change
Hel | o message fromthe same nei ghbor. Any changed identified would
trigger the adjacency FSM change as described in Section 9. 2.

When a router does not receive a Hello nessage fromits nei ghbor for
a period equal to Adjacency Hold Tine, then it MJST treat this as an
adj acency down event and clean up its adjacency state to this

nei ghbor as described in Section 9. 2.

Before the interface is shut or the neighbor discovery nechanismis
disabled on it, the router SHOULD attenpt to send out imediate Hello
nmessages, wWith the S bit CLEAR (i.e. not including state rel ated
TLVs) and with Adjacency Hold Tine set to O, to trigger the adjacency
down event on its neighbors. 1t MJST then clean up its own adjacency
states on that specific |ink.

When either the BGP ldentifier or the AS nunber are nodified, then
the router MUST send out a triggered Hello nmessage, with the S bit
CLEAR and with Adjacency Hold Tinme set to 0 using the old BGP
Identifier and AS nunber val ues, over all the links enabled for BGP
nei ghbor di scovery.

A router receiving a Hell o nessage with Adjacency Hold Tine set to O
MUST treat this event as if the adjacency hold tiner has expired for
the specific neighbor and proceed to bring down the adjacency.

An interface going down (e.g. due to link failure or | oss of signal)
MUST i mredi ately trigger the adjacency down event for all adjacencies
over it as if the adjacency hold tiner expired for all neighbors on
that |ink.

9.2. Adjacency State Machine
On a per interface basis, BGP needs to maintain an adjacency state
for each neighbor that it discovers. The adjacency state is
mai ntained as a FSM and it has states as described in the foll ow ng
secti ons.

9.2. 1. Down State

This is the transient terninal state after which an adjacency is
del et ed.
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When transitioning to the Down state from Accepted, the router
renoves the path corresponding to this adjacency from any Adjacency
Route that it had setup to the neighbor’s prefixes. |If no other

adj acency exists in Accepted state to the neighbor, then it also

del etes the BGP TCP peering session(s) setup to the nei ghbor based on
t he nei ghbor di scovery mechani sm

9.2.2. Initial State

This is the transient initial state fromwhich an adjacency starts,
when the router detects a hello nessage from a new nei ghbor on the
link, and immediately transitions to the 1-way state.

9.2.3. 1-Way State

While in the 1-way state (or when entering it), the adjacency
transitions from1l-way to 2-way state when the router detects a

Nei ghbor TLV corresponding to itself in the neighbor’s Hello nmessage.
If the state does not imrediately transition on to 2-way after
entering 1l-way, the the router MJST immediately trigger a State
Change Hell o message with the inclusion of the neighbor in a Neighbor
TLV with the state set to 1-way.

When transitioning to the 1-way state from Accepted, the router
renoves the path corresponding to this adjacency from any Adjacency
Route that it had setup to the neighbor’s prefixes. |f no other

adj acency exists in Accepted state to the neighbor, then it also

del etes the BGP TCP peering session(s) setup to the nei ghbor based on
t he nei ghbor di scovery mechani sm

Adj acency transitions to Down state for any of the foll owing events:
* Link goes down operationally or is adm nistratively shut

* Adj acency Hold Tiner expires

* Router receives a Hello nessage fromits nei ghbor with Adjacency
Hold Tinme value set to O

* Nei ghbor discovery is disabled on the Iink

* Change in BGP Identifier or AS nunber on the |ocal router
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4. 2-\Wy State

Upon transitioning into this state, the router triggers a State
Change Hell o nmessage with the neighbor’s status set to 2-way in the
Nei ghbor TLV. At this stage, both neighbors have received each
other’s Hell o nessages and thus discovered each other

When the router, in this adjacency state, detects that the neighbor’s
state for itself is 2-way or higher, then it perforns the validation
checks based on local policy and information exchanged in the Hello
TLVs. Following are sone of the validation checks that may be
performed on the adjacency:

* Verify subnet matching between the |local and renote interface
addr esses.

* Verify AS nunbers based on |local policy as well as against the
Al l oned ASN TLV when one i s bei ng exchanged.

* Verify that BFD nonitoring (when enabled) is indicating UP state.

When t he adj acency passes the validation checks, it transitions to
the Adj-OK state and transitions to the Adj-Reject state otherw se.

The adj acency transitions to Down state for any of the adjacency down
events described in Section 9.2.3

The adj acency transitions to 1-way state when the router stops seeing
itself in a Neighbor TLV of its Neighbor’s State Change Hello
nessages.

5. Adj-Reject State

Upon transitioning into this state, the router triggers a State
Change Hell o nmessage with the neighbor’'s status set to Adj-Reject in
t he Nei ghbor TLV.

The adj acency remains in the Adj-Reject state as long as the
paraneters bei ng exchanged via the State Change Hell o nessages do not
pass validation checks. The neighbors continue to include each other
in their respective State Change Hel | o nessages.

The adj acency transitions to the Adj-OK state once the validation
checks pass (e.g. due to update in any paraneters or |ocal policy).

The adj acency transitions to Down state for any of the adjacency down
events described in Section 9.2.3
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The adj acency transitions to 1-way state when the router stops seeing
itself in a Neighbor TLV of its Neighbor’s State Change Hello
messages.

When transitioning to an Adj-Reject state from Accepted state, the
router renoves the path corresponding to this adjacency from any

Adj acency Route that it had setup to the neighbor’s prefixes. If no
ot her adj acency exists in Accepted state to the neighbor, then it

al so del etes the BGP TCP peering session(s) setup to the nei ghbor
based on the nei ghbor discovery mechani sm

9.2.6. Adj-OK State

Upon transitioning into this state, the router triggers a State
Change Hell o message with the neighbor’s status set to Adj-OK in the
Nei ghbor TLW.

The adj acency transition to Adj-OK state indicates that the router
has accepted its neighbor. However, it is possible that the nei ghbor
has not accept it and is signaling Adj-Reject state for the adjacency
fromit’s end.

The adj acency transitions to the Accepted state from Adj-OK once it
detects that its neighbor is also signaling the Adj-OK or Accepted
state for it.

The adj acency transitions to Down state for any of the adjacency down
events described in Section 9.2.3

The adj acency transitions to 1-way state when the router stops seeing
itself in a Neighbor TLV of its Neighbor’s State Change Hello
nessages.

The adj acency transitions to Adj-Reject state when any of the
val idation checks listed in Section 9.2.4 fail

When transitioning to an Adj-OK state from Accepted state, the router
renoves the path corresponding to this adjacency from any Adjacency
Route that it had setup to the neighbor’s prefixes. |If no other

adj acency exists in Accepted state to the neighbor, then it also

del etes the BGP TCP peering session(s) setup to the nei ghbor based on
t he nei ghbor di scovery mechani sm

9.2.7. Accepted State

The adj acency transition to Accepted state indicates that both the
nei ghboring routers have accepted the adjacency to each ot her
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On this transition, the router triggers a State Change Hell o nessage
with the neighbor’s status set to Accepted in the Neighbor TLV. It
then installs the Adjacency Route(s) for the Prefix(es) signaled by
the neighbor via the Local Prefix TLV via this adjacency |ink using
the neighbor’s address on that link. |If this is the first Accepted
adj acency to the nei ghbor then the Adjacency Route gets added to the
I ocal routing table, otherwi se an additional path corresponding to
this adjacency |ink and nei ghbor address on it gets added to the

exi sting Adjacency Route. The details are described in Section 9.3.

When this is the first Accepted adjacency to the neighbor, then the
setup of the BGP TCP session to the Peering Address(es) signaled by
t he nei ghbor is also triggered.

The adj acency transitions to Down state for any of the adjacency down
events described in Section 9.2.3.

The adj acency transitions to 1-way state when the router stops seeing
itself in a Neighbor TLV of its Neighbor’s State Change Hello
nessages.

The adj acency transitions to Adj-Reject state when any of the
val idation checks listed in Section 9.2.4 fail

Adj acency Route

The Adj acency Route programm ng is an optional part of the BGP

Nei ghbor Di scovery mechani smfor setting up reachability for the
nei ghbor’s prefixes signaled via the Local Prefix TLV correspondi ng
to adj acencies in Accepted state.

Adj acency Routes establish reachability between | ocal prefixes on
directly connected BGP routers. They enable reachability between the
Peering Addresses (generally | oopbacks) of the two nei ghbors so that
the BGP TCP session may cone up between them Then, for the BGP
routes |l earnt over the TCP session, where the next-hop is the

nei ghbor, they also provide the BGP NH resol ution

Unli ke other BGP routes, these are not recursive routes as in they
point to the neighbor’'s interface and I P address. These routes that
are setup as part of the neighbor discovery procedure are hence
different fromthe regular |BG and EBGP routes. These routes also
MUST have a better adninistrative distance as conpared to the | BGP
and EBGP routes to ensure that they do not get displaced fromthe
forwardi ng by BGP routes | earnt over the very session(s) established
usi ng these peering routes.
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The Adj acency Routes SHOULD NOT be stored in any of BGP RIBs

[ RFC4271] since they are not conputed based on the BGP deci sion
process. It is RECOVMENDED that these routes be nanaged in a
separate routing table within the BG Nei ghbor Discovery function to
ensure that none of the processing and validation for BGP RIB affects
themand in turn they do not influence the BGP decision process and
route cal cul ati on.

VWhen there are multiple interconnecting |inks between two BGP

nei ghbors, a single BG TCP session nay be setup between them over
which routes are then exchanged. However, in the forwardi ng, the
Adj acency route will have multiple paths - one for each of these
interconnecting links. So the BGP routes |earnt over the session
actually end up getting resolved over this Adjacency route and in
turn gets the ECVMP | oad bal ancing even with a single BGP session

Interactions with Base BGP Protoco

The BGP Finite State Machine (FSM as specified in [ RFC4271] is
unchanged and the BGP TCP session establishnent, route updates and
processing continues to follow the BG protocol specifications.

BGP peering addresses along with their respective ASNs have
traditionally been explicitly provisioned on both BGP nei ghbors. The
di fference that neighbor discovery nechani smbrings about is in
elimnation of this configuration as these paraneters are learnt via
the nei ghbor discovery procedure. Once BGP router learns its

nei ghbor’ s peering address and ASN, then its initializes the BGP Peer
FSM for this neighbor in the Idle State - just as if this neighbor
was configured. Fromthereon, the BGP Peer FSM actions foll ows.

The BGP Keepalives and Hold Tiner for the session over TCP apply
unchanged and they govern the operations of the BG TCP session

Wil e the BGP Keepalive works at the TCP session |level, the BGP

Adj acency Hol d Timer nonitors one or nore underlying interconnecting
i nk adj acenci es between the neighbors. The reachability for the BGP
TCP session may al so be over the some BGP routes |learnt via routing
updat es over the sessions setup via neighbor discovery. It is likely
that even after all the underlying interconnecting |link adjacencies
bet ween two nei ghbors are down that the neighbor’s peering address is
reachabl e via BGP routing over sone other path in the network. In
order to avoid this, it is RECOWENDED that the BGP TCP sessions
setup via nei ghbor discovery mechanismuse TTL set to 1 to ensure
they are setup only over directly attached |inks to the nei ghbors.

Since the BGP TCP session setup via nei ghbor discovery was neant for

hop- by-hop routing, it would be necessary to bring down the session
even while its BGP Hold Tinmer has not expired for faster convergence.
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Therefore, when all the underlying |ink adjacencies between tw BGP
nei ghbors nove out of the Accepted state (or go down), then the BGP
TCP peering session that was setup using BGP Nei ghbor Discovery
mechani sm bet ween these two neighbors is also deleted as if it was
un-confi gur ed.

Si nce the BGP nei ghbor di scovery nmechani smruns over a UDP socket, it
is isolated fromthe core BGP protocol working which is TCP based.

I mpl enent ati ons SHOULD ensure that the hell o processing does not

af fect the base BGP operations and scalability. One option may be to
run the BGP nei ghbor di scovery nechanismin a separate thread from
the rest of BGP processing. These inplenentation details, however,
are outside the scope of this docunent.

It is not generally expected that BGP sessions are explicitly

provi sioned al ong with the nei ghbor discovery nechanism However, in
such an event, the nei ghbor di scovery nechani sm MUST NOT affect or
result in any changes to provisioned BGP nei ghbors and their
operations. Specifically, BGP peering to auto-discovered nei ghbors
MUST NOT be instantiated using the procedures described in this
docunent when the same BGP nei ghbor is already provisioned. The
configured BGP nei ghbor paranmeters take precedence and the auto-

di scovered val ues and paraneters are not used for such configured BGP
sessi ons.

Security Considerations

BGP routers accept TCP connection attenpts to port 179 only fromthe
provi si oned BGP nei ghbors or, in sonme inplenentations, those from
within a configured address range. Wth the BGP nei ghbor auto-

di scovery mechanism it is now possible for BG to automatically

| earn nei ghbors and initiate/receive TCP connections fromthem This
i ntroduces the need for specific considerations to be taken care of
to ensure security of the BGP protocol operations.

Thi s docunent introduces UDP nessages in BGP for the nei ghbor

di scovery mechani smusing the BGP Hell o nessages. For security

pur poses, inplenentati ons MJST exchange the Hell o messages only on
interfaces specifically enabled for neighbor discovery. Hello
messages MUST NOT be accepted on other than the 224.0.0.2 or FF02::2
addresses. Optionally, inplenentations MAY set TTL to 255 when
originating the Hell o nessages and receivers check specifically for
the TLV to be 254 and di scard the packet when this is not the case.
This ensures that the Hell o packets signaling happens between
directly connected BGP routers only.
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The BGP nei ghbor discovery mechanismis expected to be run typically
in DCs and between physically connected routers that are trustworthy.
The Cryptographi c Authentication TLV (as described in Section 8.6)
SHOULD be used in depl oynents where this assunption of
trustworthiness is not valid. This mechanismis sinmlar to one
defined for LDP Hell o nessages that are al so UDP based as specified
in [RFC7349]. An updated future version of this docunment wll
describe simlar procedures for BGP hello in nore details.

Once the BGP hell o nmessages and the nei ghbor discovery nechanismis
secured, then the security considerations for BGP protocol operations
apply for the auto-di scovered nei ghbor sessions.

Manageabi l ity Consi derations
This section is structured as recomended in [ RFC5706] .
1. Operational Considerations

The BGP nei ghbor di scovery nechani smintroduced by this docunment is
not applicable to general BGP depl oynents as discussed in Section 3.
The nechanismis specifically neant for networks where BGP is used as
a hop-by-hop routing protocol E.g. as described in [ RFC7938]. The
nei ghbor di scovery nechani sm hence SHOULD NOT be enabl ed by default
in BGP.

I mpl enent ati ons SHOULD provi de configuration methods that all ow

enabl enent of BGP nei ghbor discovery on specific local interfaces.

In a DC network, it is expected that the operator selects the
appropriate links on which to enable this e.g. on a Tier 2 node it is
enabled on all links towards the Tier 1 and Tier 3 nodes while on a
Tier 1 node, it may be only enabled on the links towards the Tier 2
node. The details of this enabl enent are outside the scope of this
docunent since it varies based on the DC design and nmay be

i mpl ement ati on specific.

| mpl enent ati ons SHOULD provi de configuration methods that enable the
setup of BGP nei ghbor tenplates that enabl es operator to setup BGP
nei ghbor di scovery paraneters on the BGP router. Sone of the aspects
to be considered in such a tenplate are:

* Local address to be used for the BGP TCP session peering al ong
with the local ASN and the AFI/SAFI enabled for the auto-
di scovered sessions

* BGP policies to be enabled for the auto-di scovered sessions

et al. Expires 1 August 2026 [ Page 29]



I nternet-Draft BGP Nei ghbor Di scovery January 2026

12.

Xu,

* Optionally specify the list of ASNs with which auto-di scovered
sessions should be brought up. This is to ensure that when |inks
between different Tier nodes are not used by BGP when they get
connected wongly due to accidents (e.g. say a Tier 3 node is
connected to a Tier 1 node).

* Authentication nethods that are need to be enabled in an
environment which is not secure

* Local interfaces over which the specific tenplate needs to be
appl i ed for BGP nei ghbor discovery

* Other paraneters like the Adjacency Hold Timer value to be used or
ot her optional features

Thi s nmechani sm does not inpose any restrictions on the way ASNs or
addresses are assigned to the nodes. Various automatic provisioning,
aut o-configurati on or zero-touch-provisioning mechani sns may be used.

I mpl enent ati ons SHOULD report the state of the BGP operations over
each link enabl ed for nei ghbor discovery including the status of al
adj acencies learnt over it. |Inplenentations SHOULD al so report the
operations of the auto-di scovered BG TCP peering sessions sinilar to
the provisioned BGP nei ghbors.

I mpl enent ati ons SHOULD support | oggi ng of events |ike discovery of an
adj acency usi ng nei ghbor di scovery including peering route updates
and events like triggering of BGP TCP session establishnent for them
Errors and alarns related to | oss of adjacencies and tear down of BGP
TCP peering sessions SHOULD al so be generated so they could be
noni t or ed.

2. Managenent Considerations

Thi s docunent introduces UDP based nessaging in BGP protocol and
therefore the necessary fault managenent nechani sns are required to
be impl emented for the sanme. |I|nplenentations MJST discard
unsupported nessage types or version types other than 4 received over
a UDP session. Such nmessages MJUST NOT affect the nei ghbor discovery
mechani smin operation using the Hell o messages. Unknown TLVs
received via the Hell o messages MJUST be ignored and the rest of the
Hel | o message MJST be processed. |npl enentati ons SHOULD di scard
Hel l o messages with mal forned TLVs and this should be | ogged as an
error.
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13. | ANA Consi derations

Thi s docunents requests | ANA for updates to the BGP Paraneters
registry as described in this section.

13.1. BGP Hell o Message

Thi s docunent requests IANA to allocate a new UDP port (179 is the
preferred nunber ) and a BGP message type code for BGP Hell o nessage.

Val ue TLV Name Ref er ence

Servi ce Nanme: BGP-HELLO

Transport Protocol (s): UDP

Assi gnee: | ESG <i esg@etf.org>

Contact: |ETF Chair <chair@etf.org>.

Description: BGP Hell o Message.

Ref erence: This docunent -- draft-xu-idr-nei ghbor-autodi scovery.
Port Number: 179 (preferred value) -- To be assigned by | ANA

13.2. TLVs of BGP Hello Message

Thi s docunent requests IANA to create a new registry "TLVs of BGP
Hel | o Message" with the follow ng registration procedure:

Regi stry Name: TLVs of BGP Hell o Message.

Val ue TLV Nane Ref er ence
0 Reserved Thi s docunent
1 Accept ed ASN Li st Thi s docunent
2 Peering Address Thi s docunent
3 Local Prefix Thi s docunent
4 Link Attributes Thi s docunent
5 Nei ghbor Thi s docunent
6 Crypt ographi ¢ Aut henti cati on Thi s docunent

7- 65500 Unassi gned

65501- 65534 Experi ment al Thi s docunent
65535 Reserved Thi s docunent
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