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Abst ract

Thi s docunent defines a netadata and query profile for efficient

di scovery of autononous software agents. The profile describes how
agents publish capability metadata using explicit tags, natural -

| anguage descri ptions, exanple tasks, protocol bindings, and
operational constraints. It also defines JSON netadata, discovery
request, and di scovery response objects that enable discovery
services to conbine structured filtering, semantic retrieval, and
fine-grained matchi ng whil e preserving an interoperabl e protoco
surface.

The profile does not mandate a specific nachine-I earning nodel,
enbeddi ng nodel, database, or ranking algorithm Instead, it
standardi zes the netadata and result evi dence needed by clients and
di scovery services so that different inplenentations can interoperate
while optimzing their own | atency, scalability, and ranking quality.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 Novenber 2026.
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Agent ecosystens require a way to find suitable agents froml arge and
dynani ¢ candi date sets. Exact |ookup by identifier is not
sufficient: users and agents often express intent in natura

| anguage, whil e avail abl e agents expose capabilities using

het er ogeneous names, descriptions, tags, exanples, protocols, and
endpoi nt net adat a.

Nai ve di scovery approaches have undesirable trade-offs. Heavy

| anguage- nodel

add unacceptable latency for interactive or agent-to-agent
negotiation. Sinple vector search over a single concatenated
description can be fast but may dilute inportant capability details

in

mul ti - purpose agents. Keyword search over tags can be efficient

but may miss semantically rel ated agents.

Thi s docunent defines an efficient agent discovery profile that
separates agent netadata into conplenmentary signals:

*

explicit capability tags for fast structured filtering;
nat ur al -1 anguage descriptions for broad semanti c nmatching;
exanpl e tasks for fine-grained intent natching;

prot ocol and endpoi nt bindings for reachability; and

operational constraints for safe candi date sel ection
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The profile standardi zes what agents publish and what di scovery
services return. Discovery services remain free to inplement tag
i ndi ces, dense vector indices, exanple-Ilevel matching, neura
routers, synbolic rules, or hybrid approaches.

1.1. Pr obl em St at enent

Agent di scovery has two conpeting requirenments. It nust be
expressive enough to match natural -1 anguage task intent against

het er ogeneous agents, and it nust be concrete enough that independent
i npl ement ati ons can exchange netadata and queries w thout sharing the
sane ranki ng engi ne.

Exi sting mechani sms can publish web resources, service descriptors,
or tool manifests, but they do not by thensel ves define the

di scovery-specific conbination of capability tags, broad
descriptions, exanple tasks, freshness, nmatching evidence, and ranked
responses used by this profile. Wthout a common profile, discovery
services either expose platformspecific nmetadata or return opaque
ranki ngs that clients cannot validate, debug, or conpare.

Thi s docunent therefore standardi zes the nmetadata and query surface,
not the internal retrieval inplenentation

1.2. Applicability
This profile is applicable to registries, directories, marketplaces,
gateways, or |ocal discovery services that need to return candidate
agents for a task intent. It is not intended to replace exact
identifier resolution, endpoint security, or post-discovery
i nvocation protocols.

1.3. Coals
This profile has the foll ow ng goals:

* define an agent netadata object suitable for high-performance
di scovery;

* support both structured filtering and natural -1 anguage i ntent
sear ch;

* preserve fine-grained capability signals for nulti-purpose agents;

* define discovery request and response fields that are independent
of any particular ranking algorithm
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* allow discovery results to include matching evidence and
confidence signals;

* support increnental netadata updates; and

* provide security and privacy gui dance for discovery services.

Non- Goal s

This profile does not define:

* a new transport protocol;

* a new URI schenme;

* a mandatory registry topol ogy;

* a mandatory ranking forml a;

* a mandatory enbeddi ng nodel, | anguage nodel, or vector database;

* a reputation system or

* an invocation protocol for executing tasks after discovery.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in BCP

14 [ RFC2119] [RFCB174] when, and only when, they appear in al

capital s, as shown here

Ter mi nol ogy

Agent: An autononmous or sem -autononbus software systemthat exposes
one or nore capabilities and can be selected for invocation

Agent Metadata: A structured object that describes an agent’s
identity, capabilities, exanples, protocol bindings, and
operational constraints.

Capability Tag: A short nornalized | abel that identifies a
capability, domain, industry, task type, or other discovery-
rel evant property.

Context Description: A natural-|anguage description of an agent’s
pur pose, scope, and supported tasks.
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Di scovery Request: A request sent by a client or agent to a
di scovery service to obtain candi date agents.

Di scovery Response: A response containing ranked candi date agents
and nmat chi ng evi dence.

Exanpl e Task: A short natural -l anguage exanpl e of a user request,
agent -t o-agent request, or task pattern that the agent is intended
to handl e.

Mat chi ng Evi dence: Data returned by a discovery service to explain
why a candi date was sel ected, such as matched tags, matched
exanpl es, score conmponents, or policy filters.

Profile Overview
The profile has two interoperable surfaces:

* the Agent Metadata object, published by agents or registries; and

* the Discovery Request and Di scovery Response objects, exchanged
between clients and di scovery services.

The canonical field nanes and exanples in this profile use JSON

[ RFC8259]. (O her serializations MAY be used by a transport or

regi stry binding only when the binding defines an unanbi guous nmappi ng
for field names, val ue types, arrays, objects, and unknown-field
behavi or .

The following figure shows a typical inplenentation. It is
illustrative, not normative.

met adat a publication

Agent ----- - > Di scovery Service
\ I
\ | builds indices
\ v
\ Fom - +
\ | tag index |
\ | context idx |
\ | exanpl e idx
\ R +
\
\ discovery request
%
dient ------mmmm i > Di scovery Service
dient <--------mmmmi i ranked candi dat es

response with matching evidence
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The di scovery service MAY build separate internal indices fromthe
same netadata. For exanple, it mght build an inverted index for
tags, an enbeddi ng index for descriptions, and an exanpl e-level index
for task exanples. These internal structures are not part of the
wire profile.

3.1. Conformance Levels

This profile defines three conformance |levels for increnental
adopt i on.

| DO Met adat a Publ i sh Agent Metadata with |
| id, name, description, and at |
| | east one bindings entry. |
Fomm o - o a o o m e e e e e e aaao o +
| D1 | Structured | Support Discovery Requests |
| | Discovery | with tag and protocol filters |
| | | and return ranked candi dates. |
AR, S o mm e e e e e e a— oo oo +
| D2 | Evidence-Based | Return nmatching evidence, |
| | Discovery | freshness data, and score |
| | | components when request ed. |
N oo o - o e e e e e e e meme oo +
Table 1

I mpl ement ati ons SHOULD state the highest |evel they support. A D2
di scovery service MJST al so satisfy DO and D1. dients SHOULD
tolerate | ower levels but MIUST NOT assune that a DO publisher
supports query processing.

4. Agent Metadata
An Agent Metadata object describes an agent for discovery. It MJST
be a single JSON object unless another serialization is explicitly

sel ected by a binding profile that preserves the data nodel defined
in this docunent.
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4.1. Top-Level Fields

[ bl s s s oo s oo ety o}
| Field | Type | Requirement | Description |
[ sl sl s s e e e e e e e e e s s s s s s
| id | string | MUST | Stable identifier of the |
I I I | agent I
o m e e e oo - Fomm oo - o m e e e oo - o e e e e e e e +
| name | string | MUST | Human-readabl e name |
S TS S oo e e e e e e i oo oo oo +
| description | string | MUST | Natural -1 anguage cont ext |
| | | | description |
I T I T +
| tags | array of | SHOULD | Normalized capability |
| | string | | tags |
S TS S oo e e e e e e i oo oo oo +
| exanpl es | array of | SHOULD | Exanpl e tasks or request |
| | object | | patterns |
I T I T +
| bi ndi ngs | array of | MJST | Protocol and endpoi nt |
| | object | | bi ndi ngs |
S TS S oo e e e e e e i oo oo oo +
| auth | object | SHOULD | Authentication |
I | | | requirements |
I T I L T +
| constraints | object | MAY | Region, policy, cost, |
| | | | rate, or data constraints |
S TS S oo e e e e e e i oo oo oo +
| status | string | SHOULD | Operational status |
. dememmaaaa . . +
| expires_at | string | MAY | Tinme after which the |
| | | | record should be |
| | | | refreshed |
S TS S oo e e e e e e i oo oo oo +
| version | string | SHOULD | Metadata version or |
| | | | capability version |
I T I T +
| updated_at | string | SHOULD | Timestanp for freshness |
| | | | checks |
S TS S oo e e e e e e i oo oo oo +
| signature | object | MAY | Signature or credential |
| | | | binding netadata |
I T I L -, +
Table 2
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4. 2.

4. 3.

4. 4.

Xu,

Fi el d nanes are case-sensitive. |nplenmentations SHOULD i gnore
unknown fields for forward conpatibility, but MJST preserve unknown
fields when acting as a transparent netadata rel ay.

Identifier and Name

The id field MUST be stable for the lifecycle of the agent
registration. It MAY be a URI, DNS-based nane, registry-Iocal
identifier, or another profile-defined identifier. This profile does
not define or reserve a new URl schenme; when URIs are used, their
schenes are defined outside this docunent. Discovery services MJST
NOT assune that the human-readable name field is globally unique

Descri ption
The description field provides broad semantic context. It SHOULD
descri be:

* the agent’s primary purpose;

* supported domai ns;

* inportant input and output types;

* operational limtations; and

* safety or policy-relevant boundari es.

Descriptions SHOULD be witten for discovery and interoperability,
not marketing. They SHOULD avoi d unsupported superlatives such as
"best", "perfect", or "guaranteed".

Capabi lity Tags

The tags field contains nornalized | abels. Tags SHOULD be sel ected
fromone or nore declared taxononi es when possi bl e.

Tags SHOULD be conci se, | owercase, and stable. A tag SHOULD
represent a capability, domain, task famly, data type, industry,
protocol, or |anguage. Exanples:

["translation", "finance", "invoice-processing", "json-output"]

Di scovery services MAY expand tags using taxonony rel ationships or

synonym maps. |f expansion is used, the response SHOULD di stingui sh
directly matched tags from expanded or inferred tags.
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4.5. Exanpl e Tasks

The examples field preserves fine-grained capability signals. Each
exanpl e SHOULD descri be a concrete task the agent can handl e.

[ oo ey oo e s
| Field | Type | Requirenment | Description |
[ el oo ool e sl e oo 1}
| id | string | SHOULD | Stable exanple
| | | | identifier |
. S I - +
| text | string | MUST | Exanple task or
| | | | request |
Fom e e e oo - Fomm e e e oo o e e e e oo o o e e e e a e oo m +
| tags | array of | MAY | Tags associ ated
| | string | | with the exanple
. S I - +
| input_schema | object | MAY | Expected input
I I I | shape I
Fom e e e oo - Fomm e e e oo o e e e e oo o o e e e e a e oo m +
| output_schema | object | MAY | Expected out put
I I I | shape I
. S I - . +
| language | string | MAY | Language tag |
. T . e +
Table 3

Exanpl e tasks SHOULD be specific. For a nulti-purpose agent,

publ i shers SHOULD i ncl ude exanpl es for distinct capability nopdes

rat her than averaging all capabilities into one broad description.
4.6. Protocol Bindings

The bindings field tells a client how the agent can be contacted or
i nvoked after discovery.
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F oo oo sl oo oo e e s e o}
| Field | Type | Requirement | Description |
[ el sl e s e sl e s bl
| protocol | string | MJUST | Protocol |
| | | | identifier defined
| | | | by the selected |
| | | | binding profile, |
| | | | such as https |
o e e e o S R S o e e e +
| endpoi nt | string | MJUST | Endpoint reference
| | | | or URI |
o e e eeiaa oo i oo oo e e eaoao- +
| nedia_types | array | MAY | Supported request |
| | of | | or response media
| | string | | types |
o e e e e oo R S o e e e e oo +
| interaction_nodel | string | MAY | request-response, |
| | | | streaming, batch, |
[ | | | or profile-defined |
I I I | value I
o e e e o S R S o e e e +
| priority | integer | MAY | Preference order |
| | among bi ndi ngs |
o e e eeiaa oo i oo o e e eaao- +
Table 4

Di scovery clients MUST verify that a binding is acceptabl e under
| ocal policy before invocation

4.7. \Versioning and Extensions

Met adat a publishers SHOULD i nclude a version field and SHOULD updat e
it whenever the neaning of capabilities, exanples, or bindings
changes.

Unknown top-level fields MJST be ignored by discovery services unless
| ocal policy requires strict validation. Unknown fields in nested
obj ects SHOULD al so be ignored. Inplenentations that relay netadata
SHOULD preserve unknown fields unless doing so conflicts with privacy
or policy requirenents.

Private extension fields SHOULD use collision-resistant names, such
as reverse-DNS nanes or URIs. Extensions that affect ranking,

aut hori zation, or wire conmpatibility SHOULD be docunmented in a stable
speci fication.
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Status and Freshness

The status field SHOULD use one of:

* active

* inactive

* suspended

* deprecated

* testing

The updated_at or version field SHOULD be used to reject stale

nmet adata. Di scovery services SHOULD expose when a result was indexed
and whether the source netadata is older than a client-supplied
freshness constraint.

If expires_at is present, discovery services SHOULD stop returning
the record after that tine unless local policy explicitly allows
stale results. Publishers SHOULD refresh records before expiration
and SHOULD use randomjitter for large fleets to avoid synchronized
refresh bursts.

Met adat a Exanpl e

et al. Expi res 9 Novenber 2026 [ Page 12]
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"id": "https://agents.exanple.net/id/ hr-core-automator",
"name": "HR Core Automator"
"description": "Optimzes HR workflows and onboardi ng checks.",
"tags": ["hr", "workflow', "onboarding", "hcnl, "api-automation"],
"exanpl es": [
{
"id': "ex-1",
"text": "Prepare a new enpl oyee onboardi ng workflow. ",
"tags": ["onboarding", "workflow']

n i dll : n eX- 2II ,
"text": "Check an enpl oyee record for missing payroll fields.",
"tags": ["enployee-record", "validation"]

}

,indings": [

{
"protocol": "https",
"endpoint": "https://agents. exanpl e.net/hr-core/invoke",
"medi a_types": ["application/json"],
"interaction_nodel": "request-response"

}

1tatus": "active",
"version": "1.0.0",
"updated_at": "2026-05-08T00: 00: 00Z"

]

]

D scovery Request

A Di scovery Request asks a discovery service to return candi date
agents. It MJST be a single JSON object unless another serialization
is explicitly selected by a binding profile that preserves the data
nodel defined in this document.

Request Fiel ds

[ s e sy st e e el e s U
| Field | Type | Requirenent | Description |
| query | string | MJST | Natural -1 anguage |
| | | | intent or task |
| | | | description |
o e e e e oo oo R S o e e e e e e oo +
| required_tags | array | MAY | Tags that candi dates

| of | | nust satisfy |
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I | string | I I
Fom e e e oo B o m e e e oo - Tt +
| preferred_tags | array | MAY | Tags that increase
| | of | | ranking score |
I | string | I I
o e e oo S S o +
| excluded_t ags | array | MAY | Tags that candidates
| | of | | must not contain |
| | string | | |
o e e e e oo oo R S o e e e e e e oo +
| protocols | array | MAY | Acceptable protocols |
| | of | | |
I | string | I I
Fom e e e oo B o m e e e oo - Tt +
| constraints | object | MAY | Policy, region, cost,
| | | | latency, or freshness
| | | | constraints |
o e e oo S S o +
| limt | integer | MAY | Maxi mum nunber of |
| | | | candi dates |
o e e e e oo oo S R S o e e e e +
| include_evidence | boolean | MAY | Whet her matching |
| | | | evidence is requested
o e e oo S S o +
| detail | string | MAY | mnimal, sunmary, or |
| | | | full response detail
o e e e e oo oo S R S o e e e e +
| client_context | object | MY | dient-side hints |
| | | | such as locale or
I I I | domain I
Fom e e e oo S R o +
Table 5
A di scovery service MJST apply required_tags and excl uded_tags as
hard filters when it supports the correspondi ng taxonomy. |[If it
cannot apply a hard filter, it MJST report that limtation in the
response.

The detail field controls netadata mnimzation. A value of mninal
requests only identifiers, status, and enough endpoint data to
continue resolution. A value of summary requests the nornal

candi date sunmary. A value of full requests conpl ete netadata where
policy pernmits. Discovery services MAY redact fields even when ful

i s requested.

5.2. Request Exanple

Xu, et al. Expi res 9 Novenber 2026 [ Page 14]
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{
"query": "Find an agent for onboarding validation and APl setup.",
"required_tags": ["hr"],
"preferred _tags": ["onboarding", "api-automation"],
"protocols": ["https"],
"constraints": {
"max_results_age seconds": 300,
"region": "apac"
}
"limt": 10,
"detail": "summary"
"include_evidence": true
}

Di scovery Response

A Di scovery Response contains ranked candidates. It MJST be a single
JSON obj ect unless another serialization is explicitly selected by a
binding profile that preserves the data nodel defined in this
docunent .

Response Fi el ds
| Field | Type | Requirenment | Description |
| request_id | string | SHOULD | Identifier for |
| | | | tracing the request |
Fom e e e e e oo s T Fom e o - Fom e e e e e oo s +
| candi dates | array | MJST | Ranked candi dat e |
| | of | | agents |
I | object | I I
o e e e e e oo - Fomm oo S o e e e e e oo - +
| applied_ filters | object | SHOULD | Filters applied by
| | | | the discovery
| | | | service |
S R R S +
| unsupported filters | array | MAY | Filters the service
| | of | | could not apply |
I | string | I I
Fom e e e e e oo s T Fom e o - Fom e e e e e oo s +
| warni ngs | array | MAY | Limtations or |
| | of | | policy warnings |
I | string | I I
o e e e e e oo - Fomm oo S o e e e e e oo - +
| generated_at | string | SHOULD | Response generation
I I I | timestanp I
o e e e e oo s T S o e e e e oo s +
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Table 6

Each candi date object SHOULD i ncl ude:

[ sl e, oo e oo s st
| Field | Type | Requirenent | Description |
| id | string | MUST | Agent identifier |
o e e e e oo oo TS S o e e e e +
| nane | string | SHOULD | Human-readabl e |
I I I | nane I
o e e oo S S o +
| description | string | SHOULD | Short description |
| | | | or summary |
o e e e e oo oo TS S o e e e e +
| bindings | array of | SHOULD | Usabl e protocol |
| | object | | bi ndi ngs |
o e e oo S S o +
| score | nunber | SHOULD | Overall ranking |
| | | | score |
o e e e e oo oo TS S o e e e e +
| score_conponents | object | MAY | Structured score |
| | | | details |
o e e oo S S o +
| matched_t ags | array of | MAY | Tags mat ched |
| | string | | directly or by |
| | | | expansion |
o e e e e oo oo TS S o e e e e e e oo +
| matched _exanples | array of | MAY | Exanpl es that |
| | object | | matched the query |
Fom e e e oo S R o +
| credential _refs | array of | MAY | References for |
| | string | | verification |
o e e e e oo oo TS S o e e e e e e oo +
| redacted | boolean | MAY | Whether fields |
| | | | were omtted by |
I I I | policy I
Fom e e e oo Fomm oo - o m e e e oo - Tt +
| status | string | SHOULD | Operational |
| | | status |
o e e e oo S Fom e o - e +
| freshness | object | SHOULD | I'ndex and |
| | | | netadata |
| | | | freshness |
o e e e e oo oo TS S o e e e e +
Table 7
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Scores are local to the discovery service. Cients MJST NOT conpare
scores fromdifferent discovery services unless a common scoring
profile is explicitly defined.

6.2. Score Conponents

When score_conponents is returned, the foll owi ng conponent nanes are
RECOMVENDED:

[ gttty s —p—(—(—(—(—(—————————————————————————————————
| Component | Meaning |
| tag | Match between query-derived tags and agent tags |
N Lt +
| context | Semantic match agai nst descriptions or broad |
| | context text |
Fom e e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| example | Match agai nst one or nore exanpl e tasks |
R o m e e e e e e e e e e e e e e e e e e e e e m e mee—— oo o +
| protocol | Conpatibility with requested protocol bindings |
R o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| freshness | Penalty or bonus based on netadata age |
Fom e e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| policy | Local policy, trust, region, or entitlenment |

| signal |
N Lt +

Table 8

| mpl enent ati ons MAY add depl oynent - speci fi ¢ conponents. Unknown
components MJUST be ignored by clients that do not understand them

6.3. Response Exampl e
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"request _id": "reqg-123",
"generated_at": "2026-05-08T00: 00: 012",
"applied filters": {

"required_tags": ["hr"],

"protocol s": ["https"]

"éandidates": [
{
"id": "https://agents.exanple.net/id/hr-core-autonmator"”,
"nanme": "HR Core Automator”,
"description": "Optimzes onboardi ng workflows.",
"bi ndi ngs": [

"protocol": "https",
"endpoint": "https://agents. exanple.net/hr-core/invoke"
}
]1
"score": 0.91,
"score_conponents": {
"tag": 0.95,
"context": 0.83,
"exanpl e": 0.96
}1
"matched_tags": ["hr", "onboarding", "api-automation"],
"mat ched_exanpl es": [
{
"id': "ex-1",
"score": 0.96,
"text": "Prepare a new enpl oyee onboardi ng workf | ow.

}

tatus": "active",

"freshness": {

"met adat a_updated_at": "2026-05-08T00: 00: 002",
"indexed_at": "2026-05-08T00: 00: 00Z"

]

}
}
]
}

7. Discovery Processing Mdel
Thi s section describes a recommended processing nodel. It is not

mandatory, but it explains howthe netadata fields in this profile
support efficient discovery.
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I ndex Construction
A di scovery service can build three conpl enentary indices:
Tag index: An inverted index fromcapability tag to agent
identifiers. This supports fast filtering and hi gh-recal
candi dat e generation
Context index: A semantic index over descriptions, generated
sunmari es, or other broad context fields. This supports natural -
| anguage recall when user wording differs fromtags.

Exanpl e index: A fine-grained index over individual exanple tasks.
This preserves distinct capability nodes for multi-purpose agents.

Di scovery services MAY augnent descriptions with synthetic queries or
other derived text. |If derived text materially affects ranking,

i mpl ement ati ons SHOULD retain provenance so that debuggi ng and abuse
revi ew are possi bl e.

Query Processing

A discovery service follow ng the recoomended nodel processes a
request as foll ows:

1. Validate the request and apply authentication or rate linits.
2. Nornmlize tags and constraints agai nst supported taxonom es.

3. Derive query features, such as predicted tags, query enbeddi ngs,
or synbolic constraints.

4. Retrieve candidates fromthe tag i ndex and context index.
5. Merge and deduplicate candi dates.

6. Re-rank candi dates using exanple-level, policy, freshness, and
operational signals.

7. Return candidates with matching evidence and warni ngs.
The service SHOULD bound the nunber of candi dates entering expensive

re-ranking stages. The service SHOULD return partial results with
war ni ngs when a non-critical ranking conponent is unavail able.
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Exanpl e- Level Mat ching

For multi-purpose agents, exanpl e-level matching i s RECOWENDED. The
servi ce SHOULD preserve separate exanple vectors or features rather
than representing all exanples only as one averaged vector. This
allows a query to match one specific capability even when the agent
has other unrel ated capabilities.

A di scovery service MAY conpute the final score using a weighted
conbi nation of tag, context, exanple, freshness, and policy
conponents. This docunent does not define the weights.

Privacy Defaults and Redacti on

Di scovery services SHOULD m nim ze results by default. Unless

detail=full is requested and authorized, responses SHOULD omt
sensitive endpoint details, private exanples, internal system nanes,
billing hints, and non-public credential references.

If fields are omtted due to policy, the candidate SHOULD i ncl ude
"redacted": true and the response SHOULD include a warning or policy
reason when doi ng so does not reveal sensitive information.

Mat chi ng Evi dence

Mat chi ng evi dence hel ps clients deci de whether a result is useful and
hel ps operators debug search behavi or

When include_evidence is true, a discovery response SHOULD i ncl ude at
| east one of:

* matched tags;

* mat ched exanpl es;

* matched description snippets;
* score conponents;

* applied filters;

* rejected hard constraints; or
* freshness indicators.

Evi dence MUST NOT di scl ose private netadata or private user queries
fromother clients.
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Regi strati on and Update Behavi or

Di scovery quality depends on fresh netadata. Registries or agents
SHOULD subnit increnental updates when

* endpoi nts change;
* protocol bindings change;
* capability tags change;
* exanpl es are added or renoved;
* operational status changes; or
* credentials are revoked or renewed.
Di scovery servi ces SHOULD support sequence nunbers, tinmestanps,
entity tags, or equivalent freshness mechanisms. A stale update MJST
NOT repl ace a newer record.
Regi strations SHOULD be idenpotent on (id, binding endpoint) or
anot her profile-defined stable key. Re-sending the same key with
newer freshness data SHOULD be treated as a refresh. Re-sending the
sane id with conflicting ownership or inconpatible bindings SHOULD
produce a conflict error.

Federati on
Di scovery services MAY federate results from other discovery services
or registries. Federated results MJST include provenance sufficient
for a client or local policy engine to determne the origin of the

dat a.

Feder at ed candi date nmetadata SHOULD i ncl ude:
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| Field | Description |
[ ooy oo oo sy o}
| origin_service | Discovery or registry service

| | that supplied the record |
o e e oo o m e e e e e e e e e eee oo s +

Fom e o m oo +

| received_at | Time the | ocal discovery

| | service received the record |

o e e e e oo oo o e e e e e e e e e e e e e e +
Tabl e 9

Federati on MJUST NOT renove freshness, redaction, or credenti al
information that a client needs to make a trust deci sion

I nteroperability Considerations

This profile is intended to map cleanly to existing agent netadata
formats. \Where another format already defines fields such as agent
cards, tool lists, OpenAPl descriptions, or protocol-specific

mani fests, inplementers SHOULD map those fields into description,
tags, exanples, bindings, and constraints rather than duplicating

i nconpati bl e netadata

The foll owi ng mapping is typical
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| Source Concept | Profile Field

[} e ——————————————————— s —p—_—r
| Agent card nane | nane |
O S I +
| Agent card description | description

T I ISR +
| Skill or capability list | tags |
o e e e e e e e e e e aa o - T +
| Tool exanples or pronpts | exampl es |
O S I +
| Endpoint or transport binding | bindings |
T I ISP +
| Authentication metadata | auth |
o e e e e e e e e e e aa o - T +
| Rate or region linmts | constraints
O S I +

Tabl e 10

12. Error Model

If this profile is carried over a request/response protocol, errors
SHOULD be returned as structured objects containing:

| Field | Requirenment | Description |
[ bl s s et o}
| code | MUST | Stabl e nmachine- |
| | | readabl e error code |
. I T T +
| nmessage | SHOULD | Hurman-readabl e |
| | | expl anation |
S S o e m e e e e e e e e e e +
| correlation_id | SHOULD | Identifier for |
| | | tracing and support |
. I T T +
| retry_after | MAY | Suggested retry |
| | | delay |
S S o e m e e e e e e e e e e +

Table 11

The foll owi ng error codes are RECOVVENDED:
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| Code | Meani ng |
[ oo b oo oo e s o}
| invalid_request | Required field m ssing or nalfornmed

o e e e e o s o m e e e e e e e e e eee e +
| unsupported filter | The service cannot apply a |
| | requested hard filter |
Fom e e e e oo o o e e e e e e e e e e e e e e mmemamao o +
| unauthorized | Authentication is required or |
| | failed |
o e e e e o s o m e e e e e e e e e eee e +
| forbidden | Authenticated client |acks |
| | perm ssion |
Fom e e e e oo o o e e e e e e e e e e e e e e mmemamao o +
| conflict | Registration conflicts with an |
| | existing record |
o e e e e o s o m e e e e e e e e e eee e +
| not_found | Requested agent or record was not |
| | found |
Fom e e e e oo o o e e e e e e e e e e e e e e mmemamao o +
| stal e_netadata | Candidate or registration failed |
| | freshness checks |
o e e e e o s o m e e e e e e e e e eee e +
| rate linmted | dient exceeded rate or quota |
| | limts |
Fom e e e e oo o o e e e e e e e e e e e e e e mmemamao o +

Tabl e 12

HTTP bi ndings, if used, SHOULD nmap these errors to conventional HTTP
status codes such as 400, 401, 403, 404, 409, 410, 429, and 503,
usi ng the semantics defined for HITP status codes in [ RFC9110].

Test Vectors

This section is non-normati ve.

The foll owi ng exanpl es can be used as nini mal parser and
interoperation tests.

1. Mnimal DO Metadata
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{
"id": "https://exanple.net/agents/ mnimal",
"name": "M ninmal Agent",
"description": "Answers short factual questions.",
"bi ndings": [
{
"protocol": "https",
"endpoint": "https://exanple.net/agent/invoke"
}
]
}

An inplenentation claimng DO support MJST accept this object as
valid netadata, assuming the identifier and endpoint schene are
al | oned by | ocal policy.

2. Mninmal Dl Query

{
"query": "answer a short factual question",
"protocol s": ["https"],
“limt": 1

}

A D1 discovery service receiving this query SHOULD return zero or
nmor e candi dates and MUST NOT require include_evidence.

3. Unsupported Hard Filter
{ . .
"query": "find a translation agent",
"required_tags": ["translation"],
"constraints": {
"unsupported private filter": "exanple"
}

If the service treats unsupported _private filter as a hard filter and
cannot apply it, the service MIST either fail the request or include
the filter nane in unsupported filters.

Security Considerations

Di scovery is security-sensitive. A malicious discovery result can
steer a client to an attacker-controll ed agent.

Met adata authenticity: Cients SHOULD verify signatures,

et al. Expi res 9 Novenber 2026 [ Page 25]



I nternet-Draft Agent Discovery Profile May 2026

15.

Xu,

credentials, or registry attestati ons before invoking an agent
returned by discovery.

Capability fraud: Agents can exaggerate descriptions, tags, or
exanpl es. Discovery services SHOULD di stingui sh self-asserted
met adata fromverified netadata.

Prompt injection in nmetadata: Descriptions and exanples are
untrusted text. Discovery services using |anguage nodel s MJST
prevent netadata from overriding systeminstructions, |eaking
private data, or changi ng ranking policies outside the intended
processi ng path.

Ranki ng mani pul ation: Attackers may stuff tags, generate m sl eading
exanpl es, or create many simlar agents. Discovery services
SHOULD apply abuse detection, duplicate detection, rate limts,
and provenance checks.

Stale or revoked results: Discovery services SHOULD expose freshness
data. Cients MJST check revocation and endpoint validity before
i nvocati on.

Federation trust: Federated discovery can anplify fal se netadata.
Di scovery services MJST preserve origin and signature information
and SHOULD apply local trust policy before nerging renote
candidates into |ocal results.

Filter bypass: A discovery service that silently ignores unsupported
hard filters can return unsafe candi dates. Services MJST report
unsupported hard filters in unsupported filters or fail the
request.

Sensitive intent | eakage: Discovery requests can reveal user goals.
Di scovery services MJST protect requests in transit and SHOULD
mnimze retention

Result authorization: A discovery response is not an authorization
decision. The target agent MJST still enforce its own access
control policy.

Privacy Consi derations

Agent netadata rmay reveal private business capabilities. Publishers

SHOULD avoi d exposing internal system names, customer identifiers,

private schemas, or secrets in descriptions and exanpl es.

Di scovery services SHOULD eval uate these risks using the genera
privacy guidance for Internet protocols in [ RFC6973].
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Exanpl e tasks can reveal sensitive use cases. Publishers SHOULD
provi de representative but sanitized exanples.
Di scovery services SHOULD mi ni m ze query | oggi ng, support deletion or
retention policies, and avoid using private discovery requests to
train nodels without explicit authorization

I ANA Consi derati ons
Thi s docunent defines profile-local field nanes, string values, and
error codes only. It does not create new registries, nedia types,
URI schenes, HITP fields, or protocol paraneter values. It nakes no
| ANA requests.

| mpl enent ati on Status
This section is to be renoved before publication as an RFC
Prot ot ype di scovery systems can inplenment this profile using a tag
inverted i ndex, a dense context index over descriptions, and an
exanpl e-1 evel semantic index. Small specialized classifiers or other
fast routing nodels may be used to predict tags, but such nodels are
not required for interoperability.

I mpl ement ati on Checkl i st
An i nmpl enentation can be reviewed against the follow ng checklist:
* supported confornmance |evel;
* accepted nmetadata serialization;
* required and optional fields validated,
* unknown-field behavi or docunent ed;
* freshness and expiration checks i npl enent ed;
* hard-filter failure behavior inplenented,
* score conponents docunented;
* redaction behavi or docunented;

* federation provenance preserved; and

* security controls for netadata injection and ranki ng abuse
docunent ed.
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