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Abst r act

Thi s docunent specifies a protocol nechani smfor enbeddi ng service
type identifiers into network packets in order to enable intelligent
traffic recognition, policy-based forwarding, and resource

optim zation by network devices. The protocol allows standardized
service type labels to be carried in | Pv4/1Pv6 headers, MPLS | abels,
or Ethernet frame headers. It is applicable to a wi de range of
services, including i mersive VR (e.g., 1080p, 4K), scientific
computing, real-time communications, and Internet of Things (IoT)
appl i cations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 August 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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2. Introduction

Wth the diversification of network service types, traffic flows
exhibit significantly different requirenents in terns of |atency,
bandwi dth, jitter, and packet |oss. Traditional network devices have
limted visibility into application-layer senantics, resulting in
coarse-grai ned and inefficient resource allocation

Thi s docunent proposes a |ightweight and extensible traffic |abeling
protocol that enables network devices to apply differentiated
forwardi ng and resource nanagenent policies based on service type,

wi t hout relying on deep packet inspection (DPl) or maintaining
compl ex per-flow state.

3. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] and [ RFC8174].

4. Scope

Thi s specification defines a standardi zed service type |abeling
mechani smto enhance network awareness of application requirenments
and to enable nore precise and automated policy enforcenent.

The protocol applies primarily to | P-based networks (IPv4 and | Pv6),
and can be extended to other data plane protocols that support |abe
insertion, such as MPLS and sel ected Ethernet franme fornats.

Label i ng points may include end hosts, edge gateways, or SDN

controll ers. Label-aware nodes include routers, switches, firewalls,
and virtualized network functions capable of interpreting NST-TLP

| abel s and enforcing differentiated forwarding, QS, traffic

engi neering, or resource scheduling policies.

The target services are those with significantly differentiated
networ k requirenents, such as inmrersive AR/ VR, high-performance
scientific conmputing, industrial control signaling, high-priority IoT
telenmetry, and interactive real-tine comunications.

Thi s docunent does not fully specify the conplete service type
taxonony. Service type registries are maintained through | ANA as
described in Section 8. Deployment of NST-TLP is increnmental and
does not require universal support within a network donmain.
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7

Terns and Definitions

Servi ce Type: A standardized code identifying an application traffic
category (e.g., "VR-1080p", "Scientific-Conmputing").

Traffic Label: A field enbedded in a packet header that carries the
service type identifier.

Labeling Point: A network entity responsible for inserting |abels
i nto packets.

Label - Aware Node: A network device capabl e of recognizing | abels and
appl yi ng policies accordingly.

Abbr evi ati ons
QS: Quality of Service
Prot ocol Overvi ew

NST- TLP provi des a standardi zed mechanismto transl ate application
semantics into conpact, nachi ne-readable |abels that are carried in-
band wit hin packet headers. This enables network devices to perform
servi ce-aware forwarding without requiring DPl or conplex flow

cl assification.

1. Design Principles

I n-band Signaling: Labels are carried within packets to ensure
synchroni zati on between traffic and policy.

I ncrenental Depl oynent: Networks may contain a m x of |abel-aware and
unawar e nodes. Unaware nodes forward packets according to existing
protocol rules.

Separation of Semantics and Policy: Labels convey service semantics
only. Forwarding actions are deternined by |local or controller-based
policy tables.

Pr ot ocol Overvi ew

The Network Service Type-Aware Traffic Labeling Protocol (NST-TLP) is
a |lightweight and extensible mechani smthat provides standardized
service type identification for network packets. |Its fundanenta
objective is to translate application- or service-level semantics
(e.g., service category and quality requirenents) into a conpact,
machi ne-readabl e | abel carried in-band wthin packet headers.
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By enbeddi ng service type information directly into packet headers,
net wor k devi ces al ong the forwarding path can recogni ze the service
attributes of traffic flows and apply appropriate forwarding,
schedul i ng, or resource managenent policies wthout relying on deep
packet inspection (DPl) or maintaining conplex per-flow state.

Desi gn Principles
The design of NST-TLP foll ows these principles:

I n-band Signaling: The service type label is carried as part of the
packet itself, ensuring strict synchronization between traffic and

policy enforcement. This avoids the |latency and consistency issues
associ ated with out-of-band signaling nechani sns.

I ncrenental Depl oynent: NST-TLP is designed to support coexistence of
| abel -aware and | abel -unaware nodes within the same network. Nodes
that do not support NST-TLP MJST ignore the |abel and forward packets
according to the standard processing rules of the underlying protocol
(e.g., IPv4d options or |IPv6 extension header handling).

Separation of Semantics and Policy: The NST-TLP | abel conveys only
standardi zed service type semantics and does not prescribe specific
forwardi ng actions. Concrete actions (e.g., queue selection, path
computation, or rate limting) are determ ned by local policy or by
control l er-provided policy mapping tables. This separation provides
operational flexibility for network adm nistrators.

Syst em Conponents and Wor kfl ow

A typical NST-TLP systeminvolves the follow ng | ogical conmponents
and their interactions:
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Fom e e e oo + Tt +
|
%
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| Label Renoval / Sink
| (Optional, e.g., at |
| domai n boundari es) |

Figure 1

Service Type ldentification and Label Ceneration: Service type
i nformati on MAY be determined by the traffic source (e.g., an
application or virtual machine network interface) or by an
intelligent network ingress device (e.g., an SDN edge switch or
service gateway) using traffic classification or control-plane
instructions. Once identified, an NST-TLP | abel is generated
according to the encoding rules defined in this specification.

Label Encapsul ation: The |abeling point inserts the generated NST-TLP
| abel into outgoing packets. The specific encapsul ation nethod
depends on the underlying network |ayer protocol (e.g., |Pv4, |Pv6,
MPLS, or Ethernet extensions).

Label - Based Forwardi ng and Policy Enforcenent: NST-TLP | abel -aware
nodes al ong the forwarding path parse the |abel carried in packets.
These nodes maintain, or retrieve froma controller, a service-type-
to-action mapping table. Based on the Service dass, Sub-d ass, and
Priority fields, the node applies corresponding actions, such as:
assi gni ng packets to specific priority queues, selecting | owl atency
or high-bandwi dth paths, performng traffic metering or shaping, or
triggering nonitoring and | oggi ng events.
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Label Lifetime: The lifetine of a |abel is typically bound to the
lifetime of the associated traffic flow A |abel MAY be renoved at
adm ni strative domain boundaries (e.g., for security or policy
reasons) or rewitten when service type mapping is required across
domains. At the final destination, the label is nornmally ignored or
stripped by the protocol stack

9. Label Format
The NST-TLP | abel is encoded as a fixed-length or variable-length

field carried within packet headers. A recomended basic format is
shown bel ow.

0 1 2 3
01234567890123456789012345678901
R o o e e i i e S S S s T S S S S e e ik i e R
| Version | Service Class | Sub-Class | Priority | Flow H nt |

T S i o I R S S i it et EIE S R R S S e i i e e s
| Opti onal Met adat a |
i T s i o S i i S R I S I S S S M

Figure 2

The fields are defined as foll ows:

Version (4 bits): Indicates the version of the NST-TLP format. This
docunent defines version value 1.

Service Class (8 bits): ldentifies the major service category, such
as VR' AR, scientific conputing, 0T, or real-tinme comunication
Val ues are assigned fromthe | ANA NST-TLP Service C ass registry.

Sub-Cl ass (8 bits): Ildentifies a sub-category within a given Service
Class, such as 1080p, 4K, or 8K for VR video services. The
interpretation of this field is specific to the associated Service
Class and is defined in the correspondi ng sub-registry.

Priority (4 bits): Indicates the relative priority of the traffic
within the sane Service C ass or Sub-Class. This field is intended
to support QoS scheduling and differentiated forwardi ng behavior

Flow Hint (8 bits): A sender-assigned hint value that assists network
devices in flowidentification or |oad bal ancing. For exanple, this
field MAY be used to distinguish multiple parallel flows generated by
the sanme application instance or to carry a sinplified hash value for
Equal - Cost Multi-Path (ECWP) forwarding. The processing of this
field is local to a network domain and its semantics are not
guaranteed to be consistent across donmains.
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Optional Metadata (variable length): Carries additional information
related to the service type. The structure and semantics of this
field are defined by the specification of the correspondi ng Service
Class. For exanple, for scientific conputing services, the netadata
MAY include a conpact Job Identifier or conmunication pattern

i ndicator, while for financial trading services it MAY include a

m crosecond- | evel tinestanp.

Label Encodi ng and Registry
To ensure gl obal consistency and interoperability of NST-TLP | abels,
a public and authoritative encoding registry is required. This
docunent specifies that | ANA maintains the registries for NST-TLP
Servi ce O asses and Sub-d asses.
Once a value is assigned and published, its senantic neani ng MJST
remain stable across future versions of the protocol and MJST NOT be
redefined. Al assignnments MJST be supported by stable and publicly
avai | abl e techni cal docunentation describing the characteristics of
the service type, its typical network requirenents, and the format of
optional netadata (if applicable).
1. NST-TLP Service O ass Registry

The NST-TLP Service C ass registry consists of 6-bit values (0-63).
Each registry entry defines a major service category.

Each registry entry includes the follow ng fields:
Val ue: A 6-bit nuneric value (0-63).

Nane: An English abbreviation and full nanme of the service category
(e.g., "VRAR Virtual Reality/Augnented Reality")

Description: A brief description of the service category and its
typical characteristics

Sub- C ass Specification: A reference to the RFC or stable docunent
that defines the Sub-C ass values for this Service C ass.

Contact: The responsible | ETF worki ng group or designated expert.
Initial registry contents are as foll ows:
* 0. RESERVED

* 1. VRAR Virtual Reality / Augnmented Reality

Expi res 2 August 2026 [ Page 8]



I nternet-Draft NST- TLP January 2026

* 2. SCICOW Scientific Computing

* 3: IOICRIT Critical IoT Control

* 4. RTC Real-Tinme Communication (e.g., VolP, Video Conferencing)
* 5-31: Unassigned (reserved for future | ETF all ocation)

* 32-63: Experinental/Private Use (not guaranteed to be globally
i nt eroper abl e)

10.2. NST-TLP Sub-C ass Registries
For each Service Cass that requires detail ed sub-category
definitions, | ANA SHALL mai ntain an associ ated Sub-C ass registry or
a nornative appendi x referenced fromthe main registry entry.

For exanple, for Service Cass 1 (VRAR), a "VRAR Sub-C ass" registry
is defined using 8-bit val ues.

Exampl e entries for the VRAR Sub-C ass registry include:
* 0: RESERVED
* 1. VIDEO 2K (1080p)
* 2: VIDEO 4K
* 3: VIDEO 8K
* 4. POSE_H GH (high-rate pose and control signaling)
* 5: AUDI O 3D (spatial audio)
10.3. Exanple of a Conplete Label Encoding

This section provides an illustrative exanple of constructing a
compl ete NST-TLP | abel .

Consider a 4K VR video flow that is narked as high priority and uses
the basic label format. The Flow Hint field is set to OxAB.

Service Cass (VRAR): | ANA-assigned value 1 (binary 00000001).
Sub-d ass (VIDEO 4K): Sub-registry value 2 (binary 00000010).

Priority: Hgh priority = 0001.
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Version: Basic format = 0001

Fl ow H nt: OxAB (binary 10101011).

The resulting 32-bit |abel is:

0001 00000001 00000010 0001 10101011

VWi ch corresponds to the hexadeci mal val ue 0x10121AB.

This 4-octet |abel can be inserted into an | Pv6 Hop-by-Hop Options
header or a dedi cated extensi on header, enabling internmedi ate network
devices to recognize the flow as a high-priority 4K VR service and
apply appropriate |l owl atency and hi gh-bandw dth forwardi ng policies.

11. Label Insertion and Handling
11.1. Labeling Points

NST- TLP | abel s MAY be inserted at different points in the network,
dependi ng on the network architecture, policy managenent nodel, and
devi ce capabilities.

End systems (e.g., hosts, servers, and user devices) are the
preferred | abeling points because they can provi de the nost accurate
service type information. Applications that support the NST-TLP API
MAY specify the service type when creating sockets or sending data,
and the operating systemnetwork stack is responsible for generating
and encapsul ating the corresponding | abel. The operating system MAY
al so infer service type automatically based on packet characteristics
such as destination port, transport protocol, or process context. In
virtualized environnents, virtual network interface drivers or

hypervi sors MAY | abel traffic based on the service type of the

associ ated virtual machi ne or container.

When end systens do not support |abel insertion, network edge devices
MAY performthis function. As the first hop in the network, an edge
device MAY insert |abels based on deep packet inspection (DPl), flow
feature analysis, or policy instructions received froma contro

pl ane (e.g., an SDN controller). 1In nobile networks, a base station
MAY rmap bearer-level QS identifiers (e.g., QCl in LTE or 5Q in 5G
to NST-TLP | abels. Security gateways MAY al so insert service type

| abel s based on application identification results while enforcing
security policies.

I n software-defined networking (SDN) and network function

virtualization (NFV) environnents, |abel insertion is nore flexible.
Usi ng sout hbound interfaces (e.g., OpenFlow), controllers MAY
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instruct switches to insert labels for specific flows. At the
i ngress of an NFV service chain, |abels MAY be assigned according to
service chain policies

2. Label Processing Rul es

NST- TLP | abel - aware nodes SHOULD process |l abels in a consistent
manner to ensure predictable network behavior. A node MJST identify
the | abel encapsul ation |ocation according to the packet type (e.g.,

I Pv4, 1 Pv6, or Ethernet) and validate the |abel format, including the
Version field and I ength. The node MJUST verify whether the Service
Cl ass and Sub-d ass val ues are known. For unknown val ues, the node
SHOULD apply a default policy.

A node MJST apply forwardi ng and resource nanagenment actions based on
the | abel contents. For queue scheduling, packets SHOULD be assi gned
to appropriate priority queues according to the Service C ass, Sub-
Class, and Priority fields. For exanple, VR 4K traffic MAY be pl aced
in a strict priority queue, while background data transfers MAY be
assigned to a best-effort queue. For path selection, forwarding
deci si ons MAY consider the service type, such as selecting high-
bandwi dt h paths for scientific conputing traffic and | ow I atency
paths for interactive VR traffic. Nodes MAY reserve bandw dth or
conmput e resources for specific service types

By default, a node SHOULD preserve the NST-TLP | abel and forward it
with the packet. |In certain cases, a node MAY update the |abel, for
exanpl e, by updating the Flow Hint field to reflect path changes,
adjusting the Priority field based on congestion conditions, or
perform ng service type mapping at administrative domain boundari es.

A node SHOULD consider rempving the |abel under the foll ow ng
conditions: when traffic | eaves an NST- TLP-capabl e donai n; when
required by security policy; or when the packet reaches its fina
desti nati on.

If a | abel does not conformto the specified format, a node MAY

di scard the packet (in security-sensitive environments), renove the
| abel and forward the packet according to default policy (in best-
effort environnents), and/or generate an error log or an | CVP error
message (subject to l|ocal configuration).

If no explicit policy is configured for a given Service C ass or Sub-
Cl ass, the node SHOULD apply the default policy associated with that
Service Cass. |If no such default policy exists, the node SHOULD
apply the lowest-priority best-effort policy.

Expi res 2 August 2026 [ Page 11]



I nternet-Draft NST- TLP January 2026

12. Use Cases

By providing standardized service type identification, NST-TLP
enables intelligent traffic managenment and resource scheduling in a
wi de range of network scenarios. This section describes
representative use cases.

12. 1. | mer sive VR/ AR Service Assurance

VR AR traffic is highly sensitive to latency (e.g., less than 20 ns)
and jitter, and different sub-flows within the sanme session (such as
4K vi deo, pose tracking signaling, and haptic feedback) have

het er ogeneous bandwi dth and reliability requirenents. Conpared with
usi ng only DSCP, NST-TLP allows the network to distinguish different
sub-flows of the sane VR session and provide nore fine-grained
resource guarantees.

A VR application or operating systemnarks video streans as Service
Cl ass: VRAR and Sub-C ass: VIDEO 4K, and marks critical pose contro
signaling as Sub-Class: POSE HGH with Priority set to a high val ue.
Access switches and core routers recogni ze these | abels and apply
strict priority forwarding and | ow | atency path selection to
PCSE H GH traffic, while ensuring high bandwi dth and enhanced
reliability (e.g., by using forward error correction) for VIDEO 4K
traffic.

12.2. High-Performance and Scientific Conputing Networks

Hi gh- performance conmputing (HPC) jobs (e.g., MPlI comunication) often
generate bursty el ephant flows and require high throughput and | ow
job conmpletion time, while managenment and control traffic is |atency
sensitive. NST-TLP inmproves overall cluster utilization by enabling
the network to becone conputation-aware rather than a transparent

pi pe.

A job schedul er or conpute node marks MPI bulk traffic as Service
Class: SCI COW and Sub-C ass: MPI _BULK, and MAY include a compact Job
Identifier hash in the optional metadata. Data center swtches build
j ob-aware scheduling policies, isolating SCICOW traffic fromweb or
background traffic. For collective operations (e.g., MPI _BARRI ER),

hi gher-priority sub-classes MAY be used to ensure fast
synchroni zati on.
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12.3. Critical 10T and Industrial Contro

Industrial 10T control signaling requires determnistic |atency and
high reliability, whereas sensor telemetry nmay tol erate higher del ay
and jitter. NST-TLP enables critical control traffic to receive
deterministic service on a shared physical network, reducing

depl oynent and mai nt enance costs.

Programmabl e | ogic controllers (PLCs) or gateways mark notion control
commands as Service Class: |OTCRIT and Sub-C ass: MOTI ON CTRL, while
periodic sensor data is marked as Sub-d ass: TELEMETRY. Tine-
Sensitive Networking (TSN) switches or 5G user plane functions (UPFs)
map |OTCRIT traffic to schedul ed transm ssion gates or guarant eed
bit-rate bearers to ensure latency and reliability requirements.

12. 4. Real -Tinme Communication Quality I nprovenent

Real -time applications such as video conferencing and cl oud gam ng
contain multiple traffic conponents, including audio, video,
signaling, and file sharing, which require differentiated treatnent.
NST- TLP all ows the network to prioritize core interactive nmedia even
under congestion, thereby inproving user experience.

A real -time conmunication client marks audi o streans as Service
Class: RTC and Sub-d ass: AUDI O_| NTERACTI VE, video streans as

VI DEO CONF, and file transfers as DATA FILE. Enterprise WAN
optim zation devices or provider edge routers use these labels to
assign highest priority to audio traffic, guarantee bandw dth for
video traffic, and rate-linmt file transfers.

12.5. Cross-Domain Network Slicing and Service Chaining

In network slicing and service function chaining provided by
operators and cloud providers, a generic flowlevel identifier is
required to steer traffic through specific virtual networks or
function chains. NST-TLP provides a |ighter-weight alternative to
deep packet inspection and a nore flexible nechani smthan
destination-based cl assification.

When user traffic enters the network, ingress devices or controllers
mar k packets with slice-related NST-TLP | abels, such as Service d ass
val ues representing eMBB or URLLC. Sub-C ass or optional netadata
MAY indicate the required service function chain (e.g., firewall
intrusion detection, and video optim zation). Network nodes forward
traffic to the corresponding virtual network functions based on these
| abel s.
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13. Security Considerations
13.1. Label Forgery and Spoofing

Mal i ci ous endpoints or on-path attackers may forge or nodify NST-TLP
| abel s, for exanple, by marking bul k download traffic as high-
priority VR traffic in order to obtain preferential treatnment. This
results in a formof QS theft and may degrade the service quality of
legitimate fl ows.

Mtigation strategies include rewiting or validating |abels at trust
domai n boundaries (e.g., user-network interfaces), such that |abels
provi ded by untrusted user devices are not directly honored. In

hi gh-security environnents, optional netadata MAY carry a |ightweight
message aut hentication code (MAC) generated and verified by trusted
anchors or controllers using shared keys. This approach introduces
processi ng overhead and MJST be carefully eval uated.

13.2. Information Disclosure and Privacy

NST- TLP | abel s may expose sensitive information about user behavior,
application usage, or operational status. For exanple, frequent
occurrence of SCICOWP | abels may indicate that a user is performng
scientific conmputing tasks.

To mitigate privacy risks, gateways MAY nap fine-grai ned Sub-C ass
val ues to coarser Service O ass values when traffic traverses public
or untrusted networks. Labels MAY al so be renoved at administrative
boundari es according to policy. Encryption nechani sns such as | Psec
or TLS MAY be used to protect packets carrying |abels against
eavesdropping, noting that this may limt internmediate nodes’ ability
to process the |abels.

14. | ANA Consi derati ons

Thi s docunent requests IANA to create and maintain registries for
NST- TLP Service C asses and Sub-C asses as described in Section 8.
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