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Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may al so distribute working
docunents as Internet-Drafts. The list of current Internet-Drafts is
at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Components extracted fromthis docunent nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.

Abst ract

XRUDP (eXtended Reliable UDP) is a nodern UDP-based transport
protocol providing reliable, in-order, nmessage-oriented delivery

wi th congestion control, security, NAT traversal, and extensibility.
It is designed for scenarios demanding reliable and efficient
message delivery over unreliable networks, such as real-tine
signaling, 10T, gam ng, and edge conputing. This docunment specifies
the XRUDP packet format, state machine, negotiation, and interaction
wi th applications.
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1. I nt roducti on

XRUDP is designed to provide a transport |ayer suitable for nodern
internet applications that require nore control and performance
characteristics than TCP, but need nore reliability and features
than raw UDP. It is built on top of UDP to |leverage its firewal
and NAT compatibility, while adding essential transport features
like reliability, ordered delivery (for DATA and STREAM packets),
congestion control, security, and efficient nessage delineation

The protocol supports reliable nessage delivery, in-order transm ssion
(per strean), congestion control nechanisns (pluggabl e and negoti ated),
built-in NAT traversal capabilities, mandatory security (unless explicitly
negoti ated ot herw se), and optional advanced features |like nultipath

and nultistream operati on.

XRUDP ainms to offer a bal ance between the sinplicity of UDP and the
feature richness of protocols like QU C and SCTP, with a focus on
flexibility and extensibility through its TLV-based header format
and negoti ati on nechani sns.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when they appear in all caps, as
shown here.

2. XRUDP Packet Structure

XRUDP packets are self-contained units encapsulated within UDP

dat agrams. A single UDP datagram MAY contain multiple XRUDP

packets, but this is not RECOMVENDED for initial inplenentations

and requires careful handling of packet boundaries and CRC cal cul ation
Typi cal ly, one UDP datagram contai ns one XRUDP packet.

Each XRUDP packet is structured as follows:

T +

| XRUDP Base Header | (16 bytes)
R +

| Extension Header #1 | (TLV format: Type, Length, Value)
domemmemeeeemeaeeaaas +

| Extension Header #2 | (TLV format: Type, Length, Val ue)
T +

I I

R +

| Optional Payl oad | (Variable |ength, for DATA/ STREAM packet s)
R +

| CRC32C Foot er | (4 bytes)

T +
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XRUDP Base Header (16 bytes, Network Byte Order):

0 1 2 3
01234567890123456789012345678901
T T T T T T I I
| Vers | Type | Fl ags | Connection-1D |

Fi el d descriptions:

- Version (1 byte): The protocol version. This specification defines
version 1 (0x01). Inconpatible versions MJST result in connection
failure (e.g., via a RESET packet with a Version Msmatch error).

- Type (1 byte): The packet type, defining the packet’s primary
pur pose (see Section 3).

- Flags (2 bytes): A set of bit flags that nodify the interpretation
or indicate characteristics of the packet (see Section 4).

- Connection-1D (4 bytes): A unique identifier for the XRUDP
connection. The client initiates this IDin the INIT packet.

The server responds with the same client-chosen ID and its own
server-chosen IDin the INIT-ACK. Al subsequent packets from
the client to the server use the server’s Connection-ID, and
al | subsequent packets fromthe server to the client use the
client’s Connection-I1D. This allows both peers to identify the
connection quickly upon receiving a packet. |IDs are unique per
peer endpoi nt.

- Sequence- Nunber (4 bytes): A 32-bit nonotonically increasing
nunber assigned by the sender for packets requiring reliability
(DATA, STREAM possibly others as defined by extensions). The
sequence nunber space wraps around at 2732. Senders MJST handl e
wr ap- around gracefully, maintaining sufficient state to distinguish
bet ween ol d and new sequence nunbers within the active w ndow.

For non-reliable packets (e.g., ACK, HEARTBEAT), this field MAY
carry a different sequence, be set to 0, or used for a packet-
speci fic purpose, as defined by the packet type.

- Ack- Nunmber (4 bytes): A 32-bit cumul ative acknow edgnent numnber.
This indicates the sequence nunber of the highest in-order
reliabl e packet received by the sender of this packet. Packets
wi th Sequence- Nunber | ess than or equal to Ack-Number are
consi dered acknow edged.

Ext ensi on Headers (TLV Format):

Ext ensi on headers provide flexibility to add optional paraneters,
control information, or data to any packet type.
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Ext-Type (2 bytes): ldentifier for the extension type (see Section 10).
Extensions are typically negotiated during the handshake. The
upper bit MAY be used to indicate criticality (e.g., MSB = 1

for critical). The nechanismfor criticality MJST be negoti ated
or defined in the base protocol

Ext-Length (2 bytes): The length of the Ext-Value field in bytes.
Ext-Val ue (variable): The content of the extension. Its format
and neaning are defined by the Ext-Type. Miltiple extension
headers can be chained after the base header

Payl oad:
Present only in DATA and STREAM packet types, and potentially in
ot her packet types defined by extensions (e.g., EXT). It carries
the application-layer data or extension-specific |arge data bl ocks.

Foot er:

CRC32C (4 bytes): A Cyclic Redundancy Check using the Castagnol

pol ynomi al (Ox1EDC6F41). The checksumis cal cul ated over the
entire XRUDP packet, *including* the base header, extension
headers, and payl oad, but *excluding* the 4 bytes of the CRC32C
field itself (these bytes are treated as zero during calcul ation).
Thi s provides protection against corruption of the packet contents.
I mpl enent ati ons MJST verify the CRC32C upon reception and di scard
packets with invalid checksuns.

3. Packet Types

XRUDP defines the follow ng base packet types. Additional types MAY
be defined by extensions.

Type Narme Descri ption

0x01 INIT Initiate a new connection. Carries negotiation

paraneters (versions, features, security profiles,
extensions, initial w ndow sizes, etc.) and the
client’s proposed Connection-I|D.

0x02 I NI T- ACK Response to INIT. Indicates acceptance or

nmodi fi cation of paraneters, carries the server’s
Connection-1D, and confirns negotiated settings.

0x03 DATA Carries reliable, in-order application data for

the mai n connection stream (stream 0). Includes
a Sequence-Number for reliability tracking.

0x04 ACK Acknow edges received reliable packets. Contains

the cunul ative Ack-Nunber and MAY i ncl ude

Sel ective Acknow edgenment (SACK) bl ocks as an
ext ensi on header to indicate receipt of out-of-
order packets.
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0x05

0x06

0x07

0x08

0x09

Ox0A

0x0B

0x0C

0x0D

4, Packet Fl

NACK

HEARTBEAT

CLOSE

CLGOSE- ACK

RESET

STREAM

PATH- PROBE

PATH- ACK

EXT

ags
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Negati ve acknow edgenment. Explicitly requests
retransm ssion of one or nore specific packets,

i dentified by sequence nunbers or ranges,
typically using an extensi on header. NACKs are
OPTI ONAL and MAY be used al ongsi de or instead of
ti meout - based retransm ssions.

A lightwei ght packet exchanged periodically to
mai ntain NAT/firewal | mappi ngs and neasure RTT.
MAY carry mninmal state or sequence nunbers for

I iveness checks.

Initiates a graceful connection shutdown. |ndicates
the sender will send no nore application data.
Confirms recei pt of a CLOSE packet and i ndicates
the sender will send no nore application data

in response. Follows a CLOCSE packet to conplete
the graceful shutdown sequence.

Abruptly terminates a connection. Carries a

St atus Code extension to indicate the reason for
term nation (see Section 11). No further packets
for this connection are expected.

Carries reliable, in-order application data for
a | ogi cal substream Requires a STREAM I D
extension header and carries a stream| oca
sequence nunber or offset for ordering within
that stream

Used in nultipath operation (Section 7) to probe
the viability and characteristics of a potenti al
or alternative network path.

Response to a PATH PROBE, confirm ng reachability
and potentially carrying path netrics.

A packet type reserved for extension-defined
protocol nessages. This packet type’s content
consists entirely of one or nore extension
headers and potentially an extension-defined
payl oad.

XRUDP packet flags (2 bytes, 16 bits) nodify packet interpretation
or indicate characteristics of the packet. Flags are carried in the
Base Header.

Bit (MSB 0) Nane

ENCRYPTED If set, the payload (and potentially certain

T. Lancaster,

et al

Descri ption

ext ension val ues) of this packet is encrypted
using the negotiated session key. This flag
MUST be set for DATA, STREAM and any ot her
packet types carrying application data or
sensitive control information once security

i s established.
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1 AUTH

2 COVPRESSED
3 FEC

4 MULTI PATH

5 MULTI STREAM
6 ECN

7 PRI ORI TY

8- 15 Reserved

5. Connection Managenent
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If set, the packet includes an authentication
tag (e.g., MAC) appended after the payl oad
or extension headers, calcul ated over the
base header, all extension headers, and the
payl oad. This flag MJST be set if

aut henti cated encryption or authentication

i s negoti at ed.

If set, the payload (and possibly sone

ext ensi on val ues) of this packet has been
conpressed using a negotiated al gorithm
Deconpr essi on MJST be applied before
interpretation of the payl oad.

If set, this packet contains Forward Error
Correction parity or repair data, or is an
FEC- prot ect ed data packet. The specific FEC
schene is negotiated and indicated by an

ext ensi on.

If set, this packet is being sent over a
non-primary or alternative network path as
part of a nmultipath connection (Section 7).
Requires a PATH I D extension

If set, this packet belongs to a | ogica
substream wi thin the connection (Section 7).
This flag MIST be set for STREAM packets and
for any other packets (e.g., ACK, NACK) that
carry streamspecific information. Requires
a STREAM | D ext ensi on

Explicit Congestion Notification. The usage
of this flag and its interpretation (e.g.,
ECN-CE) follows standard | P ECN conventi ons.
Peers MJST negoti ate support for ECN

If set, this packet is considered high-
priority. Inplenentations MAY use this flag
for scheduling or queueing decisions. The
specific meaning is application-defined

but could influence retransm ssion tiners

or path selection in multipath.

These bits are reserved for future use.
Senders MJUST set themto zero. Receivers
MUST i gnore them

XRUDP connection establishnment is a three-way handshake designed to
negoti ate paraneters and establish shared state, including security

keys.

1. **|nitiation (Cient to Server):** The client sends an **| N T**
packet to the server’s well-known or negotiated UDP endpoi nt.

The I NI T packet includes:

* Client’s proposed Connection-ID.
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* Supported XRUDP versi ons.

* Proposed transport paraneters (e.g., initial w ndow size,
timer val ues, max packet size).

* Proposed security paraneters (e.g., supported cipher suites,
key exchange net hods, epheneral public key).

* List of supported and requested extensions, including paraneters
for those extensions.

2. **Response (Server to Client):** The server processes the INT
packet. |f acceptable, it responds with an **I NI T- ACK** packet
to the client’s source |P/port. The I N T-ACK packet includes:

* The client’s original Connection-ID (fromthe INT).

The server’s chosen Connection-1D.

The sel ected XRUDP ver si on.

Confirmed or nodified transport paraneters.

Sel ected security paraneters, including the server’s
epheneral public key and potentially key material derived
fromthe client’s key.

Li st of accepted extensions and their negotiated parameters.

If the INNT is not acceptable, the server MAY send a RESET
with an appropriate error code (e.g., Protocol Version M snmatch,
Par amet er Negotiation Failed, Encryption Required).

L I

* %

3. **Confirmation (Client to Server):** Upon receiving a valid
I NI T-ACK, the client processes the server’s response, derives
the session keys using the negotiated paraneters, and establishes
the connection state. The client sends an **ACK** packet
to the server using the server’'s Connection-ID. This ACK confirns
the client is ready and inplicitly acknow edges the | N T- ACK.
Thi s ACK packet MJIST be authenticated if security is negotiated.
Fromthis point, both peers SHOULD use the negoti ated Connection-IDs
and security paraneters for all subsequent packets.

Connection State Machine: |nplenmentations nanage connecti ons using

a state machine that transitions based on received packets and internal
events (timeouts, application calls). Typical states include:

* CLOSED: No active connection state.

* LISTEN: Waiting for incomng INIT packets.

* SYN-SENT: Client has sent INIT, waiting for |IN T-ACK

* SYN RECEI VED: Server has received INIT, sent I N T-ACK, waiting
for client ACK

* ESTABLI SHED: Handshake conpl ete, data can be exchanged.

* FINNWAIT-1: Application initiated graceful close, sent CLOSE

* FIN-WAIT-2: Received ACK for CLOSE, waiting for peer’s CLOSE

* CLOSE-WAIT: Received peer’s CLOSE, application hasn't closed yet.

* LAST- ACK: Application closed, sent CLOSE-ACK, waiting for ACK

* CLOSING Sent CLOSE, received CLOSE, waiting for ACK for sent CLOSE.

*

TIME-WAIT: Sent final ACK in certain close sequences, waiting for
a period to ensure packet |oss doesn't |eave peer in
a confused state.

* RESETTING Sent or received a RESET packet.
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Graceful Shutdown: Initiated by sending a **CLOSE** packet. The

peer responds with a **CLOSE- ACK**. After sending CLOSE, no new
application data is sent on reliable streanms. After receiving CLOSE-ACK,
the connection can transition towards a final state. Both sides MJST
ensure all in-flight reliable data is delivered and acknow edged

before fully closing. Streams MJST be cl osed before the connection

Abortive Termination: Initiated by sending a **RESET** packet. This
i medi ately tears down the connection state at the sender’s side
Upon receiving a RESET, the receiver MIST i mediately tear down its
connection state associated with the Connection-ID in the packet.
RESET packets are not reliable and do not require acknow edgnent.

6. Reliability, Flow, and Congestion Control

XRUDP provides reliable, ordered delivery for DATA packets (the
mai n connection stream conceptually stream 0) and STREAM packets
(1 ogi cal substreans).

Sequence Nunbers: Reliable packets (DATA, STREAM are assigned a
uni que, 32-bit Sequence-Nunber by the sender within the scope they
apply to (connection-wi de for DATA, streamlocal for STREAM). These
nunbers increase nonotonically and wap around. Senders MJST handl e
wr ap- around gracefully, maintaining sufficient state to distinguish
bet ween ol d and new sequence nunbers within the active w ndow.

For non-reliable packets (e.g., ACK, HEARTBEAT), this field MAY
carry a different sequence, be set to 0, or used for a packet-

speci fic purpose, as defined by the packet type.

Acknowl edgnments (ACK): Receivers use the **ACK** packet type to
informthe sender about received reliable packets. The base header’s
Ack- Nunber provides a cunul ati ve acknow edgment, indicating that

the receiver has successfully received all reliable packets with
Sequence- Nunber up to and includi ng Ack-Nunber, *in order*.

To acknow edge out - of -order packets, receivers SHOULD include a
**SACK (Sel ective Acknow edgnent) extension header** in ACK packets.
A SACK extension contains bl ocks specifying contiguous ranges of
sequence nunbers received *beyond* the cumul ati ve Ack- Nunber. Senders
use cumul ative ACKs and SACKs to determ ne which packets need
retransm ssion.

Negati ve Acknow edgments (NACK): Receivers MAY send **NACK** packets

to explicitly request retransm ssion of missing packets. NACKs are
typically sent for sequence numbers bel ow the hi ghest received sequence
nunber but higher than the cunul ati ve Ack-Nunber. A NACK extensi on header
identifies the specific missing packets or ranges. NACKs can suppl enent
or accelerate |oss recovery conpared to relying solely on retransni ssion
ti meouts.

Retransm ssi on: Senders maintain a retransm ssion queue for sent
reliable packets. Packets are renoved fromthe queue upon cunul ative
acknow edgnent or SACK indicating reception. If a packet is not
acknow edged within a Retransm ssion Tinmeout (RTO, the sender SHOULD
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retransmt it. RTO cal cul ati on SHOULD use met hods sinilar to TCP,
based on Round-Trip Tinme (RTT) measurenents derived fromthe exchange
of data packets and their correspondi ng ACKs.

FIl ow Control: XRUDP uses a credit-based or sliding w ndow fl ow

control mechanismto prevent a sender from overwhelmng a receiver’s
buffer. The receiver advertises its available buffer space as a

"receive wi ndow'. This w ndow advertisenent is typically carried

in the **ACK** packet (e.g., in a flow control extension) and potentially
in the INIT-ACK. The sender MJST NOT send reliable data that would

cause the unacknow edged data to exceed the receiver’'s advertised

wi ndow. Fl ow control is nanaged independently per stream (including

the main data stream 0).

Congestion Control: XRUDP includes congestion control to adapt to
networ k capacity and prevent congestion collapse. Congestion control

al gorithnms are negotiated during the handshake. Conmon al gorithns

like TCP RENO, CUBIC, or BBR MAY be supported. The congestion control
mechani sm oper at es based on acknow edgnents (ACKs, SACKs), packet

| oss detection (tinmeouts, duplicate ACKs, NACKs), and potentially

ECN signals. The sender mmintains a congestion window, limting the
anmount of in-flight data, independent of the receiver’'s flow control

wi ndow. The effective sending window is the mnimmof the flow control
wi ndow and t he congesti on wi ndow.

ECN (Explicit Congestion Notification): If negotiated, XRUDP endpoints
SHOULD set the ECN flag (Section 4) in their packets when they receive
| P packets marked wi th Congestion Experienced (CE). Receivers that
detect ECN-CE nmarks in incom ng packets MUST signal this information
back to the sender (e.g., via an ECN-specific extension in ACK packets)
to allow the congestion control algorithmto react.

7. Miltipath and Multistream

XRUDP i s designed with optional support for Miltipath operation
and Multistreaming within a single connection.

Mul tipath: XRUDP MAY establish and utilize multiple distinct network

pat hs sinultaneously for a single connection. Each path is identified

by a unique **PATH- | D extension** (e.g., a 4-byte identifier assigned

during path setup).

* Path Discovery: Paths can be discovered via explicit signaling
(e.g., in INNT/INT-ACK with extensions carrying potential addresses/ports,
or using I CE/STUN as per Section 9) or inplicitly by receiving
packets from a new source address/port pair.

* Path Validation: New paths MJST be validated using **PATH PROBE**
and **PATH ACK** packets before being used for regular data transfer.
PATH PROBE packets are sent on the potential new path, and a
successful PATH ACK response confirns bidirectional reachability.
PATH PROBE/ ACK packets carry the Connection-ID and the proposed
PATH- | D ext ensi on.
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* Path Managenent: Endpoints nonitor path quality (RTT, loss, jitter)
and use this information for scheduling packets across paths.
Packet reordering across paths nust be handl ed by the receiver’'s
reliability layer. The MJLTI PATH flag (Section 4) indicates a
packet is sent on a non-prinmary path.

* Multipath Scheduling: Policies for deciding which packets to send
on which path are inplenmentation-defined but can include
| oad bal anci ng, redundancy for critical data, or using the best
pat h based on current netrics. A PATH I D extension header in
regul ar data packets indicates which path the packet was sent on
by the sender.

Mul tistream XRUDP supports creating multiple independent, reliable,

in-order, bidirectional |ogical streanms within a single connection

This all ows applications to manage concurrent data flows w thout

head- of -1 i ne bl ocki ng between streans.

* Stream ldentification: Each streamis identified by a unique
**STREAM | D extension** (e.g., a 32-bit or 64-bit identifier
negoti ated or assigned dynamically). The MILTI STREAM fl ag (Section 4)
MJST be set on packets belonging to a specific stream

* Stream Li fecycle: Streans can be opened and cl osed i ndependentl|y
of the main connection. A streamcan be initiated by either peer
sending a packet with a new STREAMID. A streamis cl osed when
bot h peers have sent and received all data for that stream and
exchanged appropriate streamlevel close signals (e.g., flags or
ext ensi on headers w t hin STREAM packets indicating end-of-stream

* Stream Reliability & Flow Control: Each streammaintains its own
sequence nunber space (local to the stream) and fl ow contro
wi ndow. Reliability (retransm ssion, acknow edgnment) and fl ow
control (w ndow advertisenent) are handl ed i ndependently for each
stream ACK and NACK packets MAY include stream specific acknow edgnent
i nformati on using extensions (e.g., SACK bl ocks with STREAM I D).

* Stream Prioritization: Streans MAY be assigned priorities, influencing
how packets fromdifferent streans are schedul ed for transm ssion
on the avail abl e network path(s).

8. Security

Security is a fundanental aspect of XRUDP. |nplenentations MJST
negoti ate security paraneters during the handshake and apply
aut henticated encryption to protect data in transit, unless an
explicit, less-secure profile is mutually agreed upon (which is
NOT RECOMMENDED f or nost use cases).

Security Negotiation: Security paraneters are negotiated within the

INIT and | NI T- ACK packets using dedi cated extensi on headers. This

negoti ati on incl udes:

* Protocol Version: Indicating support for the security features
defined in the XRUDP version.
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* Key Exchange Method: REQUI RED to provide forward secrecy.
RECOMVENDED et hods i nclude ECDHE (Elliptic Curve Diffie-Hellman
Epheneral ) or X25519. Epheneral public keys are exchanged in the
handshake ext ensi ons.

* Ci pher Suite: Negotiating the authenticated encryption algorithm
(AEAD) and hashing functi on. RECOMMVENDED ci pher suites include
AES- 128- GCM AES- 256- GCM and ChaCha20- Pol y1305

* Aut hentication: Negotiation of methods for authenticating the

endpoi nts thensel ves (e.g., using pre-shared keys, certificates,
or relying solely on the security of the underlying channel or
appl i cation-layer authentication).

Extensi ons: Security-rel ated extensions (e.g., for enbedding a

full TLS 1.3 handshake) are al so negoti at ed.

*

Key Derivation: After the key exchange (e.g., ECDHE), both endpoints
derive a shared secret. This secret is used with a Key Derivation
Function (KDF) (e.g., HKDF) and paraneters fromthe handshake (e.g.,
Connection-1Ds, nonces exchanged in extensions) to generate session
keys for encryption and authentication in both directions. Key updates
MAY be perforned periodically or after a certain anmbunt of data has
been exchanged using a rekeyi ng mechani sm (vi a extensions).

Packet Protection:

* Confidentiality: Application data payl oads and sensitive
ext ensi on val ues MJUST be encrypted using the negotiated AEAD
ci pher and session keys when the ENCRYPTED flag is set.

* Integrity and Authenticity: An authentication tag (MAC) MJIST be
cal cul ated over the base header, all extension headers (in their
pl ai ntext form though sone val ues may be encrypted), and the
encrypted payload. This tag is appended to the packet, and the
AUTH flag MJST be set. Receivers MJST verify the tag before
processing the packet. Packets with invalid tags MJST be silently
di scarded

* Associated Data: Fields in the base header and extension headers
that are *not* encrypted (e.g., Version, Type, Connection-ID
Sequence- Nunber, Ack- Nunber, Ext-Type, Ext-Length) are treated as
Addi tional Authenticated Data (AAD) in the AEAD operation

Repl ay Protection: Receivers MJST inpl enent replay protection by
keeping track of received valid Sequence-Nunbers for a given
Connection-1D (and Path-1D/Stream ID if applicable). A sliding w ndow
or simlar nmechani sm SHOULD be used to efficiently detect and di scard
repl ayed packets.

TLS 1.3 Integration: For conplex authentication or negotiation scenari os,
a full TLS 1.3 handshake MAY be encapsul ated within XRUDP extension
packets (e.g., using a dedicated TLS extension type). In this node,
XRUDP' s handshake might be minimal, primarily establishing the UDP
connection and negotiating the TLS extension, with TLS then handling

aut henti cati on, key exchange, and potentially even application protocol
negoti ati on (ALPN)
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NAT Traversal and Keepalive

XRUDP is designed to facilitate operation through Network Address
Translators (NATs) and firewalls, which often have stateful mappings
that tinme out if no traffic is seen on a UDP fl ow.

Keepal i ve ( HEARTBEAT): Endpoi nts SHOULD exchange **HEARTBEAT** packets
periodically to keep the NAT/firewall binding state alive in both
directions. The interval for HEARTBEATs is negotiated during the
handshake (e.g., as a transport paraneter extension). A typica
interval might be significantly shorter than conmmon NAT ti meout

val ues (e.g., every 10-30 seconds). HEARTBEAT packets are small,

have no payl oad, and their primary purpose is to generate traffic

on the UDP socket. They MAY include a sequence number or tinestanp

to assist with RTT neasurenent but are generally not part of the
reliable delivery stream

Initial NAT Traversal (ICE/ STUN): For nore conpl ex NAT scenari os
(e.g., Symetric NATs), XRUDP MAY | everage standard NAT traversa
techniques like Interactive Connectivity Establishnent (ICE)

and STUN TURN. Information required for |ICE/ STUN (e.g., candidate
addresses, STUN TURN server addresses) MAY be exchanged during the
XRUDP handshake wi thin dedicated extension headers in the INNT and
I NI T- ACK packets. This allows XRUDP to di scover and potentially
use the public I P address and port mapped by the NAT.

Address and Port Changes: |f a peer’s source |P address or UDP port
changes during the connection lifetime (which can happen with sone

NATs or nobility events), the receiving XRUDP endpoi nt SHOULD recogni ze
the packet as belonging to an existing connection if the Connection-I1D
mat ches. New source/port pairs MAY trigger a path validation process
(Section 7) in nultipath-enabl ed connections or update the known
address for a single-path connection.

Ext ensi ons and Negoti ati on

XRUDP's extensibility is primarily enabled by the **Extensi on Header**
mechani sm (Section 2) and the **Negotiation** process during the
handshake (Section 5).

Ext ensi on Header Format: As detailed in Section 2, extensions use
the TLV format: ‘Ext-Type' (2 bytes), ‘Ext-Length' (2 bytes),
‘ Ext - Val ue’ (vari able).

Ext ensi on Negoti ati on during Handshake:

* |NIT Packet: The client includes an extension negotiation extension
inits INIT packet. This extension contains a list of the extension
types it supports and wi shes to use, potentially along with initial
paraneters or preferences for each.
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* | NI T- ACK Packet: The server processes the client’s list and includes
an extension negotiation extension in its IN T-ACK packet. This
list indicates which of the client’s proposed extensions are accepted,
potentially with nodified paraneters or the server’s own paraneters
The server MAY al so propose extensions not requested by the client,
which the client would then accept or reject in its final ACK (or
subsequently via a dedi cated extension update nechanisn.

* Paraneter Negotiation: For extensions that require negotiation
(e.g., congestion control algorithm FEC paraneters), the ‘Ext-Value
in the negotiation extensions (wWithin INIT/INIT-ACK) carries the
proposed and accepted paraneters.

Extension Criticality: To ensure interoperability and enable future

evol ution, extensions are categorized as either critical or non-critical

* Non-Critical Extensions: An inplenentation that receives a packet

containing a non-critical extension header type it does not recognize
MUST i gnore that extension header and continue processing the rest

of the packet. This allows new non-critical features to be added

wi t hout breaking conpatibility with ol der inplenentations.

* Critical Extensions: An inplenentation that receives a packet
containing a critical extension header type it does not recognize
cannot safely process the packet or continue the connection, as
the extension is essential to the packet’s or connection’s meaning
or security. Such an inplenmentation MJST termi nate the connecti on,
typically by sending a **RESET** packet with the ' Unsupported Extension
error code (Section 11)

ignaling Criticality: The mechani sm for signaling whether an
extension is critical MJUST be clearly defined. As specified in
Section 2, the nost significant bit (MSB) of the ' Ext-Type' field
MAY be used for this purpose (e.g., MsB=1 for critical, MSB=0
for non-critical). This convention MJST be established by the
base protocol version.

*
(2

Conmon Extensi on Categories: The docunent anticipates extensions for
* Reliability/Flow Control: SACK bl ocks, NACK lists, Wndow updates.
* Congestion Control: ECN feedback, specific algorithm paraneters
* Multipath: PATHID, Path netrics, Path validation chall enges/responses.
* Multistream STREAMID, Streamflow control updates, Stream state
signaling (open, close, reset).
Security: Public keys, nonces, cipher suite preferences, TLS handshake data.
NAT Traversal: | CE STUN attri butes.
* Application Signaling: Application-specific control nmessages or

met adata that need reliable or ordered delivery but are not the

mai n data payl oad.

* %

The **EXT** packet type (Section 3) is available for future extension
protocols that nay not fit neatly into existing packet types or require
a sequence of packets solely conprising extension data.

T. Lancaster, et al Expi res Novenber 11, 2025 [ Page 14]



I nternet-Draft
Expi res Novemnber

11.

T. Lancaster
May 10, 2025

11, 2025

Error Handling and Status Codes

XRUDP connections can term nate graceful |y (CLOSE/ CLOSE- ACK) or
abortively (RESET). The **RESET** packet is the prinmary nechani sm
for signaling errors or abnornmal termnation.

When an endpoi nt encounters a fatal error, protocol violation,
negotiation failure, or resource issue that prevents the connection
fromcontinuing, it SHOULD send a **RESET** packet to the peer.

The RESET packet carries a Status Code extension header to provide
i nformati on about the reason for term nation.

St at us Code Extension Header:

* ‘Ext-Type': The designated type for the Status Code extension.

* ‘Ext-Length': Typically 2 bytes (for the Code) or nore if additional
di agnostic data is included.

* ‘Ext-Value': Contains a 2-byte Status Code (in network byte order)
and MAY be foll owed by optional diagnostic data (e.g., a text
string, error details).

Conmon error/status codes for the Status Code extension (2 bytes):

XRUDP Pr ot ocol

Code (Hex) Meaning Descri ption
0x0000 No Error Used in successful closing,
or for indicating intent
wi t hout an actual error.
0x0001 Prot ocol Version M smatch Unsupported XRUDP versi on.
0x0002 Par anet er Negotiation Failed Peers could not agree on
requi red paraneters.
0x0003 Aut henti cation Failed Security authentication
process fail ed.
0x0004 Encrypti on Required Peer refused to negotiate
or use encryption when required.
0x0005 Congestion Control Required Peer refused to negotiate
or use congestion control.
0x0006 Fl ow Control Violation Peer sent data exceeding
the advertised w ndow.
0x0007 Ti meout Connection tinmed out due to
| ack of activity or acknow edgnents.
0x0008 Resour ce Exhaust ed Endpoi nt ran out of resources
(menory, sockets, etc.).
0x0009 Unsupport ed Extension Peer received a critical
extension it doesn’'t support.
0x000A Stream Error An error occurred on a specific
stream (details MAY be in
di agnostic data).
0x000B Application Error Application-specific error
caused connection termnation.
OxXFFFE Internal Error Unexpected internal error.
OXFFFF Unknown Error Error reason is not specified
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or mapped to a known code.

I mpl enent ati ons SHOULD | og received error codes for debugging.
Specific streams MAY al so have their own error states or error codes
conmmuni cat ed via stream specific extension headers before the stream
is closed or reset.

I ANA Consi derati ons
Thi s docunent requires the assignnment of several identifiers by | ANA

1. **XRUDP UDP Port Nunber:** This document requests the assignnent
of a well-known UDP port nunber for XRUDP traffic. The suggested
port nunber is 4444.

2. **XRUDP Packet Type Registry:** This docunent requests the creation
of a registry for XRUDP Packet Types. The registry SHALL assign
1-byte values. Initial assignments are listed in Section 3
(0x01-0x0D). Future assignnments SHOULD be made using the "Expert
Revi ew' policy [ RFC8126].

3. **XRUDP Extension Type Registry:** This docunent requests the
creation of a registry for XRUDP Extension Types. The registry
SHALL assign 2-byte values (‘Ext-Type'). The mechani smfor
signaling criticality (e.g., the MSB of the ' Ext-Type') SHOULD
be docunented al ongside the registry policy. Initial assignnents
SHOULD i ncl ude types for SACK, NACK, PATHID, STREAM ID, Status Code,
Negoti ati on Paranmeters, Security Paranmeters (key exchange, cipher
suite lists), ICE/STUN attributes, and FEC paraneters. Future
assi gnnents SHOULD be nade using the "Expert Review' policy [RFC8126].

4. **XRUDP Status Code Registry:** This docunent requests the creation
of a registry for XRUDP Status Codes. The registry SHALL assign
2-byte values. Initial assignnments are listed in Section 11
(0x0000- 0x000B, OXFFFE- OxFFFF). Future assignments SHOULD be made
usi ng the "Expert Review' policy [ RFC8126]. Ranges MAY be all ocated
for private or application-specific use upon request (e.g., a
range for application error codes).

Security Considerations

I mpl ementi ng XRUDP requires careful attention to security to avoid
i ntroduci ng vul nerabilities.

Confidentiality and Integrity: As specified in Section 8, authenticated
encryption using AEAD ci phers is paranmount. |nplenmentations MJST

use robust, negotiated cipher suites and key exchange met hods providi ng
forward secrecy (e.g., ECDHE). Disabling or weakening security SHOULD
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only be done based on an explicit rmutual agreement documented within
the protocol negotiation, and is NOT RECOMVENDED for traffic on
untrusted networks. The AUTH flag MJST protect critical header fields,
ext ensi on headers, and the payl oad from tanpering.

Deni al - of - Servi ce (DoS) Attacks:

* Handshake Attacks: The initial handshake (INIT/INT-ACK) is
particularly vulnerable as it requires server state. |nplenentations
SHOULD enpl oy statel ess cookies or simlar techniques during the
initial phase to mtigate SYN-flood style attacks. Rate liniting
incomng INIT packets and validating the source address (e.g.,
using a cookie verified in the client’s final ACK) are crucial

* Resource Exhaustion: Ml forned packets, excessive connection
attenpts, or rapid streamcreation attenpts can exhaust resources
(menory, CPU) on endpoints. |nplenentations MJIST validate packet
si zes, header |engths, and extension lengths carefully and apply
limts to the nunber of open connections and streans per connection

* Anplification Attacks: UDP-based protocols can be exploited for
anplification attacks if a small request generates a | arge response.
XRUDP' s handshake SHOULD be designed such that the server’s I N T- ACK
response is no significantly larger than the client’s INT request
unless the client’s address has been verified. The PATH PROBE/ PATH ACK
exchange SHOULD also be limted in size. Applications using XRUDP
MUST ensure their data and control messages do not enable anplification

Repl ay Attacks: Sequence numbers and authentication tags provide

protection agai nst sinple packet replay. |nplenentations MJST naintain

state (e.g., a sliding wi ndow of seen sequence nunbers per connection/streant path)
to detect and discard repl ayed packets.

Key Managenent: Secure generation, storage, and managemnent of

|l ong-term keys (if used for endpoint authentication) and ephenera
session keys are critical. Keys MJST reside only in trusted nenory
and be securely erased after use. Rekeying nechani sns (Section 8)
limt the amount of data protected by a single set of session keys.

Privacy: Wiile data payl oads are encrypted, the XRUDP base header and

some extensi on headers contain nmetadata (Connection-1D, Sequence-Nunber,
Type, Flags, potentially STREAMID or PATH 1 D) that could expose

i nformati on about connection activity, nunber of streans, or paths

used. Applications sensitive to netadata | eakage shoul d be aware of

this and potentially use traffic shaping or padding. Encryption of

certain extension values containing sensitive data (even if the Type/Length
are visible) is RECOMVENDED.

Interoperability: Inplenentations SHOULD be robust to receiving
mal f or med packets or unsupported non-critical extensions, discarding
them wi t hout crashing or |eaking information.
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