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Abst r act

Thi s docunent defines a wire format for signed execution receipts
produced by Al agents when they invoke tools, services, or other
agents. A receipt records the mninumfacts needed to make a trust
deci sion about a future call: who acted, who del egated, what tool was
used, whether the call succeeded, how long it took, and how the
call’s inputs and outputs are identified (w thout disclosing their
contents).

The format is intentionally tool-systemagnostic. The sanme receipt
structure can be emtted by MCP (Mddel Context Protocol) servers,
LangChain.js call back handl ers, QpenAl tool-calling | oops, HTTP
clients, or proprietary agent runtines. Receipts use Ed25519
signatures over a JSON-canoni calized payl oad, and identities are WBC
Decentralized lIdentifiers (Dl Ds).

Scoring policy, aggregation architecture, and reactive behavior in
response to receipts are explicitly out of scope and left to
depl oynent s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 Novenber 2026
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I nt roducti on
Mot i vati on

Al agents increasingly act on behal f of users: they pick tools, cal
APl s, delegate to other agents, and -- in sone deploynents --
participate in transaction workflows. Each of those actions is
preceded by an inplicit trust decision: which tool should |I use, and
isit likely to do what | expect?

Today, that decision is nostly answered by upstream proxies --

whet her the tool’s nane appears in a nodel’s training data, whether a
registry surfaces it, whether a platformrecomends it. None of
these proxies record what the tool actually did in real calls. There
is no widely-depl oyed, interoperable record format that an agent (or
an agent-paynent protocol, or an audit system) can use to | ook back
and answer "what happened the last Ntinmes this tool was called?"

Thi s docunent defines such a format. It is intentionally narrow it
covers the wire format for one receipt. How receipts are stored,
aggregated, queried, scored, or reacted to is a depl oynent-policy
concern and is out of scope.

Desi gn Principles

* Wre format only. Scoring nodels, aggregation topol ogies, and
deci sion |l ogic are depl oynent choi ces, not protocol requirenents.

* Tool -systemagnostic. The sane recei pt can be produced by MCP
LangChai n, QpenAl tool calling, plain HTTP, or proprietary
runtimes.

* Privacy-preserving by construction. Receipts identify inputs and
out puts by hash, not by content. A receipt does not require
di scl osure of user data, prompts, or tool outputs.

* | ndependently verifiable. Anyone holding the receipt and the
public keys can verify the signatures wi thout consulting any
registry or trusted third party.

* Co-signed where possible. Both the Executor (Agent) and the
Caller sign the same canoni cal payl oad, so neither can
unilaterally fabricate the record.

Qut of Scope

Thi s docunent does NOT defi ne:

* A scoring nodel. Trust scores derived fromreceipts are
depl oynent policy.

* An aggregation architecture. Receipts can be stored locally,
federated, anchored, or relayed in any pattern.
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* A query API. Consunmers may serve receipts and/or derived data
over any protocol they choose.
* ldentity priors. |If a deploynent chooses to weight different DID

met hods differently, that is deploynent policy.
* A specific transport. Receipts nmay be exchanged over HITP, MCP,
nessage queues, or any other carrier.

1.4. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

1.4.1. Term nol ogy

Agent: An automated system typically an Al agent, that invokes
tools, services, or other agents on a principal’s behalf.

Caller: The party that del egated the tool call to the Agent. Oten
(but not always) the sane legal entity as the Agent’s princi pal

Tool : A naned operation invoked by the Agent. The too
i npl ementation nay be | ocal code, an MCP server, an HITP APlI, a
sub-agent, or any callable target.

Receipt: A signed record of a single Tool execution attenpt.

Executor signature: The signature produced by the Agent that ran the
t ool

Cal l er signature: The signature produced by the Caller over the sane
canoni cal i zed payl oad as the Executor signature.

DID: Decentralized Identifier, as defined in the WBC DID Core
specification [ Dl D CORE] .

2. Receipt Structure

A receipt is a JSON object with the follow ng fields:

| Field | Type | Required | Description |

[} e ——————— Ll ———————— e ——_—_—_ Ll p—p—p—_———(————————(——r

| agentDid | string | yes | The Agent that |
| (DI D | | executed the tool. |

| callerD d | string | yes | The Caller that |
| | (DI D | | delegated the tool |
| | | | call. MAY equal |
| | | | agentDid when there |
| | | | is no del egation. |
o e e oo Fom e e o - S o e e e e oo s +

xkumaki chi Expi res 23 Novenber 2026 [ Page 4]



I nternet-Draft XAl P Recei pts May 2026

| tool Nane | string | yes | A stable identifier
| | | | for the tool. |
| | | | Format is opaque to
| | | | this spec. |
o e e e oo Fom ek Fom e o - Fom e e e e e oo s +
| taskHash | string | yes | A hash of the |
| | (hex, | | canonical task |
| | | owercase) | | input. SHA-256 |
| | | | RECOMVENDED. |
o e e e e oo R S o e e e e m oo oo +
resul t Hash string yes A hash of the
(hex, canoni cal task
| ower case) out put. SHA-256

I I
| |
| RECOMMENDED. For |
| failures, the hash |
| MAY be of a |
| canonical failure

| description. |

| true if the tool |
| call satisfied the |
| agent’s success |
| criterion, false |
| otherwi se. |

| wall-clock tinme |
| frominvocation to |
| conpletion, in |
| mlliseconds. |

failureType | One of the val ues

| defined in |
| Section 5 when |
| success is fal se. |
| When success is |
| true, the value |
| MUST be the enpty

| string. |

| tinmestanp | string yes | UTC tinestanmp of |
| | (RFC 3339) | | conpl etion. |

string
(hex)

| Ed25519 signature |
| by the Agent over |
| the canoni cal |
| payl oad. |

| callerSignature | string | recommended | Ed25519 signature
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| | (hex) | | by the Caller over |
| | | | the sane canoni cal |
| | | | payl oad. |
o e e e e oo R S o e e e e m oo oo +
| tool Met adat a | object | optional | Tool -class or |
| | | | capability hints. |
| | | | Format is |
| | | | depl oynent - def i ned.
o e e e oo R S o e e e e e oo - +
Table 1
2.1 Exanpl e

{

"agent Di d": "did: web: myagent . exanpl e",

"callerDid": "did:key:z6M...",

"t ool Nane": "transl ate",

"t askHash":
"9b74c9897bac770f f c029102a200c5de5f 2alb3c4d5e6f 708192a3b4c5d6e7f 8",

"resul t Hash":

"f0eld2c3b4a5987612345678abcdef 00112233445566778899%9aabbccddeef f 00",
"success": true,
"l atencyMs": 142,
"failureType": "",
"timestanp": "2026-05-14T10: 30: 00. 000Z",

"signature": "...",
"cal l er Si gnature":

3. Canoni cal Payl oad and Signing

3.1. Canonical Payl oad
The signed payload is the JSON object containing exactly the
following fields, in this order after |exicographic sorting per
[ RFC8785] :

agentDid, callerDid, failureType, |atencyMs, resultHash,
success, taskHash, tinmestanp, tool Nanme

The signature, callerSignature, and tool Metadata fields are excluded

fromthe canonical payload. |Inplenentations producing receipts MJST
canoni cal i ze using JCS as defined in [ RFC8785].
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3.2. Signing Al gorithm

Si gnatures are conputed using Ed25519, as defined in [RFC3032]. The
signature input is the UTF-8 encodi ng of the canonical JSON string
produced in the previous subsection

The signature field is the Executor’s Ed25519 signature, encoded as a
| ower case hexadecimal string. The callerSignature field, when
present, is the Caller’s Ed25519 signature over the sane canonica

i nput .

3.3. Verification
A verifier MJST:

1. Reconpute the canonical payload fromthe receipt’'s fields.

2. Resolve agentDid to its current public key per [D D CORE].

3 Verify signature against the canonical payload using the Agent’'s
public key.

4. If callerSignature is present, resolve callerDid simlarly and
verify callerSignature agai nst the sane canonical payl oad.

5. Reject the receipt if any signature verification fails.

A verifier MAY additionally validate that timestanp is within a
depl oynent - defi ned freshness w ndow.

4. SigningDel egate Pattern (Caller Co-signature)

To produce a co-signed receipt, a Caller MJST NOT transmt private
key material to the Executor. |Instead, the Caller exposes a
Si gni ngDel egate interface:

interface SigningDel egate {
did: DIDString
sign(payl oad: string): Prom se<HexString>

The Executor sends the canonical payload string to the Caller’s sign
met hod and receives the signature. The private key never |eaves the
Cal l er’s process boundary.

When the Caller and Executor are not co-located, the transport

carrying canoni cal payloads to the Caller MJST use TLS or an
equi val ent confidentiality and integrity |ayer.

xkumaki chi Expi res 23 Novenber 2026 [ Page 7]



I nternet-Draft XAl P Recei pts May 2026

A Caller MAY decline to sign -- for exanple, if the Caller does not
consent to the receipt’s contents. |In that case the Executor
publishes the receipt with only its own signature and no
callerSignature. Such receipts remain syntactically valid; consuners
may weight themdifferently as a nmatter of depl oynent policy.

5. Failure Type O assification

VWhen success is false, failureType MJST be one of:

The call exceeded a depl oynent-defined | atency |
bound (default RECOMVENDED: 30000 ms), or the |
underlying error was tineout-shaped. |

| validation | The call failed due to input or output
| | validation (schenma, parse, type nismatch). |

Table 2

failureType MAY be extended by depl oynents with additional val ues.
Recei ving i nmpl enentati ons MJUST treat unknown failureType val ues as
error for the purposes of any depl oynent-policy decision they nake.

When success is true, failureType MJUST be the enpty string. This is
a deliberate choice over a null value: it keeps the canonica

payl oad’ s val ue type stable (always string) so that JCS
canoni cal i zati on produces a predictable byte sequence regardl ess of
success state. A verifier that substitutes a null value for an enpty
failureType will conpute a different canonical payload and will fail
to verify legitinate receipts.

6. Tool Metadata (Optional)

A receipt MAY carry a tool Metadata object describing class or
capability hints about the tool. This docunent does not standardize
the schenma of tool Metadata. A deploynent nay use it to convey:

* Atool class (e.g., advisory, data-retrieval, mutation,
settlenent).

* A settlenent layer identifier when the tool executes on-chain
transacti ons.
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8.

8.

8.

* Avwverifiability hint indicating whether the tool’s outcone is
external ly anchored.

tool Metadata is NOT part of the canonical payload and is NOT signed.
Consuners that wish to trust tool Metadata MJST validate it through
out - of -band neans (e.g., the tool’s published manifest, signed
separately).

A future revision of this docunment, or a conpani on docunent, MAY
standardi ze a portion of the tool Metadata schema if interoperability
needs energe.

Identity (DID) Requirenents
Both agentDid and callerDid MIST be syntactically valid DI Ds per
[DID-CORE]. This docunent does not constrain the DI D nmethod. Common
choices in production include did:key, did:web, and | edger-anchored
met hods such as did:xrpl or did:ethr.
A depl oynent MAY apply policy based on DID nmethod -- for exanple,
treating | edger-anchored identities differently from cryptographic-
only identities. Such policy is out of scope for this docunent; the
wire format treats all DI D nethods uniformy.
Security Considerations
1. Privacy
Receipts identify inputs and outputs by hash. |nplenentati ons MJST
NOT include raw i nputs, outputs, pronpts, user data, secrets, or PII
in any signed field. tool Metadata, while not part of the canonical
payl oad, al so SHOULD NOT contain such data.
Hash construction matters: a depl oynent that hashes uncanonicali zed
inputs nmay leak information through hash collisions or correlation.
I mpl ement ati ons SHOULD canoni cal i ze i nputs before hashing (for
example, with JCS for JSON inputs).
2. Replay

A signed receipt is replayable by anyone who possesses it. Receivers
SHOULD enforce a freshness wi ndow on tinestanp and SHOULD rej ect
duplicate receipts identified by (signature) (which is unique given
the inclusion of tinestanp in the canonical payload). A deploynent
that needs cross-recei pt deduplication MAY additionally store and
dedupe by (agentDid, taskHash, tinmestanp).
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8.3. Caller-Side Forgery

A receipt with only signature (Executor) and no call erSignature
represents the Executor’s claimalone. A nalicious Executor could
fabricate such receipts. Co-signature by the Caller prevents such
receipts frombeing accepted as caller-attested: a Caller observing a
forged receipt about its own del egations would notice the absence of
its callerSignature and coul d repudi at e.

When cal lerSignature is mssing, a deploynent SHOULD wei ght the
recei pt accordingly. The exact weighting is policy, but treating co-
si gned and non-co-signed receipts identically is a security m stake.

8.4. Single-Cbserver Dom nance

If a deploynment derives reputation or trust signals fromreceipts and
a single Caller produces nost of the receipts about a given tool,

that Caller’s environnent-specific bugs, biases, or hostile behavior
propagate directly into the derived signal. This is a depl oynent-
policy concern, not a wire-format concern. Deploynments SHOULD record
the set of distinct callerDi d values contributing to any derived
statistic so that consuners can reason about observer diversity.

8.5. Key Conprom se
A comprom sed Agent or Caller key allows arbitrary receipt forgery
for the lifetime of that key. DI D nethods that support key rotation
SHOULD rotate routinely. Verifiers MJIST resolve DIDs to the current
key set at verification tinme, not at receipt enission tine.

8.6. Timestanp Trust
timestanp is asserted by the Executor and is not independently
anchored by this format. A deploynent that requires verifiable tine
SHOULD pair receipts with an external time-anchoring mechani sm
([ RFC3161], bl ockchain inclusion, etc.).

9. | ANA Consi derations
This docunment has no | ANA actions in its current form A future
revision may register a nedia type (e.g., application/xaip-
recei pt+json) and a failureType registry.
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Appendi x A.  Relationship to the XAIP Reference |nplenentation

The XAI P reference inplenmentation [ XAIP-1ML] waps this wire fornat
with an aggregator, a Bayesian trust score, optional netadata
di splay, risk-flag logic, and a decision engine that ranks candi date
tools. None of those conponents are required to produce or consune
receipts confornant to this docunment. A consuner that only wants to
verify and store receipts does not need to inport any of them
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A consuner that wants a turnkey aggregator and scoring |ayer may use
the reference inplenentation. A consuner that disagrees with any of
those design choices is free to substitute its own inplenmentation
while remaining interoperable at the receipt-format |ayer.

The singl e-observer dom nance failure node discussed earlier in this
docunent was first surfaced in the public dataset of that reference
i mpl ement ati on [ XAl P- CASE- 2026- 05] .

Appendi x B. Adoption Path for Agent-Paynment Protocols

This format is intended to be useful to agent-paynment protocols (for
exanpl e, agent-to-agent paynent protocols, agent-nedi ated commerce
protocol s, and agent escrow systens) that need a "trust precondition"
check before committing to a transaction. Such a protocol can

1. Require that an Agent present a set of recent receipts before
being allowed to initiate a paynent.

2. Define its own scoring policy over the receipt set, or consult an
external scoring service

3. Require that receipts above a certain transaction value include
cal |l er Si gnature (co-signed)

4. Require that receipts for settlenent-class tools (declared via
tool Met adata) be additionally anchored to an external |edger

Each of those is a policy decision |local to the agent-paynent
protocol. This docunent only defines the receipt wire format; it
does not define a paynment nmechanism a settlenent rail, or any val ue-
transfer system

Appendi x C. Change Log
* -00 (2026-05-22): Initial individual draft. Split out fromthe
XAl P reference inplenmentation specification, focused on the
receipt wire format only. Renoved aggregator, scoring, and
deci si on-engi ne content; left those to depl oynent policy.
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