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Abst ract

In certain networks, such as Deternministic Networking (DetNet), it is
required to consider the bounded | atency for path selection. This
docunent describes the extensions for Path Conputation El enent
Conmruni cati on Protocol (PCEP) to carry the bounded | atency
constraints and distribute deterninistic paths for end-to-end path
computation in determnistic services.
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1. Introduction

[ RFC5440] describes the Path Conputation El enent Protocol (PCEP)
which is used between a Path Conputation El ement (PCE) and a Path
Conputation Cdient (PCC) (or other PCE) to enable conputation of
Mul ti-protocol Label Switching (MPLS) for Traffic Engi neering Label
Switched Path (TE LSP). PCEP Extensions for the Stateful PCE Mdel
[ RFC8231] describes a set of extensions to PCEP to enable active
control of MPLS-TE and Generalized MPLS (GWPLS) tunnel s.
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As depicted in [ RFC4655], a PCE MJST be able to conpute the path of a
TE LSP by operating on the TED and consi dering bandw dth and ot her
constraints applicable to the TE LSP service request. The constraint
paraneters are provided such as nmetric, bandw dth, delay, affinity,
etc. However these paraneters did not take into account the bounded
| at ency requirenents.

According to [ RFC8655]}, Deterministic Networking (DetNet) operates
at the 1P layer and delivers service which provides extrenely | ow
data |l oss rates and bounded | atency within a network domain. The
bounded | atency indicates the m ni rum and nmaxi num end-to-end | atency
fromsource to destination and bounded jitter (packet del ay
variation). [I-D.ietf-detnet-scaling-requirenents] has described the
enhanced requirenments for DetNet data plane including the informtion
used by functions ensuring determnistic |atency should be support ed.
And queui ng nechani sns and solutions require different information to
hel p the functions of ensuring determnistic |atency, including
regul ati on, queue managenent. [I|-D.ietf-detnet-dataplane-taxonony]
has defined the classification criteria and the suitable categories
for this solutions.

The conputing nethod of end-to-end delay bounds is defined in

[ RFC9320]. It is the sumof the 6 delays in DetNet bounded | atency
nmodel .  And these del ays shoul d be neasured and coll ected by | GP, but
the rel ated mechani sms are out of this docunment. The end-to-end
del ay bounds can al so be conputed as the sum of non queui ng del ay
bound and queui ng del ay bound al ong the path. The upper bounds of
non queui ng del ay are constant and depend on the specific network and
the val ue of queui ng del ay bound depends on the queui ng nmechani sns
depl oyed al ong the path. The queuing delay may differ notably in
their specific queuing solutions, which should be selected and

cal culated by the controller (or PCE). The determnistic |atency
information related to each queui ng nechani sm shoul d al so be

di stri but ed.

As per [I-D.ietf-detnet-controller-plane-framework], explicit path
shoul d be cal cul ated and established in control plane to guarantee
the determ nistic transm ssion. The corresponding 1S-1S and OSPF
extensions are specified in

[1-D. peng-lsr-determnistic-traffic-engineering]. Wen the PCE is
depl oyed, the path conputation should be applicable for determnistic
networks. It is required that bounded | atency including mnnimm and
maxi mum end-to-end | atency and bounded del ay variation are consi dered
during the determnistic path selection for PCE. The bounded | at ency
constraints should be extended for PCEP. Mbreover, the queui ng-based
paraneters along the determnistic path should be provided to the PCC
after the path conputation such as determnistic |atency information.
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Thi s docunent describes the extensions for PCEP to carry bounded
| at ency constraints and distribute determnistic paths for end-to-end
pat h conputation in determnistic services.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy
The term nol ogy is defined as [ RFC8655] and [ RFC5440].

3. PCEP Extensions

3.1. METRIC nject
The METRIC object is defined in Section 7.8 of [RFC5440], conprising
metric-value and netric-type (T field), and a flags field, conprising
a nunber of bit flags (B bit and C bit). This docunment defines three
types for the METRIC object to represent the end-to-end bounded
| at ency.

3.1.1. End-to-End M nimum Latency Metric
Thi s docunent proposes the end-to-end mininmum |l atency netric in PCEP
to represent the | ower bound of the end-to-end delay. The extensions
for End-to-End M nimum Latency Metric are as follow ng shown:

*T=TBD1: End-to-End M ni num Latency Metri c.

*The val ue of End-to-End M nimum Latency Metric is the encoding in
units of mcroseconds with 32 bhits.

*The B bit MJST be set to suggest a mni num bound for the end-to-end
del ay of determ nistic path. The end-to-end delay nust be no |ess
than or equal to the val ue.

3.1.2. End-to-End Maxi mum Latency Metric
Thi s docunent proposes the end-to-end nmaxi mum |l atency netric in PCEP
to represent the upper bound of the end-to-end delay. The extensions
for End-to-End Maxi num Latency Metric are as followi ng shown:

*T=TBD2: End-to-End Maxi num Latency Metric.
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*The val ue of End-to-End Maxi num Latency Metric is the encoding in
units of microseconds with 32 bits.

*The B bit MJST be set to suggest a nmaxi mum bound for the end-to-end
del ay of determnistic path. The end-to-end delay nust be | ess than
or equal to the val ue.

3.1.3. End-to-End Latency Variation Metric

Thi s docunent proposes the end-to-end | atency variation netric in
PCEP to represent the difference between the end-to-end upper |atency
and the end-to-end |ower | atency along a deternministic path. The
extensions for End-to-End Latency Variation Metric are as follow ng
shown:

*T=TBD3: End-to-End Latency Variation Mtric.

*The val ue of End-to-End Latency Variation Metric is the encoding in
units of mnicroseconds with 32 bits.

*The B bit MJST be set to suggest a maxi num bound for the end-to-end
| atency variation of determnistic path. The end-to-end | atency
variation nmust be less than or equal to the val ue.

3.2. LSP nject

The LSP bject is defined in Section 7.3 of [RFC8231]. This docunent
defines a newflag (D-flag) to present the deterministic path for the
LSP- EXTENDED- FLAG TLV carried in LSP Object as defined in [ RFC9357].

D (Request for Deterministic Path) : If the bit is set to 1, it

i ndi cates that the PCC requests PCE to conpute the determnistic
path. A PCE would also set this bit to 1 to indicate that the
determnistic path is included by PCE and encoded in the PCRep, PCUpd
or PClnitiate nessage.

3.3. Determnistic Path ERO Subobj ect

The ERO (Explicit Route Cbject) specified in [ RFC3209] and [ RFC5440]
can be used to carry a set of conputed paths. |In order to carry
deterministic latency information, this docunment defines a new
optional ERO subobject referred to as the Determnistic Path ERO
subobj ect (DP-ERO). An ERO carrying a deterministic path consists of
one or more ERO subobjects, and it MJST carry DP-ERO subobj ects.

An DP- ERO subobject is formatted as shown in the follow ng figure:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| L] Type=TBD4 | Lengt h | Cl ass | DLI  Type |
i i i T i I S i e s o o i i
/1 Determnistic Latency Information(variable, optional) /1

e e L o o T e i i ol SR RN B SR S
Fi gure 1 DP- ERO subobj ect

wher e:

*L (1bit): The L bit is an attribute of the subobject. The L bit is
set if the subobject represents a |l oose hop in the explicit route.
If the bit is not set, the subobject represents a strict hop in the
explicit route.

*Type (8bits): Set to TBDA4.

*Length (8bits): Contains the total length of the subobject in
octets.
The Length MUST be at |east 8 and MUST be a multiple of 4.

*Class (8bits): indicates the deterninistic forwarding class.

*Deterninistic Latency Information(DLI) Type (8bits): indicates the
type of determnistic latency information with rel ated queui ng and
schedul ing netadata and it aglined with the suitable categories as
defined in [I-D.ietf-detnet-datapl ane-taxonony] and shown in

Fi gure 2.
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e T e e s e i i o T TR N S R S
| Value | DLI Type |
B e T S e S S S it s S N
| 0x0000 | Unassigned |
T S T i ik i R SR SR S S
| 0x0001 | Right-bounded |
s e T e e i s i R N S SR S
| 0x0002 | Flow | evel periodic bounded |
B e T S e S S S it s S N
| 0x0003 | Cdass |level periodic bounded |
T S T s e i i H
| 0x0004 | Flow |l evel non-periodic bounded |
e e e i i Sh T TR N S S S
| 0x0005 | dass |evel non-periodic bounded |
B e T S e S S S it s S N
| 0x0006 | Flow |l evel rate based unbounded |
T S T e i i e —
| 0x0007 | Flow level rate based |eft-bounded |
e R e e i ol T SRR N S S S

Figure 2 DLI Type

*Determnistic Latency Information(DLI) (variable): indicates the
correspondi ng determnistic | atency paraneters. The fornmat depends
on the value in the DLI type and the follow ng sections shows the
exanpl es of the information.

.3.1. DLI Information for R ght-bounded

As per [I-D.ietf-detnet-datapl ane-taxonony], for solutions in the
ri ght-bounded category, a packet has only a nmaxi mumtine bound.

When the type is set to 0x0001, it should carry DLI for right-bounded
category in the DP-ERO subobject with the follow ng fornmat:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Maxi mum ti me bound |
B i s T T i i o S o T Ji I

Figure 3 DLI for Ri ght-bounded

*Maxi mum tine bound: 32bits, indicates the required maxi mumtinme
bound of a packet.
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3.3.2. DLI for Flow | evel Periodic Bounded

As per [I-D.ietf-detnet-datapl ane-taxonony], the flow Level periodic
bounded sol utions define a set of time slots, which will be schedul ed
for flows or flow aggregates.

When the type is set to 0x0002, it should carry DLI for flow | evel
peri odi c bounded in the DP-ERO subobject with the follow ng format:

0 1 2 3

01234567890123456789012345678901
Fm e e e A e e e A e e e e e e e e e e e e e e e e e e e e e -
| Timeslot ID |
dmdm e e e e e e e e e e e e e e e e e e e e e e e e - - -+

Figure 4 DLI for Flow Level Periodic Bounded

*Timeslot ID: indicates the identifier of the tineslot schedul ed for
a flow

3.3.3. DLI for C ass Level Periodic Bounded

As per [I-D.ietf-detnet-datapl ane-taxonony], the periodic bounded
solutions can be further categorized by the traffic granularity with
class | evel subcategory. The class Level periodic bounded sol utions
define a set of cycles and each cycle will be scheduled for flows or
fl ow aggregates within a class |evel.

When the type is set to 0x0003, it should carry DLI for class |evel
peri odi ¢ bounded in the DP-ERO subobject with the follow ng fornat:

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Cycle ID |
i e R i e e i i e i i o S N o
Figure 5 DLI for C ass Level Periodic Bounded

*Cycle ID (32bits): indicates the identifer which the queue applied
for a node to forward DetNet flows within a class |evel.

3.3.4. DLI for Flow Level Non-periodic Bounded
As per [I-D.ietf-detnet-datapl ane-taxonony], flow | evel non-periodic

bounded sol uti ons guarantee the m ni num and naxi mum bounds of a
packet in a flow or flow aggregate.
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When the type is set to 0x0004, it should carry DLI for flow | evel
non- peri odi ¢ bounded in the DP-ERO subobject with the follow ng
format:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Maxi mum ti me bound |
B i s T T i i o S o T Ji I
| M ni mumtime bound |
e L o i e S  th o i R S

Figure 6 DLI for Flow Level Non-periodic Bounded

*Maxi mumtinme bound: 32bits, indicates the maxi mumtime bound of a
packet in a flow or flow aggregates.

*M nimum tine bound: 32bits, indicates the mninumtine bound of a
packet in a flow or flow aggregates.

3.3.5. DLI for dass Level Non-periodic Bounded

As per [I-D.ietf-detnet-datapl ane-taxonony], class |level non-periodic
bounded sol uti ons guarantee the mini num and naxi mum bounds of a
packet within a class |evel.

When the type is set to 0x0005, it should carry DLI for class |evel
non- peri odi ¢ bounded in the DP-ERO subobject with the follow ng
format:

0 1 2 3

01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| Maxi mum ti me bound |
o S i S S T S it S R DR B
| M ni mum ti me bound |
i s S S I s it S S S S S S

Figure 7 DLI for O ass Level Non-periodic Bounded

*Maxi mum ti ne bound: 32bits, indicates the maxi numtine bound of a
packet within a class |evel.

*Mnimumtine bound: 32bits, indicates the mnimumtinme bound of a
packet within a class |evel.
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3.3.6. DLI for Flow Level Rate-based Unbounded

In flow | evel rate based unbounded category, the | atency bound is
primarily influenced by the ratio of a flow s maxi num packet size,
its allocated service rate and conpl etion tine.

When the type is set to 0x0006, it should carry DLI for flow | evel
rate based unbounded in the DP-ERO subobject with the follow ng
format:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Maxi mum packet size |
B i s T T i i o S o T Ji I
| Service rate |
e L o i e S  th o i R S
| Finish tine I
i e e R e o o e i ol S N B S

Figure 8 DLI for Flow Level Rate-based Unbounded

*Maxi mum packet size: 32 bits, indicates the maxi num packet size of a
flow

*Service rate: 32 bits, indicates the allocated service rate of a
flow.

*Finish tinme: 32 bits, indicates the required service conpletion tine
of a flow

3.3.7. DLI for Flow Level Rate-based Left-bounded
In flow | evel rate based | eft-bounded category, the |atency bound is
primarily influenced by the ratio of a flow s nmaxi num packet size,
its allocated service rate, start time and conpletion tine.
Wen the type is set to 0x0007, it should carry DLI for flow | evel

rate based | eft-bounded in the DP-ERO subobject with the foll ow ng
format:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Maxi mum packet size |
R e s T o T S R El ok i R e e S S e o o s
| Service rate |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Finish tine |
B i s T T i i o S o T Ji I
| Eligible tine |
R e s T o T S R El ok i R e e S S e o o s

Figure 9 DLI for Flow Level Rate-based Left-bounded

*Maxi mum packet size: 32 bits, indicates the maxi mum packet size of a
flow

*Service rate: 32 bits, indicates the allocated service rate of a
flow.

*Fi

nish tine: 32 bits, indicates the required service conpletion tine

of a flow.
*Eligible time: 32bits, indicates the required service start time of
a flow

3.4. Determnistic Path RRO Subobj ect

The Determ nistic Path RECORD ROUTE (nject (DP-RRO subobject is
OPTIONAL. If used, it is carried in the RECORD ROUTE hject (RRO.
The subobj ect uses the standard fornmat of an RRO subobject. The
format of the DP-RRO subobject is the sane as that of the DP-ERO
subobj ect, but without the L flag.

4. Operations

4. 1.

As

Cal cul ati on of End-to-end Bounded Latency

per [ RFC9320], the end-to-end del ay bound can be conputed as the

sum of Qut put del ay, Link delay, Frane preenption delay, Processing

del

ay, Regul ation delay and Queuing delay along a deternministic path

i ke follow ng:

*per-hop_del ay_bound = sum{Qut put delay + Link delay + Frane
preenption delay + Processing delay + Regul ati on delay + Queuing

del

ay}.

*end_to_end_del ay_bound = sun{per-hop_del ay bound(h), (h=1,2,...H}.
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As per [RFC9320], it also can be encoded as the sum of non queui ng
del ay bound and queui ng del ay bound al ong the determ nistic path.
Per - hop non queui ng delay bound is the sum of the bounds over del ays
i ncludi ng Qutput delay, Link delay, Frame preenption delay and
Processi ng del ay and per-hop queui ng del ay bound is the sum of

Regul ation del ay and Queui ng delay l|ike follow ng:

*end_t o_end_del ay_bound = non_queui ng_del ay_bound +
queui ng_del ay_bound.

As per [RFC9320], the end-to-end delay variation can be encoded as
the sum of non queuing delay variation and queui ng delay variation
along the deternministic path like foll ow ng:

*end_to_end_del ay_variati on = non_queui ng_del ay_variation +
queui ng_del ay_vari ation

Moreover, as discussed in [I-D.ietf-detnet-datapl ane-taxonony], the
end-to-end bounded | atency cal cul ation includes the bounded del ay and
variation. The calcul ation of end-to-end bounded del ay and variation
will differ in each queuing solution. For exanple, the end-to-end
delay variationis 2 tinmes of the cycle ID when selecting cyclic-
based queui ng mechani sm

4.2. Metric types

The PCE needs to collect the value of the delays as per [RFC9320] and
rel ated paraneters by I GP, cal cul ate the bounded | atency, select a
deterministic path with a specific queui ng nechani smwhi ch neet the
requirenents and configure the related paraneters to a PCC. The PCC
MAY use the end-to-end bounded | atency netrics in a Path Conputation
Request (PCReq) nessage to request a deterministic path nmeeting the
end-to-end bounded | atency requirenments. A PCE MAY use the netrics
in a Path Conputation Reply (PCRep) nessage along with a NO PATH
object in the case where the PCE cannot conpute a path neeting this
constraints. A PCE can also use the netrics to send the conputed
end-t o-end bounded | atency to the PCC

4.3. ERO and RRO Subobj ects

A PCC can request the conputation of determ nistic path and a PCE may
respond with PCRep nessage. And the deterninistic path can al so be
initiated by PCE with PClnitiate or PCUpd nmessage in stateful PCE
mode. VWen the D bit in LSP object is set to 1 within the nessage,

it indicates to request the cal cul ation of determ nistic path. Wen
the bit is set in Metric object to indicate the end-to-end bounded

| at necy netric, the PCE should cal culate the end-to-end | atency bound
to select the optimal deterninistic path to neet the requirenents.
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6.

6.

The DP- ERO subobj ect can be carried along the path to indicate the
determnistic path and related information. The determnistic path
bei ng received by PCC encoded in DP-ERO, which carry the
determnistic |atency information. And the PCC nay insert the
determnistic |atency infornmation as the DetNet-specific netadata
into the packet headers to achieve the deterninistic forwarding.

The set of conputed paths can be specified by means of ERO [ RFC3209],
SR- RRO [ RFC8664] and SRv6- ERO [ RFC9603] subobjects. When the D bit
in LSP object is set to 1, a DP-ERO subobject which carrying the
determnistic path informati on MAY be inserted directly after the

exi sting identifying subobjects such as ERO [ RFC3209] , SR ERO

[ RFC8664] and SRv6- ERO [ RFC9603]. A DP-ERO subobj ect corresponds to
be a precedi ng subobject which can not be the first subobject. For
exanple, the path result is fromnode A node B to node C and the
encodi ng exnple of the determnistic path will be like foll ow ng:

*ERQ(A) subobj ect - >DP- ERQ(A) subobj ect - >ERQ(B) subobj ect - >DP- ERQ( B)
subobj ect - >SERQ( C) subobj ect - >DP- ERQ( C) subobj ect

The DP- RRO subobj ect can be also carried directly after the existing
i dentifying RRO subobj ects such as RRO [ RFC3209] , SR-RRO [ RFC8664]
and SRv6- RRO [ RFC9603] .

Security Considerations

Security considerations for DetNet are covered in the DetNet
architecture [ RFC8655], DetNet security considerations [ RFC9055] and
Det Net control plane [I-D.ietf-detnet-controll er-plane-framework].

Thi s docunent defines a new D bit and DP-ERO subobj ect for
deterministic path in PCEP, which do not introduce any new security
consi derati ons beyond those already listed in [ RFC5440], [ RFC8231] and
[ RFCO357] .

I ANA Consi derations
1. New Metric Types
Thi s docunent defines two new netric type for the PCEP. 1ANA s

requested to allocate the follow ng codepoint in the PCEP "METRIC
oject T Field" registry:

Val ue Descri ption Ref er ence

TBD1 End-to- End M ni num Latency Metric Thi s docunent
TBD2 End-to- End Maxi num Lat ency Metric Thi s docunent
TBD3 End-to-End Latency Variation Metric This docunent
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6.

6.

8.

8.

2.  New LSP- EXTENDED- FLAG Fl ag Regi stry

[ RFC9357] defines the LSP-EXTENDED- FLAG TLV. [ ANA is requested to
make al |l ocations fromthe Flag field registry, as follows:

Bi t Descri ption Ref er ence

D flag Request for Deterministic Path Thi s docunent
3.  New ERO Subobj ect

Thi s docunent defines a new subobject type for the PCEP explicit
route object (ERO. The code points for subobject types of these
objects is maintained in the RSVP paraneters registry, under the
EXPLI Cl T_ROUTE and RECORD ROUTE objects. 1ANA is requested to
confirmthe following allocations in the RSVP Paraneters registry for
each of the new subobject types defined in this docunent.

bj ect Subobj ect Subobj ect Type
EXPLI CI T_ROUTE DP- ERO ( PCEP- speci fi c) TBD4
RECORD_ROUTE DP- RRO ( PCEP- speci fi c) TBD4
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