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Abst ract

Thi s docunent describes the objectives and requirenents of flow
aggregation in scaling networks. |t proposes a schene by aggregating
Det Net fl ows based on DetNet flow specific classification in enhanced
Det Net, and suggests the flow identification of aggregated-class be
used to indicate the required treatnent and forwarding behaviors in
scaling networks. Toward the end, the draft discuss how the nove

fl ow aggregati on schene could be applied to realize the flow
aggregation in a 5GS | ogical DetNet node participating in enhanced
Det Net .
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1. Introduction

The [ RFC8655] clearly states that Determnistic Networking (DetNet)
operates at the IP |ayer and delivers service which provides
extrenely | ow data | oss rates and bounded | atency. The Det Net
Quality of Service (QS) includes the bounded | atency indicating the
m ni mum and nmaxi mum end-to-end | atency from source to destination and
bounded jitter (packet delay variation).

As per [RFC8655], the DetNet data plane nust support the aggregation
of DetNet flows in order to support |larger nunbers of DetNet flows
and inprove scalability by reducing the per-hop states. Wthout
aggregation, the considerable state informati on and the | arge nunber
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of signalling exchanges anong individual flows to provision
determnistic services in scaling networks are unbearable, and the
per-relay systemmay limt the scale of DetNet networks.

The [ RFC8938] introduces that the flow aggregation is the ability to
aggregate individual flows along with their associated resource
control into a large aggregate. 1t is recomrended that the Det Net

fl ow aggregati on be enabled for conpatible flows with the sane or
very simlar QS and CoS characteristics via the use of w ldcards,

masks, prefixes, and ranges. It also suggests the reduction of per-
hop states help avoid the per DetNet-flow specific state naintenance
in atransit node. It further provides argunents on how Det Net

services might be realized in termof delay bound, delay jitter and
bandwi dt h provisioning. Further, the [ RFC8964], has proposed and
expanded two net hods of fl ow aggregati on, one being the aggregation
via LSP hierarchy and the other to aggregate DetNet flows as a new
conbi ned Det Net fl ow.

In the mturing | ETF draft for scaling networks, i.e.,
[I-D.ietf-detnet-scaling-requirements], an enhanced Det Net shoul d
support different |evels of co-existed applications with different
SLAs requirenents. Fromthe use cases in [RFC8578] and

[1-D. zhao- det net - enhanced- use-cases], DetNet applications differ in
their network topol ogi es and specific desired behaviors. Different
Det Net flows transmt and forward with different QS behaviors. It
shoul d provide fine-grained service provisioning to achieve
differentiated DetNet Q0S. The DetNet flows with the sane | evel of
service requirenments can be aggregated to receive collective
treatnments and forwardi ng behaviors. The DetNet flows can be

cl assified and aggregated based on flow specific characteristics.

Mor eover, the existing aggregation of individual flows may be stil
chal  enging for network operations. The aggregated flows stil
requires a large anmount of control signaling to establish and

mai ntain the states of DetNet flows when there will be | arge-scale
deterministic fl ows over the dynanm c network topol ogy in enhanced
DetNet. It is required to inprove the scalability and forward
packets at the class-aggregate |evel, instead of the per-flow or

fl ow aggregate level, for which the flow identification of
aggregat ed-cl ass nmight be adopted to indicate the per-hop behavi or
wi t hout the mmai ntenance of excessive states in scaling networks.
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Thi s docunent, in the Section 3, describes the objectives &

requi renents of flow aggregati on and proposes an aggregati on scheme
for DetNet flows based on DetNet flow specific classification in
enhanced Det Net. The proposal argues that the flow identification of
an aggregated-class can be used to indicate the required treatnent
and forwardi ng behaviors in scaling networks. The Section 5

di scusses the realization of DetNet flow aggregation for 5GS

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Term nol ogy

The term nol ogy is defined as [ RFC8655].
3. bjectives & Requirenents: Flow Aggregation in Enhanced Det Net
3.1. DetNet Services to Aggregated Fl ows across Domains

Fl ow aggregation is recommended in the nulti-donain scenario to

achi eve the end-to-end QoS guarantees for aggregated flow(s) that
span across nultiple domains. As per
[I-D.ietf-detnet-scaling-requirenments], different network

i mpl ement ati ons may be intended for different application domains,
where there is no additional requirenents for the coordination. As
defined in [ITUT Y.2122], the network operating paraneters of a flow
aggregate shoul d be exchanged anong di fferent network domains. As
shown in Figure 1, the DetNet domain B receiving an aggregated flow
should identify the flow and get the service requirenments such as the
QoS parameters of the flow aggregate.

I ndividual Flows +----------------- + Fom o

------- > | | |
...... | DetNet Domain A | Aggregated Flow | DetNet Donmain B |

Figure 1: Aggregating DetNet Flows across Miltiple Domains
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3.2. Aggregated vs. Fine-grained QS Provisioning

The draft [I-D.ietf-detnet-scaling-requirenments] specifies that
different levels of applications differ in the SLAs requirenments such
as tight jitter, strict latency, |oose |latency and so on. Wile
these types of aggregated requirenments m ght bear the coarse-grained
nature, individual flows demand differentiated DetNet treatnents and
nmore granul ar QoS forwardi ng behaviors. A DetNet node or domain
adopting nultiple forwarding technol ogi es needs to transm't

i ndividual flows by aggregating theminto a sel ected treatnent
solution that corresponds to one of sonme pre-defined per-hop QS
behavi ors, as shown in Figure 2. For exanple, as per
[1-D.jlg-detnet-5gs], a 5GS as a | ogical DetNet node requires to

achi eve the service requirenents and service |evels of the aggregated
flows, along with the provisioning of fine-grained per-hop behavi or
(PHB) to each individual flow

Det Net - awar e Node/ Net wor k

S +
Aggregated-flow 1 ----- >| Per-hop QS Behavior 1 |
o m e e e aa oo s +
Aggregated-flow 2 ----- >| Per-hop QoS Behavior 2
o m e e e e e e e oo - +
| c. |
S +
Aggregated-flown ----- >| Per-hop QS Behavior N |
o m e e e aa oo s +

Figure 2: Aggregating DetNet flows to correspondi ng QoS PHBs
3.3. Scale Down States Miintenance at Transit Nodes

As per [I-D.ietf-detnet-datapl ane-taxonony], the treatnment solutions
in data plane can be categorized based on performance and functiona
characteristics. For exanple, the category of a solution can be
classified based on the traffic granularity, e.g., flow aggregate vs.
class level. The class level is provided to sinplify the control and
acconmodate traffic fluctuations by conbining flows requiring the
sane or simlar levels of service requirements. The flow aggregation
based on the class level could further inprove the scalability. As
per [I-D.ietf-detnet-scaling-requirenents], there may be a | arge
nunber of traffic flows in a scaling network, which makes it nearly

i npossible to achieve the flowspecific state identification. As
shown in the Figure 3, the flow identification of aggregated-class
can be used to indicate the required treatnent and forwarding
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behavi ors without the need to maintain excessive states at transit

nodes.
I ndi vi dual Aggr egat ed
Fl ows R + Flow(s) +------------- + R +
------- >
| Det Net Node Al ---------- >| Det Net Node B|----- >...| Det Net Node N
------- > | | | | | |
S + S + S +
"Bucketed into
Large nunber of Fewer nunber of classes
I ndividual Flows ----------------- > consisting of aggregated fl ows

Figure 3: Aggregating DetNet Flows to Inprove Scalability

When Det Net flows are aggregated based on service-class |evel,
transit nodes provide deternministic services to a fl ow aggregate and
go through the per-class scheduling without the burden to maintain
excessive per-flow states. Still, a transit node performng
aggregation should ensure all per-flow service requirenments within an
aggregated class are achieved. For exanple, the latency or jitter
bounds of an aggregated class shall not exceed the correspondi ng
metrics of any individual flow that has been bucketed into the class.
The aggregation based on the class | evel has data plane and
control |l er plane aspects.

4. Enhancenent Consideration for Fl ow Aggregation

Thi s docunent proposes an enhancenent for DetNet flow aggregation
including the functions such as flow classification, flow
identification and fl ow coordination

4.1. Flow C assification

The Det Net QoS can be achi eved by aggregating fl ows based on Det Net
flowspecific traffic classification and providing the traffic-
forwarding treatnent. The flow classification should consider the
fl ow specific characteristics such as traffic specification and
service requirements. For exanple, the DetNet flows MAY be

cl assified based on the service SLAs requirenents of applications in
scal i ng networks as per [|-D.xiong-detnet-differentiated-detnet-qos].
And the services can also be classified into tight/loose |atency,

| arge/ smal | burst, periodic/non-periodic and |arge/small scale
services as per [I-D.ietf-detnet-datapl ane-taxonony]. Severa

cl asses can be predefined to indicate the different |evels of
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applications with SLAs requirenents and each cl ass demands
differentiated QS behaviors and treatnment as well as different
Det Net capabilities in scaling networks.

For the controller plane, the service should be provisioned on an
aggregated-class level. The resources should be controlled and
schedul ed on a per-class basis and the routes should be established
to neet the service requirenents with the allocated resources. The
edge nodes nust be able to handl e adm ssion control for DetNet flows
to an aggregated cl ass based on the avail abl e resources. For the
data plane, when DetNet flows are aggregated to a class, transit
nodes provide service to the aggregate and not on a per-DetNet-flow
basis. And the transit nodes supporting this type of aggregation
shoul d identify the class of the aggregated flows and ensure that

i ndi vidual flows receive the corresponding traffic treatnment and
forwar di ng behavi our.

4.2. Flow ldentification

The flow identification is used to identify the aggregated fl ow and
to indicate the required treatment and forwardi ng behaviors. As
described in [I-D.ietf-detnet-scaling-requirenents], it is required
to be dynamic and sinplified to ensure the aggregated fl ows have
conpati bl e Det Net flow specific QoS characteristics. For the data
pl ane, individual flows nmay be aggregated for treatnent based on
shared service specification on aggregated-class |evel which is
identified by an aggregation class (A-Cass). Atransit node should
provide the class level traffic treatnent based on A-C ass. The
aggregation class informati on nay be used al one or together with
other netadata to indicate the required queuing and forwardi ng
behavi ors. The encoding of the A-Cl ass may reuse the DSCP/ TC or
existing field such as the TC field in A-Label as per [RFC8964]. And
it also can be encapsulated with the determ nistic |atency
informati on as per [I|-D.xiong-detnet-data-fields-edp].

4.3. Flow Coordination

In scaling networks, flow aggregations beconme nore prevalent, with
flows frequently joining and | eaving, which may potentially lead to
accunul ated bursts of flows across nultiple hops. Such challenges
can be mtigated by coordinating packets wthin aggregated flows such
as proportional scheduling and interleaving. Proportional scheduling
could allocate transm ssion opportunities based on flow wei ghts,
ensuring that each flow receives a fair share of network resources.
Interl eaving could achieve mcro burst smoothing by rotating the
transm ssi on of packets across different flows through tinmed gates as
described in [I-D. eckert-detnet-flowinterleaving].
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5. Realization of Flow Aggregation for 5GS Det Net

The 3GPP in its docunment [TS.23.501] has defined and standardi zed how
a 5G system (5GS) may behave as a | ogical DetNet node, as well as how
a 5GS Det Net node nmay integrate into the | P-domain Det Net as
described in [RFC8655]. 3CGPP has realized the functionalities of the
Det Net forwardi ng sub-1ayer.

As a logical DetNet transit node, a 5GS behaves as a transparent box

to external DetNet entities. |t can connect to either DetNet end
systens or full-fledged | P Det Net donmai n(s) or both. The 3GPP

[TS. 23.501] has denpnstrated a ‘conposite’ architecture in that a 5GS
coul d act as one or nore DetNet nodes upon the integration into the

| P Det Net domain. The granularity of determning a 5GS Det Net node

is per UPF for each network instance, with the correspondi ng UPF-id
identified as the 5GS Det Net node-id.

The 3GPP [TS. 23.503] has inplicitly specified two types of Det Net
related traffic parameters. One type is the higher-Ievel per-

(l ogical)-node QS requirements |ike the node nax-1|atency, nax-l|oss,
etc., while the other is nore granular settings with which Det Net
flow attributes and specifications are mapped to the Fl ow Description
informati on. The DetNet flow specifications could be based on | P-
tuple information, e.g., including |IP address, protocol type, ToS,
TCP/ DUP ports, etc. The docunent [I-D.jlg-detnet-5gs] has provided
nmore details.

5.1. Realization of 5GS Det Net Service across Donmi ns

3CGPP has so far standardi zed the forward sub-layer functionality for
5GS. It indicates a 5GS (logical) DetNet node could connect to other
end systens and/or | P DetNet dommins, together to forma holistic
end-to-end DetNet. Thanks to the ’'conposite’ architecture of a 5GS
node, along with the interaction between an CPF:DetNet controller in
| ETF domain and the NF TSCTSF in 3GPP donmin [TS. 23.501], a 5GS node
m ght realize nmuch nore advanced Det Net services than a traditional

| P DetNet transit node.

In scenarios where the (I ETF-domain) CPF: Detnet Controller could well
divide the Det Net QoS service requirenents that are in reality
associated with an integrated Det Net donmain into multiple QS sub-
requirenents that together formthe original end-to-end QS

equi val ence, a 5GS m ght be considered as a standal one Det Net
(sub-)domain with its own Det Net QoS (sub-)requirenments that woul d be
provi sioned fromthe CPF: Det Net controller. The 5GS Det Net QS
(sub-)requirenments serve a portion of the original requirenments of
the integrated DetNet donmain. These together forma scaling network
to realize the 5G5S Det Net service across domains.
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5.2. 5GS QS Provisioning: Aggregated vs. Fine-grained

We have expl ained previously that the 3GPP [TS. 23.503] has inplicitly
specified two categories of DetNet related traffic paraneters. One
type bears the aggregated nature for (5GS Det Net) node-|eve
requirenents, while the other addresses the nore granul ar Det Net
flowlevel attributes and specifications. Evidently, with this kind
of two-hierarchy architecture, a 5G5S Det Net node coul d achi eve not
only the node-| evel aggregated QS requirenents, but also the nore
fine-grained flowlevel QS provisioning. This reflects the true

val ue of applying our flow aggregation nodel in scaling networks to
realizing advanced Det Net services for 5GS

Here, we want to point out that the feasibility of applying our flow
aggregati on schene i ndeed depends on the hierarchical nature of a 5GS
Det Net node. Had the same aggregati on schene been applied to Det Net
nodes that do not have the simlar intrinsic hierarchy, the

ef fectiveness could be certainly inpaired.

5.3. State Miintenance at a 5GS Transit node

The 5GS QoS architecture is roughly conprised of three levels, i.e.,
the UE, the PDU session, and the QS-flow |l evels. Technically, a 5GS
Det Net node is of 'composite’ nature with a | arge nunber of
configuration, provisioning, operation and runtime states to

mai ntain. At first glance, this m ght underni ne the state-reduction
objective via the fl ow aggregation for a 5G5S DetNet transit node.

Fortunately, the 5GS Det Net work owns intrinsically a couple of
aspects to handl e the chal | enges:

First, also as we have nentioned before, a 5GS node behaves as a
transparent entity participating in the DetNet domain. Thus, even
havi ng a significant nunber of states, this can naturally have the
5GS Det Net related states renain hidden fromthe externa
entities(and domai ns).

Second, the 3GPP NF TSCTSF exchanges only traffic paraneters with the
| ETF CPF: Detnet Controller, but not the states that are nmintained
inside a 5GS Det Net node. The external DetNet dommin does not care
the inside status of a 5GS, nor can it.
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5.4. Flow Cassification & ldentification at 5GS node

9.

As we have explained so far, the | ETF domai n CPF: Det Net controller
provides traffic paranmeters & specifications to 3GPP NF TSCTSF.

Thus, the SLA requirenments of applications in scaling networks could
be readily pre-specified in the | ETF Det Net CPF, which woul d then
apply the flow classification nmapping (to aggregated service cl asses)
and send themover to a 5GS Det Net node to enforce. This nodel can
also relieve the classification burden of a 5GS node in reality.

The 5GS has excellent control logics to address flow identification
For exanple, PDRs (Packet Detection Rules), SDF (Service Data Fl ow)
filters (e.g., IP-filter, MAG-filter, etc.), etc., are all good tools
to differentiate flows [TS.23.501]. Further, the 5GS has

st andar di zed powerful procedures for the establishnment & update of
PDU sessi ons/ QS fl ows, which accordingly achieves the fl ow dynanics
(e.g., flowjoining & |l eaving a fl ow aggregate as mani f est ed
potentially by a PDU session) [TS.23.502]. Moreover, sone QS
paraneters, e.g., Aggregated Bit Rate (ABR), may stand at different

| evel s, including UE-ABR, Session-ABR, flowABR etc., that would
make the service differentiation & sharing on the aggregated-cl ass
(A-C ass) |level feasible.

Security Considerations

Security considerations for DetNet are covered in the DetNet
Architecture [ RFC8655] and Det Net security considerations [ RFC9055].

I ANA Consi derations
Thi s docunent nakes no requests for | ANA action.
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