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Abstract

The Det Net -specific nmetadata should be carried in enhanced data pl ane
based on the enhancenent requirenents. This docunent proposes the
common Det Net data fields and option types such as Aggregation Option
and Deternministic Latency Option. The common Det Net Dat a-Fi el ds can
be encapsulated into a variety of protocols such as MPLS, |Pv6 and
SRv6 net wor ks
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1. Introduction

According to [ RFC8655], Determ nistic Networking (DetNet) operates at
the I P layer and delivers service which provides extrenely | ow data

| oss rates and bounded | atency within a network donmain. DetNet data
pl anes has been specified in [RFC8938]. As described in [ RFC9320],
the end-to-end bounded | atency depends on the val ue of queuing del ay
bound al ong with the queuing mechani sms. Miltiple queui ng nechani sns
has been proposed to guarantee the bounded | atency in | EEE802.1 TSN
(Time-Sensitive Networking) Task Group. But the existing
determnistic technol ogies are facing | arge-scal e nunber of nodes and
| ong-di stance transm ssion, traffic scheduling, dynamc flows, and
other controversial issues in large-scale networks. The DetNet is
required to support a enhanced data pl ane met hod of flow
identification and packet treatnent.

For scaling networks, [I-D.ietf-detnet-scaling-requirenents] has
descri bed the enhancenent requirenents for Det Net enhanced data

pl ane, such as aggregated flow identification and determ nistic

| at ency guarantees. For exanple, the flowidentification with
service-level aggregation and explicit aggregated flow identification
shoul d be supported. And queui ng nmechani sms and sol utions require
different information to be defined as the Det Net-specific netadata
to help the functions of ensuring deterninistic |atency, including
regul ati on, queue managenent, etc. Several data plane enhancenent
sol utions and queui ng nechani sns have been discussed in DetNet. And
[1-D.ietf-detnet-datapl ane-taxonony] has defined the classification
criteria and the suitable categories for DetNet data plane sol utions.

Thi s docunent proposes the specific nmetadata which should be carried
in Det Net Enhanced Data Pl ane (EDP) and proposes the comon Det Net
data fields and option types such as Aggregation Option and

Determ nistic Latency Option. The comon Det Net Data-Fi el ds can be
encapsul ated into a variety of protocols such as MPLS, | Pv6 and SRv6
net wor ks.

2. Conventions used in this docunent

2.1. Requirements Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 {RFC2119} {RFC8174} when, and only when, they appear in al
capital s, as shown here
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2.

2.

3.

3.

2. Term nol ogy
Thi s docunent uses the terns defined in [ RFC8655], [ RFC8938],
[1-D.ietf-detnet-scaling-requirenments] and
[1-D.ietf-detnet-datapl ane-taxonony].
3. Abbreviations
SRH: Segnent Routi ng Header
SRv6: Segnent Routing for |Pv6 forwardi ng pl ane
DL: Deternini stic Latency
CSQF: Cycl e Specified Queuing and Forwardi ng
TQF: Ti mesl ot Queui ng and For war di ng
C- SCORE: Wrk Conserving Statel ess Core Fair Queuing
EDF: Ear | i est Deadl i ne First
TAS: Ti e Awar e Shaper
ATS: Asynchronous Traffic Shaping
CQF: Cyclic Queuing and Forwar di ng
FQ Fair Queui ng
TSN: Ti me- Sensi ti ve NetworKking
ECQF: Enhanced Cyclic Queui ng and Forwardi ng
gLBF: guar ant eed Lat ency Based Forwardi ng
EDP: Det Net Enhanced Data Pl ane
Speci fic Metadata for Det Net Enhanced Data Pl ane
1. Aggregation-based Metadata
As per [RFC8655], the DetNet data plane nust support the aggregation
of DetNet flows in order to support |larger nunbers of DetNet flows
and inprove scalability by reducing the per-hop states. And the flow
aggregation may be necessary for scaling networks. As per

[I-D.ietf-detnet-scaling-requirenments], the determnistic services
may dermand different determnistic QoS requirenents according to
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different |levels of application requirenments. The flow
identification with service-level aggregation and explicit aggregated
flow identification should be supported. In DetNet MPLS, A-Label
defined as per [RFC8964] can be added explicitly to the packets. But
in other DetNet data plane, no aggregated flow specific information
is avail able.

Furthernore, it is required to be dynamic and sinplified to ensure
the aggregated fl ows have conpati bl e Det Net flow specific QS
characteristics. The individual flows nmay be aggregated for
treatnent based on shared service specification on aggregated-class
| evel which identified by an aggregation class as per

[1-D. xi ong-detnet-fl ow aggregation]. This docunent proposes the
aggregation-based netadata in enhanced data pl ane for the Det Net
nodes along the path to identify the aggregated fl ow and achi eve the
end-to-end QS in scaling networks.

3.2. Determnistic Latency Metadata

As described in [ RFC9320], the end-to-end bounded | atency depends on
the queui ng del ay bound and the queui ng nmechani sms. Ml tiple queuing
mechani sns have been proposed such as TAS [I | EEE802. 1Qbv], CBS

[ EEE802. 1Q 2014], ATS [|EEE802.1Qcr], CQF [l EEE802.1Cch] and so on
In scaling networks which has large variation in |atency anong hops,
great nunber of flows and nultiple domains.
[1-D.ietf-detnet-scaling-requirements] has described the technica
requirenents for enhanced data plane solutions. Many variations and
ext ensi ons of queui ng nechani sns have been proposed to resolve the
scalability issues in DetNet. For exanple, the CQF variations for
cyclic-based scheduling includes the ECQF [| EEE 802. 1Qdv], TCQF

[1-D. eckert-detnet-tcqf] and CSQF

[1-D. chen-det net-sr-based- bounded-I| atency]. The TAS variations for

ti mesl ot - based schedul i ng i ncludes TQF

[1-D. peng-det net - packet-ti nesl ot-nechanisni. The FQ variations for
rat e- based schedul i ng i ncl udes C SCORE

[1-D.joung-detnet-statel ess-fair-queuing], ATS [|EEE802.1Qr] and
gLBF [I-D. eckert-detnet-gl bf]. The EDF variations for deadline-based
schedul i ng includes EDF [I-D. peng-detnet-deadl i ne-based- f orwar di ng] .

And when queui ng nmechani sns used in | arge-scal e networks, the per-
flow states can not be maintained with scalability issues. Sone
queui ng paraneters should be carried for coordinati on between nodes
so as to nake appropriate packet forwarding and schedul i ng deci sions
to neet the time bounds. As per
[I-D.ietf-detnet-scaling-requirements], the information used by
functions ensuring determnistic |latency should be supported as such
queui ng- based i nformation. And queui ng nechani sns and sol utions
require different information to help the functions of ensuring
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4.

4.

deterministic |atency, including regulation, queue nanagenment. The
determnistic | atency netadata shoul d be defined as the Det Net -
specific netadata for DetNet enhanced data pl ane.

[1-D.ietf-detnet-datapl ane-taxonony] has defined the classification
criteria and the suitable categories for this solutions. This
proposes the deternministic latency metadata align with the categories
in enhanced data plane for the Det Net nodes along the path to apply
the queui ng mechani sns and get the related determnistic |atency

met adata in the packet to achi eve the end-to-end bounded | atency.

Data Fields for Det Net Enhanced Data Pl ane
1. DetNet Option-Types and Dat a-Fi el ds

The enhanced functions and rel ated nmetadata for DetNet shoul d be
confirnmed before the encapsul ations. Wile nore than one netadata
shoul d be carried in enhanced data pl ane, the common Det Net header
shoul d be considered to cover all option-types and data as Figure 1.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Det Net-Type | Det Net-Length | RESERVED |
i e e e o o e S b i o SR R B S
~ Det Net Option and Data Space ~
B i s T T i i o S o T Ji I

Figure 1 DetNet Header for Enhanced Data Pl ane
Det Net - Type: 8-bit unsigned integer, defining the DetNet Option-type
for enhanced DetNet. This docurment defines two options and option-
types:
Aggregation Option-Type, TBD1, as defined in section 4.2.
Determ ni stic Latency Option-Type, TBD2, as defined in section 4.3.

Det Net - Lengt h: 8-bit unsigned integer, defined the Length of the
Det Net Header 4-octet units.
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Det Net Option and Data Space: variable, it MJST be aligned by 4
octets. It carries data that is added by the Det Net encapsul ating
node and interpreted by the decapsul ating node. The DetNet transit
nodes MAY process the data by forwarding the option data detern ned
by option type and may nodify it. The DetNet Option consists of a
fixed-size "Option Header" and a variabl e-size "Option Data". The
Header and Data may be encapsul ated continuously or separately. A
Data or nore than one Data in lists can be carried in packets.

4.2. Aggregation Option
The format of Aggregation Option Header is shown in Figure 2

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Aggregation Type | Flag |E| Data Len |
I S i o T s S S S e s s T

Figure 2 Aggregation Option Header

Aggregation type(1l6 bits): indicates the aggregation type of packet
treatnment ensuring the determnistic |atency as Figure 3 shown. This
type can al so indicate the aggregated cl ass.

B I R e it T S ST I R TR S TR S S R i sl O N e
| Value | Aggregati on Type |
I i i T i e S e il ol o ST S S TR R TR S
| 0OX0000 | Reserved |
Bl T e R S i i i ol S S TR S i R S R T S
| 0x0100 | Bandwi dth guarantee |
B I R e it T S ST I R TR S TR S S R i sl O N e
| 0x0200 | Jitter guarantee |
I i i T i e S e il ol o ST S S TR R TR S
| 0x0300 | Del ay guarantee |
Bl T e R S i i i ol S S TR S i R S R T S
| 0x0400 | Low delay and jitter guarantee |
B I R e it T S ST I R TR S TR S S R i sl O N e
| 0x0500 |Utra-low delay and jitter guarantee

I i i T i e S e il ol o ST S S TR R TR S

Figure 3 Aggregation Type

Flag: 8-bit flags field. Wwen Eis set to 1, it indicates the
explicit aggregated flow identification

Data Len: 8-bit unsigned integer. Length of option data, in octets.
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The rel ated option data is defined as Aggregation Option Data in
Fi gure 4.

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Aggregation ID |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| End-t o- end Del ay Budget |
B T S i T s i i e e SEI S
| End-to-end Del ay Variati on Budget |
I S i o T s S S S e s s T

Figure 4 Aggregation Option Data

Aggregation ID: 32bits. It provides explicit and unique identifier
for aggregated flow identification. DetNet nodes perform ng
aggregation using aggregation ID.

End-to-end Del ay Budget: 32bits. It provides the value of end-to-end
del ay budget for the aggregated fl ow

End-to-end Del ay Variation Budget: 32bits. It provides the val ue of
end-to-end del ay variation budget for the aggregated flow.

4.3. Determnistic Latency Option

The format of Determnistic Latency Option Header is shown in
Fi gure 5.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Deterministic Latency Type | Fl ag | Data Len |
i i i T i I S i e s o o i i

Figure 5 Deterministic Latency Option header
Determ nistic Latency Type(16 bits): indicates the type of
determnistic latency information with rel ated queui ng and schedul i ng

metadata and it aglined with the suitable categories as defined in
[1-D.ietf-detnet-datapl ane-taxonony] and shown in Figure 6.
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e e Lk ol e T e e L EoE
| Value | Deterninistic Latency Type |

i S S T sl o I S I S S T S S S S e
| 0x0000 | Unassigned |

T i i i S l ks o i N SR S
| 0x0001 | Right-bounded category |

i T o e i e e i i R e e S e e -
| 0x0002 | Flow | evel periodic bounded category |

i S S T sl o I S I S S T S S S S e
| 0x0003 | Cdass |evel periodic bounded category |

i e i i el ks o i SHE S S
| 0x0004 | Flow | evel non-periodic bounded category

i T o e e o e i R S e s
| 0x0005 | dass |level non-periodic bounded category |

i S S T sl o I S I S S T S S S S e
| 0x0006 | Flow | evel rate based unbounded category |

i i i i e S l s i i H S SR
| 0x0007 | Flow |l evel rate based | eft-bounded category|

i T o e e o i T R S e s

Figure 6 Determnistic Latency Type

Flag: 8-bit flags field.
of option data, in octets.

Dat a

The rel ated option data is defi

Len: 8-bit unsigned integer. Length

ned as Determ nistic Latency option

data whi ch provides function-based or queui ng-based information for a

node to forward a DetNet fl ow.
the determnistic latency type.
provided one tine or in list.

The data of which is determ ned by
The Det Net option data can be
The exanpl es of different types of

data is as follow ng sections shown.

4.3.1. Data Field in Ri ght-bounded Category
As per [I-D.ietf-detnet-datapl ane-taxonony],

ri ght - bounded cat egory,

When the type is set to 0x0001,
solutions in right-bounded category.

for solutions in the

a packet has only a nmaxi mumtine bound.

i ndi cates the queui ng and schedul i ng
The data field and rel ated

informati on may be carried and desi gned as followi ng shown:

0 1

2

3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Maxi mum ti nme bound

i S S T i S S e S AT i S S

Figure 7 Data Field in Ri ght-bounded Category
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Maxi mum tinme bound: 32bits, indicates the required maxi numtime bound
of a packet.

4.3.2. Date Field in Flow Level Periodic Bounded Category

As per [I-D.ietf-detnet-dataplane-taxonony], the flow Level periodic
bounded sol utions define a set of tine slots, which will be schedul ed
for flows or flow aggregates.

When the type is set to 0x0002, indicates the queuing and scheduling
solutions in flow |l evel periodic bounded category. The data field
and related informati on may be carried and designed as follow ng
shown:

0 1 2 3
012345678901 23456789012345678901
Fm e e e e e e e e e e e e e e e e e e e e e e e e e e e e e -
| Timeslot ID |
Fo e A e e e e e e e e e A e e e e e e e e e e e e e e e e e -

Figure 8 Data Field in Fl ow Level Periodic Bounded Category

Tineslot ID indicates the identifier of the tineslot scheduled for a
flow.

4.3.3. Date Field in Cass Level Periodic Bounded Category

As per [I-D.ietf-detnet-datapl ane-taxonony], the periodic bounded
solutions can be further categorized by the traffic granularity with
class | evel subcategory. The class Level periodic bounded sol utions
define a set of cycles and each cycle will be scheduled for flows or
fl ow aggregates within a class |evel

When the type is set to 0x0003, indicates the queuing and scheduling
solutions in class | evel periodic bounded category. The data field
and related information may be carried and designed as follow ng
shown:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Cycle ID |
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 9 Data Field in O ass Level Periodic Bounded Category

Cycle ID (32bits): indicates the identifer which the queue applied
for a node to forward DetNet flows within a class |evel
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4.3.4. Date Field in Flow Level Non-periodic Bounded Category

As per [I-D.ietf-detnet-datapl ane-taxonony], flow | evel non-periodic
bounded sol uti ons guarantee the m ni num and naxi mum bounds of a
packet in a flow or flow aggregate.

When the type is set to 0x0004, indicates the queuing and scheduling
solutions in flow |l evel non-periodic bounded category The data field
and related informati on may be carried and desi gned as foll ow ng
shown:

0 1 2 3

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Maxi mum ti nme bound |
el i I e i it T e e e e i i T o S e e S e T R R
| M ni mum ti ne bound |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 10 Data Field in Flow Level Non-periodi c Bounded Category

Maxi mum time bound: 32bits, indicates the maximumtine bound of a
packet in a flow or flow aggregates.

M nimumtinme bound: 32bits, indicates the mininumtine bound of a
packet in a flow or flow aggregates.

4.3.5. Date Field in Cass Level Non-periodic Bounded Category

As per [I-D.ietf-detnet-datapl ane-taxonony], class |evel non-periodic
bounded sol uti ons guarantee the mini num and nmaxi mum bounds of a
packet within a class |evel.

When the type is set to 0x0005, indicates the queuing and scheduling
solutions in class | evel non-periodic bounded category. The data
field and related information may be carried and designed as

foll owi ng shown:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Maxi mum ti ne bound |
i e e R e o o e i ol S N B S
| M ni mum ti ne bound |
B i s T T i i o S o T Ji I

Figure 11 Data Field in Class Level Non-periodic Bounded Category
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Maxi mum ti me bound: 32bits, indicates the maximumtinme bound of a
packet within a class |evel

M nimumtime bound: 32bits, indicates the mnimumtine bound of a
packet within a class |evel.

4.3.6. Date Field in Flow Level Rate-based Unbounded Category

In flow | evel rate based unbounded category, the | atency bound is
primarily influenced by the ratio of a flow s nmaxi num packet size,
its allocated service rate and conpl etion tine.

When the type is set to 0x0006, indicates the queuing and scheduling
solutions in flow |l evel rate based unbounded category. The data
field and related information may be carried and designed as

fol |l owi ng shown:

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Maxi mum packet size |
el i I e i it T e e e e i i T o S e e S e T R R
| Service rate |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Finish tine I
B T I e R i i i T S S e e I e ik oI I S S e S S

Figure 12 Data Field in Flow Level Rate-based Unbounded Category

Maxi mum packet size: 32 bits, indicates the nmaxi num packet size of a
flow.

Service rate: 32 bits, indicates the allocated service rate of a
flow

Finish time: 32 bits, indicates the required service conpletion tine
of a flow

4.3.7. Date Field in Flow Level Rate-based Left-bounded Category

In flow | evel rate based | eft-bounded category, the | atency bound is
primarily influenced by the ratio of a flow s maxi mum packet size,
its allocated service rate, start time and conpletion tine.

When the type is set to 0x0007, indicates the queuing and scheduling
solutions in flow |l evel Rate based | eft-bounded category. The data
field and related information may be carried and desi gned as

foll owi ng shown:

Xiong, et al. Expires 2 January 2026 [ Page 12]



I nternet-Draft Data Fi el ds for Enhanced Det Net July 2025

5.

5.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Maxi mum packet size |
R e s T o T S R El ok i R e e S S e o o s
| Service rate |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Finish tine |
B i s T T i i o S o T Ji I
| Eligible tine |
R e s T o T S R El ok i R e e S S e o o s

Figure 13 Data Field in Flow Level Rate-based Left-bounded Category

Maxi mum packet size: 32 bits, indicates the maxi mum packet size of a
flow.

Service rate: 32 bits, indicates the allocated service rate of a
flow.

Finish time: 32 bits, indicates the required service conpletion time
of a flow

Eligible time: 32bits, indicates the required service start tinme of a
fl ow.

Encapsul ati on Consi derati ons for Det Net Enhanced Data Pl ane
1. Metadata for DetNet Enhanced Data Pl ane

The packet treatnent should indicate the behaviour action ensuring
the determnistic latency at Det Net nodes such as queui ng- based
mechani sms.  The deterministic |atency type and rel ated parameters
such as queui ng-based i nformation should be carried as netadta in
data plane. And the definitions may follow these polices.

The data pl ane enhancenent nust be generic and the format nust be
applied to all functions and queui ng mechani sms. The netadata and
definitions should be compbn anong different candi date queui ng

sol utions.

I nformati on and netadata MJUST be sinplified and linited to be carried
in Det Net packets for provided deterninistic |latency rel ated
schedul i ng al ong the forwardi ng path. For exanple, the queui ng-based
i nformati on should be carried in netadata for coordination between
nodes.
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The requirement of the flow or service may be not suitable to be
carried explicitly in DetNet data plane. The packet treatnent shoul d
schedul e the resources and indicate the behaviour to ensure the
determnistic latency in forwarding sub-layer. So the queuing
mechani snms coul d be viewed as a type of determnistic resources. The
resources type and queui ng type should be explicitly indicated.

5.2. Encoding for DetNet Enhanced Data Pl ane
5.2.1. Reuse of the Existing DSCP/TC Field

Reusing the DSCP or existing field is reasonable and sinple to define
and easy to standardi ze. For exanple, in IPv4 and traditional MPLS
networks, it is not suitable to carry new nmetadata and it is
suggested to reuse the original bits such as DSCP as per

[1-D. eckert-detnet-tcqf]. The nmapping from DSCP and the netadata
such as queuing information MJST be provided in the controller plane.

5.2.2. New Common Data Fields

DSCP val ue may be not sufficient and hard to distingui sh between the
original DiffServ service and the determnistic service. The DetNet-
specific netadata can al so be encoded as a comon data fields and the
definition of data fields is independent fromthe encapsul ating
protocols. The data fields could be encapsulated into a variety of
protocol s, such as MPLS MNA [I|-D. sxg-npl s- ma- det erm ni stic-1 at ency],
I Pv6 [I-D. xi ong-det net - 6man- queui ng-opti on] and SRv6

[1-D. xi ong-det net -spri ng-srh-extensions].

6. Security Considerations

Security considerations for DetNet are covered in the DetNet
Architecture [ RFC8655] and Det Net data plane [ RFC8938], [RFC8939],

[ RFC8964] and Det Net security considerations [ RFC9055]. The security
considerations specified in [I-D.ietf-detnet-scaling-requirenents]
are also applicable to the procedures defined in this docunent.

7. | ANA Consi derations
I ANA has defined a registry group naned "DetNet Data Fields". This
group includes the Det Net Option-Type registry. This registry
defines code points for the DetNet Option-Type field for identifying
Det Net - Opti on- Types. The followi ng code points are defined in this
docurnent :
TBD1: Det Net Aggregation Option-Type

TBD2: Det Net Deterministic Latency Option-Type
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