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Abst ract

Thi s docunent aims to study and inplement Miltipath Transm ssion
Control Protocol (MPTCP) and Multipath QU C (MPQUI C) using
application layer traffic optimzation (ALTO or Link Layer Discovery
Protocol (LLDP) in Software-Defined Networking (SDN). 1In a
traditional Software-Defined Networking, ALTO server collects network
cost indicators (including |ink delay, nunmber of paths, availability,
network traffic, bandw dth and packet |loss rate etc.), and the
controll er extracts MPTCP or MPQU C packet header to allocate MPTCP
or MPQUI C packet to suitable transm ssion path according to the
network cost indicators by ALTO and YANG topol ogy nodul es, which can
reduce the probability of transm ssion path congestion and inproving
path utilization in a nmultipath transni ssion network.
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1. Introduction

The conventional TCP protocol only uses one path between a server and
a client to exchange data. |In order to realize the sinultaneous
transm ssion of data via multiple paths between a server and a
client, the I ETF standardi zed MPTCP [ RFC8684] . MPTCP uses nultiple
pat hs between hosts to transnit data at the sane tine, but it is
necessary to nodify the operating system kernel to change the
protocol stack of both parties or use an application proxy [ RFC8803]
in order to increase the MPTCP protocol. MPTCP has di sadvant ages
such as difficulty in deployment. In order to solve the drawbacks in
the transm ssion network and adapt to the faster devel opment of the

I nternet, Google proposed the HTTP/3 protocol which is QUC

[ RFC9000]. QUIC has nany new features, such as: 0-RTT, forward error
correction, connection migration, flexible congestion control,

mul ti pl exi ng without head-of-1ine blocking, and more. MPQUIC
[MPQUIC] is a multi-path transm ssion protocol designed on the basis
of QUC  SDN [RFC7149] is a new network innovation architecture. By
separating control and forwarding, it breaks the cl osedness of
traditional network equi pnment, and uses progranm ng to nake network
management nore conci se and programmbility. ALTO [ RFC7285] can
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obtai n and expose gl obal network information to a controller, such as
network traffic, link delay, etc. MPTCP and MPQUI C have their own
characteristics [MultipathTester].

Real i ze the coupling control of MPTCP and MPQUI C subflows in the
context of SDN, and obtain the network state information and all ocate
the optinmal path according to the information conveyed in the ALTO
Protocol, so as to inprove the bandwi dth utilization and resource

all ocation fairness, effectively alleviate the network congesti on and
realize the | oad bal ance between paths.

At present, sone scholars have studied the nodel of deploying MPTCP
or MPQUI C in Software-Defined Networking, [QU CSDN] \ [ SDN for_MPTCP]
\ [SDN_MPTCP], but their SDN controller cannot nanage the headers of
MPTCP and MPQUI C data packets at the sane tine, and cannot manage of
MPTCP and MPQUIC links at the same time. The ALTO Protocol can easily
obtain various network states (including multiple SDNs, dynamic
networks) fromcontroller without the internal details of the network
provi der, and deliver controller decisions [ SDN ALTO proof] \

[ SDN_ALTO, which is already a successful solution

The purpose of this docunent is to:

Descri be the nodel that an SDN controller can use to MPTCP or MPQUI C
data packets in the Software-Defined Networking.

According to the global information obtained by the AITO the
controller allocates MPTCP or MPQUI C data packets with efficient
transm ssi on pat h.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Oiginal transm ssion control node of MPTCP or MPQUI C in SDN

In a Software-Defined Networking, the original controller cannot
extract MPTCP or MPQUI C data packets. [|f MPTCP or MPQUIC as a
server/client is deployed in SDNwith a original controller and there
are nultiple transm ssion paths, the controller only selects one of
the paths to exchange data, and the other paths are "idle" (i.e.,
there is only one path to transmit data). The utilization rate is
low, and it is inpossible to transmt data on nultiple paths at the
same time, resulting in low transm ssion efficiency.
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4. Delivering functions by ALTO

An ALTO server is used to obtain network status information, and an
SDN controller is considered as an ALTO client. The ALTO server
collects network cost indicators (including |ink delay, nunber of
paths, availability, network traffic, bandw dth and packet | oss
rate).

5. Architectural Franework

The architectural framework of nulti-path transm ssion nodel based on
SDN control ler MPTCP and MPQUIC i s shown in Figure 1.
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| oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo + |
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| R A + |
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| | A (R R + |
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Figure 1: Schematic diagram of SDN-based MPTCP-aware and MPQUI C-awar e
transm ssion control nodel
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The SDN-based MPTCP and MPQUI C transm ssion control nodel consists of
three parts.

* The first part is the network status acquisition nodule, which
acqui res basic network status infornmation fromALTO

* The second part is the control plane, that is the SDN controller,
al so the client of ALTO which includes extracting MPTCP / MPQUI C
header nodul e, path selection nodule, flow rules generation nodul e
and |ink nanagenent nodule. The main function is to extract the
header identifier token of MPTCP (or CID of MPQU C) according to
the data packet (token from MPTCP unencrypted header and CID from
MPQUI C unencrypt ed header, see Figure 2 and Figure 3 for details),
obtain the global information of the whole network according to
ALTO and al |l ocate suitable paths and put flow rules to sw tches
according to the global information of the entire network, and
manage the links of the entire network at the sane tine.

* The third part is the data plane which is sone OpenFl ow switches
It executes the flow rules issued by the controller and realizes
the forwarding of data packets.

1 2 3

01234567890123456789012345678901

S RIS S RIS Fommma - Hoomm- R R +
| Ki nd | Length = 12 | Subtype]| | Bl Address ID |
T T R, +--m - - T +
| Recei ver’'s Token (32 bits) |
. +
| Sender’ s Random Nunber (32 bits) |
T T T T +

Figure 2: MPTCP Header Packet For mat

Long Header Packet {

Header Form (1) = 1,

Fixed Bit (1) = 1,

Long Packet Type (2),

Type- Specific Bits (4),

Version (32),

Destination Connection ID Length (8),
Destination Connection ID (0..160),
Source Connection ID Length (8),
Sour ce Connection ID (0..160),
Type- Speci fic Payload (..),

Figure 3: QU C Header Packet Format
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| and subfl ow
|identifier

6. I nplenentation and Depl oynent
o e e e e e oo - + o e e e e e e e e a oo - +
| Create a flow table | | The packet p arrives at si, |
R R + | and s1 perforns flowrules <---+
| | item matching on p | |
| e - + |
oo Voo + | |
| bt ai n Net work St at us| | |
| Extract packet header|<----- + | |
R R + | \ |
I I I\ I
e e + | [\ |
| | | +---NO----Match successful ? |
% % % \ |
I\ I\ I\ \/ |
[\ [\ [\ YES |
MP_CAPABLE ClD MP_JO N | |
\ \ \ | |
\/ \/ \/ A R + |
| | | | Forward packet according to|-+
| | % |the flow rules instruction |
| | S RS S RS + deeemmeeaaaaa N e eeeaaaa s +
| | | Extract token| |
| | oo SRR + |
I I I I
| | | |
| +omm e V----+ +----- V------- + |
| | key=Q+CID | | key=T+token | |
| +----- +----- + 4o Fommm - + |
I I I I
| Fomm - - - Fomm - - + |
| | |
I \ I
I I\ I
I I I
| Is there a key |
| +--in the flow table?--+ |
| | \ | |
| NO \/ YES |
I - - l/ ---------- S l/ ------ + I
| | Extract source |P| | | |
| |destination IP | | Path of all | |
| | source port | subflows in | |
| | val ue, RL | |
I I I I
I I I I

|
| destination port |
I
I
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| Extract the |
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I
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|
|first path to p |
I

| route does not |
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| route | belong to RL |
Fomm o - S + Fomm o - Fomm o - +
I I
Fomm oo - Fomm oo - +
I
I
Fom e e e e e oo s L 2 +
| Put forward and reverse flowrules to switch|----+
o m m e e e e e e e e e e e e e e e e mee oo +

Figure 4: The flow chart of the SDN based MPTCP-aware and MPQUI C- awar e

mul ti-path transm ssion control

nmodel

The flow chart of the SDN-based MPTCP-aware and MPQUI C-aware multi -

pat h transmn ssion control
transm ssi on control

*

nmodel is shown in Figure 4. The
nmodel is realized by the foll owi ng steps:

i ndicators

net wor k

Step 1. The ALTO server collects network cost
(including link delay, nunber of paths, availability,

traffic, bandwi dth and packet |oss rate, etc.), which are recorded
as: G(V, e), network topology g, Vis the vertex and E is the
edge.

* Step 2. The connection ID(CID) is the connection identifier of

Xi ng,

MPQUI C, and can be obtained fromthe QU C header (connection ID,
see Figure 3 for details). The SDN controller creates a nmapping
table flows for storing MPTCP or MPQUI C connection information,
and each entry structure of the mapping table flows is

<key:val ue>; wherein key is the unique identifier of MPTCP or
MPQUI C connecti on, Wen the packet conmes from MPTCP, key=T+t oken;
and when the packet cones from MPQUI C, key=Q+CID (The letters T
and Q are used to distinguish MPTCP and MPQUIC). value is a set of
sub-stream meta-information, each itemin the set is a sub-stream
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met a-i nformati on; each sub-stream neta-information consists of
source | P, destination |IP, source port, destination port, MPTCP
(or MPQUIC) sub-streamidentifier and the path route composition

* Step 3. Wen the data packet p fromthe MPTCP or MPQUI C server
reaches the first switch s1, the first switch sl extracts the
header field of the data packet p, extracts the source |IP, source
port, destination IP and the destination port matches the source
I P, source port, destination IP and destination port of the flow
table in the first switch sl respectively, and judges whether the
mat ching is successful. If so, go to step 13; if not, then the
first switch sl encapsul ates the data packet p and forwards it to
the SDN controller, and at the sanme tinme adds the data packet p to
the waiting queue.

* Step 4. After receiving the data packet p, the SDN controller
extracts the header field of the data packet p, extracts the
connection identifier of the data packet, and generates a key
val ue, where when the data packet comes from MPTCP, key=T+t oken
When t he packet conmes from MPQUI C, key=Qt+CI D. Then query whet her
there is a key in the mapping table flows, if so, go to step 8, if
not, go to step 5

* Step 5. Extract the source |P, destination IP, source port, and
destination port of the data packet p and generate a key val ue,
where when the data packet cones from MPTCP, key=T+t oken; and when
the data packet conmes from MPQUI C, key=Q+Cl D

* Step 6. ALTOto get basic network infornmation. The controller
cal culates the threshold T according to the global network state
i nformati on (network topol ogy, nunber of switches, etc.). Using
the depth-first traversal algorithm find the avail able path set

R={r_1,...,r_i,...,r_m} fromall source nodes whose | ength does
not exceed a certain threshold T to the destination node, r_i is
the i available path, in the available path set Select a shortest
path r i in Ras the path route of the sub-flow, where

r i=<s (i,1),...,s_(i,j),...> s_(i,j) represents the i available
path The switch nunbered j, where i belong to [1,n],] belong to
[1,T].
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Xi ng,

Step 7. Use the MPTCP and MPQUI C connection identifiers as the
uni que identifier key of the MPTCP and MPQUI C connections, where
the key is the unique identifier of the MPTCP and MPQUI C
connections. Wen the data packet cones from MPTCP, key=T+t oken;
and the data packet cones fromln MPQU C, key=Q+CID. The source
I P, source port, destination IP, destination port, MPTCP, MPQUIC
sub-flow identifier and path route of the data packet p are added
to the set value of sub-flow neta information as sub-fl ow neta-
informati on, and then the <key:value> The formis saved to the
mapping table flows, and go to step 11.

Step 8. The SDN controller updates the flows table according to
the global information of the network, and takes out the val ue
fromthe connection identifier, and then composes all paths in the
value into a set RL={r_1,r_2,...}.

Step 9. The SDN controller searches for a suitable disjoint path
for the data packet p according to the nethod in Step 5, and sets
the found path as route=r_i, where r_i not belong to RL.

Step 10. Extract the source |IP, destination IP, source port,
destination port, and MPTCP, MPQUI C sub-flow identifiers of the
data packet p, and convert the source |IP, source port, destination
I P, destination port, MPTCP (or MPQUIC) sub-flow identifiers and
the path route is added to the value as sub-flow nmeta information.

Step 11. The SDN controller uses the source IP, source port,
destination IP and destination port to issue the flowtable to all
switches in the route route, and set the route
route=r_i=<s_(i,1),...,s_(i,j-1),s_(i.j),s_(i,j+1),...> for the
switch s (i,j), the flowentry sent is the source |IP, source port
to the destination, the data packets of |IP and destination port
are forwarded to s_(i,j+1)

Step 12. The controller sends the reverse flow table to al
switches on the route route and sets the route
route=r_i=<s_(i,1),...,s_(i,j-1),s_(i,j),s_(i,j+1),...> for the
switch s (i,j) ,the flowtable entry sent is to forward the data
packets fromthe destination IP, destination port to source IP,
and source port to s (i,j-1).

Step 13. The switch already contains a flow entry for processing
the data packet p, and forwards the data packet according to the
rules defined by the flow entry, and conpl etes the processing of
the data packet p. |If an error occurs or execution fails, the

ti mestanp, error code, source switch nunber and error switch
nunmber are sent to the ALTO server, which records themin the
error.log file.
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7.

10.

11.

11.

Security Considerations

The transm ssion control nodel uses the default security mechani sm of
SDNALTO MPTCPAQUIC in the network, and does not nodify the default
security nechani sns such as encryption and authentication nodels

[ RFC7149], [RFC7285], [RFC6824] and [ RFC9000].

| ANA Consi der ati ons
TBD.
Di scussi on

The SDN transm ssion control nodel proposed in this docunent can
simul taneously identify MPTCP and MPQUI C data packets and all ocate
opti mal paths according to the network status obtained by ALTO which
expands the application scope of MPTCP and MPQUIC. |In order to
verify its conprehensive transm ssion performance, a fat-tree data
center network is designed. The transnission control method proposed
in this docunent inproves the throughput by about 3 tines compared to
the default transm ssion control method [ Survey] \

[Optimzing multipath QUIC]. This nodel can also be applied to
satellite networks, marine networks, etc.

In future work, We will further research nultipath transm ssion in
Sof tware Defined Information-centric networking [[ RFC9236]] /
[[ RFCB793]].
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