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Abstract

EVN6 is a nechani sm designed to carry Ethernet virtual networks,

provi ding Ethernet connectivity to custonmer sites dispersed on public
I Pv6 networks. At the data layer, EVN6 directly places the Ethernet
franes in the payl oad of | Pv6 packet, and dynamically generates the

| Pv6 addresses of the | Pv6 header using host MAC addresses and ot her

i nformation, then sends theminto I Pv6 network for transm ssion

Thi s docunent proposes extensions to EVPN for EVNG, including two new
route types and rel ated procedures.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

EVN6 [I-D. xl s-intarea-evn6]is a nmechani sm designed to carry Ethernet
virtual networks, providing Ethernet connectivity between custoner
sites dispersed on public | Pv6 networks. Wen receiving Ethernet
frane to be transmitted by host of local site, ingress PE of |Pv6
network will map the host MAC addresses, virtual network identity
(VEl), and | Pv6 mapping prefixes to their appropriate positions of
the source and destination |IPv6 address, so the address is unique for
each host. After the outer source and destination |IPv6 addresses are
ready, the data frane is directly encapsulated in |IPv6 packet and
transmtted to the correct destination site through the | Pv6 network.
Since the outer address contains the MAC address of the host, tunne
in EVN6 is specifically for the comunicati on between two hosts

| ocated at different sites, rather than the sane tunnel being shared
by multiple host pairs, furthernore, tunnel generated in this way is
non-explicit since network managers does not need to pre configure
tunnel s between any custoner sites.
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Dynam ¢ generation of EVN6 virtual network instances over |Pv6

net wor k needs the support of control layer. For the encapsul ation of
Et hernet frame, the data in MAC VRF shoul d be available, so the

i ngress PE device can find out the mapping prefix, VEI of the host
identified by the MAC address fromthe | ocal MAC-VRF. 1|n snall-scale
net wor ks, exchangi ng MAC/ Ref 6 mappi ng of each host between PE nodes
can be achi eved through manual configuration. But in |arge-scale
networ ks, this procedure should be automatic, which requires support
fromthe control layer. For dynam c creation of EVN6 network

i nstances, this docunent introduces the extensions of EVPN [ RFC7432],
including two newWy defined route types and the rel ated processes.
This is a conpani on docunent of EVNG[I-D. x|l s-intarea-evn6].

2. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Term nol ogy
Br oadcast Domain: In a bridged network, the broadcast donain
corresponds to a Virtual LAN (VLAN), where a VLAN is typically
represented by a single VLAN ID (VID) but can be represented by
several VIDs where Shared VLAN Learning (SVL) is used per 802.1Q
EVN6: Ethernet Virtual Network over | Pv6.

MAC-VRF: A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on a PE

VElI: Virtual Ethernet ldentifier, it is 32-bits in length to identify
each EVN6 instance.

4. Advantages of Using EVPN to Create EVNG

The EVN6 tunnel can be dynam cally created using BGP EVPN as the
Control Plane. EVPN is a universal Control Plane protocol that can
be conmbined with various Data Pl ane technol ogi es (including MPLS,
SRv6, VXLAN, etc.) to achieve a conplete forwardi ng and control
separation SDN solution. So far EVPN has five route types based on
MP- BGP NLRI extension, as foll ows:

Type 1. Ethernet Auto-Di scovery Route

Type 2. MAC/ | P Advertisenent Route

Type 3. Inclusive Milticast Ethernet Tag Rout
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Type 4. Ethernet Segment Route
Type 5. 1P Prefix Route

As the control |ayer of EVNG, EVPN has the follow ng advant ages:
(1) EVPN can automatically establish EVN6 Tunnel, thereby
reduci ng the conplexity of network operation and inproving

network scal ability.

(2) EVPN can autonmatically announce I P, MAC, VEI, and host
routing information, effectively reducing BUMfl ooding traffic.

To support the operation of EVNG, the following new route types, i.e.
Type 12 route and Type 13 route are defined,

(1) Type 12. EVN6 Auto-Discovery Route (tentative nane)
(2) Type 13. MAC/ I Pv6 Advertisement Route (tentative nane)
5. Route Types for EVN6
5.1. EVPN Type 12 Route

EVPN Type 12 Route is used to advertise VEI and | Pv6 mappi ng prefix
all ocated by PE for virtual network between PEs, to establish a head
end replication list, which is used for automatic discovery of PE and
dynanmi ¢ establishnent of EVN6 tunnel. |f the peer PE is reachable by
| Pv6 Mapping prefix routing, an EVN6 tunnel is established to the
peer. Meanwhile, if the VEI of the other end is the sanme as that of
the local end, a head end replication table is created for subsequent
BUM nessage forwardi ng.
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Figure 1: Type 12 Route NLRI Format Definition

The fields of Type 12 Route NLRI are illustrated as foll ows:

5. 2.

Route Distinguisher: This field is the RD (Route Distinguisher)
val ue set under the EVPN instance.

Virtual Ethernet ldentification: This field represents the
| ayer-2 VEI of the EVN6 tunnel carried by this route, which is
the identifier of the virtual Ethernet private network.

I Pv6 Mapping prefix length: This field represents the |ength of
the 1 Pv6 address mapping prefix for the local Site carried by
this route.

| Pv6 Mapping prefix: This field represents the | Pv6 address
mappi ng prefix of the local Site carried by this route.

EVPN Type 13 Route

EVPN Type 13 route is used to advertise the MAC address and | Pv6
address of the host between PE peers, and to dynamically establish
control plane entries at both ends of the tunnel

Xi e,
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Figure 2: Type 13 Route NLRI Format Definition

The fields of Type 13 Route NLRI are illustrated as foll ows:

Xi e,

Route Distinguisher: This field is the RD (Route Distinguisher)
val ue set under the EVPN instance.

Et hernet Segment ldentifier (field to be determned): This field
is the unique identifier defined for the connection between the
PE and a certain CE. ESI nanual configuration, tw PE
configurations with the same ESI in CE nmulti attribution
scenarios. ESI of O indicates that CEto PEis a single return.

MAC Address Length: This field represents the |length of the host
MAC address carried by this route.

MAC Address: This field is the host MAC address carried by this
route.

Host I D Length: This field represents the I ength of the host ID
in bits carried by this route.

Host ID: This field is the host ID carried by this route.
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| Pv6 Address Length: This field represents the nask | ength of the
host’s | Pv6 address carried by this route.

I Pv6 Address: This field is the host |1 Pv6 address carried by this
route.

Virtual Ethernet ldentification: This field represents the
| ayer-2 VEI of the EVN6 tunnel carried by this route, which is
the identifier of the virtual Ethernet private network.

6. Procedures

To dynamically create EVNG i nstance, EVPN utilizes extended Type 12
and Type 13 routes to convey control plane information. This
approach requires configuring BG EVPN nei ghbors on PE devices and
associating themw th the configuration information of EVNG

i nst ances.

The followi ng scenario is used to explain the procedure: Hl and H2
are located in different sites belonging to the sane virtual network,
with each site connected to PEL and PE2 respectively. Comunication
between H1 and H2 is carried out through an EVN6 instance built over
the 1 Pv6 network. Creation of EVN6G instance using EVPN invol ves the
followi ng three processes.

6.1. EVN6 Tunnel Setup for BUM Traffic
Br oadcast, unknown-unicast and nulticast (BUM traffic refers to that
kind of network traffic that will be forwarded to nultiple
destinations or that cannot be addressed to the intended destination

only. The MAC addresses of BUMtraffic have the follow ng
characteristics:

Broadcast traffic - MAC address all FF;

Multicast traffic - the | owest bit of the first byte of the MAC
address is 1;

Unknown Uni cast - Unicast MAC address.

The EVN6 tunnel for BUMtraffic is established by using Type 12
route.
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S + O + O + S +
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I I I I

I I (1) I I

I | <---------- >| I

I I I I

I | --+ | --+ I

I I [ (2) | 1(2) I

| | <-+ | <-+ |

I I I I

I I (3) I I

I | <---------- >| I

I I I I

I | --+ | --+ I

I | 1(4) | 1(4) I

| | <-+ | <-+ |

I I I I

| | EVN6 Tunnel | |

| | only for BUM |

| |<::::::::::>| |

I I I

Figure 3: Process of establishing EVN6 tunnel for BUMtraffic
The process is described as foll ows:
(1) Firstly, BGP EVPN peer is established between PEl and PE2.

(2) L2 broadcast dormain (i.e.BD)is created on PE1l and PE2
respectively, and configure associated |ayer 2 VEIs under the
broadcast domain. An EVPN instance is created in the L2
broadcast domain and configure the RD(Route D stinguisher),
Export Route Target (ERT), and inport Route Target (IRT) of the
| ocal EVPN instance.

(3) After configuring the local EVN6, PEL and PE2 will generate
BGP EVPN routes and send themto the other end, which carry the
Export Route Target of the |ocal EVPN instance and the Type 12
route.

(4) After receiving the BGP EVPN route fromthe other end, PEl
and PE2 first check the Export Route Target of the EVPN instance
carried by the route. If it is equal to the Inport Route Target
of the I ocal EVPN instance, they receive the route. O herw se,
they discard the route. After receiving the route, PEl and PE2
will obtain the I Pv6 Mappi ng Address and Layer 2 VEI carried in
it. |If the IPv6 Mappi ng Address of the other end is reachabl e by
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6

2

the Layer 3 route, an EVN6 tunnel will be established to the
other end. Meanwhile, the local end will create a VEI based
header replication table entry (refer to the static EVN6 creation
tabl e) for subsequent BUM packet forwarding.

BUM franmes are forwarded using head end replication. Wen the BUM
frane enters the EVN6 tunnel, the ingress end will encapsul ate the
franme in EVN6 according to the head end replication list and send the
packet to all the egress ends in the head end replication list. This
met hod ensures that the BUM frame can be correctly forwarded to the
destination device through | Pv6 network.

Host Entry Generation in MAC- VRF

The general EVN6 tunnel is designed for unicast Ethernet franme
forwarding. The prerequisite for establishing a universal EVN6
tunnel is to generate Host MAC mapping entry in MAC VRF table, which
i s achieved by dynamically exchangi ng Type 13 route.

e + emmmeeoo- + emmmeeoo- + e +
| Hostl | | PEL | | PE2 | | Host2 |
Fommm e F Aecmmeoo- F Aecmmeoo- + Fommm e +

| | | |

| | | |

| (1) | | |

[------mmmmm - >| | |

| | --+ | |

| | 1(2) | |

| | <-+ | |

| | (3) | |

| [----------- >| |

| | | --+ |

| | | 1(4) |

| | | <-+ |

| | EVN6 Tunnel | |

| | <::::::::::>| |

| | | |

Figure 4: Process of PE2 |earning the host MAC address and Host

The process of PE2 | earning the host MAC address of Hostl is
descri bed as foll ows:

(1) Hostl1 initiates communicates with PE1 for the first tinme.
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(2) PE1 learns the corresponding rel ationship between the MAC
address, BD (L2 Broadcast Dommin) ldentifier, and packet input
interface of Hostl through the 1Pv6 ND protocol, and generates a
MAC entry for Hostl in the | ocal MAC table.

(3) Meanwhile, PEl1l generates a BGP EVPN route based on Hostl's
IPv6 ND information and sends it to peer PE2, which carries the
out bound direction VPN Target of the local EVPN instance, the
next hop attribute of the route, and the newy defined Type 13
route.

(4) After receiving the BGP EVPN route sent by PEl, PE2 first
checks the outgoing direction VPN Target of the EVPN instance
carried by the route. If it is equal to the incom ng direction
VPN Target of the local EVPN instance, it receives the route.

O herwise, it discards the route. After receiving the route, PE2
obtai ns the corresponding rel ati onship between Host1l's MAC
address, Host ID, VElI, and | Pv6 Mappi ng address on PEl, and
generates a MAC entry for Hostl in the | ocal MAC VRF table.

The process of PELl | earning the host MAC of Host2 is the sane as the
above process, and will not be repeated here.

6. 3.

Et hernet Franme Transm Ssi on

This process is about hosts sending Ethernet franes to each other,
EVN6 wi |l be used when the frames pass though I Pv6 network. Wen
Host2 and Host1 are located at different sites, they first need to

| earn each other’s MAC addresses, and then they can transnit unicast
Et hernet frame to each other through the EVNG virtual network.

Xi e,
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Fommmmmmeoos F oo F oo + Fommmmmmeoos +
| Hostl | | PEL | | PE2 | | Host2 |
Fommm e T T + Fommm e +

| | | (1) |

| | | <-----mmmmmme--- |

| | | |

| | |--+ |

| | | 1(2) |

| | | <-+ |

| | (3) | |

| (4) | <----------- | |

| <------mmmmeo- | | |

|--+ | | |

| 1(5) | | |

| <-+ | | |

| (6) | | |

[-------mmmm - >| (7) | |

| |----------- >| (8) |

| | [------mmmmem - >|

| | | | --+

| | | [ 1(9)

| | | | <-+

| | (10) | |

I< ______________ |::::::::::::l_______________ I

Figure 5: Process of Ethernet Frane Transm ssion
The process is described as foll ows:

(1) When Host2 conmuni cates with Hostl for the first tine, it
needs to request the MAC address of Hostl. It first sends an

I Pv6 NS request nessage with the destination IP being Host1-1P,
this packet is encapuslation into a framework with its
destination MAC being a Solicited-Node nulticast address.

(2) By default, PE2 will broadcast on this network segment upon
receiving the request. |In order to reduce broadcast packets, the
I Pv6 ND suppression function can be enabled on PE2 at this tine.
In this way, when PE2 receives the I Pv6 NS request packet, it
first checks whether there is a |l ocal MAC address of Hostl based
on the destination |IPv6 address. |If there is one match, it

repl aces the destination MAC with the MAC address of Host1,
converts the multicast packet of the IPv6 NS request into a

uni cast packet.

(3) Then PE encapsulates it through the EVN6 tunnel and sends it
to PEL.
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(4) After receiving the packet sent from PE2, PEl renpves the
packet header and forwards the frame to Host 1.

(5) After receiving the IPv6 NS request contained in the frane,
Host1l | earns the MAC address of Host2 and responds with | Pv6 NA

in unicast form

(6-7-8-9) After receiving the response nessage, Host2 | earned the
MAC address of Hostl. At this point, Hostl and Host2 | earn each

ot her’s MAC addresses.

(10) Hostl and Host2 use uni cast comuni cation within EVNG

i nstance. The process of transmitting Ethernet franes is

described in section 4.2 of [I-D.xls-intarea-evng].
Security Considerations

TBD.

| ANA Consi der ati ons

Wth this docunment 1 ANA is requested to allocate codes for the "EVN6

Aut o- Di scovery Route" and "MAC/ | Pv6 Advertisenent Route" in "EVPN
Rout e Types" registry.

The two codes above use this docunment as the reference.
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