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Abst ract

Thi s docunent describes the necessity and feasibility to introduce a
proxy network node between the congested network node and the traffic
sender. The proxy network node is used to translate the congestion
notification. The congested network node sends the congestion
notification to the proxy network node in a format defined in this
docunent, and then the proxy network node translates the received
congestion notification to a format known by the traffic sender and
resends the transl ated congestion notification to the traffic sender
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1. Introduction

[1-D.xiao-rtgwg-rocev2-fast-cnp] defines a congestion notification
message used in Renote Direct Menory Access (RDMA) over Converged
Et hernet version 2 (RoCEv2) networks. This kind of congestion
notification nmessage is called RoCEv2 Fast Congestion Notification
Packet (Fast CNP), which can be sent by a congested network node to
the traffic sender directly. The RoCEv2 Fast CNP extends the
standard RoCEv2 CNP ([IBTA-SPEC]) consuned by the traffic sender
supporti ng RoCEv2.
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RoCEv2 has al ready been wi dely deployed, and it runs the InfiniBand
transport |ayer over UDP and | P protocols on an Ethernet network,
bringi ng many of the advantages of InfiniBand to Ethernet networKks.
For a traffic sender supporting RoCEv2, congestion control is
important, so while detecting congestion the ROCEv2 CNP or RoCEv2
Fast CNP must be used to alert the traffic sender slow ng down the
sending rate. For a traffic sender not supporting RoCEv2, congestion
control is still inmportant, so while detecting congestion the
correspondi ng congestion notification nessage supported by the sender
must be used to alert the traffic sender sl ow ng down the sending
rate.

Considering there are multiple different congestion notification
messages existing for the traffic sender, if a congested network node
woul d send a congestion notification nessage to the traffic sender
directly, there is a prerequisite for the congested network node to
know what kind of congestion notification nmessage is supported by
each specific traffic sender. Except for that precondition, there
are two nore problens as foll ows:

* \When the congested network node is a VPN Provider (P) router, it’s
difficult for the congested network node to send a congestion
notification nmessage to the traffic sender directly, because there
are different routing domains for the VPN P router and VPN
Cust onmer Edge (CE) router

* \When the traffic sender supports only standard RoCEv2 CNP, it’s
difficult for the congested network node to construct a standard
RoCEv2 CNP (for details please refer to Section 3 of
[1-D. xiao-rtgwg-rocev2-fast-cnp]).

A proxy network node between the congested network node and the
traffic sender can help to resolve the probl ens described above,
bei ng i ndependent of the extensions proposed in

[1-D. xiao-rtgwg-rocev2-fast-cnp]. Wile detecting congestion, the
congested network node sends a congestion notification nessage to a
proxy network node first, and then based on the received congestion
notification message, the proxy network node notifies the traffic
sender about the congestion using a congestion notification nmessage
(e.g., the standard RoCEv2 CNP) known by the traffic sender. For the
sel ection of the proxy network node, generally speaking the proxy
net wor k node shoul d be positioned as close to the traffic sender as
possible (e.g., the leaf switch within a data center), and there are
at least three rules as foll ows:

* The sel ected proxy network node nust know what kind of congestion
notification nmessage is supported by the traffic sender
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* The sel ected proxy network node and the congested network node
must be within the same routing domain.

* For RoCEv2 networks where the traffic sender supports only
standard RoCEv2 CNP, the sel ected proxy network node nust be able
to learn the mappi ng tabl e between the Source Queue Pair and the
Destinati on Queue Pair through data traffic, which means the
sel ected proxy network node must be | ocated where both the forward
and the reverse data traffic traverse

How to sel ect a proxy network node for a specific traffic sender is
depl oynent specific and beyond the scope of this docunent.

Thi s docunent describes the necessity and feasibility to introduce a
proxy network node between the congested network node and the traffic
sender. Specifically, the problemstatenent is described in Sections
1 and 3, and the format of the congestion notification nessage sent
fromthe congested network node to the proxy network node is defined
in Section 4, and the solution on how the congested network node
knows the address mappi ng rel ati onship between the proxy network node
and the traffic sender is defined in Section 5.

Conventions Used in This Docunent
1. Abbreviations

ABR: Area Border Router

CNP: Congestion Notification Packet

DoS: Deni al - of - Servi ce

ECN. Explicit Congestion Notification

ELC. Entropy Label Capability

ELCv3: Entropy Label Characteristic

I BTA: I nfiniBand Trade Associ ati on

PNC. Proxy Node Capability

RDMA: Renote Direct Menory Access

RoCEv2: RDMA over Converged Et hernet version 2
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2.

2.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Congestion Notification Mechani snms

In the field of congestion control, there are already at |east three
ki nds of referenced congestion notification nechanisns. This
docunent introduces the fourth congestion notification mechani sm
called "Fast CNP with Proxy".

The first congestion notification nmechanismis referred to as

Cl assi cal Congestion Notification wthout Dedi cated Packet, as shown
in Figure 1.

Congestion Notification by TCP Marking

|- >|
B + B S, + B S, + B S, + B +
| Traffic | ====>| Net wor k| ====>| Net wor k| ====>| Net wor k| ====>| Traffic |
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver |
T + Fomm o - + Fomm o - + Fomm o - + T +
Congesti on
Poi nt

Figure 1: C assical Congestion Notification w thout Dedicated Packet

Wth this congestion notification nechanism the traffic sender
indicates that it supports the congestion notification fromthe
traffic receiver by a specific Explicit Congestion Notification (ECN)
marking within the | P header of the data packet, and the congested
net wor k node (Netwok Node 3 in Figure 1) notifies the traffic

recei ver about the congestion by a specific ECN marking. After
receiving a data packet with the specific ECN marking, the traffic
receiver would notify congestion to the traffic sender by a specific
TCP marking within the TCP header of the data packet. [RFC3168]
details how this kind of congestion notification nmechani sm works.

The second congestion notification nechanismis referred to as
Cl assi cal Congestion Notification with Dedi cated Packet, as shown in
Fi gure 2.
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Congestion Notification Packet Type 1

[EEEREEEEREES >
S + S + S + oo - + S +
| Traf fi c | ====>| Net wor k| ====>| Net wor k| ====>| Net wor k| ====>| Traffic |
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver |
Fomm oo + R, + R, + R, + Fomm oo +
Congesti on
Poi nt

Fi gure 2: O assical Congestion Notification with Dedicated Packet

Wth this congestion notification nechanism the traffic sender
indicates that it supports the congestion notification fromthe
traffic receiver by a specific ECN marking within the | P header of
the data packet, and the congested network node (Netwok Node 3 in
Figure 2) notifies the traffic receiver about the congestion by a
specific ECN marking. After receiving a data packet with the
specific ECN marking, the traffic receiver would notify congestion to
the traffic sender by a dedicated congestion notification packet.

[ 1 BTA-SPEC] details an exanple on how this kind of congestion
notification mechani sm works.

The third congestion notification mechanismis referred to as Fast
CNP wi t hout Proxy, as shown in Figure 3.

Congestion Notification Packet Type 2

I i +
I I
Fomm oo + R, + R, + R, + Fomm oo +
| Traf fic | ====>| Net wor k| ====>| Net wor k| ====>| Net wor k| ====>| Traffic |
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver |
T + Fomm o - + Fomm o - + Fomm o - + T +
Congesti on
Poi nt

Figure 3: Fast CNP without Proxy

Wth this congestion notification mechanism the congested network
node (Netwok Node 3 in Figure 3) notifies the traffic sender about
the congestion directly by a dedicated congestion notification
packet. [1-D.xiao-rtgwg-rocev2-fast-cnp] details an exanple on how
this kind of congestion notification nmechani sm worKks.
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The fourth congestion notification mechanismis referred to as Fast
CNP with Proxy, as shown in Figure 4.

Congestion Notification Packet Type 3

+---!----+ +---!---+ S S + S S + S +
| Traf fic | ====>| Net wor k| ====>| Net wor k| ====>| Net wor k| ====>| Traffic
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver
Fomm e - o - + N + N + N + Fomm e - o - +
Congesti on Congesti on
Noti fi cation Poi nt
Pr oxy

Figure 4: Fast CNP with Proxy

Wth this congestion notification nechanism the congested network
node (Netwok Node 3 in Figure 4) notifies the proxy network node
about the congestion by a dedi cated congestion notification packet,
and then based on the received congestion notification packet, the
proxy network node notifies the traffic sender about the congestion
by a congestion notification message supported by the traffic sender.
Thi s docunent details how this kind of congestion notification
mechani sm wor ks, except that the specific congestion notification
message between the proxy network node and the traffic sender is
beyond t he scope of this docunent.

4. Congestion Notification to Proxy Packet Format

The congestion notification nessage sent fromthe congested network
node to the proxy network node is a UDP nessage formatted as foll ows:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| UDP Source Port | UDP Destination Port = TBDlL |

I I
+ +
| As much of the invoking packet as possible |
+ wi t hout the UDP packet exceeding 576 bytes +
| in |1Pv4d or 1280 bytes in | Pv6 |

Figure 5: Congestion Notification Message Format

UDP Header: The UDP header as specified in [RFC768] includes the UDP
source port, UDP destination port, UDP length, and UDP checksum A
wel | - known UDP destination port (TBDl1) needs to be allocated for this
Congestion Notification Message.

I P Five-Tuple: The IP five-tuple as described in [ RFC6438] incl udes
the source | P address, destination |IP address, protocol nunber,
source port nunber, and destination port nunber. The IP five-tuple
is a data flow information copied fromthe data packets causing
congestion, and it’'s used to identify a congested traffic flow for

whi ch the sending rate needs to be reduced by the traffic sender

When the congested network node is a VPN P router, the IP five-tuple
is carried bel ow the VPN encapsul ation. The source |IP address within
the IP five-tuple is the IP address of the traffic sender, so it can
be used by the receiving node (i.e., the proxy network node) to
identify the traffic sender, to which the proxy network node woul d
send a second congestion notification message based on the received
congestion notification nessage. The format of the second congestion
notification nmessage sent fromthe proxy network node to the traffic
sender is outside the scope of this docunent. Also note that in the
RoCEv2 networks there is nore fine-grained data flow i nfomation
call ed Queue Pair, which is used in the RoCEv2 networks to identify a
congested traffic flow for which the sending rate needs to be reduced
by the traffic sender, and if that’'s the case, the proxy network node
can parse the Queue Pair fromthe invoking packet contained in the

| ast part of the congestion notification UDP nessage. How the proxy
networ k node can parse the Queue Pair fromthe invoking packet is

out side the scope of this docunent.
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Congestion Level: This 3-bit field indicates the congestion |evel.
Value 0 of this field represents the | owest congestion | evel and
value 7 of this field represents the highest congestion |evel.

5. Advertising Proxy Node Capability Using | GP/ BGP

Bef ore the congested network node can send the congestion
notification message to the proxy network node, the congested network
node has to know about the IP address of the proxy network node and
the I P addresses of the traffic senders behind the proxy network
node.

The proxy network node notifies the congested network node of its IP
address by advertising its proxy node capability in advance. Even
though the Proxy Node Capability (PNC) is a property of the node, it
is necessary to advertise the PNC with sone prefixes attached to the
traffic senders behind the proxy network node. That neans the proxy
net wor k node woul d advertise the napping rel ationship between the IP
address of the proxy network node and the | P addresses of the traffic
senders, which enabl es the congested network node to establish the
address mappi ng table between the traffic senders and the proxy
network node. On the basis of the established address nmapping table,
when a congestion of the data traffic is detected, the congested

net wor k node woul d | ook up the source | P address of the data packet
causi ng congestion, and send the congestion notification nmessage to
the proxy network node but not the traffic sender identified by the
source | P address.

5.1. Advertising Proxy Node Capability Using IS 1S

Anal ogous to the Entropy Label Capability (ELC) Flag (E-flag) defined
in Section 3 of [RFCO088], a new bit PNC Flag (P-flag) is defined,
which is Bit 7 in the Prefix Attribute Flags [ RFC7/794], as shown in
Fi gure 6.

0123456 7..
I S i S

XIRINE|AUUP...

+-
|

L IPT- ..
R R e

+-

|

I

+-
Figure 6: 1S-1S Prefix Attribute Flags

P-Flag: PNC Flag (Bit 7)

Set for the local host prefix of the originating node if it’s used
as a congestion notification proxy node for the prefix.
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The PNC signaling MJST be preserved when a router propagates a prefix
between 1SIS | evel s [ RFC5302] .

5.2. Advertising Proxy Node Capability Using OSPFv2
Anal ogous to the ELC Flag (E-flag) defined in Section 3.1 of

[ RFC9089], a new bit PNC Flag (P-flag) is defined, which is Bit 2 in
OSPFv2 Prefix Attribute Flags field [ RFC9792], as shown in Figure 7.

Figure 7: OSPFv2 Prefix Attribute Flags
P-Flag: PNC Flag (Bit 2)

Set for the |ocal host prefix of the originating node if it’s used
as a congestion notification proxy node for the prefix.

The PNC signaling MIST be preserved when an OSPFv2 Area Border Router
(ABR) distributes informati on between areas. To do so, an ABR MUST

origi nate an OSPFv2 Extended Prefix Opaque LSA [RFC7684] i ncluding
the received PNC setting.

5.3. Advertising Proxy Node Capability Using OSPFv3
Anal ogous to the ELC Flag (E-flag) defined in Section 3.2 of

[ RFC9089], a new bit PNC Flag (P-flag) is defined, which is Bit 2 in
OSPFv3 Prefix Attribute Flags field [ RFC9792], as shown in Figure 8.

Figure 8 OSPFv3 Prefix Attribute Fl ags
P-Flag: PNC Flag (Bit 2)

Set for the |local host prefix of the originating node if it’s used
as a congestion notification proxy node for the prefix.
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The PNC signaling MIST be preserved when an OSPFv3 Area Border Router
(ABR) distributes informati on between areas. The setting of the PNC
Flag in the Inter-Area-Prefix-LSA [RFC5340] or in the Inter-Area-
Prefix TLV [ RFC8362], generated by an ABR, MJUST be the sane as the
val ue the PNC Fl ag associated with the prefix in the source area.

5.4. Advertising Proxy Node Capability Using BGP

Anal ogous to the Entropy Label Characteristic (ELCv3) TLV defined in
Section 2.1 of [I-D.ietf-idr-elc], a new PNC characteristic TLV is
defined, which uses code value TBD2 in "BGP Next Hop Dependent
Characteristic Codes" registry requested by [I-D.ietf-idr-nhc], as
shown in Figure 9.

0 1 2 3
01234567890123456789012345678901

I S i o T s S S S e s s T
| Characteristic Code = TBD2 | Characteristic Length = 4/16 |
o mm e e e e e e e e e e e memmao-- o mm e e e e e e e e e e e memmao-- +
~ | P address of the Proxy Network Node ~
o o o e o e o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +

Figure 9: BGP Next Hop Dependent Characteristic PNC TLV For nmat

PNC TLV: code TBD2, length 4 or 16, and carries the | P address (4
octets for IPv4 or 16 octets for |1Pv6) of the proxy network node.

Carried for the local host prefix of the originating node if it’'s
used as a congestion notification proxy node for the prefix.

6. Security Considerations

The congestion notification fromcongested network node to the proxy
net wor k node MJST be applied in a specific controlled domain. A
limted adninistrative domain provides the network administrator with
the nmeans to select, nonitor, and control the access to the network,
making it a trusted domain.

To avoid potential Denial-of-Service (DoS) attacks, it is RECOMVENDED
that inplenmentations apply rate-limting policies when generating and
recei ving congestion notification nmessages.

A depl oynent MUST ensure that border-filtering drops inbound

congestion notification nessage from outsi de of the domain and that
drops out bound congestion notification nessage |eaving the domain.
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A depl oynent MUST support the configuration option to enable or

di sabl e the congestion notification proxy feature defined in this
docunent. By default, the congestion notification proxy feature MJST
be di sabl ed.

7. | ANA Consi derations
Thi s docunent requests the follow ng allocations from | ANA:

- A well-known UDP port nunber TBD1 fromthe System Ports range of
the "Service Nanme and Transport Protocol Port Nunmber" registry

[ RFC6335] is requested to be assigned to the Congestion
Notification to Proxy Message. Specifically, IANA is requested to
assign a UDP port as shown bel ow for which the Assignee and
Contact is the I1ESG and the | ETF Chair, respectively.

B ety S b ——(———(——(— Ll —{————(——— Lip——p—p—j—p————————— o
| Service Nanme | Port | Transport | Description | Reference |
| | Nurber | Protocol | | |
[ el sl oo s s sl ool ]
| Congestion | TBD1 | udp | Receiver | Section 4 of |
| Notification | | | Port for | TH S_DOCUMENT |
| to Proxy | | | Fast CNP to | |
I I I | Proxy I I
i I I I I I T I I T +

Table 1: Service Nane and Transport Protocol Port Number Registry

- Bit 7 (suggested) in the "IS- 1S Bit Values for Prefix Attribute
Fl ags Sub-TLV" registry is requested to be assigned to the PNC
Fl ag (P-Fl ag).

- Bit 2 (suggested) in the "OSPFv2 Prefix Extended Fl ags" registry
is requested to be assigned to the PNC Flag (P-Fl ag).

- Bit 2 (suggested) in the "OSPFv3 Prefix Extended Flags" registry
is requested to be assigned to the PNC Flag (P-Fl ag).

- Code value TBD2 in the "BGP Next Hop Dependent Characteristic
Codes" registry (to be created based on the request from
[I-D.ietf-idr-nhc]) is requested to be assigned to the PNC
characteristic TLV.

8. Contributors
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