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Abst ract

Thi s docunent describes the necessity and feasibility to introduce a
proxy network node between the congested network node and the traffic
sender. The proxy network node is used to translate the congestion
notification. The congested network node sends the congestion
notification to the proxy network node in a format defined in this
docunent, and then the proxy network node translates the received
congestion notification to a format known by the traffic sender and
resends the transl ated congestion notification to the traffic sender

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 18 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . 2
2. Conventions Used |n Th|s Docunent 4
2.1. Abbreviations . . 4
2.2. Requirenents Language . 4
3. Congestion Notification N@chanlsns . . 4
4. Congestion Notification to the Proxy hbde L 7
5. Advertising Proxy Node Capability Using IGP/BGP 8
5.1. Advertising Proxy Node Capability Using IS 1S . 8
5.2. Advertising Proxy Node Capability Using OSPFv2 8
5.3. Advertising Proxy Node Capability Using OSPFv3 . . . . . 9
5.4. Advertising Proxy Node Capablllty UBIng BGb. . . . . . . 10
6. Security Considerations . . . . . . . . . 10
7. | ANA Considerations . . . . . . . . . . . . . . . ... ... 10
8. Acknowl edgenments . . . . . . . . . . . . . . . . . ... .. 11
9. References . . . e
9.1. Normative References e v
9.2. Informative References . . . . . . . . . . . . . . . . . 12
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 13
1. Introduction

[1-D. xiao-rtgwg-rocev2-fast-cnp] describes a congestion notification
message cal |l ed Fast Congestion Notification Packet (Fast CNP), which
can be sent by a congested network node to the traffic sender
directly. Fast CNP extends the CNP [IBTA- SPEC] consuned by the
traffic sender supporting Renote Direct Menory Access (RDVA) over
Conver ged Ethernet version 2 (RoCEv2).

RoCEv2 has al ready been wi dely deployed, and it runs the InfiniBand
transport |layer over UDP and | P protocols on an Ethernet network,
bringi ng many of the advantages of InfiniBand to Ethernet networKks.
For a traffic sender supporting RoCEv2, congestion control is
important, and the RoCEv2 CNP or RoCEv2 Fast CNP nust be used to
alert the sender slowi ng down the transmission rate. For a traffic
sender not supporting RoCEv2, congestion control is still inportant,
and the correspondi ng congestion notification nessage supported by
the sender nust be used to alert the sender slow ng down the

transm ssion rate.
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Considering there are multiple different congestion notification
messages existing for the traffic sender, if a congested network node
woul d send a congestion notification nessage to the traffic sender
directly, there is a prerequisite for the congested network node to
know what kind of congestion notification nmessage is supported by
each specific traffic sender. Except for that precondition, there
are two nore problens as foll ows:

* \When the congested network node is a VPN Provider (P) router, it’s
difficult for the congested network node to send a congestion
notification nmessage to the traffic sender directly, because there
are different routing domains for the VPN P router and VPN
Cust onmer Edge (CE) router

* \When the traffic sender supports RoCEv2, it’'s difficult for the
congested network node to construct a standard RoCEv2 CNP (for
details please refer to Section 3 of
[1-D. xiao-rtgwg-rocev2-fast-cnp]).

A proxy network node between the congested network node and the
traffic sender can help to resolve the probl ens described above,
bei ng i ndependent of the extension proposed in

[1-D. xi ao-rtgwg-rocev2-fast-cnp]. The congested network node sends a
congestion notification nessage to a proxy network node first, and
then the proxy network node notifies the traffic sender about the
congestion using a congestion notification nessage known by the
traffic sender (e.g., the standard RoCEv2 CNP). For the selection of
the proxy network node, there are at |east three rules as foll ows:

* The sel ected proxy network node must know what kind of congestion
notification nmessage is supported by the traffic sender

* The sel ected proxy network node and the congested network node
must be within the sanme routing donain.

* For RoCEv2 networks, the selected proxy network node nust be able
to learn the mappi ng tabl e between Source Queue Pair and
Destinati on Queue Pair through data traffic, which means the
sel ected proxy network node must be | ocated where both the forward
direction traffic and the backward direction traffic need to
traverse.

How to sel ect a proxy network node for a specific traffic sender is
depl oynent specific and beyond the scope of this docunent.

Thi s docunent describes the necessity and feasibility to introduce a

proxy network node between the congested network node and the traffic
sender. Specifically, the problem statenent is described in Sections

Mn, et al. Expires 18 April 2026 [ Page 3]



I nternet-Draft Proxy for Congestion Notification Cct ober 2025

1 and 3, and the format of the congestion notification nessage sent
fromthe congested network node to the proxy network node is defined
in Section 4, and the solution on how the congested network node
knows the address of the proxy node is defined in Section 5.

2. Conventions Used in This Docunent

2.1. Abbreviations
ABR Area Border Router
CNP: Congestion Notification Packet
DoS: Deni al - of - Servi ce
ECN. Explicit Congestion Notification
ELC. Entropy Label Capability
ELCv3: Entropy Label Characteristic
I BTA: | nfiniBand Trade Associ ation
PNC. Proxy Node Capability
RDMA: Renote Direct Menory Access
RoCEv2: RDMA over Converged Ethernet version 2

2.2. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Congestion Notification Mechani sns
In the field of congestion control, there are at |east three kinds of
ref erenced congestion notification nmechanisns. This docunent
i ntroduces the fourth congestion notification nechanismcalled "Fast
Congestion Notification with Proxy".
The first congestion notification mechanismis referred to as

cl assical congestion notification w thout dedicated packet, as shown
in Figure 1.
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Congestion Notification by TCP Marking

[EEEREEEEREES >
S + S + S + oo - + S +
| Traffi c | ====>| Net wor k| ====>| Net wor k| ====>| Net wor k| ====>| Traffi c
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver |
Fomm oo + R, + R, + R, + Fomm oo +
Congesti on
Poi nt

Figure 1: O assical Congestion Notification without Dedicated Packet

Wth this congestion notification nechanism the traffic sender
indicates that it supports the congestion notification fromthe
traffic receiver by a specific Explicit Congestion Notification (ECN)
marking within the | P header of the data packet, and the congested
net wor k node (Netwok Node 3 in Figure 1) notifies the traffic

recei ver about the congestion by a specific ECN marking. After
receiving a data packet with the specific ECN marking, the traffic
receiver would notify congestion to the traffic sender by a specific
TCP marking within the TCP header of the data packet. [RFC3168]
details how this kind of congestion notification nmechani sm works.

The second congestion notification nechanismis referred to as

cl assical congestion notification with dedi cated packet, as shown in
Fi gure 2.

Congestion Notification Packet Type 1

[EEEREEERREES >
S + S + S + oo - + S +
| Traffi c | ====>| Net wor k| ====>| Net wor k| ====>| Net wor k| ====>| Traffi c
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver |
Fomm oo + R, + R, + R, + Fomm oo +
Congesti on
Poi nt

Fi gure 2: O assical Congestion Notification with Dedicated Packet

Wth this congestion notification nechanism the traffic sender
indicates that it supports the congestion notification fromthe
traffic receiver by a specific ECN marking within the | P header of
the data packet, and the congested network node (Netwok Node 3 in
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Figure 2) notifies the traffic receiver about the congestion by a
specific ECN marking. After receiving a data packet with the
specific ECN marking, the traffic receiver would notify congestion to
the traffic sender by a dedicated congestion notification packet.

[ 1 BTA-SPEC] details an exanple on how this kind of congestion
notification mechani sm works.

The third congestion notification mechanismis referred to as fast
congestion notification wi thout proxy, as shown in Figure 3.

Congestion Notification Packet Type 2

I i +
I I
Fomm oo + R, + R, + R, + Fomm oo +
| Traf fic | ====>| Net wor k| ====>| Net wor k| ====>| Net wor k| ====>| Traffic
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver
T + Fomm o - + Fomm o - + Fomm o - + T +
Congesti on
Poi nt

Figure 3: Fast Congestion Notification wthout Proxy

Wth this congestion notification mechanism the congested network
node (Netwok Node 3 in Figure 3) notifies the traffic sender about
the congestion directly by a dedicated congestion notification
packet. [1-D.xiao-rtgwg-rocev2-fast-cnp] details an exanple on how
this kind of congestion notification nmechani sm worKks.

The fourth congestion notification mechanismis referred to as fast
congestion notification with proxy, as shown in Figure 4.

Congestion Notification Packet Type 3

+---!----+ +---!---+ AR, + AR, + S SRR +
| Traf fi c | ====>| Net wor k| ====>| Net wor k| ====>| Net wor k| ====>| Traffi c
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver
S + S + S + S + S +
Congesti on Congesti on
Notification Poi nt
Pr oxy

Figure 4: Fast Congestion Notification with Proxy

Mn, et al. Expires 18 April 2026 [ Page 6]



I nternet-Draft Proxy for Congestion Notification Cct ober 2025

Wth this congestion notification mechanism the congested network
node (Netwok Node 3 in Figure 4) notifies the proxy network node
about the congestion by a dedi cated congestion notification packet,
and then the proxy network node notifies the traffic sender about the
congestion by a congestion notification nessage supported by the
traffic sender. This document details how this kind of congestion
notification mechani smworks, except that the specific congestion
notification message between the proxy network node and the traffic
sender i s beyond the scope of this docunent.

4. Congestion Notification to the Proxy Node

The congestion notification nmessage sent fromthe congested network
node to the proxy network node can be a UDP nessage or an | CWP
message, if a UDP message it’'s formatted as foll ows:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| UDP Source Port | UDP Destination Port = TBDl |

|
+
| As much of the invoking packet as possible |
+ wi t hout the UDP packet exceeding 576 bytes +
| in |IPv4d or the mininum MU in | Pv6 |

Figure 5: Congestion Notification Message Format

UDP Header: The UDP header as specified in [RFC768] includes the UDP
source port, UDP destination port, UDP length, and UDP checksum A
wel | - known UDP destination port (TBDl1l) needs to be allocated for this
Congestion Notification Message.

I P Five-Tuple: The IP five-tuple as described in [ RFC6438] incl udes
the source | P address, destination |IP address, protocol nunber,
source port nunber, and destination port nunber. The IP five-tuple
is copied fromthe data packet causing congestion, and it's used to
identify a flow for which the transm ssion rate needs to be reduced
by the traffic sender. Wen the congested network node is a VPN P
router, the IP five-tuple is carried bel ow the VPN encapsul ation
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Congestion Level: This 3-bit field indicates the congestion |evel.
Value 0 of this field represents the | owest congestion | evel and
value 7 of this field represents the highest congestion |evel.

Advertising Proxy Node Capability Using | GP/ BGP

Bef ore the congested network node can send the congestion
notification message to the proxy network node, the congested network
node has to know about the IP address of the proxy network node. The
proxy network node can notify the congested network node of its IP
address by advertising its proxy capability in advance.

Even though the Proxy Node Capability (PNC) is a property of the
node, in some cases it is advantageous to associ ate and advertise the
PNC with a prefix. Wien PNC is advertised with a prefix, that neans
the congested network node should send the congestion notification
packet to the proxy network node but not the traffic sender

associ ated with that prefix.

.1. Advertising Proxy Node Capability Using I1S-1S
Anal ogous to the Entropy Label Capability (ELC) Flag (E-flag) defined
in Section 3 of [RFCO088], a new bit PNC Flag (P-flag) is defined,

which is Bit 7 in the Prefix Attribute Flags [RFC7794], as shown in
Fi gure 6.

Figure 6: IS 1S Prefix Attribute Flags
P-Flag: PNC Flag (Bit 7)

Set for the |local host prefix of the originating node if it’s used
as a congestion notification proxy node for the prefix.

The PNC signaling MJST be preserved when a router propagates a prefix
between 1SIS | evel s [ RFC5302] .

.2. Advertising Proxy Node Capability Using OSPFv2
Anal ogous to the ELC Flag (E-flag) defined in Section 3.1 of

[ RFC9089], a new bit PNC Flag (P-flag) is defined, which is Bit 2 in
OSPFv2 Prefix Attribute Flags field [ RFC9792], as shown in Figure 7.
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Figure 7: OSPFv2 Prefix Attribute Fl ags
P-Flag: PNC Flag (Bit 2)

Set for the local host prefix of the originating node if it’s used
as a congestion notification proxy node for the prefix.

The PNC signaling MJST be preserved when an OSPFv2 Area Border Router
(ABR) distributes information between areas. To do so, an ABR MJST
originate an OSPFv2 Extended Prefix Qpaque LSA [RFC7684] i ncluding
the received PNC setting.

5.3. Advertising Proxy Node Capability Using OSPFv3
Anal ogous to the ELC Flag (E-flag) defined in Section 3.2 of

[ RFC9089], a new bit PNC Flag (P-flag) is defined, which is Bit 2 in
OSPFv3 Prefix Attribute Flags field [ RFC9792], as shown in Figure 8.

Figure 8 OSPFv3 Prefix Attribute Flags
P-Flag: PNC Flag (Bit 2)

Set for the local host prefix of the originating node if it’'s used
as a congestion notification proxy node for the prefix.

The PNC signaling MIST be preserved when an OSPFv3 Area Border Router
(ABR) distributes informati on between areas. The setting of the PNC
Flag in the Inter-Area-Prefix-LSA [RFC5340] or in the Inter-Area-
Prefix TLV [ RFC8362], generated by an ABR, MJST be the sane as the
val ue the PNC Fl ag associated with the prefix in the source area.
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5.4. Advertising Proxy Node Capability Using BGP

Anal ogous to the Entropy Label Characteristic (ELCv3) TLV defined in
Section 3.1 of [I-D.ietf-idr-entropy-1label], a new PNC characteristic
TLV is defined, which uses code value TBD2 in "BGP Next Hop Dependent
Characteristic Codes" registry requested by
[I-D.ietf-idr-entropy-Ilabel], as shown in Figure 9

0 1 2 3
01234567890123456789012345678901
T T i R e T i i s i R e e e o i ol i i
| Characteristic Code = | Characteristic Length

+- +-
TBD2

I+
1

Figure 9: BGP Next Hop Dependent Characteristic PNC TLV For mat
PNC TLV: code TBD2, length 0, and carries no val ue

Carried for the local host prefix of the originating node if it’s
used as a congestion notification proxy node for the prefix.

6. Security Considerations

The congestion notification fromcongested network node to the proxy
net wor k node MJST be applied in a specific controlled domain. A
limted adnministrative domain provides the network administrator with
the neans to select, nonitor, and control the access to the network,
making it a trusted donain.

To avoid potential Denial-of-Service (DoS) attacks, it is RECOMVENDED
that inplementations apply rate-limting policies when generating and
recei ving congestion notification nmessages.

A depl oynent MUST ensure that border-filtering drops inbound
congestion notification nessage from outsi de of the domain and that
drops out bound congestion notification nmessage |eaving the domain
A depl oynent MUST support the configuration option to enable or
di sabl e the congestion notification proxy feature defined in this
docunent. By default, the congestion notification proxy feature MJST
be di sabl ed.

7. | ANA Consi derations

Thi s docunent requests the followi ng allocations from | ANA
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- A well-known UDP port nunber TBDl in the "Service Nane and
Transport Protocol Port Nunber" registry is requested to be
assigned to the Congestion Notification Message.

- Bit 7inthe "IS- IS Bit Values for Prefix Attribute Flags Sub-
TLV'" registry is requested to be assigned to the PNC Fl ag
(P-Fl ag) .

- Bit 2 in the "OSPFv2 Prefix Attribute Flags" registry is
requested to be assigned to the PNC Flag (P-Flag).

- Bit 2 inthe "OSPFv3 Prefix Attribute Flags" registry is
requested to be assigned to the PNC Flag (P-Fl ag).

- Code value TBD2 in the "BGP Next Hop Dependent Characteristic
Codes" registry is requested to be assigned to the PNC
characteristic TLV.
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