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Abst r act

Thi s docunent describes the necessity and feasibility to introduce a
proxy network node between the congested network node and the traffic
sender. The proxy network node is used to translate the congestion
notification. The congested network node sends the congestion
notification to the proxy network node in a format defined in this
docunent, and then the proxy network node translates the received
congestion notification to a format known by the traffic sender and
resends the transl ated congestion notification to the traffic sender
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[1-D. xiao-rtgwg-rocev2-fast-cnp] describes a congestion notification
message cal l ed Fast Congestion Notification Packet (Fast CNP), which
can be sent by a congested network node to the traffic sender
directly. Fast CNP extends the CNP [I|BTA- SPEC] consuned by the
traffic sender supporting Renote Direct Menory Access (RDVA) over
Conver ged Ethernet version 2 (RoCEv2).
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RoCEv2 has al ready been wi dely deployed, and it runs the InfiniBand
transport |ayer over UDP and | P protocols on an Ethernet network,
bringi ng many of the advantages of InfiniBand to Ethernet networKks.
For a traffic sender supporting RoCEv2, congestion control is
important, and the RoCEv2 CNP or RoCEv2 Fast CNP nust be used to
alert the sender slowi ng down the transmission rate. For a traffic
sender not supporting RoCEv2, congestion control is still inportant,
and the correspondi ng congestion notification nessage supported by
the sender nust be used to alert the sender slow ng down the

transm ssion rate.

Considering there are nmultiple different congestion notification
messages existing for the traffic sender, if a congested network node
woul d send a congestion notification nessage to the traffic sender
directly, there is a prerequisite for the congested network node to
know what kind of congestion notification nmessage is supported by
each specific traffic sender; Secondly, when the congested network
node is a VPN Provider (P) router, it’s difficult for the congested
network node to send a congestion notification nessage to the traffic
sender directly, because there are different routing domains for the
VPN P router and VPN Custoner Edge (CE) router; Thirdly, when the
traffic sender supports RoCEv2, it's difficult for the congested
network node to construct a standard RoCEv2 CNP (pl ease refer to
Section 3 of [I-D. xiao-rtgwg-rocev2-fast-cnp]).

A proxy network node between the congested network node and the
traffic sender can help to resolve the probl ens described above,
bei ng i ndependent of the extension proposed in

[1-D. xi ao-rtgwg-rocev2-fast-cnp]. The congested network node sends a
congestion notification nessage to a proxy network node first, and
then the proxy network node notifies the traffic sender about the
congestion using a congestion notification nessage known by the
traffic sender (e.g., the standard RoCEv2 CNP). For the selection of
the proxy network node, there are at |east three rules. First one,
the sel ected proxy network node nust know what kind of congestion
notification nmessage is supported by the traffic sender; Second one,
the selected proxy network node and the congested network node nust
be within the same routing domain; Third one, for RoCEv2 network, the
sel ected proxy network node must be able to | earn the mapping table
bet ween Source Queue Pair and Destination Queue Pair through data
traffic, which nmeans the selected proxy network node nust be | ocated
where both the forward direction traffic and the backward direction
traffic need to traverse. How to select a proxy network node for a
specific traffic sender is deploynent specific and beyond the scope
of this docunent.
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Thi s docunent describes the necessity and feasibility to introduce a
proxy network node between the congested network node and the traffic
sender. Specifically, the problem statenent is described in Sections
1 and 3, and the format of the congestion notification nessage sent
fromthe congested network node to the proxy network node is defined
in Section 4, and the solution on how the congested network node
knows the address of the proxy node is defined in Section 5.

2. Conventions Used in This Docunent

2.1. Abbreviations
ABR Area Border Router
CNP: Congestion Notification Packet
DoS: Deni al - of - Servi ce
ECN: Explicit Congestion Notification
ELC. Entropy Label Capability
ELCv3: Entropy Label Characteristic
| BTA: | nfiniBand Trade Associ ation
PNC:. Proxy Node Capability
RDMA: Renote Direct Menory Access
RoCEv2: RDMVA over Converged Ethernet version 2

2.2. Requirements Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

3. Congestion Notification Mechanisns
In the field of congestion control, there are at |east three kinds of
ref erenced congestion notification mechanisns. This docunent

i ntroduces the fourth congestion notification nechani smcalled "Fast
Congestion Notification with Proxy".
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The first congestion notification nechanismis referred to as
cl assical congestion notification w thout dedicated packet, as shown

in Figure 1.
Congestion Notification by TCP Marking
IS i +
I _ o |
| Congestion Notification by ECN Marking
| |- >
T + Fomm o - + Fomm o - + Fomm o - + T +
| Traf fi c | <===>| Net wor k| <===>| Net wor k| <===>| Net wor k| <===>| Traffic |
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver |
B + B S, + B S, + B S, + B +
Congesti on
Poi nt

Figure 1: O assical Congestion Notification without Dedicated Packet

Wth this congestion notification nmechanism the traffic sender
indicates that it supports the congestion notification fromthe
traffic receiver by a specific Explicit Congestion Notification (ECN)
marking within the | P header of the data packet, and the congested
net wor k node (Netwok Node 3 in Figure 1) notifies the traffic

recei ver about the congestion by a specific ECN marking. After
receiving a data packet with the specific ECN nmarking, the traffic
recei ver would notify congestion to the traffic sender by a specific
TCP marking within the TCP header of the data packet. [RFC3168]
details how this kind of congestion notification nmechani sm works.

The second congestion notification mechanismis referred to as

cl assical congestion notification with dedi cated packet, as shown in
Fi gure 2.

Congestion Notification Packet Type 1

R >
S + S S + S S + S S + S +
| Traf fic | <===>| Net wor k| <===>| Net wor k| <===>| Net wor k| <===>| Traffic |
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver |
Fomm e - o - + N + N + N + Fomm e - o - +
Congesti on
Poi nt

Fi gure 2: O assical Congestion Notification with Dedicated Packet
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Wth this congestion notification mechanism the traffic sender
indicates that it supports the congestion notification fromthe
traffic receiver by a specific ECN marking within the I P header of
the data packet, and the congested network node (Netwok Node 3 in
Figure 2) notifies the traffic receiver about the congestion by a
specific ECN marking. After receiving a data packet with the
specific ECN marking, the traffic receiver would notify congestion to
the traffic sender by a dedicated congestion notification packet.

[1 BTA-SPEC] details an exanple on how this kind of congestion
notification mechani sm worKks.

The third congestion notification nechanismis referred to as fast
congestion notification w thout proxy, as shown in Figure 3.

Congestion Notification Packet Type 2

IR e +
I I
Fommmaa - + Fommma - + Fommma - + ommma - + Fommmaa - +
| Traffic | <===>| Net wor k| <===>| Net wor k| <===>| Net wor k| <===>| Traffic
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver
S SRR + AR, + AR, + AR, + S SRR +
Congesti on
Poi nt

Figure 3: Fast Congestion Notification without Proxy

Wth this congestion notification nechanism the congested network
node (Netwok Node 3 in Figure 3) notifies the traffic sender about
the congestion directly by a dedicated congestion notification
packet. [1-D.xiao-rtgwg-rocev2-fast-cnp] details an exanple on how
this kind of congestion notification nechani smworKks.

The fourth congestion notification nechanismis referred to as fast
congestion notification with proxy, as shown in Figure 4.
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Congestion Notification Packet Type 3

| <----mmmema- - +
I I
Fommmaa - + ommma - + Fommma - + ommma - + Fommmaa -
| Traffic | <===>| Net wor k| <===>| Net wor k| <===>| Net wor k| <===>| Traffic
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver
S SRR + AR, + AR, + AR, + S SRR
Congesti on Congesti on
Noti fi cation Poi nt
Pr oxy

Figure 4: Fast Congestion Notification with Proxy

Wth this congestion notification nechanism the congested network
node (Netwok Node 3 in Figure 4) notifies the proxy network node
about the congestion by a dedi cated congestion notification packet,

and then the proxy network node notifies the traffic sender about the

congestion by a congestion notification nessage supported by the
traffic sender. This docunent details how this kind of congestion
notification mechani smworks, except that the specific congestion
notification nmessage between the proxy network node and the traffic
sender is beyond the scope of this docunent.

Congestion Notification to the Proxy Node
The congestion notification nessage sent fromthe congested network

node to the proxy network node can be a UDP nessage or an | CWP
message, if a UDP nmessage it's formatted as foll ows:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| UDP Source Port | UDP Destination Port = TBDl |
o mm e e e e e e e e e e e memmao-- o mm e e e e e e e e e e e memmao-- +
| UDP Lengt h | UDP Checksum |
oo e e e e e e e e oo oo oo e e e e e e e e oo oo +

I

I

+

| As much of the invoking packet as possible
+ wi t hout the UDP packet exceeding 576 bytes
| in |IPvd or the minimumMIU in | Pv6

— Y — +—
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Fi gure 5: Congestion Notification Message Format

UDP Header: The UDP header as specified in [RFC768] includes the UDP
source port, UDP destination port, UDP length, and UDP checksum A
wel | - known UDP destination port needs to be allocated for this
Congestion Notification Message.

I P Five-Tuple: The IP five-tuple as described in [ RFC6438] incl udes
the source | P address, destination |IP address, protocol nunber,
source port nunber, and destination port nunber. The IP five-tuple
is copied fromthe data packet causing congestion, and it's used to
identify a flow for which the transm ssion rate needs to be reduced
by the traffic sender. Wen the congested network node is a VPN P
router, the IP five-tuple is carried bel ow the VPN encapsul ati on.

Congestion Level: This 3-bit field indicates the congestion |evel.
Value 0 of this field represents the | owest congestion | evel and
value 7 of this field represents the hi ghest congestion |evel.

5. Advertising Proxy Node Capability Using | GP/ BGP

Bef ore the congested network node can send the congestion
notification nmessage to the proxy network node, the congested network
node has to know about the |P address of the proxy network node. The
proxy network node can notify the congested network node of its IP
address by advertising its proxy capability in advance.

Even though the Proxy Node Capability (PNC) is a property of the
node, in sonme cases it is advantageous to associ ate and advertise the
PNC with a prefix. When PNC is advertised with a prefix, that means
t he congested network node shoul d send the congestion notification
packet to the proxy network node but not the traffic sender
associated with that prefix.

5.1. Advertising Proxy Node Capability Using IS 1S

Anal ogous to the Entropy Label Capability (ELC) Flag (E-flag) defined
in Section 3 of [RFCO088], a new bit PNC Flag (P-flag) is defined,
which is Bit 7 in the Prefix Attribute Flags [ RFC7794], as shown in
Fi gure 6.

012345617...
B I S S S

XIRINE|AUUP...

+-
|
I I L T
+-

+
|
L

R R
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Figure 6: 1S-1S Prefix Attribute Flags
P-Flag: PNC Flag (Bit 7)

Set for the |local host prefix of the originating node if it’s used
as a congestion notification proxy node for the prefix.

The PNC signaling MIST be preserved when a router propagates a prefix
between 1SIS | evel s [ RFC5302] .

5.2. Advertising Proxy Node Capability Using OSPFv2
Anal ogous to the ELC Flag (E-flag) defined in Section 3.1 of

[ RFC9089], a new bit PNC Flag (P-flag) is defined, which is Bit 2 in
OSPFv2 Prefix Attribute Flags field [RFC9792], as shown in Figure 7.

Figure 7: OSPFv2 Prefix Attribute Fl ags
P-Flag: PNC Flag (Bit 2)

Set for the local host prefix of the originating node if it’s used
as a congestion notification proxy node for the prefix.

The PNC signaling MIST be preserved when an OSPFv2 Area Border Router
(ABR) distributes informati on between areas. To do so, an ABR MJST
originate an OSPFv2 Extended Prefix Opaque LSA [RFC7684] i ncluding
the received PNC setting.

5.3. Advertising Proxy Node Capability Using OSPFv3
Anal ogous to the ELC Flag (E-flag) defined in Section 3.2 of

[ RFC9089], a new bit PNC Flag (P-flag) is defined, which is Bit 2 in
OSPFv3 Prefix Attribute Flags field [ RFC9792], as shown in Figure 8.
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Fi gure 8: OSPFv3 Prefix Attribute Fl ags
P-Flag: PNC Flag (Bit 2)

Set for the |local host prefix of the originating node if it’s used
as a congestion notification proxy node for the prefix.

The PNC signaling MJST be preserved when an OSPFv3 Area Border Router
(ABR) distributes informati on between areas. The setting of the PNC
Flag in the Inter-Area-Prefix-LSA [RFC5340] or in the Inter-Area-
Prefix TLV [ RFC8362], generated by an ABR, MJUST be the sane as the
val ue the PNC Fl ag associated with the prefix in the source area.

5.4. Advertising Proxy Node Capability Using BGP

Anal ogous to the Entropy Label Characteristic (ELCv3) TLV defined in
Section 3.1 of [I-D.ietf-idr-entropy-label], a new PNC characteristic
TLV is defined, which uses code value TBD2 in "BGP Next Hop Dependent
Characteristic Codes" registry requested by
[I-Dietf-idr-entropy-label], as shown in Figure 9.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Characteristic Code = TBD2 | Characteristic Length = 0 |
o e e e e e e e e e e aa o - o e e e e e e e e e e aa o - +

Figure 9: BGP Next Hop Dependent Characteristic PNC TLV For nmat
PNC TLV: code TBD2, length 0, and carries no val ue

Carried for the local host prefix of the originating node if it’s
used as a congestion notification proxy node for the prefix.

6. Security Considerations

The congestion notification fromcongested network node to the proxy
net wor k node MJST be applied in a specific controlled domain. A
limted adm nistrative domain provides the network adm nistrator with
the means to select, nonitor, and control the access to the network,
making it a trusted donain.

To avoid potential Denial-of-Service (DoS) attacks, it is RECOMVENDED

that inplenmentations apply rate-limting policies when generating and
recei ving congestion notification nmessages.
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A depl oyment MUST ensure that border-filtering drops inbound
congestion notification nessage from outsi de of the domain and that
drops out bound congestion notification message |eaving the domain.

A depl oynent MUST support the configuration option to enable or

di sabl e the congestion notification proxy feature defined in this
docunent. By default, the congestion notification proxy feature MJST
be di sabl ed.

I ANA Consi derati ons
Thi s docunment requests the follow ng allocations from | ANA:

- A well-known UDP port nunber TBD1 in the "Service Nane and
Transport Protocol Port Nunber" registry is requested to be
assigned to the Congestion Notification Message.

- Bit 7inthe "IS- IS Bit Values for Prefix Attribute Flags Sub-
TLV'" registry is requested to be assigned to the PNC Fl ag
(P-Fl ag) .

- Bit 2 inthe "OSPFv2 Prefix Attribute Flags" registry is
requested to be assigned to the PNC Flag (P-Flag).

- Bit 2 in the "OSPFv3 Prefix Attribute Flags" registry is
requested to be assigned to the PNC Flag (P-Flag).

- Code value TBD2 in the "BGP Next Hop Dependent Characteristic
Codes" registry is requested to be assigned to the PNC
characteristic TLV.

Acknowl edgenent s

The author would |ike to acknowl edge Jinghai Yu and Shaofu Peng for
the very hel pful discussion.

Ref er ences
Nor mat i ve Ref erences

[I-D.ietf-idr-entropy-I|abel]
Decraene, B., Scudder, J., Konpella, K, Satya, M R,
Wen, B., Wang, K., and S. Krier, "BGP Next Hop Dependent
Characteristics Attribute”, Wrk in Progress, Internet-
Draft, draft-ietf-idr-entropy-I|abel-18, 20 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-idr-
entropy-| abel - 18>.

Expires 22 March 2026 [ Page 11]



I nternet-Draft Proxy for Congestion Notification Sept enber 2025

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

[ RFC5302] Li, T., Smt, H, and T. Przygi enda, "Domain-Wde Prefix
Distribution with Two-Level 1S 1S", RFC 5302,
DO 10.17487/ RFC5302, Cctober 2008,
<https://www.rfc-editor.org/info/rfc5302>.

[ RFC5340] Coltun, R, Ferguson, D., My, J., and A Lindem "OSPF
for IPv6", RFC 5340, DA 10.17487/ RFC5340, July 2008,
<https://ww.rfc-editor.org/info/rfc5340>.

[ RFC768] Postel, J., "User Datagram Protocol"”, STD 6, RFC 768,
DA 10.17487/ RFC0768, August 1980,
<https://www. rfc-editor.org/info/rfc768>.

[ RFC7684] Psenak, P., Gedler, H, Shakir, R, Henderickx, W,
Tantsura, J., and A Lindem "OSPFv2 Prefix/Link Attribute
Advertisenment”, RFC 7684, DA 10.17487/ RFC7684, Novenber
2015, <https://ww.rfc-editor.org/info/rfc7684>.

[ RFC7794] G nsberg, L., Ed., Decraene, B., Previdi, S., Xu, X, and
U. Chunduri, "IS-1S Prefix Attributes for Extended |Pv4
and | Pv6 Reachability", RFC 7794, DO 10.17487/ RFC7794,
March 2016, <https://www. rfc-editor.org/info/rfc7794>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8362] Lindem A., Roy, A, Coethals, D., Reddy Vvallem V., and
F. Baker, "OSPFv3 Link State Advertisenent (LSA)
Extensibility", RFC 8362, DO 10.17487/ RFC8362, April
2018, <https://ww.rfc-editor.org/info/rfc8362>.

[ RFC9792] Chen, R, Zhao, D., Psenak, P., Talaulikar, K, and L.
CGong, "Prefix Flag Extension for OSPFv2 and OSPFv3",
RFC 9792, DA 10. 17487/ RFC9792, June 2025,
<https://www. rfc-editor.org/info/rfc9792>.

9.2. Informative References

M n Expires 22 March 2026 [ Page 12]



I nternet-Draft Proxy for Congestion Notification Sept enber 2025

[1-D. xi ao-rtgwg-rocev2-fast-cnp]
M n, X and lihesong, "Fast Congestion Notification Packet
(CNP) in RoCEv2 Networks", Wirk in Progress, Internet-
Draft, draft-xiao-rtgwg-rocev2-fast-cnp-03, 9 June 2025,
<https://datatracker.ietf.org/doc/htnl/draft-xiao-rtgwg-
rocev2-f ast - cnp- 03>.

[ | BTA- SPEC]
I nfini Band Trade Association, "InfiniBand Architecture
Speci fication Volume 1, Release 1.8", July 2024,
<https://ww. i nfini bandta.org/ibta-specification>.

[ RFC3168] Ranmkrishnan, K, Floyd, S., and D. Black, "The Addition
of Explicit Congestion Notification (ECN) to IP",
RFC 3168, DO 10.17487/ RFC3168, Septenber 2001,
<https://ww.rfc-editor.org/info/rfc3168>.

[ RFC6438] Carpenter, B. and S. Amante, "Using the | Pv6 Fl ow Label
for Equal Cost Miltipath Routing and Link Aggregation in
Tunnel s", RFC 6438, DA 10.17487/ RFC6438, Novenber 2011,
<https://www.rfc-editor.org/info/rfc6438>.

[ RFC9088] Xu, X., Kini, S., Psenak, P., Filsfils, C., Litkowski, S.,
and M Bocci, "Signaling Entropy Label Capability and
Entropy Readabl e Label Depth Using IS-1S", RFC 9088,
DO 10. 17487/ RFC9088, August 2021,
<https://www. rfc-editor.org/info/rfc9088>.

[ RFC9089] Xu, X., Kini, S., Psenak, P., Filsfils, C., Litkowski, S.,
and M Bocci, "Signaling Entropy Label Capability and
Entropy Readabl e Label Depth Using OSPF', RFC 9089,
DO 10. 17487/ RFC9089, August 2021,
<https://www.rfc-editor.org/info/rfc9089>.

Aut hor’ s Addr ess

Xiao M n

ZTE Cor p.

Nanj i ng

Chi na

Phone: +86 18061680168
Email : xiao.m n2@te.comcn

M n Expires 22 March 2026 [ Page 13]



