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Abst r act

Thi s docunent describes the necessity and feasibility to introduce a
mechani sm of congestion notification for pause. After receiving the
L2 pause frames fromthe destination data center gateway, the egress
provi der edge node sends the congestion notifications to the upstream
provi der nodes and the ingress provider edge node in a format defined
in this docunent. The upstream provider nodes and the ingress

provi der edge node nust pause the forwarding of IP flows identified
by the congestion notifications. And then the ingress provider edge
node may send the L2 pause franes to the source data center gateway.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

| P based VPN [ RFC2764] is often used to interconnect Data Center

Net works (DCN), in which case the IP based VPN is also referred to as
IP WAN. In the DCN, Priority-based Fl ow Control (PFC)

[ EEE8021Q 2022] is a wi dely depl oyed nmechani sm for congestion

control. However, the PFC as an L2 pause nmechanismis not suitable
to be deployed in IP WAN, so an L3 pause nmechanismis needed for use
in | P WAN.

Thi s docunent describes the necessity and feasibility to introduce a
mechani sm of congestion notification for pause. Specifically, the
probl em statement is described in Sections 1 and 3, and the format of
the congestion notification nessage sent fromthe Provi der Edge (PE)
node to the Provider (P) and/or PE node is defined in Section 4, and
the solution on how the PE node knows the addresses of the destined P
and/ or PE node is defined in Section 4 and 5.
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2. Conventions Used in This Docunent
2.1. Abbreviations
CE: Custoner Edge
DC. Data Center
DCN: Data Center Networks
DoS: Deni al - of - Servi ce
I PC. | P Pause Capability
LSA: Link State Advertisenent
P: Provider
PE: Provi der Edge
PFC. Priority-based Fl ow Control
Ri: Router Infornation
SRH: Segment Routing Header
SRv6: Segment Routing over |Pv6
2.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOI' RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
3. Congestion Notification Mechani sns
As a congestion notification for pause nechanismused in DCN, the PFC

is referred to as classical stepw se back pressure with dedi cated
Et hernet pause frane, as shown in Figure 1.
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PFC Frane PFC Frane PFC Frane
| <-----mmem--- H < - H <o +
| [ [ |
S SRR + AR, + AR, + AR, + S SRR +
| Traf fi c | ====>| Net wor k| ====>| Net wor k| ====>| Net wor k| ====>| Traffic |
| Sender | | Node 1 | | Node 2 | | Node 3 | | Recei ver |
S + S + S + S + S +
Congesti on
Poi nt

Figure 1: dassical Stepw se Back Pressure wth Dedicated
Et hernet Pause Frane within DC

Wth this congestion notification nechanism the congested network
node (Netwok Node 3 in Figure 1) asks the directly connected upstream
network node (Network Node 2 in Figure 1) to pause the data traffic
by a dedi cated Ethernet pause frane called PFC franme, and then the
upstream network node may stepwi se ask its directly connected
upstream network node to pause the data traffic by a PFC frame, until
the nmost upstream network node (Network Node 1 in Figure 1) may ask
the directly connected traffic sender to pause the data traffic by a
PFC franme. [|EEE8021Q 2022] details how this kind of congestion
notification mechani sm worKks.

In the P WAN for DC interconnect, the congestion notification
mechani smtriggered by the PFC frames fromthe destinati on DC gat eway
is referred to as back pressure with dedicated | P pause packet, as
shown in Figure 2.

Congestion Notification

I T +
| Congestion Notification |
PFC Frame | I +| PFC Frane
ESREEEEEEEEE + | REESEEEEEEERS +
I [ I Y I
S + S + S + S + S +
| DC1 | ::::>| PE1 | ::::>| P1 | ::::>| PE2 | ::::>| DC2 |
| Gat evay | | | | | | | | Gat evay |
S SRR + AR, + AR, + AR, + S SRR +
Congesti on
Poi nt

Figure 2: Back Pressure with Dedicated | P Pause Packet wi thin WAN
Wth this congestion notification nechanism the congested egress

Customer Edge (CE) node (DC2 gateway in Figure 2) asks the directly
connect ed upstream egress PE node (PE2 in Figure 2) to pause the data
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traffic by sending PFC frames, and then the egress PE asks the
upstream P node (Pl in Figure 2) and the upstreamingress PE node
(PE1 in Figure 2) to pause the data traffic by sending |IP pause
packets, until the ingress PE node may ask the directly connected
upstreamingress CE node (DCL gateway in Figure 2) to pause the data
traffic by sending PFC pause franes. This docunent details how this
ki nd of congestion notification mechani sm works.

Congestion Notification for Pause

Once receiving the L2 pause frames fromthe destinati on DC gat eway,
the egress PE node needs to determ ne which IP flows cause the
congestion. How the egress PE node figure out the IP flows causing
congestion is inplenentation specific and outside the scope of this
docunent. For each IP flow causing congestion, the egress PE node
needs to identify the ingress PE node and the P nodes traversed by
the IP flow and send congestion notification for pause nessage to
each identified P/PE node. Wth respect to different WAN

technol ogies, there are different ways for the egress PE node to
identify the on-path PE and P nodes. When Segnent Routing over |Pv6
(SRv6) [RFC8754] is deployed in the WAN, the egress PE node can use
Segnent Routing Header (SRH) to identify the on-path PE and P nodes;
When native I Pv6 is deployed in the WAN, the egress PE node can only
use the source IP address to identify the ingress PE node.

The congestion notification for pause nessage sent fromthe egress PE
node to the identified on-path PE and P nodes can be a UDP nessage or
an | CVMP nessage, if a UDP nessage it's formatted as fol |l ows:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| UDP Source Port | UDP Destination Port = TBDL |

I
+
| As much of the invoking packet as possible |
+ wi t hout the UDP packet exceeding 576 bytes +
| in |IPv4d or the minimmMIU in | Pv6 |

Figure 3: Congestion Notification for Pause Message Format
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UDP Header: The UDP header as specified in [RFC768] includes the UDP
source port, UDP destination port, UDP length, and UDP checksum A
wel | - known UDP destination port (TBDl1l) needs to be allocated for this
Congestion Notification Message.

IP Flow Identifier: Wien SRv6 is deployed in the WAN, the I P Fl ow
Identifier includes the source |IP address and the SRH, When native
I Pv6 is deployed in the WAN, the IP Flow Identifier includes the
source | P address, destination |IP address, and protocol nunber.

Pause Tine: This field can be either copied fromthe PFC Pause franes
receiving fromthe DC gateway, or cal cul ated based on the buffer size
of the destined node advertised by | GP.

Advertising | P Pause Capability Using I GP

Considering that not all WAN routers support buffering IP flows,
before the egress PE node can send the congestion notification for
pause nessage to the on-path PE and P nodes, the egress PE node has
to know whi ch on-path P/PE nodes support buffering IP flows. The on-
pat h P/ PE nodes can notify the egress PE node of its support of
buffering IP flows by advertising its | P Pause Capability (IPC) in
advance.

Advertising | P Pause Capability Using IS-1S

The PE and P nodes advertise their support of buffering IP flows by
inserting a new | PC sub-TLV into the IS-1S Router Capability

[ RFC7981]. This sub-TLV SHOULD only be advertised once in the Router
Capability TLV. This sub-TLV SHOULD be advertised WAN domai n wi de.
The | P Pause Capability sub-TLV is structured as shown in Figure 4.

0 1 2 3
01234567890123456789012345678901
R e e e o o E e
| Type = TBD2 | Lengt h |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Sub- Sub- TLVs (vari abl e) |
+- -+
I I
+ +
Figure 4: | P Pause Capability Sub-TLV

wher e:

Type: TBD2.
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Length: Variable, in octets, depending on the sub-sub-TLVs.

The only supported sub-sub-TLV is the Buffer Size Sub-Sub-TLV. The
Buf fer Size advertised in the Buffer Size Sub-Sub-TLV represents the
supported maximum | P flows’ buffering space. Only a single Buffer

Si ze Sub- Sub-TLV MAY be advertised in the | P Pause Capability Sub-
TLV. If nore than one Buffer Size Sub-Sub-TLV is present, all the
Buf fer Size Sub- Sub-TLVs MJST be ignored. The Buffer Size Sub- Sub-
TLV is structured as shown in Figure 5.

0 1 2 3
01234567890123456789012345678901
B i T R R e i o ik SR e

| Type =1 | Length |

el i I e i it T e e e e i i T o S e e S e T R R
| Buf fer Size

R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 5: Buffer Size Sub-Sub-TLV
wher e:
Type: 1.
Length: This field MJST be set to 4.

Buf fer Size: This field indicates the maximumIP flows’ buffering
space supported by the advertising node. The unit for this field
is KB (Kilo Bytes).

Advertising | P Pause Capability Using OSPF

The PE and P nodes advertise their support of buffering IP flows by
advertising a new | PC TLV of the OSPF Router Information (R) Opaque
Link State Advertisenent (LSA) [RFC7770]. This TLV is applicable to
both OSPFv2 and OSPFv3. This TLV SHOULD only be advertised once in
the RI Opaque LSA. This TLV SHOULD be advertised WAN domai n w de.
The | P Pause Capability TLV is structured as shown in Figure 6.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = TBD3 | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| Sub-TLVs (vari abl e) |
+- -+
I I
+

+

Figure 6: | P Pause Capability TLV
wher e:
Type: TBD3.
Length: Variable, in octets, depending on the sub-TLVs.

The only supported sub-TLV is the Buffer Size Sub-TLV. The Buffer

Si ze advertised in the Buffer Size Sub-TLV represents the supported
maxi mum | P fl ows’ buffering space. Only a single Buffer Size Sub-TLV
MAY be advertised in the | P Pause Capability TLV. [If nore than one
Buf fer Size Sub-TLV is present, all the Buffer Size Sub-TLVs MJST be
ignored. The Buffer Size Sub-TLV is structured as shown in Figure 7.

0 1 2 3

01234567890123456789012345678901
T T T A S T
| Type = 1 | Length |
T T S S S T S S T S S A e T
| Buffer Size |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Figure 7: Buffer Size Sub-TLV
wher e:
Type: 1.
Length: This field MJST be set to 4.
Buffer Size: This field indicates the maximum I P flows’ buffering

space supported by the advertising node. The unit for this field
is KB (Kilo Bytes).
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Security Considerations

The congestion notification for pause from PE node receiving PFC
franes to P/ PE nodes MUST be applied in a specific controlled donain.
Alimted adnministrative domain provides the network adm nistrator
with the neans to select, nmonitor, and control the access to the
network, making it a trusted domain

To avoid potential Denial-of-Service (DoS) attacks, it is RECOMVENDED
that inplenmentations apply rate-limting policies when generating and
recei ving congestion notification for pause nessages.

A depl oyment MUST ensure that border-filtering drops inbound
congestion notification for pause message from outside of the domain
and that drops outbound congestion notification for pause nessage

| eavi ng the domain.

A depl oynent MUST support the configuration option to enable or

di sabl e the congestion notification for pause feature defined in this
docunent. By default, the congestion notification for pause feature
MJST be di sabl ed.

I ANA Consi derations

1. A Wll-known UDP Port

A wel | -known UDP port nunber TBD1l in the "Service Nane and Transport
Protocol Port Nunmber" registry is requested to be assigned to the
Congestion Notification for Pause Message.
2. 1S 1S 1P Pause Capability Sub-TLV

Thi s docunent requests I ANA to nmake the followi ng registration in the
"I S-1'S Sub-TLVs for IS-1S Router CAPABILITY TLV" registry:

[ bl s oo e el oo
| Value | Description | Reference |
[ e ool oo el s sl 1)
| TBD2 | | P Pause Capability | This docunent |
+------- T i i I +

Table 1: New Sub-TLV in | S- IS Sub-TLVs for
I S-1S Router CAPABILITY TLV Registry
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7.3. 1S-1S Sub-Sub-TLVs for the | P Pause Capability Sub-TLV Registry

I ANA is requested to create the "I S-1S Sub-Sub-TLVs for | P Pause
Capabi lity Sub-TLV" registry under the "IS-1S TLV Codepoi nts"

groupi ng for the assignment of sub-TLV types for the |P Pause

Capabi lity sub-TLV specified in this docunent. This registry defines
sub-sub-TLVs for the | P Pause Capability sub-TLV (TBD2) advertised in
the IS-1S Router CAPABILITY TLV (242).

The registration procedure is "Expert Review', as defined in

[ RFC8126]. Cuidance for the designated experts is provided in

[ RFC7370]. The Buffer Size sub-sub-TLV is defined by this docunent,
and the initial contents of the registry are as foll ows:

[ ety ————————(—_—— Ll p—p—p—(—(—(—(—(—(——r
| Value | Description | Reference |
=4 -4 ———————————————+
| O | Reserved | This document |
e R R +
| 1 | Buffer Size | This docunent |
R, S T +
| 2-255 | Unassigned | |
omm - R LT B TR +

Table 2: IS-1S Sub-Sub-TLVs for IP
Pause Capability Sub-TLV Registry

7.4. COSPF | P Pause Capability TLV

Thi s docunent requests | ANA to nmake the following registration in the
"OSPF Router Information (RI) TLVS" registry:

el oo sl s st
| Value | Description | Reference |
F =4 -4 ———————————————+
| TBD3 | | P Pause Capability | This docunent |
+----- - I I R I I T +

Table 3: New TLV in OCSPF Router |Infornmation
(RI') TLVs Registry

7.5. OSPF | P Pause Paraneter Sub-TLVs Registry
I ANA is requested to create the "OSPF | P Pause Paraneter Sub-TLVs"
registry under the "Open Shortest Path First (OSPF) Paraneters”

grouping. This registry defines sub-TLVs for the | P Pause Capability
TLV (TBD3).
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The registration procedures are that the values in the range 1-34999
are to be allocated using the "Standards Action" registration

procedure defined in [ RFC8126],

and the values in the range

35000- 65499 are to be allocated using the "First Cone First Served"

regi stration procedure.

docunent,

and the initial

‘===
| Val ue
+==—=—=—=—=—=—=—=—==—==
| O
o,
| 1

Fe et et e e e -
| 2-65499

e e e e e e e - - -

The Buffer Size sub-TLV is defined by this
contents of the registry are as foll ows:

Buffer Size

Tabl e 4: OSPF | P Pause Par aneter Sub-TLVs
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