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Abst ract

In situ Operations, Admnistration, and M ntenance (I GAM) Trace-
Option data defined in RFC 9197 is a variable-length data, the length
of this kind of data varies with the transited | OAM capabl e nodes and
the selection of data fields processed by each | OAM capabl e node.

Thi s docunent extends the | OAM Trace Option to carry a fixed-size
data, the length of this kind of data is fixed once the sel ection of
data fields processed by each | OAM capabl e node is determ ned, and
doesn’t vary with the transited | OAM capabl e nodes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 20 Cctober 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

[ RFC9197] defines In situ Operations, Admnistration, and Mii ntenance
(IOAM, which collects operational and telenetry information in the
packet while the packet traverses a path between two points in the
network. As specified in Section 4.1 of [RFC9197], IOAMtracing is
defined as two separate options: Pre-allocated Trace Option and
Increnmental Trace Option. The two | OAM Trace Options share the same
format of | OAM Trace- Option header and data. The | OAM Trace- Option
data is conposed of a set of node data lists; anong them each node
data list is populated by a node along the forwardi ng path of | OAM
packet .

The 1 OAM Trace-Option data defined in [RFC9197] is a variable-length
data, the length of this kind of data varies with the transited | CAM
capabl e nodes and the selection of data fields processed by each

| OAM: capabl e node. This docunent extends the | OAM Trace Option to
carry a fixed-size data, the length of this kind of data is fixed
once the selection of data fields processed by each | OAM capabl e node
is determ ned, and doesn’'t vary with the transited | OAM capabl e
nodes.
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2. Conventions Used in This Docunent

2.1. Abbreviations
ABW Avai | abl e Bandwi dt h
BU: Buffer Utilization
CSI G Congestion Signaling
HPCC++: Enhanced Hi gh Precision Congestion Control
IOAM I n situ Operations, Adm nistration, and M ntenance
PD: Per-hop del ay
TTL: Time to Live

2.2. Requirenments Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Problemwth the current 1 OAM Trace Opti on
As specified in Section 4.4 of [RFC9197], the | OAM Trace Option

(including | OAM Pre-allocated Trace Option and | OAM I ncrenmental Trace
Option) has a format as shown in Figure 1.
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Figure 1: | OAM Trace Option defined in RFC 9197

The 1 OAM Trace Option defined in [RFC9197] is used to stack up
multiple nmetadata fromnultiple IOAMtransit nodes. Specifically,
al ong the forwarding path, each | OAM capabl e node adds its own
operational and telemetry information into the | OAM Trace Option
carried by a data packet in a stacking manner.

As described in [I-D. mao-ccwg-hpcc-info], the | OAM Trace Option Data
can be used as a congestion control signal for Enhanced Hi gh

Preci si on Congestion Control (HPCC++) congestion control nechani sm
and at the sanme time, Congestion Signaling (CSIG Data can al so be
used as a congestion control signal for HPCC++. As specified in
[I-D.ravi-ippmcsig], a CSIGtag carries a fixed-size aggregate
metric conputed over the hop devices. Specifically, along the
forwardi ng path, each CSI G capabl e node optionally inputs its own
congestion information into the CSIG tag carried by a data packet in
a conpar e-and-repl ace nanner.

In different application scenarios, either the |1 OAM Trace Option

defined in [RFC9197] or the CSIGtag defined in [I-D.ravi-ippmcsidg]
is applicable, or even both of them can be used concurrently. In
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other words, they're conplenentary to each other. Then the question
goes to that whether it’'s possible to integrate themtogether. That
is also the problemthis docunent intends to address.

4. Extension to the |OAM Trace Option’'s Fl ags

In order to integrate the variabl e-si ze superi nposed data and fi xed-
size aggregate data into | CAM Trace Option, this docunent defines the
reserved Bit 3 of the Flags field of the | OAM Trace Opti on as shown
in Figure 2.

0123
T
| O LIAlF|
R

Figure 2: | OAM Trace Option's Flags fornat

Bit 0 "Overflow' (O bit): Wen set, the Overflow flag indicates that
there are not enough octets left to record the node data, as defined
in Section 4.4.1 of [RFC9197].

Bit 1 "Loopback" (L-bit): Wen set, the Loopback flag triggers the
sendi ng of a copy of a packet back towards the source, as defined in
Section 3 of [RFC9322].

Bit 2 "Active" (A-bit): Wen set, the Active flag indicates that a
packet is an active neasurenent packet rather than a data packet, as
defined in Section 3 of [RFC9322].

Bit 3 "Fixed-size" (F-bit): When set, the Fixed-size flag indicates
that a fixed-size aggregate data rather than a vari abl e-si ze
superinposed data is carried, as defined in Section 5 of this
docunent. As defined in Section 4.4 of [RFC9197], there are two
types of 10AM Trace Option, Pre-allocated Trace-Option and
Incremental Trace-Option, the F-bit defined in this docunent can only
be used for Pre-allocated Trace-Option. In other words, if the F-bit
is set while the | OAM Trace Option-Type indicates it’s an | ncremental
Trace-Option, then the F-bit MJST be ignored by the receiver.

5. Fixed-size aggregate data in the | OAM Trace Option

When the 1 0OAM Trace Option is used to carry fixed-size aggregate
data, the format of the I OAM Trace Option is shown in Figure 3.
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Figure 3: I OAM Trace Option carrying fixed-size aggregate data
Nanespace-ID: The sane as defined in [ RFC9197].
NodelLen: The sane as defined in [RFC9197]. MJST be set to O.

Flags: The same as defined in [ RFC9197] and [ RFC9322]. This
docunent allocates a single flag as foll ows:

Bit 3 "Fixed-size" (F-bit) (least significant bit). As defined
in Section 4 of this docunment. When set, a fixed-size data
space as shown in Figure 3 is carried in the | OAM Trace Opti on.

Remai ni ngLen: The sane as defined in [RFC9197]. MJST be set to O.

| OAM Fi xed- Data Trace-Type: The sinmlar as the | OAM Trace- Type
defined in Section 4.4.1 of [RFC9197]. The only difference with
the 1 OAM Trace-Type is that each bit indicates the presence of a
fixed-size 8-octet data space, whose format is dependent on bit
posi ti on.

When Bit 0, 1, 2, or 3 is set, the data format of the Fixed-size
Aggregate Data is the sane, as shown in Figure 4.

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Si gnal Val ue | Reserved |
I S i o T s S S S e s s T
| Locat or Met adat a Reserved |
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Figure 4: Fixed-size aggregate data for Bit 0,1,2,3
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The fields are defined as foll ows:

* Signal Value: A 20-bit field. Its meaning depends on bit

posi tion.
*  |Locator Metadata: A 16-bit field. It's the same as defined in
Section 5.5.2.2 of [I-D.ravi-ippmcsig], i.e., it contains Port

ID, Device ID, and TTL (also called Hop Linit for 1Pv6).

The 24-bit identifier of |1 0OAM Fi xed-Data Trace-Type and
correspondi ng Signal Values are defined as foll ows:

Bit O Mst significant bit. Wen set, indicates the Signal Value
in the data space is M ninum Avail abl e Bandwi dth - m n( ABW,
the sane as defined in Section 5.1 of [I-D.ravi-ippmcsig].

Bit 1 When set, indicates the Signal Value in the data space is
Maxi mum link utilization - max(U C or mn(ABWC), the sane as
defined in Section 5.2 of [I-D.ravi-ippmcsig].

Bit 2 When set, indicates the Signal Value in the data space is
Maxi mum Per-hop Delay - max(PD), the sane as defined in
Section 5.4 of [I-D.ravi-ippmcsig].

Bit 3 When set, indicates the Signal Value in the data space is
Maxi mum Buf fer Utilization - max(BU). This field value devided
by OxFFFFF equals the buffer utilization rate of the egress
interface fromwhere the packet is forwarded out. Each node
al ong the forwarding path would conpare its buffer utilization
rate of the egress interface with the cal cul ated buffer
utilization rate by the received field value. |If a node finds
out its buffer utilization rate of the egress interface is
bi gger, then the node would populate this field with a val ue of
OXFFFFF multiplied by its buffer utilization rate; If a node
finds out its buffer utilization rate of the egress interface
is not bigger, then the node would not change this field.

Bit 4-22 Undefined. These values are available for future
assignnent in the | OAM Fi xed-Data Trace-Type Registry. An | QAM
encapsul ati ng node MUST set the val ue of each undefined bit to
0. If an IOAMtransit node receives a packet with one or nore
of these bits set to 1, it MJST ignore these bits and SHOULD
| og and/or report an error.

Bit 23 Reserved; MJST be set to zero upon transm ssion and be

i gnored upon receipt. This bit is reserved to allow for future
ext ensions of the | OAM Fi xed-Data Trace-Type bit field.
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6.

7.

7.

7.

One or More Fixed-size Aggregate Data: Each Fi xed-size Aggregate
Data is a 8-octet data space. Wen only one bit within the bitmap
of | OAM Fi xed-Data Trace-Type is set, the length of this field is
eight octets. Wen nore than one bit within the bitmap of |1 QAM
Fi xed-Data Trace-Type is set, the length of this field is equal to
the nunber of set bits multiplied by eight octets.

Security Consi derations
As discussed in [ RFC9322], IOAMis assuned to be deployed in a
restricted adm nistrative donain, thus Iimting the scope of the
threats above and their effect. However, even given this limted
scope, security threats should still be considered and mtigated.
Security issues discussed in [RFC9197] apply to this docunent.

I ANA Consi derations

| OAM Tr ace- Fl ags Regi stry

I ANA is requested to allocate the following bit in the "1 QAM Trace-
Fl ags" registry as follows:

Bit 3 "Fixed-size" (F-bit)

Thi s docunent is specified as the "Reference" in the registry for
this bit.

Note that bit 0 is the nost significant bit in the "I OAM Trace- Fl ags"
registry. This bit was allocated by [RFC9197] as the 'Overflow bit.

2. |1 OAM Fi xed- Data Trace-Type Registry

IANA is requested to create a new registry "I OAM Fi xed- Data Trace-
Type" within the defined registry group "In Situ OAM (1OAM". This
registry defines code points for each bit in the 24-bit | OAM Fi xed-
Data Trace-Type field for the Pre-allocated Trace Option-Type Wen
the F-bit is set. Bits 0-2 are defined in Section 5 of this
docunent :

Bit 0O M nimm Avail able Bandwi dth - m n(ABW and Locator Metadata

Bit 1 Mximumlink utilization - max(UWC or min(ABWC) and Locator
Met adat a

Bit 2 Maxi mum Per-hop Delay - max(PD) and Locator Metadata

Bit 3 MuximumBuffer Uilization - max(BU) and Locator Metadata
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9.

9.

Bit 23 reserved

Bits 4-22 are avail able for assignnent via the "I ETF Revi ew' process,
as per [RFC8126].

New regi stration requests MJST use the foll ow ng tenplate:

Bit: desired bit to be allocated in the 24-bit | OAM Fi xed- Dat a
Trace-Type field for the Pre-allocated Trace Option-Type when the
F-bit is set

Description: brief description of the newy registered bit
Ref erence: reference to the docunent that defines the new bit
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