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Abst ract

This draft proposes a |ightweight security enhancenent scheme based
on renote attestati on—key negotiation integrated into renmote
attestation. Oganically integrating the main steps of end-to-end
key negotiation into the renpte attestati on process nmay provi de nore
security and flexibility.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-xia-rats-key-negotiation-
i ntegration/.
Di scussion of this docunent takes place on the Renote ATtestation
ProcedureS Wrking Goup mailing list (mailto:rats@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/rats/.
Subscribe at https://ww.ietf.org/milmn/listinfo/rats/.
Source for this draft and an issue tracker can be found at
https://github.comietf-rats/draft-xia-rats-key-negotiation-
i ntegration.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

Renote attestation is a security mechani smbased on trusted hardware
(e.g., TPM TEE), allowing renpote verifiers to cryptographically
verify the integrity of the target device' s software configuration
hardware state, and runtime environment. Hence, renote attestation
can effectively prove the overall security state of the endpoint.
Secure channel protocols (e.g., TLS, QU C, |PSec, SSH) establish end-
to-end (E2E) secure channel s based on the authentication of the
endpoint’s legitimate identity and secure key negoti ation, ensuring
the security of network comruni cation. By organically conbining
renote attestation protocols with secure channel protocols and

est abl i shing cryptographi c bi nding between them it is possible to
achi eve a | ogical binding of endpoint security and network security,
ensuring dual verification and protection of the identity and state
of the endpoint in secure connections. Attested TLS
[1-D.fossati-tls-attestation] [I-D.fossati-tls-exported-attestation]
is currently an inportant related work in the industry, and other
simlar works include binding renpte attestation with credenti al

i ssuance (e.g., certificates [I-D.ietf-lanps-csr-attestation], QAuth
tokens, etc.) to achieve security enhancenent.

However, in sone scenarios, the above binding my not be possible.
For exanpl e:

* Scenario 1: Wen tenants in a public cloud/conpute cluster deploy
wor kl oads, they need to first verify their runtime environnent’s
security through renote attestation before requesting Key
Managenent Service (KMS) to assign application-layer data keys to
the Virtual Mchine (VM/conpute node where the workl oad resides
At this point, these keys are used for application-layer data
encryption, such as file encryption or disk encryption, and are
not used for any secure channel protocols. For exanple, to
protect nodel parameters from | eakage and tanpering, nodel weights
and ot her paraneters need to be encrypted before nodel |oading and
transmtted to a Trusted Execution Environment (TEE). At this
time, it is necessary to ensure that only the TEE has the key and
decrypts it.
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* Scenario 2: The end user/client accesses the online TEE conputing
environment, submits his data for business processing or |arge
nmodel inference, and needs to ensure the security of the entire
conputing environnent through renpte attestation before
establishing a secure connection. At this point, there are
mul tiple options for the secure channel protocol that can be
established, such as TLS, |PSec, QU C, OHTTP, etc. The user nay
only need to compl ete E2E key negoti ati on based on renote
attestation. As for which secure protocol or application |ayer
encryption the negotiated key is used for, and how it is used,
there can be various inplenentation nethods.

In sunmary, considering the diversity of renote attestation
application scenarios and the limtations or conplexity of conbining
with security protocols, this draft proposes a |lightweight security
enhancenment schene based on renpte attestati on—key negotiation
integrated into renpte attestation. By organically integrating the
key steps of E2E key negotiation into the renote attestati on process,
the followi ng can be achieved:

* The key distribution of KM5 or E2E key negotiation can be
automatically conpl eted based on renpte attestation, inproving the
security of key negotiation;

* The keys negotiated automatically can be flexibly applied in
various ways, whether for secure protocols or application |ayer
encrypti on;

* Conpared to the conplete and systematic inplenentati on of Attested
TLS, a nore |ightweight inplenmentation can be provided.

Requi rements Not ati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

I ntegration Schene
The current specification is based on passport nodel of RATS. Future

versions of specification will include the background-check nodel .
We present two integration schenes:
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2.1. Key Distribution Based on KM5 Integrated with Renpte Attestation

The KMS nmechani sm on public cloud networks includes the root of
trust, secure channels between Attester and KMs, full lifecycle
managenent of keys (including key generation, storage, rotation, and
destruction), hierarchical encryption architecture (such as Envel ope
Encryption), and access control nechanisns. There are two cases

her e:

* Attester generates keys to be distributed to other applications
via KM

* Attester obtains keys fromthe KVS

So KM5 enabl es applications to generate/obtain their own application-
| ayer encryption symetric/asymetric keys and distribute these keys
bet ween the required applications. Furthernore, the nethod of
integrating key distribution into the renmote attestation interaction
process is shown in the follow ng di agram

2. Conpare Evidence

I I
| Verifier | against appraisal policy
L L]
N
1. Evidence | | 3. Attestation
| | Result
| %
I S N I R .
| R >| Rel yi ng | 5. Conpare Attestation
| Attester |4. Attestation | Party | Result against
| | Resul t | & KNMB | appraisal policy
B "+ SK/ASK/ESK " ------imaao- - " + Distribute Keys

SK: Symmetric Key
ASK : Asymretric Key
ESK: Encrypted Symetric Key

Figure 1: Key Distribution Based on KMS Integrated with Renote
Attestation
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In the standard renpte attestation process described above,
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t he

Attester can generate and provide/request the Attester’s application

| ayer SK/ ASK/ ESK keys i
conveyed over a secure
these keys accordingly.

n the result returned
channel. The KMS can
During key rotation

to the KM5. SK MUST be
generate or distribute
the KM5 can proactively

trigger the above process to conplete the update and rotation of the

new and ol d keys.

2.2.

The current main inplenentati on nechani smfor
the met hod of
into renpte attestation is shown in the follow ng figure

DHE and ECDHE
it

Taki ng

|
Verifier |
I

ECDHE as an exanpl e,

4. Conpare Evidence

Integrati ng E2E Key Negotiation Into Renote Attestation

E2E key negotiation is
i ntegrating

agai nst appraisal policy
........ +---
" I
3 Evi dence | | 5. Attestation
| | Result
| % 1. Attestation
R SR . Request + pubC ------------- .
| Attester <-------------- >| Rel yi ng | 7. Conpare Attestation
| & Server | 6.Attestation | Party | Result against
| | Result | & Client | appraisal policy
B "+ pubS B "+ SK = privC * pubS

2. SK = privS * pubC

SK: Symmetric Key
(privC, pubQ:
(privs, pubS)

Fi gure 2:

In the standard renpte attestation process described above,
i ncludes the public key pubC fromits dynamically generated
in the renpte attestation request

dient
ECDHE key pair (privC
nessage,

Client’s ECDHE key pair
Server’s ECDHE key pair

pubC)

while retaining its private key privC

Integrati ng E2E Key Negotiation Into Renpbte Attestation

t he

Upon recei ving pubC

the Server can conpute the symmetric key SK using its private key
privS fromits dynamically generated ECDHE key pair (privS, pubS)

After conpleting the renote attestation with the Verifier,

includes its pubSint

Once the Client verifies the Attestation Result,
symmetric key SK using pubS and its own private key privC,

he Attestation Result

t he Server
returned to the dient.
it can conpute the

t her eby

conpl eting both the renpte attestati on and ECDHE key agreenent.
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3. Use of Negotiated Keys in Different Security Protocols
Thr ough the above process, key negotiation/distribution is conpleted
during the renote attestation process, and is synchroni zed based on
the results of the renpte attestation. |If the negotiated key is used
for application |ayer encryption, its specific usage is strongly
related to the application and can be very flexible. Wen the key is

used for the security protocols, such as TLS, |PSec, etc., there are
at least the follow ng binding met hods:

* TLS: The negotiated key can be used as a pre-shared key for
subsequent TLS handshakes; the key can al so be used as an
externally inported shared key to participate in TLS Hybrid key
exchange [I-D.ietf-tls-hybrid-design];

* | PSec: The negotiated key can be used as a pre-shared key for
subsequent | KEv2 handshakes; or the key can be directly used as a
session key for data plane encryption and integrity protection in
| PSec ESP; or the key can al so be used as Post-quantum Preshared
Keys (PPKs) [RFCB784] to achieve binding with the |1 PSec protocol

4. Renote Attestation Protocol and Message Extensions

Thi s section describes how to extend RATS protocol and nessage to
i ncorporate key negotiation into the renpte attestati on process.

TBD
5. Security Considerations
Ri sk of relay attacks needs to be evaluated in the design
TBD
6. Privacy Considerations
TBD
7. 1 ANA Consi derations
TBD
8. References
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