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Abst ract

This draft first introduces several use cases for statel ess
encryption, analyzes and conpares some existing statel ess encryption
schenes in the industry, and then attenpts to propose a general and
flexible statel ess encryption schene based on the sumari zed
requirenents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 23 April 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Xia & Jiang Expires 23 April 2026 [ Page 1]



I nternet-Draft EESP St at el ess Encryption Cct ober 2025

Tabl e of Contents

2.

1. Introduction
2. Use Cases . . . . . . . . . . . ...
.1. General Conputing of C oud Service
.2. Custer Communication in HPC Network
.3. NI DPU Pool for General Conputing
.4. Al Conputing e e
Requi rement Summary . .
EESP St at el ess Encrypt|on Schene
.1. Master Key Managenent .
4.2. Data key Derivation at Both Ends of the Cbnnunlcatlon.
Security Considerations . e e e
| ANA Consi derations .
I nformati ve References
uthors Addr esses

NNDNDN

ZNoo Pw

IN
RPRRRR
WNNNOOWONOUWWNN

I nt roducti on

Recently, with the emergence of nore new scenarios such as high-
performance cl oud services, Al |arge nodel computing, and 5G nobile
backhaul networks, higher requirenents have been put forward for the
hardware friendliness, performance, and flexibility of the |Psec ESP
protocol. A new protocol design, EESP [I-D.ietf-ipsecne-eesp]
[1-D.ietf-ipsecne-eesp-ikev2], is being discussed and formnul at ed.
EESP focuses on sol ving issues such as introducing nore fine-grained
sub-chil d- SAs, adapting the ESP header and trailer format, and

all owing parts of the transport |ayer header to be unencrypted, and

i mpl ementing flexible expansion of EESP new features through options.

In addition to the issues |isted above that are being addressed,
statel ess encryption is also a very inportant point. |Its basic idea
is to dynanmically cal cul ate data keys based on a small nunber of
mast er keys (for AES-GCM the encryption key and authentication key
are conbi ned), which hel ps optinize hardware resource limtations,
performance optini zati on, and key negotiati on conplexity in |arge-
scal e | Psec session scenarios. This draft first introduces severa
use cases for statel ess encryption, analyzes and conpares some

exi sting statel ess encryption schenmes in the industry, and then
attenpts to propose a general and flexible statel ess encryption
schene based on the summarized requirenents.

Use Cases
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General Conputing of Coud Service

Public cloud services provide | Psec VPN access for massive users, and
the servers in their infrastructure need to support massive |Psec
session access. |If hardware supports |IPsec, the hardware shoul d
support session-based encryption and decryption, and the data keys of
different sessions are isolated. The server needs to naintain the
security connection context between the server and a | arge nunber of
clients, and the hardware with linmted nmenory cannot store the huge
context. Note that the client and server do not belong to the sane
trusted domain in this case.

The statel ess encryption scheme in the [PSP] solution proposed by
CGoogl e is used to address the above hardware nmenmory overhead probl em
Its main principle is to derive a data key based on the master key on
the server side, and the client side obtains the data key through an
out - of -band nmethod. It has:

* Pros: Save half of total session contexts. Furthermore, since the
master key is owned by server and not shared, key |eakage affects
only one server;

* Cons: Wen a | arge nunber of new sessions are created, the data
key negotiation is along the out of band slow path in real tine,
the first packet transmt will be delayed, and which results in
performance degrade

Cl ust er Conmmuni cati on in HPC Net wor k

As shown in the below figure, encrypted comrunication is required
bet ween di fferent instances of |arge-scale HPC jobs, the security
session nunber is at the scale of QM* N* N. So, an efficient
security context managenment mechanismis required to solve the
probl em of |arge-scale security sessions. Note that all

conmuni cati on instances of a HPC job belong to the sane trusted
domai n.
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Figure 1: Encrypted Communication for Large Scal e HPC Net wor ks

The statel ess encryption schene defined by [ UEC TSS] can be used to
sol ve the above problem The main principle is that all

communi cati on instances of a HPC job belong to the sane trust domain
and share the same master key for both receiving and sending
directions. It has:

*  Pros:
- Better than Google PSP, it saves all security session contexts;
- The conmunication parties do not need to store data keys, and

the increase of the nunber of instances and connections of the
HPC j ob does not affect the nunber of security contexts;
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- Wthout out of band slow path data key negotiation, the first
packet delay is small;

- Data keys can be updated through the TSC. epoch
*  Cons:
- Master key | eakage affects the entire trusted domain;

- The context content can be generated based on the SSI / Source
IP/ Destination IP field. Although the context content is
flexible, the calculation overhead increases.

2.3. N C/ DPU Pool for General Conputing

To cope with large-scale traffic access (e.g., conputing server
access to storage networks) and efficiently utilize network card
resources, NI C resource pooling is an effective solution. For north-
south traffic fromclient access to servers, the NI C resource poo
must be transparent to the application, allowing a client to access
resources behind any NNC in the pool. Wen using encrypted
connections, all N Cs nust share the sane key for a client’s access.
At this point, the NICs in a resource pool belong to the same trust
domain, so stateless encryption sharing the master key is applicable.
Thi s saves data key synchronizati on between NI Cs and reduces the
storage of security sessions and data keys on themin scenarios with
a | arge nunmber of secure client connections. The client obtains the
data key for this encrypted connection through an out-of-band net hod,
whi ch can be derived fromthe master key and context. Encrypted
connections and contexts can be isol ated based on flows or VM
instances. As shown in the figure bel ow
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Figure 2: Encrypted Conmmunication for N C Poo

Simlarly, the NIC resource pool can al so be used for east-west
traffic access between VMs. In this case, all NICs are in the sane
security domain and can share a nmaster key, and different data keys
can be dynam cally generated based on different encryption connection
cont exts.

2.4. Al Conputing

As shown in the figure below, in a Al conputing network, a conputing
task is collaboratively executed by a group of CPUs & XPUs |ocated in
the sane trust dommin or across trust domains (in the case of cross-
trust donmins, they are interconnected as proxies through DPU). For
CPUs & XPUs within the same trust domain, stateless encryption
sharing the sane naster key can elinminate the conplexity and | atency
of key negotiati on between chips. For interconnection across trust
domai ns, the DPU needs to perform encrypti on connection proxy
functions between two trust dommins (local trusted domain and gl oba
trusted domain). At this tinme, the DPU sinultaneously possesses the
mast er keys of the two trust dommins, calculates the data key for
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i ntra-domai n conmuni cation in each domain based on its context, and
then uses the calculated two data keys to conplete the secure
connection proxy across trust domains.

T +
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Fi gure 3: Encrypted Communi cation for Al Conputing Network
3. Requirenent Summary

Based on the above use cases, the requirenents for a general and
flexible statel ess encryption schene are as foll ows:

* Support entities within a trust group to share the same master
key;

* Master key supports multi-Ilevel conbination design. In a trust

group, the nmaster key is conposed of multiple root keys of
different types and | evels, such as trust region root key, user
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group root key, task group root key, etc. This enhances the
overall security of the master key and supports fine-grained
encryption traffic isolation (e.g., all entities in a trust
region, entities of the same user group in a trust region,
entities of the sane task group in a trust region, etc.);

* Different types of root keys have different security |levels and
l'ifecycles, and correspondi ng key rotati on mechani sns need to be
defined. The naster key update will trigger the data key update;

* The key rotation of each type of root key should support nultiple
key rotations, such as pre_key, current_key, and next key, to
support rapid rotation while ensuring that real-tinme encryption
and decryption are not affected;

* The key derivation of the data key is based on the master key,
context, and KDF. KDF nust support packet-by-packet data key
calculation in nost cases (except when the data key is cached in
menory), which requires extrenely high performance and nust
support cryptographically secure, hardware-concurrent high-
performance al gorithns;

* To support real-tinme derivation of the Data Key, context
information and IV information need to be carried with the
message. To support different scenarios and different
granularities of data key cal culation and encryption traffic
i solation (based on stream based on source |IP, based on source
ID, etc.), multiple conbinations of context and IV need to be
supported, and different conbination algorithns need to be
di stingui shed through specific fields in the nmessage;

* Context information enables dynani c updates of the data key, such
as carrying an epoch in the context. Wen the epoch changes, the
data key is also refreshed accordingly;

* |t is necessary to support encryption proxy capabilities across
trust regions. At the edge nodes across trust regions (such as
DPU, Switch, etc.), support for master keys and stateless
encryption of two trust groups (one is in local trust region and
the other is in global trust region) is required, and proxy
conversi on of nessage encryption and decryption between the two
trust groups nust be conpl et ed.
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4.

.1

EESP St at el ess Encryption Schene

Statel ess Encryption is designed for |arge-scal e general -purpose
conputing, Al conputing, and pooled networks. It addresses the
chal | enges of storing and managi ng security contexts by using
conmputation to replace storage (key derivation) and flexible
encryption and decryption, thereby enabling secure comruni cation
bet ween nodes within and across domains. Therefore, to ensure that
the endpoint can performcorrect encryption and decryption w thout
the need to store and manage security contexts, the statel ess
encryption extension nmust include the necessary fields required for
cal culating data key and perfornming the follow up encrypti on and
decrypti on:

* Key Derivation Fields: Used to calculate the data key for data
packets;

* |nitial Vector Fields: Since AES-GCMis the primary data
encryption algorithm per-packet initialization vector (1V) should
never be repeated for the sane encryption key. A single duplicate
IV can underm ne the encryption of the entire stream

* Confidentiality and integrity protection range Fields: Provide
flexibility in the range of nessage confidentiality and integrity
protection.

Mast er Key Managenment

Each trust group shares a naster key. The nmaster key supports being
conposed of nultiple root keys, including: the trust zone root key,
the user group root key, and the task group root key. This mechani sm
enhances the overall security of the master key and supports fine-
grained encryption traffic isolation. The nultiple root keys that
make up the group key are securely distributed by different
controllers (infrastructure providers, user group administrators,
task group adm nistrators) through different controllers/KVs. An
exanmpl e of the data structure definition for the root key is as
fol | ows:

Root KeySt ruct ::= SEQUENCE {
root _key id OCTET STRI NG
root _keys_i ndex SEQUENCE ( SI ZE(3)) OF | NTEGER
root _keys_val ue SEQUENCE (Sl ZE(3)) OF OCTET STRI NG

}

Based on the trust region, use group, and task group under the trust
group, the corresponding root_key id can be found respectively.
Then, within the structure corresponding to this ID, the conbination
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of the root_keys_index and root_key value arrays fornms three sets of
root _key information (pre_key, current_key, and next_key) used for
key rotation. This three-key rotation ensures the tinmely update of
the root key (when the root key is rotated, it is replaced with the

| at est current_key) and guarantees that real-tinme encryption and
decryption are not affected. The specific nethod for key rotation is
as follows: a new next_key is generated, the original next_key is
replaced with the new current_key, and the original current_key is
replaced with the new pre_key.

4.2. Data key Derivation at Both Ends of the Commruni cation

When secure conmunication is required within a trust group, the
source point perforns the foll ow ng processing:

* data key derivation:

- (Obtain the naster key: Based on the trust group infornmation,
combi ne the rel evant root keys (e.g., through XOR cal cul ati on)
to derive it;

- Calculate the context infornmation: Based on the source point
IP/1D, or connection ID, etc., along with Epoch, the context is
cal culated using a specific algorithm Using the source point
IP/IDto calculate the context ensures that different secure
sessions at the destination point have different data keys,
thereby preventing the conmprom se of encryption security that
could occur if different sessions had the sane data key and the
IV was al so the sane;

- Execute KDF to derive the data key: use the aforenentioned
mast er key and context as inputs to the KDF

* |V Calculation: Based on the source point IP/ID or connection |ID
al ong wi th Epoch, random nunbers, and counters, the IV is conputed
using a specific algorithm

* Determ ne the scope of confidentiality and integrity protection
COfset and | Ofset respectively;

* Encrypt the nmessage using the data key and 1V, and construct the

security header: The security header field contains all the
i nformati on nenti oned above. The exanple diagramis as foll ows:
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Figure 4: Exanple of the Security Header Format for Stateless
Encryption
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Figure 5: Exanple of the Master Key Option of Security Header
Format for Statel ess Encryption

Correspondi ngly, the destination node is processed as foll ows:

* Read the security header: Obtain all paraneters required for key
derivation;

* Data key derivation:
- (Obtain the naster key: Based on the master key option in the
security header, conbine the relevant root keys (e.g., through
XOR cal culation) to obtain it;
- Calculate the context information: Based on the source point
I P/ID or connection IDin the security header, along with
Epoch, conpute the context using a specific algorithm

- Execute KDF to derive the data key: use the aforenentioned
mast er key and context as inputs to the KDF
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5.

*

IV Cal cul ati on: Based on the source point IP/IDin the security
header, or connection ID, etc., along with Epoch, random nunbers,
and counters, the IV is calculated according to a specific

al gorithm

Determine the scope of confidentiality and integrity protection
COfset and | O fset respectively;

Decrypt the nmessage using the data key and |V.

Security Considerations

A highly secure control plane is required to ensure that the
mast er keys nmanaged by users/systens are not | eaked or |ost;

The control channel establishnment phase requires two-way

aut henti cation and authorization to ensure the integrity and
confidentiality of the master key during the naster key
distribution phase. At the sane tine, it ensures that the group
master key is only distributed to the correspondi ng group menbers;

The endpoint requires secure storage of the master key and data
key locally;

The key derivation process nust ensure that the data keys
cal cul ated by cryptographic engines on different entities are

uni que. This nmeans that the input for key derivation nust include
a unique IDto prevent two cryptographic engines fromusing the
same data key;

It is necessary to ensure that IVs are not reused. Under the sane
data key, the construction of IVs nust guarantee that they are not
r epeat ed;

The update cycle of the master key should be determ ned based on
the actual nunber of derived data keys to be generat ed.

| ANA Consi der ati ons

TBD.
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