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1.

Authors’ Addresses . . . . . . . . . . . . . . . . . . . . .. .029
I ntroduction

Thi s docunent describes an Application Programing Interface (API)

APl based on the HTTP protocol [RFC2616] and the principles of

[REST]. Conforming to the REST constraints is generally referred to

as being "RESTful". Hence the APl is dubbed: "' RESTful Provisioning
Protocol " or "RPP" for short.

The RPP APl is designed to be used for the provisioning and
managenment of objects in a shared database, such as donmai n nanes,
hosts, and entities.

Ter mi nol ogy

In this docunent the followi ng term nology is used.

REST - Representational State Transfer ([REST]). An architectura
style.

RESTful - A RESTful web service is a web service or APl inplenented
usi ng HTTP and the principles of [REST].

EPP RFCs - This is a reference to the EPP version 1.0 specifications
[ RFC5730], [RFC5731], [RFC5732] and [ RFC5733].

RESTf ul Provisioning Protocol or RPP - The protocol described in this
docunent .

URL - A Uniform Resource Locator as defined in [ RFC3986].

Resource - An object having a type, data, and possible rel ationship
to other resources, identified by a URL.

RPP client - An HTTP user agent perform ng an RPP request

RPP server - An HITP server responsible for processing requests and
returning results in any supported nedia type.

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL

NOT", " SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in
this document are to be interpreted as described in [ RFC2119].
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In examples, lines starting with "C." represent data sent by a RPP
client and lines starting with "S:" represent data returned by a RPP
server. Indentation and white space in exanples are provided only to
illustrate elenment relationships and are not REQU RED features of the
pr ot ocol

Al'l exanpl e requests assunme a RPP server using HTTP version 2 is
listening on the standard HTTPS port on host rpp.exanple. An

aut hori zati on token has been provided by an out of band process and
MUST be used by the client to authenticate each request.

4. Request Headers

A RPP request does not always require a request nmessage body. The

i nformati on conveyed by the HITP net hod, URL, and request headers may
be sufficient for the server to be able to successfully processes a
request. However, the client MJST include a request nessage body
when the server requires additional attributes to be present in the
request message. The RPP HITP headers |isted bel ow use the "RPP-"
prefix, follow ng the recomrendati ons in [ RFC6648].

* RPP-Cltrid: The client transaction identifier is the equival ent of
the cl TRID el ement defined in [ RFC5730] and MJUST be used
accordingly, when the HTTP nessage body does not contain an EPP
request that includes a cltrid.

* RPP-Aut horization: The client MAY use this header to send
aut hori zation information in the format <met hod> <aut hori zation
information>, simlar to the HITP Authori zation header, defined in
[ RFC9110, Section 11.6.2]. The <nmethod> indicates the type of
aut hori zation being used. For EPP object authorization
information, for example the authorization information used for
domai n nanes described in [RFC5731, Section 2.3], a new authinfo
met hod is defined and MIST be used. The <authorization
i nformati on> defines the foll owi ng conma separated fiel ds:

- value (REQUI RED): Base64 encoded EPP passwor d-based
aut hori zation information. Base64 encoding is used to prevent
probl ems when special characters are present that may conflict
with the format rules for the Authorization header.

- roid (OPTIONAL): A Roid as defined in [RFC5731], [RFC5733], and
[ RFC5730]. The roid is used to identify the object for which
the authorization information is provided. |If the roid is not
provi ded, then the server MJST assune that the authorization
information is linked to the object identified by the URL of
the request.

Use of the RPP-Authorization header

RPP- Aut hori zati on: aut hi nfo val ue=TXkgU2Vj cmV0l FRva2Vu, roi d=REG XYZ- 12345

Wil |'i nk & Kowal i k Expires 6 May 2026 [ Page 4]



I nternet-Draft RESTf ul Provi si oni ng Prot ocol Noverber 2025

The val ue of the RPP-Authorization header is case sensitive. The
server MJST reject requests where the case of the header val ue does
not match the expected case. The RPP-Authorization header is
specific to the user agent and MJUST NOT be cached, as recomrended by
Section 16.4.2, the server MJST use the correct HTTP cache directives
to prevent caching of the RPP-Authorization header

5. Response Headers

The server HTTP response contains a status code, headers, and MAY
contain an RPP response nessage in the nessage body. HITP headers
are used to transmit additional data to the client and MAY be used to
send RPP process related data to the client. HITP headers used by
RPP MUST use the "RPP-" prefix, the followi ng response headers have
been defined for RPP

* RPP-Svtrid: This header is the equivalent of the "svTRI D' el enent
defined in [RFC5730] and MJUST be used accordi ngly when the RPP
response does not contain an EPP response in the HITP nessage
body. If an HITP message body with the EPP XM equi val ent
"svTRI D" exists, both values MJST be consi stent.

* RPP-Cltrid: This header is the equivalent of the "cl TRID' el enent
defined in [RFC5730] and MJUST be used accordi ngly when the RPP
response does not contain an EPP response in the HITP nessage
body. |If the contents of the HITP nessage body contains a
"cl TRID' val ue, then both val ues MJST be consistent.

* RPP-Code: This header is the equivalent of the EPP result code
defined in [ RFC5730] and MJST be used accordingly. This header
MUST be added to all responses and MAY be used by the client for
easy access to the result code, without having to parse the HTTP
response nessage body.

For the EPP codes related to session nmanagenent (1500, 2500, 2501 and
2502) there are no correspondi ng RPP codes.

In order for RPP to be backwards conpatible with EPP, RPP will use
5-digit coding of the result codes, where first digit will denote
origin specification of the result codes.

For [ RFC5730] Result Codes the leading digit MJUST be "0". For RPP
result codes the leading digit MJST be "1". For avoi dance of
confusi on RPP MUST not define new codes with the sane senmantic
meani ng as al ready defined in EPP

For RPP codes the remaining 4 digits MJST keep the sanme semantics as
[ RFC5730] Result Codes.
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*  RPP-Queue- Si ze: Return the nunber of unacknow edged nessages in
the client nessage queue. The server MAY include this header in
all RPP responses.

6. Error handling and rel ati on between HTTP status codes and RPP codes

RPP | everages standard HTTP status codes to reflect the outconme of
RPP operations. The RPP result codes are based on the EPP result
codes defined in [RFC5730]. This allows clients to handl e responses
generically using common HITP patterns. Wile the HITP status code
provides the primary, high-level outcone, the specific RPP result
code MJST still be provided in the RPP-Code HTTP header for detailed
di agnosti cs.

The mapping strategy is to use the nost specific HITP code that
accurately reflects the operation’s result.

For common and wel | -defined outcones, a specific HITP status code is
used. For exanple, an attenpt to access a non-existent resource (EPP
code 2302) MUST return 404 Not Found, and an attenpt to create a
resource that already exists (EPP code 2303) MJST return 409
Conflict. This allows a client to handle these comon situations
based on the HTTP code al one.

For all other failures, a generic HITP status code is used. dient-
side errors (e.g., syntax, parameter, or policy violations) MJST
return 400 Bad Request. Server-side failures MJST return 500
Internal Server Error

The server MUST return HTTP status codes, follow ng the napping rules
in Table 1.

Table 1: RPP result code and HTTP St atus-Code mappi ng.

[ s s e s s e s s s s s s s s s s s s s s s s s s s s s s s s s s s e s
| HTTP | Description | Correspondi ng RPP result code(s) |
| St at us- Code| | |
| Success | | |
| (2xx) I I |
Fom e oo s o m m e e e e e e e e e e e e e e e e e e e e e eeee—oon +
| 200 K | The request | 01000 (in all cases not specified |
| | was successful | ot herwi se), 01300, 01301 |
| | (e.g., for CET| |
| | or UPDATE) . | |
S R oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +

| 201 Created| The resource |01000 for resource creating requests (POST/PUT) |
| | was created | |
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| | successfully. | |

N S o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| 202 | The request | 01001
| Accept ed | was accept ed

| asynchronous |
| processi ng. |

I
I
I | for I I
I
I

N S o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| 204 No | The resource | 01000 for DELETE |
| Cont ent | was del et ed | |
| | successfully. | |
Fom e oo oo s o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| dient | | |
| Errors | | |
| (4xx) | | |
S R oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| 400 Bad | Generic | 02000- 02005, 02104- 02106, 02300- 02301, 02304- 02308

| Request | client-side | |

| | error (syntax, | |
| par anet ers, | |
| policy). | |
S R oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| 403 | Aut henti cati on| 02200- 02202 |
| For bi dden | or | I
| | aut hori zation | |
I

| | failed. |

R o e e - oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +
| 404 Not | The requested | 02303 |
| Found | resource does | |
| | not exi st. | I
R o e e o - o m e e e e e e e e e e e e e e e e e e e e e e eme—— o - +
| 409 | The resource | 02302 |
| Confli ct | could not be | |
| | created | |
| | because it | |
| | al r eady | |
| | exi st s. | |
N S o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| Server | | |
| Errors | | |
| (5xx) I I I
Fom e oo oo s o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| 500 | Generic | 02400 |
| I nt er nal | server-side | |
| Server | error; command| |
| Error | failed. | |
Fom e oo s o m m e e e e e e e e e e e e e e e e e e e e e eeee—oon +
| 501 Not | The requested | 02100- 02103 |
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| I mpl erent ed| command or |
| | feature is not|
| | i npl emented. |

Table 1

Sone EPP result codes, |ike 01500, 02500, 02501 and 02502 are rel ated
to session managenment and therefore not applicable to a sessionless
RPP pr ot ocol

7. ProblemDetail responses for errors

When an error occurs that prevents processing of the requested
action, an RPP server MJST respond using a Problem Detail docunent

[ RFC9457] detailing what went wong, or what was not acceptable to
the server. The type field MJST be the urn:ietf:parans:rpp: probl em
URN. The status field MJST reflect the HTTP status code. The
docunent MUST contain an errors elenent, as a list of objects
detailing individual errors.

Thi s docunent consists of the followi ng fields:

type (required, string) This field MJST al ways contain the fixed
string value urn:ietf:parans:rpp:error to indicate that this is an
RPP Probl em Detail response

title (required, string) A short human-readabl e description of the
Probl em Detail type

errors (optional, array of error objects) MJST contain objects
detailing informati on about the specific errors that occurred,
i ncluding optional references to which values in the origina
request were not acceptable to the server.

The error object consist of the follow ng fields:

type (required, string) This field SHOULD be a URI that identifies
the error type. This URI MAY be dereferenceable to obtain human-
readabl e docunment ati on about the error type.

result (required, string) This field MJIST contain the RPP result
code associated with the error.

paths (optional, list of strings) The JSONPath [ RFC9535] to the
val ue(s) in the request that caused the error. This field MAY be
omitted if no specific value in the request can be identified as
the cause of the error.

reason (required, string) A human-readabl e detailed description of
the error.
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RPP specifications and/ or extensions MAY add extension fields to the
error object, to convey additional information about the causes of
the error. For exanple, to indicate the account balance on a billing
failure, the followi ng Problem Detail response could be used

{

"type": "urn:ietf:parans:rpp:error”,

"title": "RPP Error",

"errors": [{
"type": "https://rpp.exanple/problens/billing/billing-failure",
"result": "02104",
"reason": "Not enough bal ance on account to create donain",
"bal ance": 10. 0,
"action_cost": 25.0

}H
}

Probl em Detail response containing nmultiple errors for a domain
create request using an invalid domain name (_$. exanple), JSONPaths
are specified in the error objects to indicate which value in the
request caused the error

{
"type": "urn:ietf:parans:rpp:error”,
"title": "RPP Error",
"errors": [{
"type": "https://rpp.exanpl e/ probl ens/ domai ns/ domai n- synt ax",
"result": "02005",
"paths": ["$. domai n. nane"],
"reason": "lInvalid character(s) in domain name",
b
{
"type": "https://rpp. exanpl e/ probl ens/ domai ns/ domai n- al | owed- | engt h",
"result": "02004",
"paths": ["$.domai n. nane"],
"reason": "Domai n nanme | ength nust be between 3 and 63 characters",
H
}

8. Endpoints
Endpoi nts are described using URI Tenplates [ RFC6570] relative to a
di scoverabl e base URL, as recomended by [ RFC9205]. Sonme RPP
endpoints do not require a request and/or response nessage.

The RPP endpoints are defined using the following URI Tenpl ate
synt ax:
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* {c}: An abbreviation for {collection}: this MJIST be substituted
wi th "domains", "hosts", "entities" or another collection of
obj ect s.

* {i}: An abbreviation for an object identifier, this MJST be
substituted with the value of a domai n name, hostnane, contact-id
or a nessage-id or any other defined object.

A RPP client MAY use the HTTP GET nethod for executing informationa
request only when no request data has to be added to the HITP nessage
body. Sending content using an HTTP CET request is discouraged in

[ RFC9110], there exists no generally defined senantics for content
received in a CET request. Wen an RPP object requires additiona
information, the client MJUST use the HITP POST nethod and add the
query command content to the HITP nmessage body.

8.1. Availability for Creation

The Availability for Creation endpoint is used to check whether an
obj ect can be successfully provisioned. Two distinct nmethods are
defined for checking the availability of provisioning of an object,
the first method uses the HEAD nethod for a quick check to find out
if the object can be provisioned. The second nethod uses the GET
method to retrieve additional information about the object’s
availability for provisioning, for exanple about pricing or
additional requirenments to be able to provision the requested object.

When the client uses the HTTP HEAD net hod, the server MJST respond
with an HTTP status code 200 (OK) if the object can be provisioned or
with an HTTP status code 404 (Not Found) if the object cannot be
provi si oned.

When the client uses the HITP GET nethod, the server MJST respond
with an HTTP status code 200 (OK) if the object can be provisioned.
The server MJUST include a nessage body containing nore detailed
availability information, for exanple about pricing or additiona
requirenents to be able to provision the requested object. The
message body MAY be and enpty JSON object if no additiona
information is applicable.

If the object cannot be provisioned then the server MUST return an
HTTP status code 404 (Not Found) and include a problem statenent in
t he nessage body.

As an extension point the server MAY define and the client MAY use
additional HTTP query paraneters to further specify the check
operation or the kind of response information that shall be returned.
For exanple Registry Fee Extension [RFC8748] defines a possibility to
request certain currency, only certain commands or periods. Such
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functionality woul d add query paraneters, which could be used with
CGET request to receive additional pricing information with the
response. HEAD request would not be affected in this case.

The server MJUST respond with the sane HITP status code if the sane
URL is requested with HEAD and with GET.

- Request: HEAD| GET {collection}/{id}/availability
- Request nessage: None
- Response nessage: Optional availability response

Exanpl e request for a domain nane that is not available for
provi si oni ng:

HEAD domai ns/ f oo. exanpl e/ avail ability HTTP/ 2
Host: rpp. exanpl e

Aut hori zati on: Bearer <token>
Accept - Language: en

RPP-Cl trid: ABC 12345

Exanmpl e response:

HTTP/ 2 404 Not Found

Date: Wed, 24 Jan 2024 12:00:00 UTC
Server: Exanple RPP server v1.0
RPP-Cl trid: ABC 12345

RPP- Svtrid: XYZ-12345

RPP- code: 01000

Content-Length: O

8.2. Resource Information

The Object Info request MIST use the HITP CGET nethod on a resource
identifying an object instance. |If the object has authorization
informati on attached then the client MJST use an enpty nessage body
and include the RPP-Authorization HTTP header. |If the authorization
is linked to a database object the client MJST al so include the roid
in the RPP-Authorization header. The client MAY al so use a nmessage
body that includes the authorization information, the client MJST
then not use the RPP-Authorization header

* Request: GET {collection}/{id}
Request nessage: Optiona
* Response message: Info response

Exanmpl e request for an object not using authorization information.
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GET donmi ns/ f oo. exanpl e HTTP/ 2
Host: rpp. exanpl e

Aut hori zation: Bearer <token>
Accept: application/rpp+json
Accept - Language: en
RPP-Cltrid: ABC 12345

Exanpl e request using RPP-Authorization header for an object that has
attached authorization information.

GET dormi ns/ f oo. exanpl e HTTP/ 2

Host: rpp. exanpl e

Aut hori zation: Bearer <token>

Accept: application/rpp+j son

Accept - Language: en

RPP-Cl trid: ABC 12345

RPP- Aut hori zati on: aut hinfo val ue=TXkgU2Vj cnmVOl FRva2Vu

Exanpl e I nfo response:

HTTP/ 2 200 OK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content - Lengt h: 424

Cont ent - Type: application/rpp+json
Cont ent - Language: en

RPP- code: 01000

TODO. JSON nessage here
8.3. Poll for Messages

The nessages endpoint is used for retrieving nmessages stored on the
server for the client to process.

* Request: GET /nessages
Request nessage: None
* Response message: Poll response

The client MJUST use the HTTP GET net hod on the nessages resource
collection to request the nessage at the head of the queue.

Exanpl e request:
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GET nessages HITP/ 2

Host: rpp. exanpl e

Aut hori zation: Bearer <token>
Accept: application/rpp+json
Accept - Language: en
RPP-Cltrid: ABC 12345

Exanpl e response:

HTTP/ 2 200 OK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content - Lengt h: 312

Cont ent - Type: application/rpp+j son
Cont ent - Language: en

RPP- code: 01301

TODO
8.4. Delete Message

* Request: DELETE /messages/{id}
* Request nessage: None
* Response nessage: Poll Ack response

The client MJST use the HITP DELETE net hod to acknow edge recei pt of
a message fromthe queue. The "nsglD' attribute of a received RPP
Pol | nessage MUST be included in the nmessage resource URL, using the
{id} path elenent. The server MJST use RPP headers to return the RPP
result code and the number of messages left in the queue. The server
MUST NOT add content to the HTTP nmessage body of a successful
response, the server may add content to the message body of an error
response.

Exanpl e request:

DELETE nessages/ 12345 HTTP/ 2
Host: rpp. exanpl e

Aut hori zation: Bearer <token>
Accept: application/rpp+json
Accept - Language: en
RPP-Cltrid: ABC 12345

Exanpl e response:
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HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Cont ent - Language: en

RPP- code: 01000

RPP- Queue- Si ze: 0

RPP- Svtrid: XYZ-12345

RPP-Cltrid: ABC 12345

Cont ent - Lengt h: 145

TODO
8.5. Create Resource

* Request: POST {collection}
* Request nessage: bject Create request
* Response nessage: Object Create response

The client MJST use the HTTP POST nmethod to create a new object
resource. |If the RPP request results in a newy created object, then
the server MJST return HTTP status code 200 (OK). The server MJST
add the "Location" header to the response, the value of this header
MUST be the URL for the newly created resource.

Exanpl e Donmai n Create request:

POST domai ns HITP/ 2

Host: rpp. exanpl e

Aut hori zati on: Bearer <token>
Accept: application/rpp+json

Cont ent - Type: application/rpp+json
Accept - Language: en

Cont ent - Lengt h: 220

TODO
Exanpl e Dormai n Create response:

HTTP/ 2 200

Date: Wed, 24 Jan 2024 12:00: 00 UTC

Server: Exanple RPP server v1.0

Cont ent - Language: en

Content - Lengt h: 642

Cont ent - Type: application/rpp+j son

Location: https://rpp. exanpl e/ domai ns/foo. exanpl e
RPP- code: 01000

TODO

Wil |'i nk & Kowal i k Expires 6 May 2026 [ Page 14]



I nternet-Draft RESTf ul Provi si oni ng Prot ocol Noverber 2025

8.6. Delete Resource

* Request: DELETE {collection}/{id}
* Request nessage: Optional
* Response nessage: Status

The client MJST the HTTP DELETE nethod and a resource identifying a
uni que obj ect instance. The server MJST return HTTP status code 200
(OK) if the resource was del eted successfully.

Exanpl e Domai n Del ete request:

DELETE dormi ns/ f oo. exanpl e HTTP/ 2
Host: rpp. exanpl e

Aut hori zation: Bearer <token>
Accept: application/rpp+json
Accept - Language: en

RPP-Cltrid: ABC 12345

Exanpl e Domai n Del ete response:

HTTP/ 2 200 K

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Length: 80

RPP- Svtrid: XYZ-12345

RPP-Cl trid: ABC 12345

RPP- code: 01000

TODO
8.7. Processes Path Segnent

Each provisioning object may be related to one or nore running
processes, such as a transfer or deletion. Each process can have its
own data, which is distinct fromthe data of the provisioning object
itself. The processes can be started, stopped, or interacted with
using their own specific set of representati ons and operations.

Al'l processes related to a provisioning object in RPP MJST exi st
under the /{collection}/{id}/processes/{process_nane} path.

The server operator MAY support direct access to process resources
usi ng server generated identifier. Such resource MAY be accessible
usi ng foll ow ng URL:
[{collection}/{id}/processes/{process_nane}/{process_id}, where
process_id is the process identifier
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A process MAY al so expose a resource at
/{collection}/{id}/processes/{process_nane}/latest to access and
interact with the | atest process instance. 1In case server offers any
access to process information of given process nanme, the access to
the last instance using

[{collection}/{id}/ processes/{process nane}/latest URL is MANDATORY

The server operator MAY deci de whi ch processes such resources exi st
for, whether they only exist for the currently running processes or
al so for conpleted or cancell ed processes. The period for which
conpl eted processes renain available for retrieval is defined by
server policy.

8.7.1. Ceneric proces interface

A generic interface for interacting with the processes is defined as
fol |l ows:

8.7.1.1. Starting:
POST /{collection}/{id}/processes/{process_nane}

The payl oad of such a request contains process-specific input
information. A started process MAY create a resource to access and
interact with the process instance. |n such case the response MJST
be a 201 Created with a Locati on header pointing to the created
resource together with the process state representation. The created
resource can be nade accessi ble both using the | atest mmenoni ¢ under
a URL /{collection}/{id}/processes/{process_nane}/latest or using a
process id under a URL

[{collection}/{id}/ processes/{process_nane}/{process_id}.

When a process is created, executed and i rmedi ately conpl eted by the
server, a 201 Created response MAY still be provided together with
the representation of the process result.

Server MAY decide not to expose any resource for interaction with the
created process, in such case a 200 OK MJST be provi ded.

Exanpl e:

PCST /rpp/ vl/ domai ns/ f oo. exanpl e/ processes/ renewal s HTTP/ 2
ot her headers renoved for bravity ..

"duration": "P2Y"
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8.7.1.2. Cancelling:

A client MAY use the "latest” menonic to cancel the | atest process
instance, in such case the request MJST be:

DELETE /{col l ection}/{id}/processes/{process_nane}/l| at est

If the client wants to cancel a specific process instance, the
request MJST be:

DELETE /{col l ection}/{id}/processes/{process_nane}/{process_id}
This request is intended to stop the running process. The server
MJST return a 204 response if the process has been stopped and the
resource i s gone, or a 200 response if the process has been stopped
but the resource renains.

8.7.1.3. Status

A client MAY use the "latest" menonic to request the | atest process
instance, in such case the request MJST be:

GET /{collection}/{id}/processes/{process_nane}/l| at est

If the client wants to retrieve data of a specific process instance,
the request MJST be:

GET /{collection}/{id}/ processes/{process_nane}/{process_id}
The request retrieves the representation of the task status. If no
task is running, the server MAY return the status of the conpleted
task or return a 404 response.

8.7.1.4. Oher operations
O her operations on a process can be perforned by addi ng path
segnments to the /{collection}/{id}/processes/{process_nane}/l atest or
[{collection}/{id}/processes/{process_nane}/{process_id} URL path.

8.7.1.5. Listing

A server MAY inplenment a listing facility for sone or all, current or
past processes.

The following URL structure and HTTP nmet hod MAY be exposed by the

server and MJUST be used by the client to retrieve process |ist
filtered by process nane:
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GET /{collection}/{id}/processes/{process_nane}/

The following URL structure and HTTP nmet hod MAY be exposed by the
server and MJUST be used by the client to retrieve full process |ist
i ndependent of the process nane:

GET /{collection}/{id}/processes/

It is up to server policy to define the type of processes and state,
running or conpleted, made available for the client. A server MAY

al so choose not inplenent this end point at all returning either the
HTPP status code 404 Not Found or a 501 Not I|nplenented status code.

8.7.2. Relation to object representation

In certain situations a resource creation may require additiona
process data or inplicitly start an asynchronous process wi th own
inputs, lifecycle and state. In these cases, the representation sent
to the server MAY contain a combination of object data and process-
rel ated data. For exanple a dommin create request contains domain
representation data which will be stored with domain object, and
dommi n creation process data such as registration duration or price,
whi ch woul d be part as registration process data, but not directly
stored with the domai n object.

For the process data in the nessage body to be distinct and
consistent with the URL path structure, it MJST be enclosed in the
processes/ {process_nane} JSON path when transmtted with the object’s
representation.

Struct ure:

POST /.../{collection}/{id}

{
obj ect data ..
"processes": {
"{process_nane}": {
process data ..
}
}
}

Exanpl e: Domain Create request with 2-year registration
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POST /rpp/vl/ domai ns HITP/ 2

Host: rpp. exanpl e

Aut hori zation: Bearer <token>
Accept: application/rpp+json
Cont ent - Type: application/rpp+json
Accept - Language: en
Content - Lengt h: 220

{
"nane": "foo.exanple",
"processes": {
"creation": {
"periods": "P2Y"
}
}
... other domain data ..
}
Renew Resource

* Request: POST /{collection}/{id}/ processes/renewal s

Request nessage: Renew request
* Response nessage: Renew response

Novenber 2025

Not every object resource includes support for the renew command.
The response MJST include the Location header for the created renewal

process resource.

Exanpl e Domai n Renew request:

POST /rpp/vl/ domai ns/ f oo. exanpl e/ processes/ renewal s HTTP/ 2

Host: rpp. exanpl e

Aut hori zation: Bearer <token>
Accept: application/rpp+json
Cont ent - Type: application/rpp+json
RPP-Cltrid: ABC 12345
Accept - Language: en
Content - Lengt h: 210

TODO. add renew request data here

Exanpl e Renew response

link & Kowal ik Expires 6 May 2026
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HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC

Server: Exanple RPP server v1.0

Cont ent - Language: en

RPP- Svtrid: XYZ-12345

RPP-Cl trid: ABC 12345

Cont ent - Lengt h: 205

Location: https://rpp.exanpl e/ rpp/vl/ domai ns/foo. exanpl e/ processes/renewal s/ XYZ- 12345
Cont ent - Type: application/rpp+j son

RPP- code: 01000

TODO add renew response data here
8.9. Transfer Resource

The Transfer command is mapped to a nested resource, naned
"transfer". The semantics of the HTTP DELETE nethod are determ ned
by the role of the client executing the DELETE nethod. The DELETE
method is defined as "reject transfer” for the current sponsoring
client of the object. For the new sponsoring client the DELETE

met hod is defined as "cancel transfer”.

8.9.1. Start

Request: POST /{collection}/{id}/processes/transfers
Request nessage: Optional
* Response nessage: Status

In order to initiate a new object transfer process, the client MJST
use the HTTP POST nethod on a unique resource to create a new
transfer resource object. Not all RPP objects support the Transfer
command.

If the transfer request is successful, then the response MJST incl ude
the Location header for the object being transferred.

Exanpl e request not using object authorization:

POST /rpp/ vl/ domai ns/ foo. exanpl e/ processes/transfers HITP/ 2
Host: rpp. exanpl e

Aut hori zati on: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cl trid: ABC 12345

Content-Length: O

Exanpl e request using object authorization:
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POST /rpp/ vl/ domai ns/ foo. exanpl e/ processes/transfers HITP/ 2
Host: rpp. exanpl e

Aut hori zation: Bearer <token>

Accept: application/rpp+json

RPP-Cl trid: ABC 12345

RPP- Aut hori zati on: aut hinfo val ue=TXkgU2Vj cmV0l FRva2Vu
Accept - Language: en

Content-Length: O

Exanpl e request using 1 year renewal period, using the unit and val ue
query paraneters

POST /rpp/ vl/ domai ns/ foo. exanpl e/ processes/transfers HITP/ 2
Host: rpp. exanpl e

Aut hori zation: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cltrid: ABC 12345

Content - Lengt h: 23

"duration": "P2Y"
}

Exanpl e Transfer response:

HTTP/ 2 200 OK

Date: Wed, 24 Jan 2024 12:00: 00 UTC

Server: Exanple RPP server v1.0

Cont ent - Language: en

Content - Lengt h: 182

Cont ent - Type: application/rpp+j son

Location: https://rpp.exanpl e/ rpp/vl/ domai ns/foo. exanpl e/ processes/transfers/| at est
RPP- code: 01001

{
"trStatus": "pending",
"relD': "dientX",
"aclD': "dientY",
"reDat e": "2000-06-06T22: 00: 00. 0Z",
"acDate": "2000-06-11T22: 00: 00.0Z",
"exDate": "2002-09-08T22:00: 00. 0z
}
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8.9.2. Status

A transfer object may not exist, when no transfer has been initiated
for the specified object. The client MJST use the HITP GET net hod
and MUST NOT add content to the HTTP nessage body.

Request: CGET {collection}/{id}/processes/transfers
Request nessage: Optional
* Response nmessage: Transfer Status response

Exanpl e domai n nanme Transfer Status request wi thout authorization
i nformati on required:

GET /rpp/vl/ domai ns/foo. exanpl e/ processes/transfers HITP/ 2
Host: rpp. exanpl e

Aut hori zati on: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cltrid: ABC 12345

If the requested transfer object has associated authorization
information that is not |linked to another database object, then the
HTTP GET met hod MUST be used and the authorization informati on MJST
be included using the RPP-Authorization header

Exanpl e domai n name Transfer Query request using RPP-Authorization
header:

GET /rpp/ vl domai ns/ foo. exanpl e/ processes/transfers HITP/ 2
Host: rpp. exanpl e

Aut hori zation: Bearer <token>

Accept: application/rpp+j son

Accept - Language: en

RPP-Cl trid: ABC 12345

RPP- Aut hori zati on: aut hinfo val ue=TXkgU2Vj cnmV0l FRva2Vu

If the requested object has associated authorization information
linked to another database object, then the HITP GET met hod MJST be
used and the RPP-Aut horization header MJUST be incl uded.

Exanpl e domai n nane Transfer Query request and authorization using
RPP- Aut hori zat i on header
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GET /rpp/vl/ domai ns/ foo. exanpl e/ processes/transfers HITP/ 2
Host: rpp. exanpl e

Aut hori zation: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP- Aut hori zati on: aut hinfo val ue=TXkgU2Vj cmV0l FRva2Vu
Content-Length: O

Exanmpl e Transfer Query response:

HTTP/ 2 200 K

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Cont ent - Lengt h: 230

Cont ent - Type: application/rpp+j son
Cont ent - Language: en

RPP- code: 01000

TODO
8.9.3. Cance
Request: POST /{collection}/{id}/processes/transfers/cancel ation
* Request nessage: Optiona

* Response nessage: Status

The new sponsoring client MJST use the HITP POST met hod to cancel a
requested transfer.

Exanpl e request:

POST /rpp/ vl/ domai ns/ f oo. exanpl e/ processes/transfers/cancel ati on HTTP/ 2
Host: rpp. exanpl e

Aut hori zati on: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cltrid: ABC 12345

Exanmpl e response:
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HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Length: 80

RPP- Svtrid: XYZ-12345

RPP-Cltrid: ABC 12345

RPP- code: 01000

TCDO
8.9.4. Reject

Request: POST /{collection}/{id}/ processes/transfers/rejection
Request nessage: None
* Response nessage: Status

The currently sponsoring client of the object MJST use the HTTP POST
met hod to reject a started transfer process.

Exanpl e request:

PCST /rpp/ vl/ domai ns/ f 0o. exanpl e/ processes/transfers/rejection HITP/ 2
Host: rpp. exanpl e

Aut hori zation: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cl trid: ABC 12345

Exanpl e Rej ect response:

HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Length: 80

RPP- Svtrid: XYZ-12345

RPP-Cltrid: ABC 12345

RPP- code: 01000

TODO
8.9.5. Approve
Request: POST /{collection}/{id}/processes/transfers/approva
Request nessage: Optional

* Response nessage: Status

The currently sponsoring client MJST use the HTTP POST nethod to
approve a transfer requested by the new sponsoring client.
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Exanpl e Approve request:

POST /rpp/ vl/ domai ns/ foo. exanpl e/ processes/transfers/approval HITP/ 2
Host: rpp. exanpl e

Aut hori zati on: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cl trid: ABC 12345

Content-Length: O

Exanpl e Approve response

HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Length: 80

RPP- Svtrid: XYZ-12345

RPP-Cltrid: ABC 12345

RPP- code: 01000

TODO
8.10. Update Resource
Request: PATCH {coll ection}/{id}
Request nessage: bject Update nessage

Response nessage: Status

An obj ect Update request MJIST be perfornmed using the HITP PATCH
met hod. The request nmessage body MJST contain an Update nessage.

*TODO * when using JSON, also allow for JSON patch so client can send
partial update data only?

Exanpl e request:

PATCH domai ns/ f 0o. exanpl e HTTP/ 2
Host: rpp. exanpl e

Aut hori zation: Bearer <token>
Accept: application/rpp+json
Cont ent - Type: application/rpp+json
Accept - Language: en

Cont ent - Lengt h: 252

TODO

Exanpl e response:
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10.

10.

11.

12.

13.

HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Length: 80

RPP- Svtrid: XYZ-12345

RPP-Cltrid: ABC 12345

RPP- code: 01000

TODO

Ext ensi on Framewor k
TODO

I ANA Consi derati ons
1. URN Sub-nanespace for RPP (urn:ietf:parans:rpp)
The 1ANA is requested to add the follow ng value to the "I ETF URN
Sub- nanmespace for Regi stered Protocol Parameter ldentifiers”
registry, following the template in [ RFC3553]:
Regi stered Paraneter ldentifier: rpp
Ref erence: Thi s Docunent
| ANA Registry Reference: [RFC5730]

Internationalization Considerations
TODO

Security Considerations
RPP relies on the security of the underlying HITP [ RFC9110]
transport, hence the best comon practices for securing HITP al so
apply to RPP. It is RECOMWENDED to follow them cl osely.
Data confidentiality and integrity MJST be enforced, all data
transport between a client and server MJST be encrypted using TLS
[ RFC5246]. Section 9 describes the |level of security that is
REQUI RED for all RPP endpoints.
Due to the stateless nature of RPP, the client MJST include the
aut hentication credentials in each HITP request. This MAY be done by
usi ng JSON Wb Tokens (JWI) [RFC7519] or Basic authentication
[ RFC7617] .

Change History
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13.1. Version 02 to 03
* Added use of Problem Detail [RFC9457] for error responses
13.2. Version 01 to 02

Updat ed t he exanpl es, changed from" _.exanple.org" to

_. exanpl e"

Mer ged t he RPP-EPP-Code and RPP-Code headers into a single RPP-

Code header
* Update the RPP-Authorization header to match the HTTP
Aut hori zati on header fornat
* Added new process path segnment and process representations
* Updated the Check request to now use an "availability" path
segment and support both GET and HEAD net hods

13.3. Version 00 to 01

Updat ed "Request Headers" and "Response Headers" section

* Changed transfer resource URL and HTTP nethod for reject, approve

and cancel, in order to make the APl easier to use
13.4. Version 00 (draft-rpp-core) to 00 (draft-wullink-rpp-core)

Renaned t he docunent nane to "draft-wullink-rpp-core"
* Renoved sections: Design Considerations, Resource Nami ng

Conventi on, Session Managenment, HTTP Layer, Content Negoti ati on,

hject Filtering, Error Handling
* Renanmed Commands section to Endpoints
* Renpved text about extensions
* Changed naming to be |less EPP |ike and nore RDAP |ike
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