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1. Introduction

Thi s docunent describes an Application Programing Interface (API)
APl based on the HTTP protocol [RFC2616] and the principles of
[REST]. Conformng to the REST constraints is generally referred to
as being "RESTful". Hence the APl is dubbed: "’ RESTful Provisioning
Protocol" or "RPP" for short.

RPP is data format agnostic, this docunent describes a framework
describing protocol nmessages in any data format. the client uses
server-driven content negotiation. Allowing the client to select
froma set of representation nedia types supported by the server,
such as JSON [ RFC8259], XM. or [YAM].
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Ter mi nol ogy
In this docunent the follow ng term nology is used.

REST - Representational State Transfer ([REST]). An architectura
style.

RESTful - A RESTful web service is a web service or APl inplemented
using HTTP and the principles of [REST].

EPP RFCs - This is a reference to the EPP version 1.0 specifications
[ RFC5730], [RFC5731], [RFC5732] and [ RFC5733].

RESTf ul Provisioning Protocol or RPP - The protocol described in this
docunent .

URL - A Uniform Resource Locator as defined in [ RFC3986].

Resource - An object having a type, data, and possible rel ationship
to other resources, identified by a URL.

RPP client - An HITP user agent perform ng an RPP request

RPP server - An HTTP server responsible for processing requests and
returning results in any supported nedia type.

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL

NOT", " SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTI ONAL" in
this docunent are to be interpreted as described in [ RFC2119].

In examples, lines starting with "C:" represent data sent by a RPP
client and lines starting with "S:" represent data returned by a RPP
server. Indentation and white space in exanples are provided only to

illustrate elenment relationships and are not REQU RED features of the
pr ot ocol

Al'l exanpl e requests assume a RPP server using HITP version 2 is
listening on the standard HTTPS port on host rppp.exanple.nl. An
aut hori zati on token has been provided by an out of band process and
MJUST be used by the client to authenticate each request.
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4.

Request Headers

A RPP request does not always require a request nmessage body. The

i nformati on conveyed by the HTTP nethod, URL, and request headers may
be sufficient for the server to be able to successfully processes a
request. However, the client MJST include a request nessage body
when the server requires additional attributes to be present in the
request message. The RPP HITP headers |isted bel ow use the "RPP-"
prefix, follow ng the recomrendati ons in [ RFC6648].

* RPP-Cltrid: The client transaction identifier is the equival ent of
the cl TRID el ement defined in [ RFC5730] and MJUST be used
accordingly, when the HITP nessage body does not contain an EPP
request that includes a cltrid.

* RPP-Authlnfo: The client MAY use this header for sending basic
t oken-based aut hori zation information, as described in Section 2.6
of [RFC5731] and Section 2.8 of [RFC5733]. |If the authorization
is linked to a contact object then the client MJUST al so include
t he RPP-Roi d header.

* RPP-Roid: If the authorization info, is |linked to a database
object, the client MAY use this header for the Repository Object
IDentifier (ROD), as described in Section 4.2 of [RFC5730].

Response Headers

The server HTTP response contains a status code, headers, and MAY
contain an RPP response nessage in the nessage body. HITP headers
are used to transmit additional data to the client and MAY be used to
send RPP process related data to the client. HITP headers used by
RPP MUST use the "RPP-" prefix, the foll owi ng response headers have
been defined for RPP

* RPP-Svtrid: This header is the equivalent of the "svTRI D' el enent
defined in [ RFC5730] and MJUST be used accordi ngly when the RPP
response does not contain an EPP response in the HITP nessage
body. If an HITP message body with the EPP XM. equi val ent
"svTRI D" exists, both values MJST be consi stent.

* RPP-Cltrid: This header is the equivalent of the "cl TRID' el enent
defined in [RFC5730] and MJUST be used accordi ngly when the RPP
response does not contain an EPP response in the HITP nessage
body. |If the contents of the HITP nessage body contains a
"cl TRID' val ue, then both val ues MJST be consistent.
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* RPP-Code: This header is the equivalent of the EPP result code
defined in [ RFC5730] and MJST be used accordingly. This header
MJST be added to all responses, except for the Geeting, and MAY
be used by the client for easy access to the EPP result code,
wi t hout having to parse the HTTP response nessage body.

* RPP- EPP- Code: An optional that MAY be used when RPP is used as a
frontend service for an EPP service. The header can be used by
the client for easy access to the EPP result code, w thout having
to parse the HTTP response nessage body.

* RPP-Check-Avail: An alternative for the "avail" attribute of the
obj ect: nane el ement in an Object Check response and MJST be used
accordingly. The server does not return a HITP nessage body in
response to a RPP bject Check (HEAD) request.

* RPP-Queue-Si ze: Return the nunber of unacknow edged nessages in
the client nessage queue. The server MAY include this header in
all RPP responses.

Endpoi nts

subsequent sections provide details for each endpoint. URLs are
assuned to be using the prefix: "/{context-root}/{version}/". Sone
RPP endpoints do not require a request and/or response nessage.

{c}: An abbreviation for {collection}: this MIST be substituted with
"domai ns", "hosts", "entities" or any other collection of objects.
{i}: An abbreviation for an object id, this MJST be substituted with
the val ue of a dommi n nane, hostnane, contact-id or a nessage-id or
any ot her defined object.

A RPP client MAY use the HTITP GET nethod for executing informationa
request only when no request data has to be added to the HITP nessage
body. Sending content using an HTTP CET request is discouraged in

[ RFC9110], there exists no generally defined semantics for content
received in a CGET request. Wen an RPP object requires additiona
information, the client MJST use the HITP POST met hod and add the
query command content to the HITP nmessage body.

Check for Existence
Request: HEAD /{coll ection}/{id}

Request nessage: None
* Response nessage: None
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The HTTP HEAD net hod MUST be used for object existence check. The

response MUST contain the RPP-Check-Avail header. The value of the
RPP- Check- Avai | header MJUST be fal se or true, depending on whet her

the object can be provisioned.

The Check endpoint MUST be |limted to checking only a single object-
id per request, to allow the server to effiently |oad bal ance
requests.

Exampl e request for a domain nane:

HEAD / r pp/ v1/ domai ns/ exanpl e. nl HTTP/ 2
Host: rpp.exanple.n

Aut hori zati on: Bearer <token>
Accept - Language: en

RPP-Cl trid: ABC 12345

Exanpl e response:

HTTP/ 2 200 OK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
RPP-Cl trid: ABC 12345

RPP-Svtrid: XYZ-12345

RPP- Check- Avai l : fal se

RPP-resul t-code: 1000
Content-Length: O

6.2. Resource Information

The Object Info request MIST use the HTTP CGET nethod on a resource
identifying an object instance. |If the object has authorization
informati on attached then the client MJST use an enpty nmessage body
and include the RPP-Authlnfo HTTP header. |If the authorization is
linked to a database object the client MJST al so include the RPP-Roid
header. The client MAY al so use a nessage body that includes the

aut hori zation information, the client MJUST then not use the RPP-
Aut hl nfo and RPP-Roi d headers.

Request: GET /{collection}/{id}
Request nessage: Optiona
* Response nessage: |Info response

Exanpl e request for an object not using authorization information.
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GET /rpp/vl/ domai ns/ exanpl e.nl HITP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>

Accept: application/rpp+json
Accept - Language: en

RPP-Cltrid: ABC 12345

Exanpl e request using RPP-Authlnfo and RPP-Roi d headers for an object
that has attached authorization information

GET /rpp/vl/ domai ns/ exanpl e.nl HITP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>

Accept: application/rpp+j son
Accept - Language: en

RPP-Cl trid: ABC 12345

RPP- Aut hl nf o: secret-token

RPP- Roi d: REG XYZ- 12345

Exanpl e I nfo response:

HTTP/ 2 200 OK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content - Lengt h: 424

Cont ent - Type: application/rpp+j son
Cont ent - Language: en

RPP- code: 1000

TODO. JSON nessage here
6.3. Poll for Messages

The nessages endpoint is used for retrieving nessages stored on the
server for the client to process.

Request: CET /nmessages
Request nessage: None
* Response nessage: Poll response

The client MJST use the HTTP GET nmet hod on t he nessages resource
collection to request the nessage at the head of the queue.

Exanpl e request:
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GET /rpp/vl/ nessages HITP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>
Accept: application/rpp+json
Accept - Language: en
RPP-Cltrid: ABC 12345

Exanpl e response:

HTTP/ 2 200 OK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content - Lengt h: 312

Cont ent - Type: application/rpp+j son
Cont ent - Language: en

RPP- code: 1301

TODO
6.4. Delete Message

* Request: DELETE /messages/{id}
* Request nessage: None
* Response nessage: Poll Ack response

The client MJST use the HITP DELETE net hod to acknow edge recei pt of
a message fromthe queue. The "nsglD' attribute of a received RPP
Pol | nessage MUST be included in the nmessage resource URL, using the
{id} path elenent. The server MJST use RPP headers to return the RPP
result code and the number of messages left in the queue. The server
MUST NOT add content to the HTTP nmessage body of a successful
response, the server may add content to the message body of an error
response.

Exanpl e request:

DELETE /rpp/ vl/ messages/ 12345 HITP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>
Accept: application/rpp+json
Accept - Language: en

RPP-Cltrid: ABC 12345

Exanpl e response:
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HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Cont ent - Language: en

RPP- code: 1000

RPP- Queue- Si ze: 0

RPP- Svtrid: XYZ-12345

RPP-Cltrid: ABC 12345

Cont ent - Lengt h: 145

TODO
6.5. Create Resource

* Request: POST /{collection}
* Request nessage: bject Create request
* Response nessage: Object Create response

The client MJST use the HTTP POST nmethod to create a new object
resource. |If the RPP request results in a newy created object, then
the server MJST return HTTP status code 200 (OK). The server MJST
add the "Location" header to the response, the value of this header
MUST be the URL for the newly created resource.

Exanpl e Donmai n Create request:

POST /rpp/vl/ domai ns HITP/ 2

Host: rpp. exanpl e. nl

Aut hori zati on: Bearer <token>
Accept: application/rpp+json

Cont ent - Type: application/rpp+json
Accept - Language: en

Cont ent - Lengt h: 220

TODO
Exanpl e Dormai n Create response:

HTTP/ 2 200

Date: Wed, 24 Jan 2024 12:00: 00 UTC

Server: Exanple RPP server v1.0

Cont ent - Language: en

Content - Lengt h: 642

Cont ent - Type: application/rpp+j son

Location: https://rpp.exanple.nl/rpp/vl/ domai ns/exanpl e.n
RPP- code: 1000

TODO
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6.6. Delete Resource

* Request: DELETE /{collection}/{id}
* Request nessage: Optional
* Response nessage: Status

The client MJST the HTTP DELETE nethod and a resource identifying a
uni que obj ect instance. The server MJST return HTTP status code 200
(OK) if the resource was del eted successfully.

Exanpl e Domai n Del ete request:

DELETE /rpp/vl/ domai ns/ exanpl e.nl HTTP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>

Accept: application/rpp+json
Accept - Language: en

RPP-Cltrid: ABC 12345

Exanpl e Domai n Del ete response:

HTTP/ 2 200 K

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Length: 80

RPP- Svtrid: XYZ-12345

RPP-Cl trid: ABC 12345

RPP- code: 1000

TODO
6.7. Renew Resource

* Request: POST /{collection}/{id}/renewa
* Request nessage: Optiona
* Response nessage: Renew response

Not all EPP object types include support for the renew command. The
current-date query parameter MAY be used for date on which the
current validity period ends, as described in Section 3.2.3 of

[ RFC5731]. The new period MAY be added to the request using the unit
and val ue request paraneters. The response MJST include the Location
header for the renewed object.

*TODQ *: current-date: can al so be a HTTP header?

Exanpl e Domai n Renew request:
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POST /rpp/ vl/ domai ns/ exanpl e. nl / renewal ?cur r ent - dat e=2024- 01-01 HTTP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>

Accept: application/rpp+json

Cont ent - Type: application/rpp+json

Accept - Language: en

Content-Length: O

Exanpl e Domai n Renew request, using 1 year period:

PCST /rpp/ vl/ domai ns/ exanpl e. nl / renewal ?cur r ent - dat e=2024- 01- 01?uni t =y&val ue=1 HITP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>

Accept: application/rpp+j son

Cont ent - Type: application/rpp+j son

Accept - Language: en

Content-Length: O

Exanpl e Renew response

HTTP/ 2 200 OK

Date: Wed, 24 Jan 2024 12:00: 00 UTC

Server: Exanple RPP server v1.0

Cont ent - Language: en

Cont ent - Lengt h: 205

Location: https://rpp.exanple.nl/rpp/vl/ domai ns/exanpl e.n
Cont ent - Type: application/rpp+j son

RPP- code: 1000

TODO
6. 8. Transfer Resource

The Transfer command is mapped to a nested resource, naned
"transfer". The semantics of the HTTP DELETE nethod are determ ned
by the role of the client executing the DELETE nethod. The DELETE
method is defined as "reject transfer” for the current sponsoring
client of the object. For the new sponsoring client the DELETE

met hod is defined as "cancel transfer”.

6.8.1. Start
Request: POST /{collection}/{id}/transfer

Request nessage: Optional
* Response message: Status
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In order to initiate a new object transfer process, the client MJST
use the HTTP POST nethod on a unique resource to create a new
transfer resource object. Not all RPP objects support the Transfer
comrand.

If the transfer request is successful, then the response MJST incl ude
the Location header for the object being transferred.

Exanpl e request not using object authorization:

PCST /rpp/ vl domai ns/ exanmpl e.nl/transfer HITP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>

Accept: application/rpp+j son

Accept - Language: en

RPP-Cl trid: ABC 12345

Content-Length: O

Exanpl e request using object authorization:

POST /rpp/vl/ domai ns/ exanmpl e.nl/transfer HITP/ 2
Host: rpp.exanple.n

Aut hori zati on: Bearer <token>

Accept: application/rpp+json

RPP-Cl trid: ABC 12345

RPP- Aut hl nf o: secret-token

Accept - Language: en

Content-Length: O

Exanpl e request using 1 year renewal period, using the unit and val ue
query paraneters

POST /rpp/ vl/ domai ns/ exanpl e. nl /transfer?unit=y&val ue=1 HITP/ 2
Host: rpp.exanple.n

Aut hori zati on: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cl trid: ABC 12345

Content-Length: O

Exampl e Transfer response:
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HTTP/ 2 200 OK

Date: Wed, 24 Jan 2024 12:00:00 UTC

Server: Exanple RPP server v1.0

Cont ent - Language: en

Content - Lengt h: 328

Cont ent - Type: application/rpp+json

Location: https://rpp.exanple.nl/rpp/vl/ domai ns/ exanpl e.nl/transfer
RPP- code: 1001

TODO
6.8.2. Status

A transfer object may not exist, when no transfer has been initiated
for the specified object. The client MJST use the HITP GET net hod
and MUST NOT add content to the HITTP nessage body.

* Request: GET {collection}/{id}/transfer
Request nessage: Optiona
* Response nessage: Transfer Status response

Exanpl e domai n nane Transfer Status request wi thout authorization
i nformati on required:

GET /rpp/vl/ domai ns/ exanpl e.nl /transfer HTTP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cltrid: ABC 12345

If the requested transfer object has associated authorization
information that is not |linked to another database object, then the
HTTP GET nethod MJST be used and the authorization infornation MJST
be included using the RPP-Authlnfo header.

Exanpl e domai n name Transfer Query request using RPP-Authlnfo header:

GET /rpp/vl/ domai ns/ exanpl e.nl/transfer HITP/ 2
Host: rpp.exanple.n

Aut hori zati on: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cl trid: ABC 12345

RPP- Aut hl nf o: secret-token
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If the requested object has associated authorization information
Iinked to another database object, then the HITP GET nmet hod MJST be
used and both the RPP-Authlnfo and the RPP-Roid header MJST be

i ncl uded.

Exanpl e domai n nanme Transfer Query request and authorization using
RPP- Aut hl nfo and the RPP-Roi d header

GET /rpp/vl/ domai ns/ exanpl e.nl/transfer HITP/ 2
Host: rpp.exanple.n

Aut hori zati on: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP- Aut hl nf o: secret-token

RPP- Roi d: REG XYZ- 12345

Content-Length: O

Exanpl e Transfer Query response:

HTTP/ 2 200 OK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Lengt h: 230

Cont ent - Type: application/rpp+json
Cont ent - Language: en

RPP- code: 1000

TODO
6.8.3. Cance
Request: POST /{collection}/{id}/transfer/cancel ation
Request nessage: Optiona

* Response nessage: Status

The new sponsoring client MIST use the HTTP POST nmethod to cancel a
requested transfer.

Exanpl e request:

PCST /rpp/ vl/ domai ns/ exanpl e. nl /transfer/cancel ati on HTTP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>

Accept: application/rpp+j son

Accept - Language: en

RPP-Cl trid: ABC 12345

Exanpl e response:
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HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Length: 80

RPP- Svtrid: XYZ-12345

RPP-Cltrid: ABC 12345

RPP- code: 1000

TCDO
6.8.4. Reject

Request: POST /{collection}/{id}/transfer/rejection
Request nessage: None
* Response nessage: Status

The currently sponsoring client of the object MJST use the HTTP POST
met hod to reject a started transfer process.

Exanpl e request:

PCST /rpp/ vl/ domai ns/ exanpl e.nl/transfer/rejection HITP/ 2
Host: rpp. exanpl e. nl

Aut hori zation: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cl trid: ABC 12345

Exanpl e Rej ect response:

HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Length: 80

RPP- Svtrid: XYZ-12345

RPP-Cltrid: ABC 12345

RPP- code: 1000

TODO
6.8.5. Approve
Request: POST /{collection}/{id}/transfer/approva
Request nessage: Optional

* Response nessage: Status

The currently sponsoring client MJST use the HTTP POST nethod to
approve a transfer requested by the new sponsoring client.
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Exanpl e Approve request:

POST /rpp/vl/ domai ns/ exanmpl e. nl /transfer/approval HITP/ 2
Host: rpp.exanple.n

Aut hori zati on: Bearer <token>

Accept: application/rpp+json

Accept - Language: en

RPP-Cl trid: ABC 12345

Content-Length: O

Exanpl e Approve response

HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Length: 80

RPP- Svtrid: XYZ-12345

RPP-Cltrid: ABC 12345

RPP- code: 1000

TODO
6.9. Update Resource
Request: PATCH /{collection}/{id}
Request nessage: bject Update nessage

Response nessage: Status

An obj ect Update request MJIST be perfornmed using the HITP PATCH
met hod. The request nmessage body MJST contain an Update nessage.

*TODO * when using JSON, also allow for JSON patch so client can send
partial update data only?

Exanpl e request:

PATCH / rpp/ v1/ domai ns/ exanmpl e. nl HITP/ 2
Host: rpp.exanple.n

Aut hori zation: Bearer <token>

Accept: application/rpp+json
Cont ent - Type: application/rpp+json
Accept - Language: en

Cont ent - Lengt h: 252

TODO

Exanpl e response:
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HTTP/ 2 200 CK

Date: Wed, 24 Jan 2024 12:00: 00 UTC
Server: Exanple RPP server v1.0
Content-Length: 80

RPP- Svtrid: XYZ-12345

RPP-Cltrid: ABC 12345

RPP- code: 1000

TODO

7. Extension Framework
TODO

8. | ANA Consi derations
TODO

9. Internationalization Considerations
TODO

10. Security Considerations
RPP relies on the security of the underlying HTTP [ RFC9110]
transport, hence the best comon practices for securing HITP al so
apply to RPP. It is RECOMMENDED to follow them cl osely.
Data confidentiality and integrity MJST be enforced, all data
transport between a client and server MJST be encrypted using TLS
[ RFC5246]. Section 9 describes the level of security that is
REQUI RED for all RPP endpoints.
Due to the stateless nature of RPP, the client MJST include the
aut hentication credentials in each HITP request. This MAY be done by
usi ng JSON Wb Tokens (JW) [RFC7519] or Basic authentication
[ RFC7617] .

11. Change History

11.1. Version 00 to 01

Updat ed "Request Headers" and "Response Headers" section

Changed transfer resource URL and HTTP nmethod for reject, approve
and cancel, in order to nmake the APl easier to use

* %

11.2. Version 00 (draft-rpp-core) to 00 (draft-wullink-rpp-core)
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Renared t he docunment nane to "draft-wllink-rpp-core"
Renoved sections: Design Considerations, Resource Nam ng
Convention, Session Managenment, HTTP Layer, Content Negoti ati on,
oject Filtering, Error Handling

* Renanmed Comands section to Endpoints
Renoved text about extensions

* Changed naming to be |less EPP |ike and nore RDAP like
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