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Abstract

Thi s docunent updates the set of best current security practices for
QAuth 2.0 by extending the security advice given in RFC 6749, RFC
6750, and RFC 9700, to cover new threats that have been di scovered
since the former documents have been published.
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Di scussion of this docunent takes place on the Wb Aut horization
Protocol mailing list (mailto:ocauth@etf.org), which is archived at
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https://ww.ietf.org/ mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
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1.

1.

1.

I nt roducti on

Since the publication of the first QAuth 2.0 Security Best Practices
docunent [ RFC9700], new threats to QAuth 2.0 ecosystens have been
identified. This docunment therefore serves as an extension of the
original [RFC9700] and is to be read in conjunction with it.

Li ke [ RFC9700] before, this document provides inportant security
recomrendations and it is RECOVWENDED that inplenenters upgrade their
i mpl ement ati ons and ecosystens as soon as feasible.

1. Structure

The remai nder of this docunment is organized as follows: Section 2 is
a detailed analysis of the threats and inplenmentation issues that can
be found in the wild (at the time of witing) along with a discussion
of potential counterneasures.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thi s specification uses the ternms "access token", "authorization
endpoint", "authorization grant”, "authorization server", "client",
"client identifier" (client I1D), "protected resource", "refresh

t oken", "resource owner", "resource server", and "token endpoint"
defined by QAuth 2.0 [ RFC6749].

/1 Make sure to update this |list once the technical sections bel ow
[l are conpl eted

/1

[l -- TimW

Attacks and Mtigations

This section gives a detailed description of new attacks on QAuth

i npl ementations, along with potential counterneasures. Attacks and
mtigations already covered in [RFC9700] are not listed here, except
where clarifications or new reconmendati ons are made. GCenerally, the
attacks in this section assume a scenario where a client can interact
with nmultiple authorization servers.
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2.1. Audience Injection Attacks

When using signature-based client authentication methods such as
private key jw as defined in [OpenlD. Core] or signed JW's as defined
in [RFC7521] and [ RFC7523], a nmlicious authorization server may be
able to obtain and use a client’s authentication credential, enabling
themto inpersonate a client towards another honest authorization
server.

2.1.1. Attack Description

The descriptions here follow [research.ust], where additional details
of the attack are laid out. Audience injection attacks require a
client to interact with at |east two authorization servers, one of
which is malicious, and to authenticate to both with a signature-
based aut hentication nethod using the sanme key pair. The follow ng
description uses the jwt-bearer client authentication from|[RFC7523],
see Section 2.1.1.3 for other affected client authentication nethods.
Furthernore, the client needs to be willing to authenticate at an
endpoi nt other than the token endpoint at the attacker authorization
server (see Section 2.1.1.2).

2.1.1.1. Core Attack Steps

In the following, let HAS be an honest authorization server and | et
A-AS be an attacker-controll ed authorization server.

Assune that the authorization servers publish the following URIs for
their token endpoints, for exanple via nechanisns such as

aut hori zati on server netadata [ RFC8414] or Openl D Di scovery

[ Openl D. Di scovery]. The exact publication mechanismis not rel evant,
as audi ence injection attacks are also possible on clients with
manual |y configured authorization server netadata.

Excerpt from H AS netadat a:

"issuer": "https://honest.cont,
"token_endpoint": "https://honest.con token",
Excerpt from A-AS net adat a:

"issuer": "https://attacker.coni,
"token_endpoint": "https://honest.con token",
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Therefore, the attacker authorization server clains to use the honest
aut hori zation server’s token endpoint. Note that the attacker

aut hori zati on server does not control this endpoint. The attack then
comrences as foll ows:

1. dient registers at HAS, and gets assigned a client ID cid.

2. dient registers at A-AS, and gets assigned the sane client ID
cid. Note that the client IDis not a secret (Section 2.2 of
[ RFC6749]) .

Now, whenever the client creates a client assertion for
authentication to A-AS, the assertion consists of a JSON Wb Token
(JWI) that is signed by the client and contains, among others, the
foll owi ng cl ai ns:

"iss": "cid",
"sub": "cid",
"aud": "https://honest.conitoken"

Due to the malicious use of HAS token endpoint in A-AS

aut hori zati on server netadata, the aud clai mcontains HAS token
endpoint. Recall that both A-AS and H AS registered the client with
client IDcid, and that the client uses the sane key pair for

aut hentication at both authorization servers. Hence, this client
assertion is a valid authentication credential for the client at

H- AS.

The use of the token endpoint to identify the authorization server as
a client assertion’s audi ence even for client assertions that are not
sent to the token endpoint is encouraged, or at |least allowed by many
standards, including [RFC7521], [RFC7522], [RFC7523], [RFC9126],

[ Openl D. Core], [OpenlD.CIBA], and all standards referencing the | ANA
registry for QAuth Token Endpoi nt Aut hentication Methods for
avai l abl e client authentication methods.

As described in [research.ust], the attacker can then utilize the
obtai ned client authentication assertion to inpersonate the client
and, for exanple, obtain access tokens.

2.1.1.2. Endpoints Requiring Cient Authentication

As nentioned above, the attack is only possible if the client

aut henticates to an endpoint other than the token endpoint at A-AS.
This is because if the client sends a token request to A-AS, it wll
use A-AS token endpoint as published by A-AS and hence, send the
token request to HAS, i.e., the attacker cannot obtain the client
assertion.
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As detailed in [research.ust], the attack is confirmed to be possible
if the client authenticates with such client assertions at the
foll owi ng endpoi nts of A-AS:

* Pushed Authorization Endpoint (see [ RFC9126])

* Token Revocation Endpoint (see [ RFC7009])

* Cl BA Backchannel Authentication Endpoint (see [ OpenlD.ClBA])
* Device Authorization Endpoint (see [ RFC8628])

Note that this list of exanples is not exhaustive. Hence, any client
that m ght authenticate at any endpoint other than the token endpoi nt
SHOULD enpl oy count ermeasures as described in Section 2.1.2.

2.1.1.3. Affected Cient Authentication Mthods

The sane attacks are possible for the private_key jw client
aut henti cation method defined in [OpenlD.Core], as well as
instantiations of client authentication assertions defined in
[ RFC7521], including the SAML assertions defined in [ RFC7522].

Furthernmore, a simlar attack is possible for jwt-bearer
aut hori zation grants as defined in Section 2.1 of [RFC7523], albeit
under additional assunptions (see [research.ust] for details).

2.1. 2. Count er measur es

At its core, audience injection attacks exploit the fact that, from
the client’s point of view, an authorization server’s token endpoi nt
is a nostly opaque val ue and does not uniquely identify an

aut hori zation server. Therefore, an attacker authorization server
may claimany URI as its token endpoint, including, for exanple, an
honest authorization server’s issuer identifier. Hence, as long as a
client uses the token endpoint as an audi ence val ue when
authenticating to the attacker authorization server, audience
injection attacks are possible. Therefore, audience injection
attacks need to be prevented by the client.

Note that the follow ng counterneasures mandate the use of single
audi ence val ue (as opposed to nultiple audiences in array). This is
because Section 4.1.3 of [RFC7519] allows the receiver of an

audi ence-restricted JW to accept the JW even if the receiver
identifies with only one of the values in such an array.
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Clients that interact with nore than one authorization server and
aut henticate with signature-based client authentication nethods MJST
enpl oy one of the follow ng counterneasures, unless audi ence
injection attacks are mtigated by other neans, such as using fresh
key material for each authorization server.

Note that the countermeasures described in Section 2.1.2.1 and
Section 2.1.2.2 do not inply any normative changes to the

aut hori zation server: Section 4.1.3 of [RFC7519] requires the

aut hori zation server to only accept a JW if the authorization server
can identify itself with (at least one of the elenments in) the JW's
audi ence val ue. Authentication JWs produced by a client

i mpl ementing one of these counterneasures neet this condition. O
course, an authorization server MAY still decide to only accept its

i ssuer identifier (Section 2.1.2.1) or the endpoint that received the
JWI (Section 2.1.2.2) as an audi ence value, for exanple, to force its
clients to adopt the respective counterneasure.

2.1.2.1. Authorization Server |ssuer ldentifier

Clients MJST use the authorization server’s issuer identifier as
defined in [ RFC8414]/[ Openl D. Di scovery] as the sol e audi ence value in
client assertions. Clients MJST retrieve and validate this value as
described in Section 3.3 of [RFC8414]/Section 4.3 of

[ Openl D. Di scovery].

For jwt-bearer client assertions as defined by [ RFC7523], this
mechani smis al so described in [ QAUTH 7523bi s] .

Note that "issuer identifier" here does not refer to the term
"issuer" as defined in Section 4.4 of [RFC9700], but to the issuer
identifier defined in [ RFC8414] and [ Openl D. Di scovery]. In
particular, the issuer identifier is not just "an abstract identifier
for the conbi nation the authorization endpoint and token endpoint".

2.1.2.2. Exact Target Endpoint URI

Clients MJST use the exact endpoint URI to which a client assertion
is sent as that client assertion’s sole audience val ue.

Thi s counterneasure can be used for authorization servers that do not

use aut hori zation server netadata [ RFC8414] or Openl D Di scovery
[ Openl D. Di scovery].
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2.2. Updates to M x-Up Attacks

M x-up attacks can occur in scenarios where an QAuth client interacts
with two or nore authorization servers and at |east one authorization
server is under the control of the attacker

This section extends the nix-up attack analysis in Section 4.4 of

[ RFC9700]. It introduces additional attack variants that can occur
when clients use distinct redirection URIs for each authorization
server and clarifies the applicability of counterneasures to certain
attack variants.

2.2.1. Updates to "Per-AS Redirect URIs" M x-Up Vari ant

The basic m x-up attack described in the initial paragraphs of
Section 4.4.1 of [RFC9700] specifies, as one of its preconditions,
that "the client stores the authorization server chosen by the user
in a session bound to the user’s browser and uses the sane
redirection URI for each authorization server".

If the client instead uses a distinct redirection URI for each

aut hori zation server (i.e., Per-AS Redirect URIs), three subvariants
of mx-up attacks are still possible. This section updates the
description of the "Per-AS Redirect URIs" mx-up variant in

Section 4.4.1 of [RFC9700], with subvariants 1 and 2 newy introduced
in this docunent:

Per-AS Redirect URI's: There are three subvariants of m x-up attacks
when the client uses distinct redirection URIs for each authorization
server.

Subvariant 1: Advanced M x-up Attack. |If the client uses different
redirection URIs for different authorization servers but treats them
as the sane URI, a slight variant of the basic m x-up attack remains
possi bl e (see Footnote 7 of [arXiv.1601.01229]). |In this attack, the
attacker not only replaces the client ID as in the basic mx-up
attack, but also replaces the redirection URl when redirecting the
browser to the authorization endpoint of the honest authorization
server.

Thi s advanced m x-up attack is described in detail below, with the
Preconditions as well as Step 2 and Step 3 updated conpared to the
basic m x-up attack

Preconditions: For this variant of the attack to work, it is assumed
t hat
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* the inplicit or authorization code grant is used with multiple
aut hori zati on servers of which one is considered "honest" (H AS)
and one is operated by the attacker (A-AS), and

* the client stores the authorization server chosen by the user in a
session bound to the user’'s browser and uses distinct redirection
URIs for different authorization servers, but treats themas the
same URI (i.e., it does not use the redirection URl to
differentiate authorization servers at the redirection endpoint).

In the following, it is further assuned that the client is registered
with HAS (URI: https://honest.as.exanple, client ID 7Z&ZI dHQ and
with A-AS (URI: https://attacker.exanple, client ID 666RVZITA).
Assume that the client issues the redirection UR

https://client.com 9XpLnK2gR/ cb for H AS and

https://client.com 4FvBn8TzY/cb for A-AS. URLs shown in the

foll owi ng exanple are shortened for presentation to include only
paraneters rel evant to the attack.

Attack on the authorization code grant:

1. The user selects to start the grant using A-AS (e.g., by clicking
on a button on the client’'s website).

2. The client stores in the user’s session that the user selected
"A-AS" and redirects the user to A-AS' s authorizati on endpoi nt
with a Location header containing the URL
https://attacker. exanpl e/
aut hori ze?response_t ype=code&cl i ent i d=666RVZJTA
& edirect _uri=https¥BAYRFY2Fclient.con?2F4FvBn8TzY%2Fcbh.

3. Wen the user’s browser navigates to the attacker’s authorization
endpoint, the attacker immediately redirects the browser to the
aut hori zati on endpoint of HAS. |In the authorization request,
the attacker replaces the client ID of the client at A-AS with
the client’s ID at HAS, and replaces the redirection URI of A-AS
with the redirection URI of HAS. Therefore, the browser
receives a redirection (303 See O her) with a Location header
pointing to https://honest. as. exanpl e/
aut hori ze?response_t ype=code&cl i ent i d=7Z&Z dHQ
& edirect _uri=https¥%BAYRFY2Fcl i ent.con2FIXpLnK2qRV2Fcbh.

4. The user authorizes the client to access their resources at H AS.
H AS i ssues a code and sends it (via the browser) back to the
client.

5. Since the client still assunes that the code was issued by A-AS,
it will try to redeemthe code at A-AS s token endpoint.
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6. The attacker therefore obtains code and can either exchange the
code for an access token (for public clients) or perform an
aut hori zation code injection attack as described in Section 4.5
of [RFC9700].

Subvariant 2: Nagffve RP Session Integrity Attack. If clients use
different redirection URIs for different authorization servers, and
clients do not store the sel ected authorization server in the user’s
session, attackers can nmount an attack called "Nazfve RP Session
Integrity Attack”. Note that unlike other m x-up variants, the goa
of this attack is not to obtain an authorization code or access
token, but to force the client to use an attacker’s authorization
code or access token for HHAS. See Section 3.4 of [arXiv.1601.01229]
for details.

Subvariant 3: Cross Social - Network Request Forgery. |[If clients use
different redirection URIs for different authorization servers,
clients do not store the selected authorization server in the user’s
session, and authorization servers do not check the redirection URIs
properly (see Section 4.1 of [RFC9700]), attackers can mount an

attack called "Cross Soci al - Networ k Request Forgery". These attacks
have been observed in practice. Refer to [research.jcs_14] for
detail s.

2.2.2. darifications on Counterneasures for Mx-Up Variants

Section 4.4.2 of [RFC9700] specifies two counternmeasures, M x-Up

Def ense via |Issuer ldentification and via Distinct Redirect URls
(referred to hereafter as "existing m x-up defenses"). Both defenses
require the client to store and conpare the issuer of the

aut hori zation server. Specifically, the issuer is defined in the
second paragraph of Section 4.4.2 of [RFC9700] as foll ows:

The issuer serves ... as an abstract identifier for the

conbi nation of the authorization endpoint and token endpoi nt that
are to be used in the flow If an issuer identifier is not
available ..., a different unique identifier for this tuple or the
tuple itself can be used instead.

Exi sting m x-up defenses are sufficient to protect agai nst nost
attack variants, with a few specific cases requiring clarification:

* For the nmix-up attack variant in "Inmplicit Gant", since the flow
does not involve a token endpoint, a unique identifier for the
aut hori zati on endpoint URL MAY be used as the equival ent of issuer
if an issuer identifier is not available. Then, clients MJST
apply existing m x-up defenses.
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* For all three subvariants of the "Per-AS Redirect URIs" attack
variant (Section 2.2.1), clients MJST foll ow existing m x-up
defenses to defend against m x-up attacks. Cients MAY choose to
reuse the per-AS redirection URI already configured in their
depl oynents to satisfy the "distinct redirection URI for each
i ssuer” requirenent when inplenenting the "M x-Up Defense via
Di stinct Redirect URI s" defense (Section 4.4.2.2 of [RFC9700]).
For subvariant 3 ("Cross Soci al - Networ k Request Forgery"), the
exi sting m x-up defenses alone are not sufficient. |In addition,
aut hori zation servers MJUST enforce exact redirection URl nmatching,
as specified in Section 4.1.3 of [RFC9700].

Note that when the issuer is not unique to a client (i.e., when a
client can interact with nultiple configurations of the sane

aut hori zation server), the security considerati ons go beyond the

scope of m x-up attacks and are discussed further in Section 2.3.

Attacks in Open Ecosystens

This section describes the QAuth use case and associ ated attacks in
open ecosystens, along with practical counterneasures tailored to
such envi ronnents.

1. QAuth in Open Ecosystens

In traditional QAuth deployments, a client registers with an

aut hori zation server to access protected resources hosted by a
resource server. The neans through which the client registers with
an authorization server typically involve the client devel oper
manual |y registering the client at the authorization server’s
website, or by using Dynamic dient Registration [RFC7591]. The
client may access different resources fromdistinct resource servers,
thereby requiring registration with nmultiple authorization servers.
The choi ce of what resources to access (and thus which authorization
and resource servers to integrate) is at the discretion of the client
(or client devel oper).

This section discusses QAuth in "open ecosystens"”, where the
protected resources accessible to a client are configured beyond the
discretion of the client or client developers. This can be the case,
for exanple, if the client offers an open narketplace or registry
wher e external devel opers can publish information about resource
servers and associ ated authorization servers at devel opnent tine
(e.g., inintegration platforms, where external services register
thensel ves as authorization and resource servers with a platformthat
acts as a client, see [research.cuhk]), or if an end-user can specify
any conpliant configurations to interact with at runtinme (e.g., in

t he Mbdel Context Protocol [MCP-Spec]).
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Thi s docunent defines a "client configuration" as a set of
configuration el enents that enable a client to access an QAuth 2.0
protected resource, including details about the authorization server,
client registration, and the resource server. |n open ecosystens,
these configuration elenents are typically nmanaged as foll ows:

* Aut horization Server configuration: Cients may enploy a manual
approach, where external devel opers or end-users enter the
necessary fields (i.e., endpoint URLs of the authorization server)
at the client’s website, or support fetching information about the
aut hori zati on server via Authorization Server Mtadata [ RFC3414].

* Cient Registration configuration at the authorization server
Clients may enpl oy a manual approach, where external devel opers or
end-users enter the necessary fields (i.e., client identifier and
client credentials) at the client’s website, or support fetching
i nformati on about the client registration via Dynamic Cient
Regi strati on [ RFC7591].

* Protected Resource configuration: Cients may enpl oy a nanua
approach, where external devel opers or end-users enter the
necessary fields (i.e., endpoint URLs of the resource server) at
the client’s website, or support fetching information about the
protected resource via Protected Resource Metadata [ RFC9728].

Ext ernal devel opers or end-users may further specify when and how
the protected resources shall be fetched and processed by the
clients.

The integration pattern in open ecosystens expands the use of QAuth
in dynam c scenarios, creating new challenges with respect to
functionality and security beyond the scope of [RFC9700].

2.3.2. Attack Scenario

Wth the new integration nodel, OQAuth in open ecosystens introduces
two notable inplications:

* Increased risk of malicious integration: Since the responsibility
of integrating client configurations is shifted to externa
devel opers or end-users, there is an increased risk that nalicious
client configurations nmay be introduced, including attacker-
controll ed authorization servers or resource servers

*  New requirenments for handling shared issuers: dients shal
support client configurations with potentially shared issuers
(explained below) to fulfill functional needs, which in turn
i ntroduces new security gaps
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In traditional QAuth deploynments, it is inplicitly assuned that there
is exactly one client configuration for each client-authorization
server pair. Under this assunption, the issuer (as defined in
Section 4.4.2 of [RFC9700]) serves as a unique identifier for the
client. This has led to the common practice of clients tracking "the
aut hori zation server chosen by the user"” during QAuth flows, as well
as the adoption of existing mx-up defenses (Section 4.4.2 of

[ RFC9700]), all of which are based on the issuer concept that

uni quely identifies each authorization server fromthe client’s point
of view.

In open ecosystens, however, the new integration pattern does not,
and fundanentally cannot, restrict the use of the same authorization
server across nultiple client configurations. For instance, clients
may legitimately integrate various functionalities that access
different resources or process the sanme resources differently, while
relying on the sane authorization server (i.e., having shared

i ssuers, which inplies that the issuer no | onger uniquely identifies
a client configuration).

As a result, the client may integrate with an authorization server
under the attacker’s control (Section 2.3.3), or an attacker-
controll ed resource server paired with an honest authorization server
-- even if the authorization server is already integrated at the
client under a different client configuration (Section 2.3.4).

2.3.3. Mx-Up Attacks Rel oaded

This section provides a tailored attack description and alternative
countermeasure for m x-up attacks in open ecosystens. The
descriptions here follow [research. cuhk], where additional details
are laid out.

2.3.3.1. Attack Description

Section 4.4 of [RFC9700] exenplifies scenarios in which an attacker-
controll ed authorization server may be introduced:

This can be the case, for exanple, if the attacker uses dynamc
registration to register the client at their own authorization
server, or if an authorization server becones conproni sed.

QAut h depl oynents in open ecosystens extend the above scenarios: an
ext ernal devel oper or end-user can introduce an attacker-controlled
aut hori zation server by integrating a new client configuration at the
client.
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Furthermore, nultiple client configurations nay use the same

aut hori zation server (i.e., share the sane issuer). To manage such
scenarios, the client should treat each client configuration

i ndependently, typically by keeping track of the client configuration
chosen by the user during the QAuth flow. For exanple, the client
may store a unique identifier for each client configuration (rather
than for each authorization server) in the user’s session, or assign
a distinct redirection URI to each client configuration. This
enables the client to distinguish between client configurations,
retrieve the correct client registration information for access token
requests, and access the intended protected resources.

Attackers can exploit this setup to mount nix-up attacks, using a
mal i ci ous authorization server froman attacker-controlled client
configuration to target the honest authorization server from an
honest client configuration. For details on this attack vector, see
"Cross-app QAuth Account Takeover" (COAT) and "Cross-app QAuth
Request Forgery" (CORF) in Section 4.2 of [research. cuhk].

As an exampl e, the attack anal ogous to the Advanced M x-up Attack
described in Section 2.2.1 is outlined bel ow

Preconditions: For this variant of the attack to work, it is assuned
t hat

* the inplicit or authorization code grant is used with multiple
client configurations of which one is considered "honest™
(HConfig) and one is operated by the attacker (A-Config), and

* the client stores the client configuration chosen by the user in a
session bound to the user’s browser and uses distinct redirection
URIs for different client configurations, but treats themas the
same URI (i.e., it does not use the redirection URl to
differentiate client configurations at the redirection endpoint).

In the following, it is further assuned that the client is registered
with an honest authorization server HAS (URl:
https://honest. as. exanple, client 1D 7Z&ZI dHQ under H- Config and
with an attacker-controlled authorization server A-AS (URI:
https://attacker.exanple, client ID 666RVZITA) under A-Config.
Assune that the client issues the redirection UR

https://client.com 9XpLnK2qR/ cb for H Config and

https://client.com 4FvBn8TzY/cb for A-Config. URLS shown in the

foll owi ng exanpl e are shortened for presentation to include only
paraneters relevant to the attack

Attack on the authorization code grant:
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1. The user selects to start the grant using A-Config (e.g., by
clicking on a button on the client’s website).

2. The client stores in the user’s session that the user selected
"A-Config" and redirects the user to A-AS s authorization
endpoint with a Location header containing the URL
https://attacker. exanpl e/
aut hori ze?response_t ype=code&cl i ent _i d=666RVZIJTA
&redirect _uri=https¥BAYRF¥2Fcl i ent.con2F4FvBn8TzY%2Fcbh.

3. Wen the user’s browser navigates to the attacker’s authorization
endpoint, the attacker imedi ately redirects the browser to the
aut hori zati on endpoint of HAS. |In the authorization request,
the attacker replaces the client 1D of the client at A-Config
with the client’s ID at H Config, and replaces the redirection
URI of A-Config with the redirection URI of H Config. Therefore,
the browser receives a redirection (303 See her) with a
Location header pointing to https://honest. as. exanpl e/
aut hori ze?response_t ype=code&cl i ent _i d=7Z&ZI dHQ
&redirect _uri=https¥BAYRFY2Fcl i ent.com2FIXpLnK2qRI2Fcbh.

4. The user authorizes the client to access their resources at H AS.
H AS issues a code and sends it (via the browser) back to the
client.

5. Since the client assunmes that the code was issued in the
interaction with A-Config, it will try to redeemthe code at
A-AS s token endpoint.

6. The attacker therefore obtains code and can either exchange the
code for an access token (for public clients) or perform an
aut hori zation code injection attack as described in Section 4.5
of [RFC9700].

2.3.3.2. Counterneasures

At its core, a client in open ecosystens may integrate nmultiple
configurations of the same authorization server, and therefore the

i ssuer may not be unique to the client. VWhile the existing m x-up
defenses in Section 4.4.2 of [RFC9700] are sufficient, a variant of
the "M x-Up Defense via Distinct Redirect URIs" defense described in
Section 4.4.2.2 of [RFC9700] MAY be depl oyed instead for practica
reasons:

To apply this defense, clients MIJST use a distinct redirection UR
for each client configuration they interact with. dients MJST
check that the authorization response was received fromthe
correct client configuration by conparing the distinct redirection
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URI for the client configuration to the URI where the
aut hori zati on response was received on. |If there is a msmatch,
the client MJST abort the flow

To maxim ze conpatibility, this counterneasure i nposes no new

requi renents on authorization servers conpliant with the origina
QAuth 2.0 specification [RFC6749]. This is essential for securing
open ecosystens where clients may be integrated with numerous client
configurations, and many authorization servers may not support the
"M x-Up Defense via Issuer Identification" defense described in
Section 4.4.2.1 of [RFC9700] (e.g., returning the issuer identifier
via an iss paraneter in the authorization response [RFC9207]).

To ease the devel opnent burden, conpared to the "M x-Up Defense via
Distinct Redirect URIs" defense outlined in Section 4.4.2.2 of

[ RFC9700], this counterneasure does not require clients to nmanage

i ssuers exclusively for mx-up defense. Instead, it relies on
existing isolation boundaries that already serve the functional need
of differentiating client configurations.

Note that this countermeasure is not intended to redefine the concept
of an issuer (or issuer identifier) froman authorization server-
specific identifier to one tied to client configurations. Nor does
it invalidate the existing counterneasures described in Section 4.4.2
of [RFCI9700] and clarified in Section 2.2.2, which renmain sufficient
to mtigate m x-up attacks in open ecosystens. Rather, this

count ermeasure MAY serve as an alternative defense.

2.3.4. dient Configuration Confusion Attack

When client authentication is not required such as in the inplicit
grant or for a public client, or when signature-based client

aut henti cati on met hods such as private _key jw (as defined in

[ Openl D. Core]) or signed JWs (as defined in [RFC7521] and [ RFC7523])
are used, a malicious resource server nay be able to obtain an access
t oken issued by an honest authorization server. This is achieved by
regi stering an honest authorization server at the client under a
mal i ci ous client configuration, pairing it with an attacker-
controll ed resource server, thus tricking the client into sending its
access tokens to the attacker instead of using themat the honest
resource server.

Unli ke mix-up attacks or audience injection attacks, client
configuration confusion attacks do not involve a malicious

aut hori zation server, but rather an honest one used in a malicious
client configuration.
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2.3.4.1. Attack Description

Client configuration confusion attacks are feasible if a client
satisfies the followi ng preconditions:

1. The client has at least two client configurations, one of which
is configured by an attacker. The client allows for the two
configurations to use the same authorization server (i.e.,

i ssuer-sharing client configurations) but different resource
servers.

2. The client stores the client configuration chosen by the user in
a session bound to the user’s browser and assigns the sane
redirection URI for at |east the issuer-sharing, if not all,
client configurations.

3. The client uses the sane client I D across the issuer-sharing
client configurations.

4. Regarding client authentication, one of the follow ng applies:

* The client authenticates to the authorization server in both
client configurations with a signature-based authentication nethod
(e.g., the jwi-bearer client authentication from[RFC7523]) using
the same key pair.

* The client interacts with the authorization server in both client
configurations without requiring client authentication (i.e.,
using the inplicit grant, or as a public client).

For brevity of presentation, in the following, let HAS HRS, and

H Confi g denote an honest authorization server, resource server, and
client configuration, respectively. Let A-AS, A-RS, and A-Config
denote an attacker-controlled authorization server, resource server,
and client configuration, respectively.

2.3.4.1.1. Core Attack Steps
In the following, it is further assuned that the client is registered
with HAS for both client configurations. The client is configured
to use A-RS for A-Config and HRS for H Config

Attack on the authorization code grant:

1. The user selects to start the grant using A-Config (e.g., by
clicking on a button on the client’s website).
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2. The client stores in the user’s session that the user selected
"A-Config" and redirects the user to HAS s authorization
endpoi nt ..

3. The user authorizes the client to access their resources at H AS.
Havi ng validated that the client ID and redirection URI match the
ones assigned for H Config, H AS issues a code and sends it (via
the browser) back to the client.

4. The client redeens the code issued by HAS at H AS s token
endpoint. To authenticate with HAS, the client creates a client
assertion signed by itself. Recall that both A-Config and
H Config registered the client with H AS under the same client
ID, and that the client uses the same key pair for authentication
at HAS. Hence, this client assertion, if required, wuld be a
valid authentication credential for the client at HAS. Note
that generating and validating client assertions in this step is
irrelevant for public clients.

5. Since the client stores "A-Config" in the user’s session, it
sends the access token to A-RS. The attacker therefore obtains
the user’s access token issued by H AS

Variant in Inplicit Grant: In the inplicit grant, H AS issues an
access token instead of the code in Step 3. Step 4 is onmitted. The
rest of the attack proceeds as above.

2.3.4.1.2. Discussion: on Sharing Cient |IDs

The scope of client configuration confusion attack is linmted to the
reuse of registered clients, and considers phishing threats involving
the open registration of new clients as out of scope, because such
threats can be mtigated by existing nechani sns such as vetting
during manual registration, or via initial access tokens as defined
in Section 1.2 of [RFC7591].

For the attack to work, A-Config and H Config need to share the same
client IDin client registration (precondition 3 in Section 2.3.4.1).
This can be the case, for exanple, if an external devel oper or end-
user can control the client ID used in A-Config during nmanua
registration, or if the client uses dynamc registration to get
assigned the same client IDfor A-Config as in HConfig, as detailed
bel ow.

VWhen the client is designed to performdynamc client registration
once per client configuration, A-Config and H Config could feasibly
share the sanme client ID. Unlike the situation in Section 2.1, since
A-Config uses HAS instead of A-AS, the attacker cannot directly
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control which client ID the authorization server assigns to A-Config.
However, according to the description of client ID returned in Cient
I nformation Response (Section 3.2.1 of [RFC7591]):

client_id QAuth 2.0 client identifier string. It SHOULD NOT be
currently valid for any other registered client, though an
aut hori zati on server MAY issue the same client identifier to
multiple instances of a registered client at its discretion.

The second half of the |ast sentence explicitly allows a client to
obtain a client ID of the same value across nmultiple client
registrations, as long as the client is considered to be instances of
the sane registered client by the authorization server

Thi s behavior is intended for registering different "client

i nstances", i.e., different deployed instances of the sane piece of
client software (see Section 1.2 of [RFC7591]). However, the

aut hori zati on server cannot distingui sh between this case and a
client registering nultiple tinmes for different client
configurations.

Specifically, when the client initiates dynanmic registration at H AS
based on H Config and A-Config respectively, the authorization
server, recognizing the two client registration requests as
originating fromthe sanme client (e.g., indicated by the identica
software identifier or software statenent provided by the client, see
Section 2 of [RFC7591] for their definitions), is likely to return
the sane client ID according to Appendi x A 4.2 of [RFC7591]:

Particul ar authorization servers mght choose, for instance, to
mai ntai n a mappi ng between software statenment val ues and client
identifier values, and return the sane client identifier value for
all registration requests for a particul ar piece of software.

Therefore, a client interacting with H Config and A-Config could
feasibly share the sane client ID when dynamic client registration is
used.

2.3.4.2. Count er measur es

At its core, client configuration confusion attacks exploit the fact
that, an attacker-controlled client configuration can reuse the
registered client at the honest authorization server under an honest
client configuration

Clients in open ecosystens that interact with nore than one client

configuration and support authorization servers that either use
si gnat ure-based client authentication nethods or do not require
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client authentication MIUST enploy the foll owi ng counternmeasure,

unl ess client configuration confusion attacks are mtigated by other
means, such as using fresh key material for each authorization server
enpl oyi ng si gnature-based client authentication and disallow ng any
aut hori zati on server that does not require client authentication.

Clients MJST issue a distinct redirection URI for each client
configuration they interact with, both during client registration and
in QAuth flows. This ensures that the redirection URI for the
attacker-controlled client configuration will fail the exact
redirection URI match (required by Section 4.1.3 of [RFC9700]) at the
honest authorization server, since the redirection URI at the honest
client configuration is the only redirection URI registered for the
client identifier at the honest authorization server.

When dynamc client registration is supported, clients SHOULD al so
specify a different software identifier (software_id) in client
registration requests for each client configuration. This prevents
client registration requests frombeing rejected by the authorization
server when different redirection URIs are used, if the authorization
server follows the excerpt from Section 5 of [RFC7591] bel ow

An aut hori zation server could al so refuse registration requests
froma known software identifier that is requesting different
redirection URIs or a different client URI.
Thi s counternmeasure can be considered an actionabl e approach to
mtigating the "Counterfeit Resource Server" threat (see "Access
Token Phishing by Counterfeit Resource Server" in Section 4.9.1 of
[ RFCO700]) within the context of open ecosystems. It is
compl enentary to general defenses for access token nisuses, such as
sender - constrai ned and audi ence-restricted access tokens as specified
in Section 4.10 of [RFC9700].
3. Security Considerations
Security considerations are described in Section 2
4. |1 ANA Consi derations
Thi s document has no | ANA acti ons.
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